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BeBegeHve

NCO/M3K 24727 npepacTtaBnseT cob0ii cepuio CTaHAAPTOB, yCTaHaBNMBatOLLUX Tpe6oBaHMA K nporpam-
MHbIM MHTepdeiicam 1 NPOTOKo1aM, C MOMOLL b0 KOTOPbIX OCYLLECTB/IAETCA B3anMoeincTerne Mexay kaptamu
Ha wuHTerpanbHbix cxemax (ICC) u pe3naeHTHbIMU MPUIOKEHUSAMU HA Pa3HOO0OPa3HbIX KOMMbOTEPHbIX
nnargopmax. ICC npefoctasnsaoT 06061 eHHble CepBUCHI 419 MHOTOCEKTOPHOrO UCNOJ1b30BaHUSA, K KOTOPbLIM
obpalyarTcs NpeMMyLecTBEHHO NpY NOAAEPXKKE AOBEPUTENbHBIX Onepauunii naeHTudurKauumn, ayTeHTngu-
Kauum 1 3neKkTpoHHO mognucu. OpraHu3aumsa u dyHkunMoHupoBaHue ICC cOOTBETCTBYIOT TpeboBaHUsAM
MNCO/M3K 7816-4.

CrtaHpgapTbl cepun MCO/M3K 24727 ncnonb3yloT 06LMe NPUHLMNBLI 3TASIOHHON MOAENN B3auMOCBSA3N
OTKPbITbIX CUCTEM, npeacTaBsieHHble B UICO/M3OK 7498-1/PekoMmeHgauunax MCI-T1* X.200. 3T npuHUmnbI
npegnaralT, YToObl CBA3b MeXAy B3anMOLOMONHAIOWMUMN NPUIOKEHUSMN Ha PasHOObpasHbIX KOMMbTEp-
HbIX NaTopmMax gocTuranach Npy NOMOLLM YeTKO onpefeneHHbIX npoueayp, 40CTyN KKOTOPbIM OCYLLeCTBASA-
eTca yepe3 cTaHAapTHble WHTepdeiicbl. [aHHble npouefypbl OXBaTblBAT Kak annapaTtHble, Tak K
nporpaMmHble CpefCcTBa, KOTOPbIe MO3BO/IAIOT MPUIOXKEHNAM B3aMMOAEeNCcTBOBATb MeXay CO60M faxe 6yayun
pa3sfesieHHbIMUN C/IOXHBLIMW KaHanamu CBA3W.

Ha6op npoueayp, KOTOpble CBA3bIBAKOT O4HO NPUIOXEHWE C APYTUM, YTOMUHAETCS Kak CTeK NPOTOKO/10B.
Kaxpablli KOMNOHEHT Takoro cTeka Bk/oYaeT B cebs nHTepdeiic 1 ypoBeHb. YPOBEHb COAEPXUT peannsauuno
npoueaypHoi (YHKLMOHa/IbHOCTU, KOTOopas MpuHMMaeT M OTBevyaeT Ha 3anpochbl, nepegaBaeMble yepes
nHTepdeiic. B ctaHgaptax cepun NCO/M3IK 24727 onpegeneHbl MHTepdelickl, NO3BONSAIOLWMNE HE3ABUCUMbIM
peanun3aunsamM ypoBHs GbiTb B3anMo3aMeHsieMbiMU. 3TO cocTaBnseT 6a3oBoe onpeaeneHne PyHKLNOoHaNbHO
COBMECTVUMOCTU: HE3aBUCHMbIE peanunsalmmn ABASITCA B3aMMO3aMeHAEMbIMU.

YT06b! OCTUYb NOAMHHON (PYHKUMOHANLHOW COBMECTUMOCTU B LUMPOKOM AManas3oHe AOMEHOB Npu-
JIOXKEHUIA. HEKOTOPbIE U3 KOTOPbIX NOABU/INCH paHbLUle cTaHAapToB cepun MCO/M3IK 24727, TpebyeTcsa pasHo-
ob6pasne MexaHW3MOB afpecauuy B npejesniax CooTBETCTBYOLWMX peaninsaunii. 3T MexaHW3mbl BKIIOYAOT B
cebsi: 06LLY0 apXUTEKTYpy, 06LLYI0 CEMaHTKKy, hOpMasibHO OnpefesieHHble uHTepdeiickl, obHapyxunBae-
MOCTb. PaclnpsaemMocTb, COBMECTUMOCTb C NpeblAyLVMY BEPCUAMU U UCTIbITAHNUA Ha cooTBeTCTBMUE. Cnoco-
6bl peanusauun 3TUX MEXaHW3MOB PACCMOTPEHbI B CNeAyloLlWmMX pasfenax u B 0CTaslbHblX 4acTaX cepun
NCO/M3K 24727.

11 CekTOp CTaHAapTM3aLmum anekTpocsasn <ITU-T) MexayHapogHoOro cot3a anektpoceasm (MC3. ITU).
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

KapTbl naeHTudunKaynoHHbIe
MPOrPAMMHbIE HTEP®EWNCHI KAPT HA UHTEMPA/IbHbIX CXEMAX
YacTtb 1
Apxutektypa

Identification cards. Integrated circuit card programming interfaces. Part 1. Architecture

fatasBegeHna — 2018—01—01

1 O6nacTb NpUMeEHeHNA

CraHpapTbl cepun NCO/M3K 24727 ycTaHaBnMBalT TpeboBaHMs KHabopy NporpaMMHbIX MHTepdelicoB
1 MPOTOKO/OB, C MOMOLLbIO KOTOPOrO OCYLLECTBAAETCA B3aVMOAENCTBME MeXAY KapTamy Ha MHTerpanbHbIX
cxemax (ganee — ICC) 1 pe3snAeHTHbIMY NPUNIOXEHNAMN Ha Pa3HO06pPa3HbIX KOMNbIOTEPHBLIX NaatopmMax.
ICC npefocTaBnstoT 0606LeHHble cCepBUCHI A1 MHOTOCEKTOPHOr0 UCMO/1b30BaHNs NpunoxeHuin. OpraHusa-
uma 1 pyHkumoHnposaHme ICC cooTBeTCTBYIOT TpebosaHuam NCO/MIK 7816-4. Mpepnonaraetcs, 4To HEKO-
TOpble JOMEHbI MPUNOXKeHW 6yayT MbiTaTbCA AOCTUYbL (PYHKLMOHANbHOW COBMECTUMOCTW CpefcTBamMu
cTtaHgapToB cepun MCO/M3K 24727. paxe HECMOTPS Ha TO. YTO NPUIOXEHNS CyLLLECTBOBA/U eLle [0 NosB/ie-
HMA 3TuX cpefcTB. C AaHHON Lenblo YCTaHOBMEHbl pa3inyHble cnocobbl COBMECTMMOCTM C NpeablayLuuMu
BEPCUAMM Yepe3 MexaHU3Mbl, onpegeneHHole B cTaHgapTax cepumn MCO/M3K 24727.

HacTosawwii ctaHaapT ycTaHaBMBaeT:

- apXWUTEKTYPY CUCTEMbI U NPUHLMNBI (YHKLMOHUPOBAHUS;

- cpefAcTBa AOCTMXEHUA DYHKLMOHAIBbHOW COBMECTMMOCTM MeXAy pasHoo6pasHbIMKU JOMeHaMu npu-
NOXEeHWA;

- KOHUenTyaslbHble MOJEeNN [aHHbIX U CEPBUCOB, KOTOPble OXBaTbiBAlOT COOTBETCTBYOLME [OMEHbI
NPUNOXEHWI, a TaKke

- OCHOBbI JOBEPUTESIbHLIX MPOLLECCOB, BO3MOXHbIX MPU 3TUX MOAENAX.

2 HopwmaTtvBHbIE CCbIIKU

B HacTosLWwem cTaHgapTe MCNO/b30BaHbl HOPMATVBHbIE CCbINIKM Ha CNeayoLni MeXayHapoAHbIl CTaH-
[apT. Ana aatmpoBaHHbIX CCbIIOK ciefyeT UCNO/b30BaTh TO/IbKO yka3aHHOe usgaHne, ans HefaTupoBaHHbIX
CCbINIOK ClefyeT UCnoNb30BaTh NOCNeAHee U3gaHne ykasaHHoro JoKkyMeHTa, BK/Io4asa Bce Nnonpasku.

ISO/IEC 7816-4:2005’ 1 Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange (/igeHTudnkaunoHHble kapTbl. KapTbl Ha MHTerpasbHbiX cxemax. YacTb 4.
OpraHusauus, 3awmra n KoMmaHpl Ans o6MeHa)

'>3ameHeH Ha NCO/M3K 7816-4:2013. OgHako ANA OAHO3HAYHOro cobnwgeHns TpeboBaHUS HacTOSALW,ero cTaH-
fapTa. BbIpaXEHHOTo B ,aTUPOBAHHO CCbl/ike, PEKOMEHAyeTCsA UCNOMb30BaTh TONbKO yKadaHHOe B 3TOW CCbl/ike n3gaHue.

MN3paHne opuymnanbHoe
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3 TepmuHbI U onpeaeneHns

B HacTosLem cTaHfapTe NPYMEHeHbI criegyloLine TEpMUHbI C COOTBETCTBYOLW MMM ONpeeneHnsamu:

3.1 ayteHTudumkaumsa (authentication): lMpouecc OLEHKN YPOBHA J0BEPUSA B XOA4e NPOBEPKU UAEHTUY-
HOCTUW UK NpY naeHTUduKaLmnm.

3.2 npoTtokon ayTeHTudukayumu (authentication protocol): KoHKpeTHbI npoLecc ayTeHTUhukauum.

3.3 kaprta (card): KapTta Ha nHTerpasnbHoii(bix)cxeme(ax).

3.4 kapTouHoe npunoxeHue (card-application): OfgHO3HAYHO afpecyemMblit HAGop PYHKLMIA, pasme-
LLeHHbI Ha ICC, KoTopbIi 06ecneynBaeT XpaHeHe AaHHbIX U NPeAoCTaBsAeT BbIYNCAUTENbHbIE CEPBUCHI KNN-
€HTCKOMY NPU/IOXKEHUIO.

3.5 knueHTCcKoe npunoxeHue (client-application): MporpammHoe obecneveHve Ans o6paboTku faH-
HbIX. KOTOPOMY HEO6X04MUM JOCTYN K O4HOMY UM HECKOIbKUM KapTOUYHbLIM MPUIOXEHUSIM.

3.6

3/1eMeHT gaHHbIX (data element): CMbIC/I0BOW 3/1eMeHT UHGOPMaLMK, NPOC/IEXNBAEMbIA Ha CTbIKe
MeXAy KapToli UyCTPONCTBOM COMPSXEHWS, 4719 KOTOPOro onpeesieHbl HAaMMeHOBaHVe, onMcaHne noruyec-
KOro cogepxaHusi, opmart v KoavpoBaHue.

[MCO/M3K 7816-4]

3.7 Habop faHHbIX (data set): MoumeHoBaHHas COBOKYMHOCTb CTPYKTYP AaHHbIX AN (DYHKLMOHA b-
HOW COBMECTMMOCTMW.

3.8 cTpykTypa [AaHHbiX A48 (YyHKLUMOHanbHOW coBMecTumocTu (data structure for intero-
perability): ®ainn no NICO/M3K 7816-4, ngentucmumpyemslii no Asyx6ainToBomy naeHtndukaropy cavina,
UM MHOPMaLMOHHBIA 06bekT BER-TLV no ctaHaaptam cepun NCO/MIK 8825, naeHTuguLmMpyemMblii no
CTPOKe OKTeTOB, koaupytoLwieii Ter ACH.14

3.9 audppepeHynanbHoe ToxaecTso (differential-identity): Habop nHcopmauuu, KOTOpbI COAEPXUT
UMS, METKY 1 MPOTOKO ayTeHTUmkauum.

3.10 ypoBeHb 0606w eHHOro gocTtyna kK kapTe (generic card access layer): KOMMOHEHT, KOTOPbIi
npefoctaBnsieT uHTepdeiic no MCO/MIK 24727-2 ypoBHIO AOCTyNa K CEPBUCY .

3.11 unpeHTudumkayms (identification): O6befuHEHHbI acnekT Habopa XxapakTepuCcTHK U MPOLLEeCCOB,
nocpeACcTBOM KOTOPOro 06LEKT MOXET 6bITh PACMO3HAH UN y3HaH.

3.12 unHTepdelic (interface). Touka, B KOTOPOI HE3ABMCUMbIE N HACTO HECBA3AHHbIE CUCTEMbI BXOAAT B
KOHTaKT 1 BO3[eNCTBYIOT O4Ha Ha ApYrYI0 UV B3auMOAENCTBYIOT APYr C APYrOMm.

3.13 dyHKUMOHaNbHaa coBMecTMMOCTb (interoperability): Bo3MoXHOCTb ANns uHTepdhelica no6oro
KapTOYHOr0 NPU/I0XEHNS, KOTOPbI COOTBETCTBYET cTaHAapTam cepun MCO/M3K 24727. 6bITb UCMONb3YyEMbIM
N06bIM KTMEHTCKMM MPUIOXEHNEM, COOTBETCTBYIOLWMM cTaHAapTam cepun NCO/M3IK 24727.

3.14 wmetka (marker): dnemeHT nHpopmauun, BxoaswmiA B andpchepeHLmanbHoe TOXAECTBO, Npej-
CTaBNALWMIA cOO0I YHUKANIbHYIO XapaKTepucTuky obbekTa.

3.15 npomexyTouyHoe nporpaMmMHoe obecneveHune/npomexyTtouHoe MO (middleware): Mporpam-
MHOe o6ecneyeHne, KOTOpoe CoeAUHSIET ABa OTAE/IbHbIX Pa3HbIX NMPUNOXEHUS.

3.16 SAL-ynpouweHHbI# (SAL-lite): YNpoLweHHbIn KOMMOHEHT, KOTOPbIA nNpefocTaBiseT MOAMHO-
xecTBo APl no MCO/M3K 24727-3 Ansi 06Hapy>XXeHns CTPYKTYP AaHHbIX KTUEHTCKUM NPUIOXEHVEM.

3.17 cepsuc (service): Habop dpyHKUMIi 06paboTkun, LOCTYNHLIM B UHTEpdheiice.

3.18 ypoBeHb gocTyna k cepBuUcy (service access layer): KoOMMNOHEHT, KOTOpbI npegoctaBnseT API
no UCO/M3K 24727-3 KNMEHTCKOMY NPUIOKEHNIO.

4 CokpalleHus

B HacTosAwem cTaHAapTe NPMMEHEHbI CneaytoLine CoKpalleHus:

AID — ngenTtudpnkatop npunoxenus (application identifier);

ACD — onucaHune oyHKLMOHabHbIX BO3MOXHOCTEWR npunoxeHus (application capability description);
APDU — 650K gaHHbIX NpukiagHoro npotokona (application protocol data unit);

AP| — uHTepdeiic nporpamMmmupoBaHuns npunoxexuii (application programming interface);

BER — 6a3oBble npaBuna kogmposaHus (basic encoding rules);

CCD — onwucaHue hyHKLMOHabHbIX BO3MOXHOCTEW kapTbl (card capability description);

I>A6cTpaKkTHas cCMHTaKcuyeckass HoTauust BEPCUN O4NH.
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GCAL — ypoBeHb 0606LLeHHOr0 focTyna K kapTe (generic card access layer);

GCI — 0606LeHHbIi nHTEpdelic kapTbl (generic card interface):

ICC — kapTa Ha nHTerpanbHoii(bix)cxeme(ax) (integrated circuit card);

IFD — ycTpoiicTBo conpsixeHus (interface device);

SAL — ypoBeHb foCcTyna KcepBucy (service access layer),

SAL-ynpoLleHHbll — ynpoLLeHHbIi KOMMNOHEHT YPOBHA A0CTyna K cepBuCy (service access layer
lightweight component);

TLV — Ter-gnunHa-3HavyeHue (tag-length-value).

5 ®yHKUMOHa/IbHaA COBMECTUMOCTb

®yHKUMOHa/IbHAsA COBMECTMMOCTb KacaeTcs cCpefcTB, 6narogaps KOTOpbIM MHTepdenchl KapTOYHbIX
NpuUIoXeHuii, COOTBETCTBYHOLLNE cTaHAapTam cepun MCO/M3IK 24727, MmoryT 6bITb fOCTYMHbI KNIMEHTCKOMY
NPWIOXKEHWIO, COOTBETCTBYOLWEMY cTaHgapTam cepun MCO/M3K 24727. B gaHHbIX cTaHAapTax qyHKLMO-
Ha/lbHasi COBMECTUMOCTb JOCTUTaeTCs Yepe3 MHOXEeCTBO MeXaHN3MOB, B TOM Yuce:

- o6Lan apxuTekTypa;

- obLas ceMaHTuka:

- (hopmanbHO onpefeneHHble MHTepdheicsl;

- 06HapyxvnBaemoe”;

- pacLmnpsieMocTb;

- COBMECTUMOCTb C NpefblayLLUMN BepCUamu;

- UCMbITAHUA HA COOTBETCTBYE.

Bce nHTepdeiickl BcTaHaapTax cepun MCO/M3K 24727 onpefeneHbl ¢ UCNOb30BaHNEM (DOpPMasIbHbIX
A3bIKOB. OTUM 06ecneynBaeTCcsa CTPOroe BbipaxXeHre rpaMmmaTtiki U ceMaHTukW, 6narogapsa 4emy nHTepdelicsl
MOTYT ObITb peasnin3oBaHbl He3aBUCUMO Y NepegaHbl Yepes BCe MHOXECTBO CTEKOB MPOTOKO/10B COBMECTUMbIM
o6pasom.

Kak nokasaHo Ha puCyHke 1, ANns KaX4oro yCTaHOB/IEHHOIO MHTepdelica B COOTBETCTBYHOLLMNX YaCTAX
cepun NCO/M3BK 24727 nomxHbl 6bITb ONpeeneHsbl nogaepxvBaemMble PYHKUNN.

CrtaHpapTbl cepun MICO/M3K 24727 oTHocATes K ICC, koTopas ABHO MU HESIBHO NpegocTas/iseT onuca-
HMe (OYHKLMOHAaNbHbIX BO3MOXHOCTEW. OnucaHne (OyHKLMOHaNbHbIX BO3MOXHOCTEN paccMOTPeHO B 6.6 1
6onee To4uHO onpeaeneHo B UCO/M3K 24727-2.

Cnocobbl paclmpeHns pasnyHbiX MHTepPEeRncoB 1 NPOTOKOMNO0B, K KOTOPbIM O6palyalTcsa cTaHAapThbl
cepun NCO/M3BK 24727, BkoYas COOTBETCTBYHOLLYO TexHoNornwo ICC, pacCMOTPEHbI B pa3/inyHbIX 4acTsax
[aHHOW cepun.

6 Apxutektypa

6.1 O6ume nonoxeHuns

CraHpapTbl cepun NCO/M3IK 24727 pa3gensioT pyHKUMOHAIbHbIE BO3MOXHOCTU MEXAY KIIMEHTCKUM
npunoxeHuem, paboTtarwLmmMm Ha XocT-nnaTtgopme, 1 HA6OPOM CEPBUCOB, NPeOCTaBAEMbIM PE3UAEHTHbIM
KapTo4YHbIM npunoxeHneM ICC, KOTOPbI MOXET MCNO/b30BaTh K/IMEHTCKOE MpuioxeHue. JocTyn K Takum
cepBucam obecneynBaeTcs Yepes CTEK MPOTOKO/I0B, KOTOPLI NpeAocTaBnsaeT CEPBUCHbIN nHTepdeiic, 0606-
LLLeHHbI nHTepdpelic KapTbl M OAHO UK 6GON0E PE3NAEHTHBIX KAPTOUHBIX MPUNOXEHWIA, Haxoasawwmxcs Ha ICC.

6.2 ApXUTEKTYpPHble aTpuobyTbl

CepBuCHbIA nHTepdeiic peannsyeT yHKUUNU, paccmaTpruBaemMble B 6.5. KoTopble 60/s1ee TOYHO onpe-
nenexbl B UICO/MOK 24727-3.

O606LLEeHHbI HTEpPhelic KapTbl peanusyeT PYHKLMK, paccMaTpuBaemble B 6.8, KOTOpble 60/Iee TOYHO
onpegeneHbl B UICO/M3K 24727-2.

Casazyowuin nHtepdeiic peannsyeTt MyHKLMK, paccMaTpuBaemble B 6.9, KOTopble 60/1ee TOYHO onpe-
feneHbl B UICO/M3K24727-3 n ICO/MBK 24727-6.

WNHTepdeiic foBEpUTENBLHOIO KaHana peanusyeT yHKLMKU, paccmaTprBaemMblie B 6.10. koTopble 6onee
TouHo onpegeneHbl B UICO/M3IK 24727-4.

KapTouHble NpuioxeHns ynpasasoT HabopaMu aHHbIX, BK/1l0Yas co3aHne NpoCcTpPaHCTBa YHUKasIbHbIX
MMEH A1 Ha6OPOB AaHHbIX 1 BCIO MHhopmauuio, cogepxaluyrocs B HUX. Kaxablii Habop AaHHbIX NOVMEHOBaH,
1 CMUCOK UMEH HABOPOB laHHbIX OT KAPTOUYHOTO MPUJIOXEHNSI AOCTYNEH KIMEHTCKOMY NPUIOXEHWIO 6Gnarogaps
HenocpeACcTBEHHOMY 3HAHWIO UK B pe3ysibTate 0bHapyXeHus. KnmeHTckoe MpuioXeHne UCnosib3yeT UMs
Habopa AaHHbIX NpU 3anpoce cepsurca, KOTopbIli creayeT NPUMEHUTb K HAB0PY AaHHbIX.
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[JocTyn Kk Habopam gaHHbIX KOHTPOMPYHOT C NOMOLLbIO CIMCKa ynpasieHns 4ocTynom. Cnucok ynpasre-
HMA OCTYNOM ONMCbIBAET YC/I0BUSA 3aLMThbl, KOTOPbIE JO/IXHbI ObITb COB/IOAEHBI, UTOOLI COBEPLUUTL AeiCTBIE
Haf HabopoMm AaHHbIX. B UICO/M3K 24727-3 n NICO/M3K 24727-4 npuBefeHa AoONoNHUTeIbHAs nogpo6Has
NHChopMaLMs 0 CMcKax ynpaB/ieHna oCTYNoM, NPOBEPKe MAEHTUYHOCTY U AECTBUSIX.

KapTouyHble npunoxeHus opraHnsoBaHbl Ha ICC B BMAe 0XBaTbIBaKOLLEro KApTOYHOro anbga-npunoxe-
HWS ¥ OAHOTO UM HECKOMBbKMNX COAEPXKALLMXCA BHYTPU HETO KAPTOYHbIX MPUIOXEHWIA. KapToUYHble NpUIoXeHns
MOXHO Bbl6UpaThb no AID uepes cepBUCHBI MHTepCDEIiC.

6.3 Jlornyeckasa apxutekrtypa

Ha pricyHke 1 nokasaHbl B3avMOCBS3UN MeXAy KNMEHTCKUM NPUIoXEHNEM, YPOBHSIMU 1 UHTepdeiicamm,
onpegeneHHbIMun B cTaHgapTax cepun MCO/M3IK 24727. v pe3angeHTHbIM KapToYHbIM NpuioxeHnem Ha ICC.
[MOTOK3anpoCOB OT K/IMEHTCKOTO NPUIOXEHUS KKAPTOYHOMY MPUNOXEHUIO NOKa3aH HanpasnsAoLWwumMn cTpenka-
MW, O3HaYaLLNMK UK 3anpoc, UNu NoATeepxaeHue. Kaxaas cTpesika nokasbisaeT (YHKLMKN, NoAaepxXmBae-
Mble COOTBETCTBYIOLUMM CTaHAAPTOM. PakTUYeckuii hopmart M CUHTaKCMC 3anpoca uav NOATBEPXAEeHUS
onucaHbl B ykasaHHo yactu cepun MCO/MIK 24727.

NCO/M3IK 24727

Jouvll npynoxu 1!

PucyHok 1 — Jlornyeckas apxutektypa no ctaHgapram cepun MCO/M3IK 24727
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®yHKLMKN, NpefyCcMOTPeHHble BcTaHaapTax cepun MCO/M3IK24727. MoryT 6bITb peasin3oBaHbl MHOTUMU
cnocobamu Npu cOOTBETCTBUN UHTEpdieiica, NOATBEPXAEHHOM McnbiTaHusMU no MICO/M3K 24727-5.

6.4 He3aBUCMMOCTbL OT NPOTOKO/IOB

WHTepdpelicbl n3 ctaHaapToB cepum NCO/MIK 24727 onpepeneHsbl C NOMOLLbIO ONMCaHNA Ha OCHOBE
HoTauun ACH.1 c gononHswowmmu XML-onncaHusmu. VIHTepdeiickl onpesesneHbl Cnoco60M, He 3aBUCUMbIM
OT NPOTOKOJI0B, HEOOXOANMbIX /15 YCTAHOBNEHUS B3aUMOLENCTBNA MeXAY KINEHTCKAM 1 KapTOYHbIM Npu-
NOXEHUAMMU.

Ha pucyHke 1 nokasaH CTek ypoBHel U HTepdeincoB, HeO6X0ANMbIX 4719 06ecnevyeHns BO3MOXHOCTH
CBA3N MeXAY KNNEeHTCKMMMN U KaPTOUHLIMU NPUNOXKEHUAMU.

MexaHn3M npokcu-areHTa npegcrasnseT cobol peanusaunio nHTepdeiica anemeHTa cTeka, koTopas
no3BoIsieT peanusauun 3fnemMeHTa cTeka ObiTb pasfeneHHOV MexAay MPOKCU U areHToM, 06Hapy>XeHHbIM B
HeKoli ipyroii Touke B npefenax cteka npoToko1oB. CroCO6HbIN K B3aMMOAENCTBUI0 MEXaHN3M NPOKCU-areHTa
3aBUCUT OT cneundmkauun uHtepdeiica, ncnonbaytouieii hopmMasibHble A3blkWM, U YEeTKO OnpeAesieHHOro
MexaHu3Ma KaapupoBaHus. JaHHble BO3MOXHOCTY onucaHbl B UCO/M3IK 24727-4.

B npunoxeHun A npeacrasrieHbl HEKOTOPbIE Mosie3Hble B 06LWweM KoHdurypauumn. flaHHble koHdurypa-
uun 6onee geTanbHo paccMmoTpeHbl B UICO/M3IK 24727-4.

6.5 WHTepeiic ypoBHS fOCTyNa K CEPBUCY A/151 KTMEHTCKOT0 NPUIoXEeH s

NCO/M3K 24727-3 cofepXxuT nogpobHoe onucaHre CepBUCHOTO MHTepdelica, LOCTYNHOrO K/TMEHTCKO-
My MPUIOXKEHUIO.

Peanusauusa cepBucHoro uHtepdeiica:

- MepeBOAMT 3anpoc [eiCTBUSA, BbIPAXEHHbIVi B CEMaHTUKE KWEHTCKOro NPWUIOXEHWS, B OAWH Wan
HECKO/1bKO 0606LLEHHbIX 3aNPOCOB, BbIPaXXEHHbIX B CEMAHTUKE PE3NAEHTHOro KapTo4HOro npunoxexus ICC;

- NepeBoAMT OfHO WWN HECKOJIbKO 0606LLEHHbIX NOATBEPXAEHWUIA, NCXOAALLMX OT KAPTOYHOrO NPUIOXe-
HWA. B NOATBEPXAEHWNE AeliCTBUA, NpegHa3HaYeHHoe A5 K/TIMEHTCKOTO NPUIOXKEHNS.

CepBUCHbI MHTepdhelic BKIOYaET B cebs:

- BO3MOXHOCTW ¥ CpeAcTBa B3auMOAENCTBMA KVEHTCKOro MPUIOXKEHUSI C KAPTOYHbIM MPUIOXEHNEM,
ncnosnb3aylowme o606LLeHHbIR HTepdhelic kapTbl;

- cpeAcTBa 3aluThl CBA3U K/IMEHTCKOTO NPUIOXKEHNUS C KApTOUYHbIM MPUIOKEHWEM B COOTBETCTBUU C
ocHoBamu 6e30nNacHoCTy;

- KpunTOrpachmnyeckuii cepsuc;

- cepBuc andhepeHLManbHOro ToXaecTea.

6.6 OnucaHue PyHKLMOHANbHbIX BO3MOXHOCTEN

CepBUCHbIi MHTEpelic n 0606LLEeHHbI UHTepdelic kapTbl onpeseneHbl TakuM 06pa3om, 4Tobbl obner-
4yaTb OOGHapyxeHne (YHKUMOHa/IbHbIX BO3MOXHOCTEN OJHOTO WU HECKOMbKMX Pe3VNAEHTHbIX KapTOYHbIX
NPUNOXEHWI, HaxoasaLwmxcs Ha ICC. MIHhopMaLMOHHOM CTPYKTYpOiA, 61arofaps KOTOPON AaHHbIA MEXaHn3m
06HapYXeHNs1 CTAaHOBUTCSA BO3MOXHbIM, SABMSIETCA OnuMcaHue PyHKLMOHaNbHbIX BO3MOXHocTel (Capability
Description).

B ctangapTax cepun NCO/M3K 24727 noapo6HO npeAcTaB/ieHbl ABa YPOBHSA ONMcaHns PyHKLMOHab-
HbIX BO3MOXHOCTEW:

- onucaHune hyHKLMOHaNbHbIX BO3MOXHOCTel kapTbl (CCD), ucnonb3yemoe, 4tTobbl 06HapyxunBaTb O4HO
WM HECKONIbKO PEe3UAEHTHbIX KapTOUYHbIX NpunoxeHuin ICC. CCD NOCTOSIHHO HaxXoA4UTCS B KAPTOYHOM aslb-
tha-npunoxeHnn. CCD npegoctaBnseT nHgopmanmio no npeobpasosaHuio APDU;

- onucaHne pyHKLMOHaIbHbIX BO3MOXHOCTEW npunoxeHust (ACD). koTopoe MOXeT 6bITb NpefocTaBe-
HO BMeCTe C KapTOUYHbIM npunoxenvem. ACD, ecnu npucyTcTByeT, CAYXUT A1 UHOPMMPOBaHNSA 3anpalum-
BaloLLeli CTOPOHbI O AOMNOHUTESBbHBIX NN N3MEHEHHBIX (DYHKLMOHAbHBIX BO3MOXHOCTSAX NO CPaBHEHUIO C
npeacrassieHHbIMu B CCD.

B NCO/M3K24727-2 nogpo6HO paccMOTpeHbl 06a ypOBHS onncaHms pyHKLMOHANbHbIX BO3MOXHOCTEN.
HasHayeHne onucaHusi PyHKLMOHANbHbIX BO3MOXHOCTEN — cAenaTb BO3MOXHBIM OGHapyXeHUe Kak yepes
0606LLEHHbI UHTEPelic KapTbl, Tak 1 Yepes3 CEPBUCHBLIN MHTepdieiic. Mpeobpa3oBaHune N6OI Napbl KOMaH-
[a — OoTBeT MexAy 0606LLeHHbIM MHTePdeNncom KapTbl UCEPBUCHbLIM MHTEPECOM MOXET ObITb OnpeaeneHo
C NOMOLLbI0 OMMCaHUSA (PYHKLMOHANbHbIX BO3MOXHOCTENA.

Takke B NCO/MIK 24727-2 nogpobHO npeacTtaBnieHa MeTOAOJIOTUS ONUCaHUs (DYHKUMOHAMbHbIX
BO3MOXHOCTEM, KacatLascs Toro, Kak MHopMaLuuio OpraHn3ytoT, 3aluaiT, U3BekalT u 06HOBAIOT,
1Cnosb3ys pesnfeHTHble KapToUHble Npunoxexus ICC.

MopgmHoxecTBO APl. HasbiBaeMoe SAL-ynpoLlleHHbIA. peannsyeMoe UCKIIUYUTENbHO Ha /I0Ka/TlbHOM
X0CTe, noAfepXnBaeT BO3MOXHOCTb 0OHAPYXEHUSA KapPTOYHbIX MPUTOXEHNIA.
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6.7 Mogenb AaHHbIX

CepBUCHBIN MHTepdelic, onnucaHHblli B ICO/M3K 24727-3. 0CHOBaH Ha CTPYKTYpe MOAesn AaHHbIX,
KoTopas onpeaenseTt 3/IeMEHTbI AaHHbIX U UX B3aUMOCBS3b. XOTS OHU CBA3aHbI C NPUIOXKEHNEM, 3/1IEMEHTbI
[aHHbIX 1 NX CBA3WN NocnefoBaTeNIbHO NpeAcTaB/ieHbl NOCPEACTBOM 3TOW CTPYKTYPbl MOAE/M flaHHbIX. Takum
06pa3om, OTHOCALMECA K MPUOXEHWNIO MOLENN faHHbIX MOTYT GbiTb 0O6HAPYXEHbI KIMEHTCKUMK NPUIOXe-
HUSIMU Yepes CEPBUCHbI MHTepelic.

6.8 O606LEeHHbIN MHTepdeiic kapTbl

MCO/M3K 24727-2 onpepfenseT cpeAcTsa AoCcTyna K pe3neHTHOMY KapTOYHOMY npunioxeHuto Ha ICC.
O606LeHHbI MHTepdelic KapTbl, onucaHHbili B UCO/M3K 24727-2, npegocTaBnset MKCMPOBaHHbI Habop
PYHKLMOHANbHbBIX BO3MOXHOCTEN.

Peanusaunsa 0606LeHHOro nHTepdeca kapTbl:

- NepeBOoAMT 0606LLEHHbIV 3aNPOC B OAWH WM HECKO/IbKO CneLndUYHbIX 3anpoCcoB:

- NepeBOAMT OHO UM HECKOMbKO CNeLmdnyHbIX NOATBEPXAEHW B 0606LL,eHHOE NOATBEPXAEHNE.

NCO/M3K 24727-2 onpepensieT (QYHKUMOHaNIbHblE BO3MOXHOCTU, MNpPUMEHUMble AN 06paboTku
[aHHbIX, ynpaBnieHvns 6e30nacHOCTb0 M afMUHUCTPYPOBAHUS.

6.9 Cgs3sywwWnii nHTepgeiic

B NCO/M3K 24727-3 npuBeeHO Nofpo6HOe onvcaHne CBA3ytoLLero nHTepdeiica, NpUMeEHMMOro Ans
KOMMOHEHTOB. MexaHu3Mbl ycTaHOoBNeHUs cBA3N onpegeneHol B WCO/MBK 24727-4. Peanusauuio CBA3YIO-
Lero nHTepdeica Ncnonb3yoT ANA CO34aHNA KaHana KOMMYHUKaLUN MeXy CMEeXHbIMV KOMMNOHeHTamMy B
KOMMYHWKaLNOHHOM CTeke.

6.10 VHTepdheiic noBepuTeNbHOrO KaHana

B NCO/M3K 24727-4 npuBefeHo noapobHoe onucaHve uHTepdelica JOBEpUTEIbHOTO KaHana, npu-
MEHMMOrOo /19 KOMMOHEHTOB cTeka. Peanu3auunio uHtepdeiica [OBEpPUTENbHOTO KaHana Mcnonb3ylT Ans
Co3aaHuA KaHana 6e30nacHoi KOMMYHUKaLUn Mmexay CMeXXHbIMU KOMMOHEeHTaMW B CTeke NPOTOKO/10B.

7 OcHOBbI 6e30MacHOCTU

B ctaHgapTax cepun MCO/M3K 24727 ncnosb3yloT KOHUEenuuio 6e30nacHoOCTU U MexaHU3Mbl 3aLuTbl,
onpegeneHHble B UICO/M3K 7816-4:2005.

B cTaHgapTax cepun MICO/MIK 24727 npuMeHeH 6e30nacHblit 06MeH COOBLLLEHNAMU, CornacyroLwuiica c
MNCO/M3K 7816-4 nyctaHoBneHHbIli B UICO/MIK 24727-4.

BesonacHocTb npu peanusauuu cornacHo ctaHgaptam cepuv NCO/M3IK 24727 3aBMCUT OT CMOCOBGHOCTH
npeobpasoBbiBaTb MexaHW3Mbl apxuUTekTypbl 6e3onacHocTu, onpegeneHHole B VCO/M3K 24727-3 un
NCO/M3K 24727-4. B MeXaHU3Mbl apXMTEKTYpbl 6e3onacHocTu, nogaepxusaembie ICC. Kak yCTaHOB/IEHO B
NCO/M3K 7816-4.

O6HapyxeHne Kpuntorpadmyeckoin nHdopmauuy MoxeT 6biTb peannsoBaHo B 6onee Yem OAHON
thopme, Hanpumep:

- UCNonb3oBaHMe onucaHust PYHKLNOHaIbHbIX BO3MOXHOCTEWA;

- ucnonb3oBaHme NCO/M3IK 7816-15. kak yctaHoB/ieHO B MICO/M3K 24727-2 nACO/M3K 24727-4.

B NCO/M3K 24727-3 nogpo6HO onucaHbl MexaHU3Mbl ob6ecrneyeHnss 6e30NacHOCTU C TOUKU 3peHUst
K/IMEHTCKOrO NPUIOXKEHUS.
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MpunoxeHue A
(cnpaBouHoe)

Mpumepbl KOHDUTYypaunin peanvsauum

A.1 O6wmne nonoxeHnsa

B HacToAwWweM NPUNOXEHUN pacCMOTpPeHbl Npejgnonaraembie KOHUrypauum ctekos. x 6onee nogpo6bHbie onuca-
HUA npuBeaeHbl a UCO/M3IK 24727-4. Habop npeAcTaBneHHbIX KOH(UTypaLumnii CTEKOB OXBaTbiBaeT BCE CAy4amn MCNoJb30-
BaHWA. YCTaHOB/IEHHble K HacToAl,eMy BpemMeHW. Tem He MeHee cneayeT OTMETUTb, 4YTO CcTaHAapTbl cepun
NCO/M3IK 24727 He npensaTCTBYOT cneynanmsaynm aTux koHdurypaumii. HeCoOMHeHHO, Takas cneynanunsayns senseTcs
BaXHbIM 3/1IEMEHTOM, HEO6XOA4UMbIM ANS [OCTUXEHUA XeNaeMblX YPOBHEN (PYHKLMOHANBHON COBMECTUMOCTH.

Kaxpas gnarpamma npegcrasnisiet co60ii npoekuunio hn3nyeckoin apxmTekTypbl, rae 0AHO K/IMEHTCKOE NpUIoXxeHue
HaxoAaMTCA BO B3aMMO/EACTBUM C OAHUM KapTOUHbIM NPUMOXKEHNEM, KaK NoKa3aHo Ha pucyHke A.1. Bo3aMoXxHoe paclu-
peHne o6MeHOB 3anpocamu/nofTBEPXAEHUAMMN Yepe3 WHTepdelic KapTOYHOTo MPUIOXKEHUA He MOoKa3aHO Ha AaHHbIX
pUCyHKax.

PucyHok A.1 — dusnyeckasa apxurtektypa

Ha pucyHke 1 (pasgen 6) n Ha pucyHke A.1 nokasaHa ofjHa W Ta Xe CUcTemMa, HO B pasHblx acnektax. Ha pucyHke 1
nokasaHo ioru4eckoe npeacTaB/ieHne apxMTekTypbl.a Ha pucyHke A.1 — ee husnyeckoe npegcrasneHne. OtobpaxeHne
KOMMNOHEHTOB MeXAy NOrnyeckum n usanyeckum acnekTamum 3aBUCUT OT BbIGPAHHON KOHGUrypauun peanusauum, Kak
nokasaHo B 06WWX 4YepTax B Chnejywuwux nogpasgenax HacToAWEro NPUIOKEHUA W [eTajlbHO PacCMOTPEHO B
NCO/M3IK 24727-4.

MosACHEeHNA K KpaTKOMY onucaHnto PU3nyeckoil apxmTekTypbl, NpescTaB/eHHO Ha pucyHke A.1. npuBeAeHbl HUXe.

Cepsuchl ICC: Peanusauus, kotopas npefocTaBnisieT CEPBUCHI KTMEHTCKOMY NPUIOXEHMIO N BKOYaeT B paboTy
ICC.

ICC: 3nemeHT cepBucoB ICC. ABNAETCA KOMNOHEHTOM, MAEHTUYHbIM hu3unyeckoii ICC.

KoMnoHeHTbl, He oTHocAwMeca K ICC: [laHHbIi afieMeHT npeacTaBnseT BCe OCTafibHble (MYHKLUMOHANbHbIE
BO3MOXHOCTU, NpefocTaBnsieMble B pamkax cepsucos ICC. 3ToT afileMeHT ABnseTcsa gonosiHeHnem k ICC.
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JnekTpuyeckme curHanbl: [Ba rnaBHbiX PyHKLMOHaNbHbIX pa3aena cepsucos ICC ocywecTBNAOT CBA3b Yepes
KaHan, HasblBaeMblil «QNeKTpuyeckne curHasbl». KOHKPETHbIY TN 31EeKTPUYECKUX CUTHANOB (Hanpumep, B COOTBETCTBUMN
¢ NCO/M3K 7816-3 (npoTokonbl T m 0. T m 1). NCO/M3IK 7816-12 (USB). MICO/M3K 14443 (6eckOHTakTHasa CBA3b), a
Takxe npoTtokosiom TLS1¥paccMoTpeH B COOTBETCTBYIOLWMUX CTaHAapTax.

1102 ICC: 9To — KOMMNOHeHT KOC. Ero Ha3HauyeHue 3akayaeTcsa B npeo6pa3oBaHum coo6UeHnit, noanyyaemMbix No
KaHany «39neKkTpu4yeckne cUrHanbl», B 3aNpochl, Hanpas/isieMble KAPTOYHOMY NPUNOXEHND. Kpome TOro, faHHblii KOMMO-
HeHT npeo6pa3syeT NOATBEPXAEHNS, NONy4yaeMble OT KAPTOYHOTO NPUTOXKEHNS, B 3N€KTPUYECKUE CUTHAMbI 1 NOCbITaeT ux
no kaHany «dnekTpuyeckne curHanbl». CtangapTel cepun MCO/M3IK 24727 He onpegensatoT /O ICC.

/0 IFD: [aHHas (PYyHKUMOHANbHOCTb, BXOAAL A8 B COCTaB «KOMMNOHEHTOB, He OTHocAwWwmMxcA K FKOC», oTBeyaeT 3a
onepauyuun, aHanornyHble onepayusam Ha /O ICC. CtangapTbel cepun MCO/MIK 24727 He onpegensaoT I/O IFD.

KapTo4yHoe npunoxexHue: BcooTBeTCTBUM C pasgeniom 3.

MpomexyTouHoe MNO: B cooTBeTCTBUYU C pasgenom 3.

A.2 KoHdurypauus c oTAe/ibHbIMU YPOBHAMMU

Ounarpamma KoHUrypaummu ¢ oTAeNbHbIMY YPOBHAMMW NpecTaBneHa Ha pucyHke A.2.

PucyHok A.2 — OTaenbHas peanvsauns Kaxaoro nHtepdeiica n ypoBHs

[laHHas KoHdUrypauma gemoHcTpupyeTt peanusaumnto MCO/M3IK 24727-2 n UICO/M3IK 24727-3 B BUAE OTAENbHbIX
KOMMNOHEHTOB. Kak nokazaHo B UCO/M3IK 24 727-4, aHHbli Knacc peanvsalnm MoOXeT NpeacTaBisiTb HENPO3payHbIiil cTek
ICC vnu nonHbli ceTeBoi CTek.

[laHHas KoHdurypauus npegnoxeHa ANa cnyyvyas MeHsoWUXcs Tpe6oBaHUi. YpoBeHb 0606 eHHOT0 AocTyna K
KapTe, BbiCTynawuimnii B kauectse npokcu ICC. moxeT o6ecneunBaTb Heo6xoammoe npeobpasoBaHue, Tpebyemoe Ans
peanbHO, BKOYEHHOW B paboTy HOC.

11 Be3onacHOCTb TPAHCNOPTHOrO ypPOBHA (transport layer security).
21 Beoga/sbiBOA (input/output).
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A.3 Ob6beanHeHHas KOHUrypauns

Ounarpamma 06beANHEHHO KOH(UTypaLnm npeacTaBieHa Ha pucyHke A.3.

PucyHok A.3 — Ob6beanHeHHas peanmsaums

[laHHas KoHdurypaums npepnaraeT peanusauuio CepBUCHOro MHTepdelica, o6HapyxeHus n npeobpasoBaHus
n6oro APOU B BMae efMHOTO KOMMOHEHTA NPOrpamMMHOro o6ecnevyeHuns. Bzammopeiictene mexay 0606 EHHBIM NHTEP-
delicom kapTbl no NCO/MIK24727-2 nypoBHem goctyna «cepsucy no UICO/M 3K 24727-3 B 3TOM C/iyyae He onpeAensioT.
Kak nokasaHo B ICO/M3K 24727-4. paHHblii knacc KOHGUrypaumnmy cTeKOB MOXeT NpeAcTaBATh IOA/bHbIA CTEK, yAaneH-
HbIli NOANbHLINA CTeK, yAaneHHblli cTek ICC nnun pe3ngeHTHbI cTek ICC.

A.4 KoHturypauyusa c peanusauymneii Ha ICC ypoBHs 0606LeHHOr0 focTyna k kapTe

Avarpamma koHdurypauum c peanunsaumeii Ha ICC ypoBHA 0606W,eHHOr0 focTyna K kapTe npeacTaBneHa Ha
pucyHke A.4.

[NaHHas KoHurypauusa npegnaraet peanmsaynto Ha ICC 0606LwWeHHOro nHTepdelica kapTbl 1 ypoOBHA 0606 EeHHOTO
poctynakkapte.BVUCO/M3K24727-4 3aTo npefCcTaB/eHo BBuAe pe3ngeHTHoro cteka tOC. B gaHHOU KOHMrypauum cteka
[OCTYN K KAPTOYHOMY NPUNOXEHNIO MOXET 6bITb NPpeAoCcTaB/eH C NCNONb30BaHWEM CBA3N Ha ocHoBe APDU uyepe3 APDU
ENVELOPE, yka3saHHblii B UCO/M3IK 24727-21* n/unn HenocpeAcTBEHHO Yepe3 CTPyKTypy coobuweHus TLS. ecnun ICC
MOXeT UMeTb NPSAMYI0 CBA3b C ceTbio. MNoaaepxka TLS yepesnpamoe ceTeBoe COeMHEHNE He onpefefieHa B cTaHaapTax
cepun MCO/M3IK 7816.

'>Ha APDU ENVELOPE ccbinaetca UICO/M3IK 24727-4.
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KOMMNOHeHThbI, He oTHocAWMecs K ICC
ICC

Al
00 KapTouHoe
A npunoxeHve
[ ]
GCJ- Ll
oTBeT
[~1 ACD
Cepsucel ICC

PucyHok A.4 — YpoBeHb 0606L,EHHOTO O0CTyNa K KapTe, peann3oBaHHblil Ha ICC

A.5 Peanusaunsa Ha ICC ypoBHA focTyna K cCepBUCY 1 ypoBHS 0606l eHHOTo focTyna kK kapTe
OvarpammMa KoHdurypauuu ¢ peanusaumnei Ha ICC ypoBHS foCTyna K CEPBUCY M YPOBHS 0606 EeHHOTO A0OCTyna K

KapTe npeAcTaBfieHa Ha pucyHke A.5.

PucyHok A.5 — YpoBHM foCcTyna kK cepBucy 1 0606LeHHOro AocTyna k kapTe, peann3oBaHHble Ha ICC
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Mpu gaHHoh KoHpurypaunn MCO/M3IK 7816-4 HanpaBnsieT K UHKaNCynAuun AeicTeuii nocpeAcTBoM MHpopma-
LMOHHbIX 06bekTOBACH.1 B opme cTpykTyp BER-TLV.

A.6 ®dukCUpoBaHHOE WKW C 3arpy3koil pasmeleHue ONUCAaHUA (YHKLWOHANIbHBIX BO3MOXHOCTEW Ha
pecypcax KOMNOHEHTOB, He oTHocAWwMxca Kk ICC

Avarpamma kKoHdurypauum ¢ UKCUPOBAHHBLIM WAKW C 3arpys3koil pasMelieHnemM onucaHua (MyHKLMUOHANbHbIX
BO3MOXHOCTel Ha pecypcax KOMNOHEHTOB, He OTHocsiwMxcA K ICC. npefAcTaBneHa Ha pucyHke A.6.

PucyHok A.6 — 3arpyxaemas unu dukcmpoBaHHas KoHurypauus

3arpyxaemas KoHurypauusa paccuntaHa Ha ICC. koTopas He MOXeT NOAJepXuBaTb 3arpysky onucaHua gyHk-
LMOHaNbHbIX BO3MOXHOCTeii. CCD n ACD npepocTaBnfloT NMPOMeEXYTOYHOE NporpaMmmHoe o6ecneyeHue, UCNOJb3ys
pecypchl, He cBsidaHHble ¢ ICC. WCO/M3K 24727-2 ycTaHaBnuBaeT chneyuunasbHblii MexaHU3M nepefayu CUrHanos,
nocpeAcTBOM KOTOPOro MPOMEXYTOYHOe NporpaMmMHoe o6ecrneyeHne MoxeT obpaliaTbCa KaTuM pecypcam.

dunkcuposaHHas kKoHUrypauma paccuntaHa Ha ICC. koTopasi He MOXeT noAAepXunBaTh 3arpy3ky onucaHna yHKLKN-
OHaNbHbIX BO3MOXHOCTe. bonee TOro, NPOMeXyTo4yHoe nNporpaMmmHoe o6ecnevyeHne nogaepxnBaeT U3BECTHbIN HaGop
peanusauunii ICC. OnucaHne yHKLMOHANBbHBIX BO3MOXHOCTEN MOXeT 6biTb NpeAoCTaBNEHO ABHO WAW cnefoBaThb U3
hyHKLMOHANbHbIX BO3MOXHOCTE MPOMEXYTOYHOTo NporpaMmMHoro o6ecnevernns (Hanpumep, 3arpyxaemblii API).
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A.7 KoHdurypaumua cucnonb3osaHnem seb6-cepsuca

OunarpamMma KoHUrypaumu ¢ ucnosib3oBaHnem Be6-cepsuca npeAcTaBfieHa Ha pucyHke A.7.

WS — aeb-ccpBuc (web service)

PncyHok A.7 — KoHdurypauusa c ucnonb3osaHumem seb-cepsuca

[laHHas KoHUrypaumna npegnaraeT uHTepgelic Be6-cepanca. KOTOpPbIi MOXETObITbAOCTYNEH N3 BEG-NPUITOXEHUN.
Bce uHTepdpeiicbl n3 ctaHgaptos cepum WCO/MOIK 24727 chopmanbHO onpeaenieHbl ¢ UCMOMIb30BAHUEM NPexXAe BCero
HoTauun ACH.1, HO BO BTOpylw ouyepefAb — yepe3 XML-onucaHusa, 4YTO npefcTaB/ieHO COOTBETCTBEHHO a
NCO/M3K 24727-3 n NICO/M3IK 24727-4.
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A.8 KoH(urypayms co MHOXECTBOM MPUIOXEHWNIA

Ounarpamma KoHMUrypaymm o MHOXECTBOM NPUIOXEHWUI NpeAcTaBieHa Ha pucyHke A.8.

[aHHas KoHuUrypauns LEMOHCTPUPYET COCYLLECTBOBAHMNE KAPTOYHOIO NPUI0XEHUSA, COOTBETCTBYOLW Er0 CTaHaap-
Tam cepunm MCO/M3IK 24727, Ha ICC. koTopasa Takke nofaepxXxuBaeT 4pyrne KapTOUHble NPUIOXEHNUS — COOTBETCTBYIO-
wwne ctaHgaptam cepun MCO/MIK 7816. MexaHM3Mbl pa3MeLleHns n nepefaym CUrHaN0B TakuX KAPTOUYHbIX MPUMOXEHWUIA
yctaHoBneHbl B UCO/M3K 24727-3 n UCO/MIK 24 727-4.

13
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A.9 PacnpepenieHHas peannsauyus creka

OunarpamMmbl pacnpefefieHHoi peannsanum cTeka nokasaHbl Ha pucyHke A.9.

YpaaneHHbIn XocT

CTaHfapTHble BbI30BbI
YPOBHS flocTyna K cepBucy

O606WeHHbI MHTepdeiic

KapThl

CTaHAapTHble BbI30BbI
YPOBHA 0606LEeHHOro
focTtyna K kapTe

CneundmnyHblii HTEpdeiic

MponpreTapHbie BbI30BbI
nponpueTapHoro NPoKkcu
KapTOHHOTO NPUIOXEHNS

CTaHAapTHbIE BbI30BbI
YPOBHS LOCTyNa K cepsucy

O606LWeHHbIE MHTepdelic

KapThl

MponpueTtapHble BbI30BbI
nponpueTapHoro
0606LEeHHOro NpoKcK

14

JlokanbHbI XOoCT

MponpueTtapHble BbI30BbI
nponpueTapHOro nNpokcu
KapTOYHOrO NPUTOXKEHNS

O606WEHHbIN MHTepdelic
KapThbl

CTaHfapTHble Bbi30BbI
YPOBHSi 0606LLEeHHOT0
pocTyna K kapTe

MponpueTapHbie BbI30BbI
nponpueTapHoro NPoKcu
KapTeyHoro NpuaoXeHus

KapTa + cuutbiBatLiee
yCTpPOWCTBO

MponpreTapHbIii
nHTEpelic

ICC

PucyHok A.9 — PacnpejenieHHas peannsaums creka
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[aHHble guarpamMmMbl MCMOMb3YIOT O4WH U TOT e CUHTaKCUC (CTaHAapTHbIE BbI30BbI, XXUPHbIA HWKHWI KOHTYP NPAMO-
yronbHuka) gna goctyna k cneunduyHomy APl n 0606w eHHOMY UHTepdeiicy kapTbl (3alTpuxoBaHHble o6n1acTtu). 310
rapaHTUpyeT, YTO YPOBHU, BCTAB/EHHbIE B CTEK UM JOCTYNHbIE Yepe3 NPOKCK (Hanpumep, C NOMOLLbI0 3MY/IATOPOB KapThl,
NHCTPYMEHTapus NpoBepKN Ha COOTBETCTBUE), HE BNAIOT HA CTaAH4apTHbIe MOAYN MPU YCII0OBUW, HYTO 3T YPOBHU TaKxe
npeanaralT 0606WeHHbIA HTepdelic KapTbl M MCNO/b3YIOT CTAHA4APTHbLIE Bbl30BbI.

CepBuCHble BbI30Bbl, MOMEYEHHbIE KaK «NponpueTapHbie*, o6ecneunBalT HavyanbHOe UCNONb30BaHNe 6a30BbiX
BO3MOXHOCTell cBA3KN TLS. OHM MOTyT nocnepoBaTesibHO 06ecneynTb NCNONb30BaHME APYTUX NPOTOKO/IOB, pa3peLleHHbIX
TLS. BTOM 4uncsie UCKIIOUYNTENIbHO NPONpPUeTapHbIX NPOTOKONOB.

YNoMAHYTbIi MexaHu3M npokcu-areHTa onncaH B UCO/M3K24727-4.

A.10 PacnpepeneHHas peanusauuns, Ucnonb3ylolias MeEXaHU3M f0Bepusa

Ounarpamma pacnpegeneHHoil peanmsanun, NCnonb3ylolLeil MexaHu3m 4OBepUs, nokazaHa Ha pucyHke A.10.

MakanbHbin MK Cepsep

KnueHTckoe npunoxexue

KnueHTcKkoe npunoxeHune
(6paysep) P

YpoBeHb AOCTYNA K CEPBUCY

OG6O6LLEHHBIV MHTepheiic 0606LLEeHHBI MHTEpdeiic

KapTbl

YpoBeHb 0606LeHHOro
[ocTyna K kapTte

KapTo4Hoe npunoxexue
(kapTa nons3oBaTens;

KapTbl

YpoBeHb 0606LEeHHOTO
focTyna K kapte

MexaHusm
fosepus

SMC
[JoaeputensHbii

KaHan nocne
yCNeLHO
ayTeHTUdmKaLum
c coTnaoooanmem

SM-kntoya

SMC — kapTa c mogyneii 6e3onacHocTu (security module card);
SM — 6e3onacHbIii 06MeH coobuieHnsMM (secure messaging).
MK — nepcoHasibHbI KOMNbOTEP

PucyHok A.10 — PacnpefgeneHHas peanusayns, MCnonb3ylol,as MexaHu3m AoBepus

[NaHHas KoHurypauusa nokasbiBaeT UCNO/b30BaHMe MeXaHU3MOB Ao0Bepusi, onucaHHbix a NCO/M3IK 24727-3 un
NCO/M3K 24727-4. CepBepHblii ypoBeHb 0606LeHHOTO f0CTyna k kapTe nocbl/laeT 3anpoc cepBepHOMY 0606LeHHOMY
MHTepdeiicy, ykasbiBasd Ha HEO6X0ANMOCTb UCNOMb30BAHNA MeXaHN3Ma A0BEPUSA.

MexaHusm gosepua c nomowblo SMC co3faeT 3alULLeHHbIA 3aNpoC AN NOCLIJIKA N0 A0BEPUTENILHOMY KaHany u
o6pabaTbiBaeT 3aliulieHHOe NoATBEPXAEHMe, nocTynalliee U3 AOBEPUTENbHOrO kaHana. /llobble OTBETHble AaHHble
nocTynawT B BUAE YNTAEMOro TeKCTa Ha CepBEPHbI ypoBeHb 0606l eHHOT0 focTyna kkapTe. icnonb3osaHne SMC nog-
po6Ho paccmoTpeHo B UICO/M3IK 24727-3 B onucaHusax API.
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Mpunoxexnune JA
(cnpaBoyHOe)

CBefileHNa 0 COOTBETCTBUMN CCbINTOYHBLIX MEXAYHapPOAHbIX CTaHAAPTOB
HauMoHaNbHbLIM cTaHgapTam Poccuiickoii Pegepaymm

Tab6nuuya [JAN

O603Ha4eHve CCbINI0YHOro CreneHb
O603Ha4YeHNe U HaMEHOBaHNEe COOTBETCTBYIOLLEr0 HaLMOHA/IbHOTO CTaHaapTa
MeXAyHapoHOro cTaHfapTa COOTBETCTBUSA
ISO/IEC 7816-4:2005 0T FOCT P NCO/M3K 7816-4—2013 «KapTbl naeHTUUKaLNOHHbIE.
KapTbl Ha MHTerpanbHbix cxemax. YacTb 4. OpraHusauus, sawurta u
KOMaH/bl Ans o6MeHa»

MpumevyaHune — B HacTosAuei Tabnuye McnonbL30BaHo caejyloliee yCI0BHOe 0603HaYeHne CTeneHn cooT-
BETCTBMA CTaHaapTa:
IDT — MAEHTUYHbLIA cTaHaapT.

16
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KntoueBble cnoBa: obpaboTka AaHHbIX, 06MeH WHopmaunen, naeHTUdUKALNOHHbIE KapTbl. 1C-kapTbl,
nepefaya faHHbIX, NporpaMmHble UHTEPeNChl, apxMTekTypa
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