PENEPANNBHOE ATEHTCTBO

MO TEXHNYECKOMY PEIYIMPOBAHWIO 1 METPOJIOT N

HALULWOHANbHbBbIN FTOCTP
CTAHOAPT

POCCUNCKOMWN |/|CO/|\/|3K 27033'3—
PELEPALUMN 2014

NHbopmaunoHHas TeXHONOrms
METOAbl N CPEACTBA OBECINEYEHNA BE3OIMNACHOCTI

Be3onacHocTb ceTeii
Yactb 3
JTas/IOHHbIE CETEBbLIE cueHapun
Yrposbl, MeToAbl NPOEKTUPOBAHUSA 1 BONPOCHI ynpasB/ieHnA

ISO/IEC 27033-3:2010
Information technology — Security techniques — Network security —
Part 3: Reference networking scenarios —
Threats, design techniques and control issues
(IDT)

N3paHue ouunansHoe

MockBa
CraHgapTuHdopm
2014


https://meganorm.ru/mega_doc/norm_update_26042025/normativy/0/ntss_81-02-06-2025_ukrupnennye_normativy_tseny_stroitelstva.html

FOCT P UICO/M3K 27033-3—2014
Mpeavcnosue

1 NOArOTOB/NIEH  O6uwectBOM C  OrpaHW4YeHHOW  OTBETCTBEHHOCTbIO  «V/IH(OpMaLMOHHO-
aHa/IMTMYeCcKnii BbluMCAUTeNbHbIN LeHTp» (000 «MABL») n O6LecTBOM C OrpaHUMYeHHOl OTBETCTBEHHO-
CTbi0 «HayuHo-nponssoacTBeHHas upma «Kpuctann» (OO0 «HMN® «Kpuctann») Ha 0CHOBE COHGCTBEHHOrO
ayTEHTUYHOro NepeBoja Ha PYCCKWiA A3blK CTaHAApTa, YKa3aHHOToO B NyHKTe 4
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3 YTBEPX/JEH W BBEAEH B AEVCTBUE Mpukasom ®eaepansHOro areHTCTBa No TeXHNYECKOMY pe-
rynuMpoBaHunio 1 metponorumn ot 09 ceHTabps 2014 r. N° 1029-cT

4 HacTtoswumii cTaHgapT MAEHTUYEeH MexayHapogHomy ctaHgapty MCO/M3K 27033-3:2010 «UHdop-
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Reference networking scenarios — Threats, design techniques and control issues»)
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BeeneHve

MCO/M3K 27033-3 6bin1 NOArOTOBNEH COBMECTHbIM TexHuyeckum komutetom NCO/MIK CTK 1, «UH-
hopMaumoHHas TexHonorus». MogkomuteToM MK 27. «MeToAbl U cpeacTBa obecrneyeHusi 6e3o0nacHoOCTH
NT».

MCO/M3K 27033 cocTouT 13 criegyolmx vyacTeidl, nog obwyMm HammeHoBaHueMm «VHdopmaunoHHas
TexHonorusa. MeToabl 1 cpeAcTBa obecneyeHns 6e3onacHoCTN. Be3onacHoCTb ceTen»:

- Yactb 1. O630p ¥ KOHUEenuuu:
- YacTb 2: PekoMeHAaLmmn Nno npoeKkTMpoBaHWI0 1 peanusalmm 6e30nacHoOCTH CeTu;
- YacTb 3: STasloHHbIE CeTeBble cLeHapun. Yrpo3bl, MeToAbl MPOEKTUPOBaHUS 1 BOMPOCHI yNpaBieHus.

CnegyoLuine yacTu HaxoAATCA B nNpoLecce nofroToBKu:

- YacTtb 4: ObecneyeHne 6e30MacHOCTU MEXCETEBbLIX COEAUHEHUI C NPUMEHEHMEM LLU/MIO30B 6e30MacHoOCTU.
Yrpo3bl, MeToAbl NPOEKTMPOBAaHMSA 1 BOMPOCHI, KacalwLwmecs Mep 1 CpeAcTB KOHTPONSA W ynpasBfeHus;

- YacTb 5: ObecneyeHne 6e30MacHOCTV BUPTYasibHbIX YaCTHbIX CETe. Yrpo3bl, MeToAbl NPOEKTUPOBaHUSA 1
BOMPOChI, Kacawliecs Mep U CpeAcTB KOHTPONS ¥ ynpaBneHus.

MoryT 6bITb BbiNyLLEHbI OYepeHble YacTu cTaHgapTa 4718 OoxBaTa Takux TeM. Kak: SlokanbHble BblYnC-
nuTenbHble ceTu, rnobanbHble ceT, 6ecnpoBogHble U paanoceTH, LIMPOKOMOIOCHbIE CeTn, ceTn Tenedox-
HOln cBA3W, ceTu |P-koHBepreHuuMn (gaHHble, rofioc, BUAEO), apXUTEKTYypbl Be6-XOCTa, apXMTEKTYpbl 3/1eK-
TPOHHOW NouTbl VHTepHeTa (B TOM UMcie UCXOAALMIA OHNAaiHOBbIA AOCTYN K VIHTEPHETY 1 BXOAALWMIA 0CTyN
13 VIHTepHeTa) 1 0TCOPTUPOBAHHbIWA AOCTYN K CTOPOHHUM OpraHu3aumsm.
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HAUMWOHANBbHBMW CTAHAOAPT POCCUMCKOW OSGEJLEPALUNMN

WNHopmMaLMoHHas TexXHoNorus
METO/Abl N CPEACTBA OBECMNEYEHWA BE3OMNACHOCTN

BesonacHocTb ceTell
YacTb 3
OTasIOHHbIE CETEBbIE CLEeHapuu
Yrpo3bl, MeToAbl MPOEKTUPOBAHNSA 1 BOMPOCHI yNpaB/ieHuUs

Information technology. Security techniques. Network security.
Part 3. Reference networking scenarios. Threats, design techniques and control issues

[aTa BBegeHna — 2015—11—01

1 O6nactb NpPUMEHEHUS

B HacTosilem cTaHgapTe WU3/10XKeHbl Yrpo3bl, MeToAbl NPOEKTUPOBAHUS 1 BONPOCHI, Kacatowmnecs mMep
M CPeACTB KOHTPOJIA W ynpaB/eHusi, CBSA3aHHbIe C TUMOBLIMU CETEBLIMU CLeHapuaMu. 119 KaK4oro cueHa-
pvsi B Heil npepcTaBneHbl NoAPO6HbIE PyKOBOACTBA MO yrpo3aM 6e30MacHOCTU, MeToAaM MpOeKTUPOBaHUS
6e3onacHoOCTM 1 Mepam W CpeAcTBaM KOHTPONA W ynpassieHus, TpebyeMbiM A1 YMEHbLUEHUS CBA3aHHbIX
pVCKOB.

WHpopmaunsa, copgepxallascsa B HacTosilem cTaHgapTe, npefHasHayeHa A5 WCMNONb30BaHUSA npu
nepecmMoTpe TEeXHUYECKOV apXUTeKTypbl/BapMaHTOB NPOeKTUpoBaHMsA 6e3onacHoCT, a Takke npu Bbibope U
[OKYMEHTMPOBAHUN MPeAnoYTUTENIbHOM TEXHNYECKON apXWUTeKTypbl/NpoeKkTupoBaHna 6e30nacHOCT W CBS-
3aHHbIX C HUMU MEP U CPeACTB KOHTPO/IA U ynpasseHus, B cooTBeTcTBuMM ¢ MCO/M3K 27033-2.

BblGOp KOHKpPETHOW WHGopMauun (Hapsgy ¢ uHgopmauuveid, B3ATo us NCO/MIK 27033-4 —
MCO/M3K 27033-6) byaeT 3aBrCeTb OT aHa/IM3a XxapakTepucTVK CEeTEBOW cpefbl, T. €. KOHKPETHOro CLeHa-
pys ceTu(eit) N «TeXHNYECKOro peLleHuns» BONPOCOB, UMEKLLMNX K 3TOMY OTHOLLEHME.

B uenowm, HacTtosiwas yactb MCO/M3K 27033 6yneT cnocob6cTBOBaTh BCECTOPOHHEMY OMnpeaesieHnto
1 peanusaunm 6e30NacHOCTM 4719 CETeBON cpeabl N060i opraHu3auum.

2 HopmaTtuBHble CCbUTKN

B HacTosillem cTaHfapTe MCMNo/b30BaHbl HOPMATMBHbIE CCbIIKM Ha Ccreayloline MexayHapoaHble
cTaHgapTbl. AN AaTUPOBaHHbIX AOKYMEHTOB MCNO/Mb3YIOT TOMbKO yKasaHHoe m3faHve. [na HeAaTupoBaH-
HbIX JOKYMEHTOB MCMO/b3YIOT cCamoe nocfnefHee n3gaHue CCbIIOYHOTO AOKYMEeHTa (C yYeTOM BCeX ero us-
MEHeHW).

MCO/M3K 27000 NHdopmaymnoHHas TexHonorma. MeToabl U cpeacTBa obecneyeHnss 6€30MacHOCTU.
CucteMbl MeHe)XMeHTa MHopMaunoHHol 6e3onacHocT. O630p 1 TepmuHonorusa (ISO/IEC 27000. Infor-
mation technology - Security techniques - Information security management systems - Overview and vo-
cabulary)

NCO/M3K 27033-1 NHhopmaumoHHasa TexHonorus. MeToabl u cpeacTBa obecneveHns 6esonacHoCTU.
Be3onacHocTb ceTeil. YacTb 1. O630p n koHuenuun (ISO/IEC 27033-1, Information technology - Security
technigues - Network security - Part 1: Overview and concepts)

N3paHne odunymnanbHoe
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3 TepMUHbI 1 onpeaeneHns

B HacToswem cTaHgapTe npumeHeHbl TepMuHbl No MCO/M3K 27000 n NCOYM3K 27033-1, a Takke
cneaymolime TepMUHbI C COOTBETCTBYHOLMMMN ONpeaeneHnsaMu:

3.1 BpegoHocHaa nporpamma (malware, malicious software): KaTteropua nporpammbl, paspaboTaH-
HOW CO 3/1bIM YMbIC/IOM, cogepxaLllieit YHKLUM N BO3MOXHOCTW, KOTOpble MOTeHLUManbHO MOryT NpsMO Wnn
KOCBEHHO NPUYMHUTL Bpes Nonb3oBaTesto 1 (M) KOMNbIOTEPHON cuCTEMe Nob3oBaTesns.

MpumeyaHune - CMm. MCOYM3IK 27032.

3.2 Henpo3payHocTb (opacity): 3awuTa oT BblgeneHnsa nHopmaLmmn, kKotopas MoOXeT 6bITb NoslyyeHa
nocpeacTBOM HabnlofeHNsa 3a ceTeBOl AeATeNbHOCTbIO, Takol Kak agpeca KOHeYHbIX To4ek 06MeHa roso-
COBbIM TpaduKoM no ceTu VIHTepHerT.

MpumeuyaHune - Henpo3payHOCTb KacaeTcs HEOOGXOAMMOCTM 3alUTbI onepaunii ¢ nHcpopmauueii B gonon-
HeHue K 3awute camoin nHcpopmaymu.

3.3 ayTcopcuHr (outsourcing): MNMprobpeTeHne nokynatenem ycnyr s BbINOMHEHUS LEATENIbHOCTH,
Tpebyemoli ana noaaepxku hyHKLMIA 6usHeca nokynartens.

3.4 coumanbHaa nHxeHepusa (social engineering); feiicTBME MO MaHUNYNUPOBAHWIO NOAbMU B CO-
BepLUEeHNN AeCTBUIA UAn pasrnalleHnn KoHuaeHuansHoin nicpopmaymu.

4 O603HayYeH1s N COKpaLLEHNS

B HacTosilLiemM cTaHfapTe NPYMeHeHbl Cnefytolme CoKpaLleHns 1 YC/10BHble 0603HaYeHUs:

AAA — ayTeHTUdMKaLMS, caHKUMOHpOBaHue 1 yyeT (authentication, authorization and accounting);

DHCP — npoTtokon guHamuyeckoro KoHdurypmposaHus xocta n (dynarrtic host configuration protocol):

DNS — cnyx6a gomeHHbIX uMeH (domain name service);

DNSSEC — paclumpeHune 6e30nacHocTu cnyxobl AoMeHHbIX uMeH (DNS Security extensions);

DoS — oTka3 B o6cnyxuBaHun (denial of service);

FTP — npotokon nepegaun cainos (file transfer protocol);

IDS — cuctema o6HapyxeHus BTOpPXeEHWI (intrusion detection system);

IP — NHTepHeT-npoTokon (Internet protocol):

IPSec — npoTokon 6e3onacHocTy NHTepHeT-npoTokona (IP security protocol);

OAM&P — akcnnyaTauums, afMUHUCTPUPOBaHNE, TeXHUYeckoe obcnyxnsaHue n obecneveHve (opera-
tions. administration, maintenance & provisioning);

PDA — nepcoHanbHoe nHhopmauroHHoe ycTpoicTBo (personal data assistant);

QoS — kauecTBO 0b6cnyxunBaHus (quality of service);

SIP — npoTokon nHMumaummn ceaHca (session initiation protocol);

SMTP — npocToli NpOTOKON Nnepefayn NoYToBbIX coobLeHuii (simple mail transfer protocol);

SNMP — npocToil NpoToKoN ceTeBoro ynpaeneHus (simple network management protocol);

SSL — npoTokon 6Ge3onacHbiX coeAnHeHuli (MPOTOKON LWKpPoBaHUA ¥ ayTeHTudmkaumm) (secure
socket layer (encryption and authentication protocol));

VolP — nepepayva ronoca no VMIHTepHeT-npoTokony (voice over Internet Protocol):

VPN — BupTyanbHas yacTHas ceTb (virtual private network);

BOC — B3aumogelicTB/e OTKPbITbIX CUCTEM (Open systems interconnection — OSI);

TpOM — TenedoHHas KOMMyTUpyeMas ceTb 0buiero nonb3oBaHusa (public switched telephone net-
work — PSTN).

5 CTtpyktypa

CTpyKTypa HacTosLLero craHaapTa cocTouT us:

- KpaTKoro o63opa noAxoAa K peLueHuto npo6embl 6e30MacHOCTM A4S KaXA0ro TUNOBOIO CLeHapus,
NepeyYncIEHHOro B HACTOSLWEM cTaHaapTe (pasgen 6);

- pasgen Ans kaxgoro 6a3oBoro cueHapus (pasgensl 7 -15). B KOTOPOM ONMUCHIBAOTCS:

- Yrpo3sbl Ans 6a30BOr0 cLueHapus;

XocT - Jllo60oe ycTpoicTBO, MOAK/IIOYEHHOE K CETU U NCMONb3Yylolee NnpoTokosbl TCP/IP.
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- NpeAcTaB/eHe Mep W CPeACTB KOHTPO/ISi U ynpasfieHnst 6€30NacHOCTV U MeTOAbl, OCHOBaHHble Ha
nogxone, U3NoXeHHOM B pasgene 6.

CueHapuy B HACTOSILLEM JOKYMEHTe YNopsiloueHbl B NPeACTaBEHHYO HUXE CTPYKTYpY, Lieflb KOTOpoii
3aK/1t04aeTcs B OLEHMBAHMM [aHHOIO CLeHapusi B 3aBMCMMOCTH OT:

- TMNa fJocTyna nonb3oBaTens, SBASETC /M No/fb30BaTeb paboTaloWUM BHYTPU Npeanpusitus,
WKW nosnb3oBaTesieM SIBASIETCS COTPYAHWK, KOTOPLIN nofyyaeT AOCTYN K KOPNOpaTUBHLIM PeCypcaM U3BHE,
WKW NONb30BaTES b ABNAETCS K/MEHTOM, NOCTABLLMKOM WU AE0BbIM NapTHepOM;

- TMnNa AOCTYMHOCTU MH(OPMALMOHHLIX PECYPCOB, OTKPbLITbIE, OrPAHUYEHHbIE WU BHeLHUe pe-
Ccypchl.

Takum 06pasom, CTPYKTypa nomoraeT npeAcTaBuTb COMMlacoBaHHyl0 CUCTEMY U aenaeT fo6asneHue
HOBbLIX CLEHapVeB ynpaBfisiemMbIM, a Takke 060CHOBLIBAET HEO6XOAMMOCTb pas/iMuHbIX CleHapues, npea-
CTaB/IEHHbIX B HACTOSILLEM CTaHAapTe.

Ta6nuuya 1— CTpyKTypa ynopsiioueH s CETEBbIX CLIEHApVER

Mons3oBaresm
COTRYAHVIKA,
BHYTPEHHV/E paboTatoLLye BHELLHV/e
BHE MpesnpusTvia
[JlocTynHoCTb WH- OTKpbITbIE - ycnyrm goctyna K WHTepHe- - ycnyrm - 6usHec-
dhopmaLIoOHHbIX Ty AN COTPYAHWKOB K/MEHT
pecypcos
- ycnyru 6usHec-6usHec
orpaHunyeHHble - pacLUMpeHHoe MpYMEHEHVE - MOBWbHAsA - pacLmMpeHHoe
ycnyr Onas COBMECTHOrO WC-  CBf3b NpUMEHeHVe yCyr
nosb30BaHNA 0N COBMECTHOTO
MCMO/b30BaHUA
- ycnyrv 6usHec-6usHec - ceTeBast nog- - ycnyrm  6usHec-

Jepxka Mo6WIb-  6u3HeC
HbIX Mo/ib30Bare-

neii
- cerMeHTaums cetn -ycnyru  GusHec-
KIMEeHT
- ceTeBasi nogaepxka paboTbl
Ha AOMY WM B MaslbIX Mpej-
NPUATUSIX
BHeLUHVE - YCNyrvi ayTCOpCUHra -ycnyrn - aytcop-
CuHra

Takum 06pa3oM, NOPsSifOK, B KOTOPOM CLEHapMU nepeyucrieHbl B HACTOSILEM cTaHAapTe, siBNseTcs
cneyoLwmnm:

- ycnyru goctyna K VIHTepHeTy Ana COTpyAHUKOB (pasgen 7);

- ycnyru 6usHec-6usHec (pasgen 8);

- ycnyrn 6usHec-knueHT (pasgen 9):

- pacluMpeHHoe NpYMeHeHWe yCayr At COBMECTHOIO ncnosb3oBaHus (pasgen 10);

- cermeHTauusa cetu (pasgen 11);

- ceTeBas noggepxka paboTtbl HA OMY UK B Masbix npeanpusatusx (pasgen 12);

- MOo6unbHas cBa3b (pasgen 13):

- ceTeBas noaaepxka MobunbHbIX Nonb3osarteneli (pasgen 14);

- ycnyru aytcopcuHra (pasgen 15).
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PykoBofcTBa, npeAcTas/ieHHble B HACTOALWEM cTaHAapTe AN KaXA0oro u3 onpefesieHHbIX TUMOBbIX
ceTeBbIX CLeHapueB, OCHOBaHbI Ha HKeNepeyncneHHbIX noaxoax:

- NpoBepka BBOAHON MHGOpPMaL My 1 paMok cLeHapus;

- onucaHne yrpos, COOTBETCTBYHOLLMX CLLeHapuio;

- NpOBefEHNE aHann3a pucka OTHOCUTETbHO OO6HaPYXEHHbIX YSI3BUMOCTENA:

- aHanu3 BNMAHMS Ha BM3Hec paccMaTpuBaeMbIX YsI3BUMOCTeN:

- onpejeneHve pekomMmeHAauuii no peannsaunm obecneyeHns 6e30NacHOCTU CETH.

B uenax pelweHns Bonpocos 6e3onacHOCTY /1060 ceTn, XxenarenbHbIM ABASETCH CUucTeMaTnyeckoe 1
Bceo6bemMoLee oueHnBaHne. CNOXHOCTbL NOAOGHOrO aHanm3a 3aBUCUT OT XapakTepa W pa3mepa ceTu B
obnactu peicTeus. Tem He MeHee, nocnegoBarteflbHas MeTOAMKa O4YeHb BaXHa [/18 MeHefxMmeHTa 6e3-
0MnacHOCTW. 0COBEHHO B CBA3U C Pa3BMBAIOLLMMCS XapakTepom TEXHOMOTUIA.

MepBbIM paccMOTPEHMEM NPY OLLEHKe 6e30NacHOCTU ABMAETCA ONpefesieHne akTUBOB, HYXAaoLwmnxcs
B 3awuTte. OHW MOryT 6blTb B 3HAUUTE/IbHON CTEMEHW KaTeropusmpoBaHbl Ha akTUBbl WHAPACTPYKTYPSI,
yCcnyr unn npunoxenuin. Mpeanpuatne MoxeT BbibpaTb M onpefennTb CBOM COOGCTBEHHbIE KaTteropuu, HO
Takoe passimune BaXHO, NMOCKOJIbKY MOABEPXKEHHOCTb Yrpo3aM M aTakam ABNSEeTCS YHUKaNbHOW A8 KaXAoM
KaTeropuv Wan Tuna akTUBOB. HanpumMep, ecim mapLlipyTu3aTop OTHOCUTCA K KaTeropuu aktueoB WHpa-
CTPYKTYpbl. @ nepegaya rosioca no IP paccmaTprBaeTcs kak ycnyra KOHEYHOro nosb3oBartesis, TO aTaka «OoT-
Ka3 B o6cnyxmaHum» (DoS) B KaxaoMm cryvyae notpebyeTt pas3fIM4yHOro paccMoTpeHus. B yacTHOCTM, mMapLu-
pyTM3aTop HyxAaeTcs B 3awjuTe OT TaBUHHOrO pacnpocTpaHeHnss (OUKTUBHbIX NakeToB Ha hm3nyecknin nopt
MapLipyTu3aTopa, KoTopble MOryT nomeluaTb WK BOCNPEnATCTBOBaTb NPOXOXAEHWNIO NETMTUMHOIO Tpadu-
ka. AHanornyHo, ycnyra nepegaum ronoca no IP (VolP) HyxgaeTcsa B 3awute UHGopMaumm yyeTHol 3anucu
aboHeHTaYycnyrn oT yAasieHns U NoBPeXAEeHUs, UCXOAA U3 YCNOBWSA, YTO JOCTYN K ycnyre 478 3aKOHHOTo
nonb3oBatens He Gbia NpefoTBpaLLEH.

BesonacHoCcTb ceTu Takke npegnonaraeT 3aluUTy pas/IMuHbIX AesTeNbHOCTEN, NoAAepXMBaeMbIX O
ceTu, TakMX Kak, yrnpassieHYecKas [eATe/NIbHOCTb, a TakKXe CUrHasbl y/ipaB/ieHUsi/onoBeLeHns, U gaHHble
(pesnaeHTHble 1 NepefaBaeMble) KOHeYHbIX Mosib3oBaTenei. Hanpumep, ynpaeBneHne GUIL MoxeT 6bITb
npeAMeTOM PackpbITUSi B pe3yfibTaTe HeCaHKLMOHMPOBAHHOIO f0CTyna (NPOCTOoi ANs OTrafbiBaHUs Naposb
N naeHTuduKkaTop agMuHucTparopa). YnpassieHne TpadukoM camo ABAETCS NpefMeToM UCKaXeHus B pe-
3yfibTaTte NoXHbIX koMaHg OA&M2Z ¢ noxHeIMK IP afpecamn onepaLyoHHbIX CUCTEM, UKW PaCKPbITUA NyTem
NacCcuBHOTrO NPOCAYLWINBAHNUA CETU WM NPepbiBaHWA B pe3y/sibTaTe atakuM NaBMHHONO pacnpocTpaHeHus na-
KeToB.

Takoil noaxof K onpefesieHU0 akTMBOB U AeATeNbHOCTel AenaeT BO3MOXHbIM MOAYy/IbHOEe U cucTe-
mMartuyeckoe paccmMoTpeHue yrpo3. Kaxzblii TUNOBOW ceTeBoii cLeHapuii uccnepyetcs B OTHOLIEHUN U3BECT-
HOro Habopa yrpo3 A5 BbIICHEHMS TOrO, Kakue yrposbl ABASATCA NpUMeHWMbIMU. B npunoxeHunn B npuse-
[EeH nepeyeHb M3BECTHbIX OTPac/ieBbIX Yrpo3. XOTA 3TOT NepeyeHb He criefyeT paccmarpuBaTb Kak ncuep-
NbIBAOLLMIA. OH CNYXWUT OTMPABHON TOYKOM ANA N6oro aHanmsa. Kak Tonbko BbIBOAUTCA NPOdnb Yrpo3bl
ceTun, aHaIM3npyTCs YA3BUMOCTM, YTOObI onpesennTb, KakvuM 06pa3oM yrpo3bl MOryT 6bITb peasni3oBaHbl B
KOHTEKCTe KOHKPETHOro paccMaTpvBaeMoro akTusa. Takoil aHanu3 NOMOXeT onpefesninTb, Kakme orpaHuye-
HUS OTCYTCTBYIOT, U Kakue KOHTPMepbl TpebyeTcs NPUMEHUTbL ANA AOCTMXEHUS Leneit 3awmTbl. KoHTpMepbI
CHU3AT BEPOATHOCTb TOr0O, 4TO yrpo3a 6yaeT ycnewHol n (Mnun) ocnabsaTt ee Bo3sgelicTeue. Mpu aHanvse
prucka nccnepyetcs pucK, COOTBETCTBYHOLWMI OBGHAPYXEHHbIM YA3BUMMOCTSAM. AHanNu3 BAUSHUSA Ha Ou3Hec
3ak/o4aeTcss B NPUHATUU peELUeHNs O TOM. Kakme mMepbl NMPUHUMAaTb NO KaxoW yS3BUMOCTW; Mepbl MO UC-
npas/IEHNI0. MPUHATUIO PUCKa UM NEePEHOCY pUcKa.

MpoekTpoBaHNe KOHTPMEp M peanu3auus Mep U CPeAcTB KOHTPOMSA WM ynpaBneHus, 3aliuliaroLmx
cnabble mMecTa akTMBOB OT Yrpo3, SBMSIETCA YacTbio /11060 MEeToAMKM OLeHKM GesonacHocTu. B cooTBeT-
CTBMM € TpeboBaHNsIMU cTaHAapToB cepum NCOYM3K 27000 oT60p 1 peanmsalms COOTBETCTBYHOLWMX Mep 1
CpeAcTB KOHTPONSA W ynpaB/ieHNs UMeeT pelualolee 3HavyeHne Ansa sawmTbl akTusos/mmdopmauun. CTaH-
AapT TpebyeT coxpaHeHUss KOH(PUAEHUNANTbHOCTH, LEeNOCTHOCTN U [OCTYNHOCTU UHdopMauum, 1 AONOAHU-
Te/lbHO OH 3aTparuBaeT u Apyrie CBONCTBA, Takme Kak NOA/IMHHOCTb, HEe0TXa3yeMoCTb U fOCTOBEPHOCTb.

GUI (Graphical User Interface) - Mpadmyeckunii nHtepdeiic nonb3osartens.
20A&M (operations, administration and management) - MakeT NpukNagHbliX NporpaMm No akcnayaTtauuun, agmu-
HUCTPUPOBAHMIO U YPaB/IEHUNIO CETU.

4
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Huxe nepeuncneHbl cBoiicTBa 6€30NaCHOCTU, KOTOPbIE WCMOJb3YIOTCA B HACTOSILWLEM CTaHjapTe As
COBEPLUEHCTBOBAHUA CAEPXUBAIOLWNX MEP U KOHTPMEP 06BEKTUBHBLIM CNOCOGOM. YTOUHEHUS, KacatoLlimecs
Kakforo ceolicTBa 6e3onacHocTu (B AOMNO/IHEHWE K KOH(PMAEHUMANbHOCTA, LEeNOCTHOCTU 1 AO0CTYNHOCTK),
OMUCBLIBAKOTCA HUXE:

- KOH(MAEHUMAbHOCTb CBA3aHa C 3aLUUTOW AaHHbIX OT HECAHKLMOHNPOBAHHOTO PaCKpbITUS;

- LIeNIOCTHOCTb CBA3aHa C COXpaHeHneM NpaBUIbHOCTU WAN TOYHOCTW AaHHbIX W 3alMTON OT HecaHk-
LMOHNPOBAHHOI0 N3MEHEHUSA, yAa/IeHNA, CO34aHNA U TUPAXNPOBaHUA:

- AOCTYNHOCTL CBsA3aHa C obecrnevyeHnemM yBEpeHHOCTM B TOM, YTO He CyLlecTByeT OTKa3a B CaHKLMO-
HVPOBAHHOM [OCTYyMe K 3/ieMeHTaM CeTu, XpaHUMOW UHgopMaummn, NHPOPMaLMOHHBIM NOTOKaM, ycayram u
NPUIOXEHUAM;

- ynpasfneHue AOCTynom obecneumsaeT, C MOMOLLbIO ayTeHTUdMKaALUM N aBTopuU3auun, ynpasneHue
[OCTYyNOM K CeTeBblM YCTPOCTBaM W yciyram, a Takke obecneymBaeT yBEPEHHOCTb B TOM. YTO TOJIbKO
YMO/THOMOYEHHOMY MepcoHasny WAW YCTPOWCTBaM paspelleH JOCTYN K 3/ieMeHTaM CeTu, XpaHumoi nHdop-
Mauun. MHpopMaLMOHHBIM NOTOKaM, ycriyram v npunoxeHusMm. Hanpumep, npu ucnons3osaHun IPTVL og-
Ha M3 U3BECTHbIX PEKOMeHAaLMii N0 6e30NacHOCT — OTK/0UYEHNe MHTepdelica 0TNafgkm Ha aboHEeHTCKOM
KOMMJIeKTe NpucTaBkyM — MNOJlydYeHa WUCXOAS M3 PacCMOTPEHMS CBOWCTB 3/ieMeHTa ynpas/eHus LOCTYnoM.
AHanu3 KOHMUAEHLMANbHOCTU, LeTIOCTHOCTU WA AOCTYNMHOCTU He NpuBeAeT K KakuM-nnmbo Apyrum peko-
MeHJaunam,;

- ayTeHTudmkaumsa cBsA3aHa C NOATBEPXAEHMEM WM [A0Ka3aTe/NbCTBOM 3asB/IEHHOW WAEHTUYHOCTU
nonb3oBaTens WM B3aMMOAENCTBYIOLLMX CTOPOH NpW UCMONb30BaHUK YyNpaBieHUs AOCTYNOM AN aBTOpu-
3auun. a Takxe oHa obecrneyvBaeT YBEPEHHOCTb B TOM. YTO CYLLHOCTb He NblTaeTCA UMUTUPOBATb MU He-
CaHKLUMOHUPOBaHHO BOCNPOM3BOAMTL Npeablayliee coobuieHve. Hanpumep, YenoBek MOXeT NonyunTb A0-
CTYN K CUCTEMe ynpaBfeHns CeTbio, HO MOTpebyeTcs OCYyLecTBUTb ayTeHTUdMKaUMo Ana 0OHOBNEHUS 3a-
nuceli aboHeHTCKMX ycryr. Takum 06pa3oM, BO3MOXHOCTb OCYLLECTB/IEHUA AeSATENbHOCTU MO yrnpaBieHnto
CeTblo He MOXeT 6bITb 0b6ecrneyeHa NOCPeACTBOM MPOCTOr0 PACCMOTPEHUA KOHMWAEHLNANTBHOCTY, LenocT-
HOCTW. flOCTYNHOCTU UMW ynpasfieHns AOCTYNOM.

n punmedaHune - B ynpassieHUn AOCTYyrnomMm, OCHOBaAHHOM Ha poJidX, aBTOpuUsaumns ocywecTBnfaeTca B OTHO-
LWeHUn nonb3oBaTesnsa, Ha3Ha4YeHHOro Ha posib. Takxe B npouecce ynpas/eHUa 4OCTYNOM A0 fnpefocTasneHns goctyna
nposepsAaeTcs posib, Ha3Ha4yeHHas NnoJsib3oBaTento. Kpome TOro, No cnuckam ynpasseHua AO0CTYynoM AOCTyn npepocrtas-
NnAeTcAa BCeM, KTO yAO0B/EeTBOPAET NOJINTUKEe, Taknm 06pa30M, ecnn Bbl yaoBseTBopseTe Tpe60BaHI/IﬂM MNOIUTUKK, Bbl
nMeeTe npaso goctyna. B atom cnyyae d)yHKLWIVI ayTeHTVId)I/IKaLl'VII/I nasTopusaynmn ABNAKTCA HECYLLECTBEHHbLIMU,

- 6e3onacHoCTb CBA3M 1 6e3onacHOCTb Nepegayn MHopmMaumm kacaeTca obecnevyeHns yBepeHHOCTH
B TOM. YTO MHhopMaLMsa TOMbKO MepemMeLlaeTcs Mexay aBTOpM30BaHHbIMU KOHEYHbIMK ToYkamu 6e3 nepe-
HanpaBs/ieHns 1 nepexsaTos;

- HEOTKa3yeMoCTb CBA3aHa C MoAfdepXaHWem KOHTPO/IbHbIX 3anuceil ¢ TeM. 4To6bl He MOri0 6bITb OT-
KasaHo B MHopmauum 06 UCXOAHbIX AaHHbIX, NpUYMHAX cobblTUS unu gelictensa. OnpegeneHne aBTopuso-
BAHHOr0 N1La, KOTOpOoe OCYLLeCTBW/IO HECAHKLMOHUPOBAHHOE [eACTBME C 3aliWLEHHbIMU JaHHbIMU, He
CBS13aHO C KOH(UAEHLMNANBbHOCTBIO, LIe/IOCTHOCTbIO, AOCTYMHOCTbIO AaHHBIX;

- HEMPO3PaYHOCTb CBSA3aHa C 3alMUTO MHhopMaunm, KoTopas MOXET ObiTb NOslyvYeHa U3 HaGAEHW
3a CeTeBOW aKTMBHOCTbI. Henpo3payHoCTb NpM3HaeT HeO6XOAMMOCTb 3alnTbl AEACTBUIA B AONOMHEHME K
nHgopmaymu. 3awmTa nHdopmaummn peliaeTcs nytem obecneyeHns KoHuaeHuranbHocTn. 3awmTa Tene-
hoHHOrO pasrosopa Mexay muom A n nuuom b 3awmwaeT nx KoHugeHumanbHocTb. 3alunta Toro akra,
4yTo nnuo A u nuuo b Benu TenedoHHbIN pasroBop, obecneyrBaeT yBEPEHHOCTb B HEMPO3PaYHOCTU.

[ns Bcex cueHapues, ONMCaHHbIX B HACTOSAILLEM CTaHAapTe, Bbilleyka3aHHble CBOWCcTBa 6e30nacHOCTH
paccmaTpuBalroTCs Kak 4acTb MeTOAMKM MPOEeKTUMpoBaHusA 6e3onacHocTn u hasbl KOHTponsa. B Tabnuue 2
npuBefeHbl NpUMepbl MexaHW3MoB obecneyeHnss 6e30MacHOCTU CeTu, KOTopble MOryT ObiTb peann3oBaHbl
Ana obecneyeHns CBOWCTB 6€30NacHOCTM, BbIOPaHHbIX 418 YMEHbLUEHUSI MOTEHLNaNbHOro pucKa.

" IPTV (Internet Protocol Television) - Mepegaya LM poOBOro TeNEBU3NOHHOIO CUrHana no npoTokony IP.
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Ta6nuya 2 — lNpumepbl METOAOB o6ecredeHnst 6e30NacHOCTM CeTu
PaCCMOTpeHMﬂ 6e3onacHocTyn MCXaHM:&MbMYMeTOAhI obecneyeHunsa 6esonacHocTun

YnpasneHue focTynom Cuctema nponyckoB (MAEHTUMUKALMOHHBIX KapToyek), CMUCKW ynpasieHus fo-
ctynom (ACL — Access Control List), pasgeneHue o6s3aHHOCTel

AyTeHTudmnkayms HecnoxHasa peructpauus Bxofa B cucTemy/naposib. Undposble cepTuduKathbl,
uudposble nognucu. TLS,; Bepcun 1.2. SSO-0, CHAP'4.

JocTtynHocTb MN36bITOYHOCTL M pe3epBHOE KONWpoBaHue, MexceTeBble akpaHbl. IDS/IPS<S (ana
6710KMpoOBaHUS atakm DOS), HenpepbIBHOCTb 6M3HECA, CETEBOW MEHEeLXMEHT W
MeHe[XMeHT ycnyr ¢ SLAs"'

bBesonacHoOCTb CBA3M IPSec.'L2TPei, yacTHble NNHWUK CBA3WN, 060CO6EHHbIE CETU

KoHtuaeHymanbHocTb Wndposanune (B3DESn, AES*). cnuckn ynpasneHus A0OCTynom, npasa goctyna K
hannam.

LienocTtHoCTb IPSec HMACsJ (Hanpumep. SHA' '-256), UWUKINYECKNA M3BbITOUHBIA KOHTPOSb,

aHTMBMPYCHOE NporpamMMHoe CpejcTBo.

HeoTkazyemocTb PerncTpauus cobbiTuii, ynpaBneHue AoCTyNOM, OCHOBAHHOE Ha Ponsx, U undpo-
Bble NnoAnucu

Henpo3payHocTb WndpoBaHne IP-3aronoskoB (Hanpumep. VPN ¢ pexumom TyHHenmpoBaHus IP-
Sec. NAT” ' (ans IP Bepcum 4).

B HacTosuweli yactn ctaHgapta MCO/M3K 27033, BCO pacCMOTPEHHOE Bbille SIBNAETCA HeoTbemse-
MOW 4acCTblo NMPOEKTUPOBAHWA W peann3auun, o6CcyxaaemMblX B KOHTEKCTE KaxAoro TUNOBOrO CETEBOrO CLe-
Hapus. Kak npasunio, Ans yAoBNeTBOPEHUS CBOUX Lieneli 6usHeca opraHusauns BblbvpaeT Mepbl U cpef-
CTBa KOHTPO/A U ynpasrfieHus, cooTBeTcTBylowme NCO/MIK 27002, a TakkKe pekoMeHAaLun HacTosiLeit
yactu ctaHgapta WCO/M3K 27033, npefgHasHavyeHHble NS obecnevyeHnss aHanm3a CeTeBoro ypoBHsi, Heoob-
XOA4UMOro ANs peanv3saumn BbibpaHHbIX Mep 1 CPeACTB KOHTPO/IA U ynpaBieHns.

7 Ycnyru goctyna K IHTepHeTy And CoTpyAHUKOB

7.1 VicxogHble faHHble

OpraHusauum, KoTopble LO/HKHbI NPeaoCcTaBsaTb YCAYr 4OCTyna K MHTepHeTy Ansi CBOMX COTPYAHM-
KOB, AO/DKHbI NPOAYMaTh 3TOT CLEHapuii, YTo6bl 06ecneUnTs YBePeHHOCTL B TOM, UTO OCYLLEeCTBSETCS A0-
CTYN C YeTKO ONpeAeneHHbIMY U CaHKLMOHUPOBAHHLIMU LieNsiMU1, a He 06Ul OTKpbITHIA AocTyn. OpraHusa-
LMW AOMKHBI GbITb 06ECMNOKOEHbI BONPOCAMU YNpaB/ieHusi fOCTYNOM, YTOObl M36exaTtb NMoTepu nponyckHoi
CMOCOGHOCTM CETU M CMOCOGHOCTU K pearMpoBaHuio, a Takxe NPUB/IEYEHUS K NPaBOBO OTBETCTBEHHOCTU
COTPYZHVKOB, VMEILLUX HEKOHTPOMPYEMBIA [OCTYN K ycnyram VHTepHeTa.

TLS (Transport Layer Security) - MpoTokon 6e30NacHOCTV TPAHCMOPTHOIO YPOBHS.

* SSO (Single Sign On) - TexHonorua egnHOro Bxojga [B cucremyl.

3>CHAP (Challenge Handshake Authentication Protocol) - MpoTokon B3auMHOI ayTeHTUdmkauum.

) IPS (Intrusion Prevention System) - CucTtema npefoTBpaleHns BTOPXEHUS.

' SLA (Service Level Agreement) - CornalieHne o6 ypoBHe YCAyr.

01L2TP (Layer 2 Tunneling Protocol) - MpoTokon TYHHeNUpoBaHUs BTOPOTO YPOBHSA.

' 3DES (Triple Data Encryption Standard) - MNMpoTokon TpPoiiHOro WwugpoBaHums.
AES (Advanced Encryption Standard) - Ynyu4lueHHbI NpOTOKON LWNGPOBaHMNS.

J HMAC (Hash-based Message Authentication Code) - MexaHu3m, Mcnonb3ywwWwuii kpuntTorpaduyeckne xew-

PYHKLUN B COYETAHUN C CEKPETHBIM K/THOHOM.

0] SHA (Secure Hash Algorithm) - Anroputm ayTeHTUMKaLUN 1 NPOBEPKN LENOCTHOCT MHOpMaLUK.

1 NAT (Network Address Translation) - MpoTokon npeo6pa3oBaHns ceTeBbIX aApecoB.
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YnpaBneHne fOCTYNOM COTPYAHMKOB K VIHTEpHETY Bbi3blBaeT pacTyliee 6eCrnoKoliicTBO, YunTbiBas Ko-
NINYECTBO NOSIBASAOLNXCSA CYAeOHbIX NpeLefeHToB CBA3aHHbIX ¢ VHTepHeToM. Takum o6pa3oM, opraHusa-
LMsi HeceT OTBETCTBEHHOCTb 3a YCTaHOB/IEHWE, MOHUTOPWHT U MPETBOPEHNE B XU3Hb TOYHO BblPaXEHHOW
NOAIMTUKM MCNOMb30BaHMA VIHTepHeTa NOCpefCcTBOM OLLEHMBAHMSA CnedyrLlwmx cueHapuesB 1M obecneyeHus
COOTBETCTBYOLLUX TPEGOBAHUI B NOMUTUKE:

- 4OCTYN K VIHTEepHeTy npefocTaBeH B MHTepecax 6u3Heca;

- ecnu AocTyn K VIHTepHeTy Takke paspelleH (OrpaHWYeHHO) B /IMYHbIX LensX, TO Kakumu ycayramu
paspeLLeHo Nosb30BaThCs:

- paspeLleHo /1M pacliMpeHHoe NpUMeEHEeHNe YCyr A1 COBMECTHOIO UCMOMb30BaHUs;

- paspeLueHo M coTpyAHMKam yyacTBoBaTb B yate, oopymax v T. 4.

XoTA, 3a4acTyro, HanucaHHasi NOMTUKA BbICTYNAET KakK CYLLEeCTBEHHbI cAoepxXuBawLuii pakTop He-
NPMEMSIEMOr0 MCNONb30BaHUSI VIHTepHeTa, opraHusauus Bce elle NoABEepraeTcsi 3HaAuMTeSIbHbIM puUckam
MHhOPMaLMOHHONM 6e30MacHOCTM. Yrpo3bl 6€30MacHOCTM, pekoMeHAauun no MeTodam MpPOEeKTMPOBaHMS
6€e30NacHOCTU, a TaKke Mepbl 1 CPeAcTBa KOHTPONSA U yNpaB/ieHUsl, HanpaB/ieHHble Ha YMEHbLLEHNE PUCKOB
6e30MacHOCTM, U3NlaralTCa B HUXKECNeAYOLWNX NyHKTaX, Kak TONIbKO A/ BHYTPEHHEro, Tak U Ans BHYTPEH-
HEero n BHEWHEro NcnoJsib30BaHuA.

7.2 Yrpo3sbl 6e30MnacHOCTHU

Yrpo3amu 6e30MacHOCTH, CBA3aHHbIMU C yC/yramn AocTyna K VIHTepHeTy Ana COTPYAHMKOB, ABASIOT-
cs:

- BUPYCHble aTaku U BHegpeHne BPeLoHOCHbLIX MPorpamMm:

- COTPYAHVKN, NOMb3ytolmecs VIHTEPHETOM, SIBASIOTCA Take OCHOBHOW MULLEHbIO ANSi BPEAOHOCHbIX
nporpaMm, KOTopble MOryT NPMBECTM K NOTEPE UM MOBPEXAEHUO UHpOPMaLMK, NOTEPEe KOHTPOSA Haj UH-
PpacTpyKTypoit MHPOPMALMOHHbIX TEXHO/IOTUIA U OTPOMHOMY PUCKY ANS 6€30NacHOCTN CeTU opraHusaLmn.

- 3arpyaemMble nonb3oBaTtesnieM hainbl UM NporpaMMbl MOTYT COfepXaTb BPeAOHOCHbIE Nporpamm-
Hble KOAbl. YUuTbiBasi MOBCEMECTHOE MCMO/Ib30BaHME TaKuX MPUNOXKEHWUIA, Kak 06MeH MIHOBEHHbIMU CO06-
LLLEHNSAIMU. OAHOPAHIOBOE COBMECTHOE UCMO/Sb30BaHue painnosB u IP-tenecoHnsa, COTPpyAHVKM MOFYT cay-
YaiiHO 3arpy3uTb 1 YCTAHOBUTb BPEAOHOCHbIE MPUMOXEHUS, KOTOPblE 06XOAAT 3alMTy CETU, UCNOSb3ys Ta-
KMe MeToAbl, Kak GbICTpoTa NPOXOXAEHWs nopTa (CKavykoobpas3HOCTb BOAM3M OTKPbITbIX NOPTOB), U LWNGPO-
BaHue. Kpome TOro, oHOpaHroBble MPUIOXKEHUS MOTYT ObiTb MCMO/Ib30BaHbl B KAYECTBE CKPbIThbIX KaHas10B
[ONA ceTeBbIX areHToB-po60TOB.

- YAA3BUMOCTU Be6-6pay3epoB unm Apyrux Be6-NpuUIoXeHuii MoryT 6biTb MCNOb30BaHbl BPe40HOCHbI-
MW NporpaMMamiu, 4YTo NPUBEAET K 3apaXeHM0 BUPYCOM U YCTaHOBKE TPOSIHOB («TPOSIHCKMX KOHei»). Mocne
3apaxeHns AOCTYNHOCTb MOXET Cepbe3HO MnocTpafatb M3-3a pacnpocTpaHeHus AesTeNbHOCTU Bupyca,
npvBoasLLeli kK neperpyske ceT. TpPOsiHbl MOTYT paspellaTb HeCaHKUMOHWPOBAaHHbI BHELLHWUIA AOCTYM, Npu-
BOAALMIA K HAPYLIEHWIO KOHUAEHUNANBHOCTY;

- yTeuka nHdopmauuu;

- MPUNOXEHUS, MO3BONSAKOLINE NepecblNaTb MHOPMAaL M0 Ha Be6-cepBepbl, MOTYT GbITb NPUYUHOI He-
KOHTPOANPYEMOI Nepefayn faHHbIX U3 opraHusayum yepes NHTepHeT. Ecnv ncnonb3yoTcs 3awmndgpoBaH-
Hble ceaHcbl (Hanpumep, TLS). To gaxe peructpaums Takoil 4eATe/IbHOCTY MOXET 0Ka3aTbCs HEBO3MOXHOM.
Mopo6Hble puckn 6e30MacHOCTY MPUBHOCATCH B TEX CrlyyasXx, KOrAa HeOCTOBEpPHbI/i MepPeHOCUMBbI KOA, Bbl-
NOSIHSAAETCA Ha CUCTeMax BHYTPWU opraHusaumu;

- HeCaHKUMOHNPOBAHHOE UCMONb30BaHNe 1 JoCTyn:

- NnoTepss Mep U CpeAcTB KOHTPONA U ynpaBfieHWs WMHPaCTPYKTypbl, CUCTEM W MPUIOXEHWUA MOXeT
NPUBECTU K MOLLEHHNYECTBY, O0TKa3y B 0GCAYXMBAHUN, a TakKe 3/10ynoTpe6/1eHN0 BO3MOXHOCTAMY;

- OTBETCTBEHHOCTb 3@ HeCo6/1104eHNne HOPMaTUBOB:

- lopuguyeckass OTBETCTBEHHOCTb 3a Hecob6/AeHVe 3akoHoAaTeNbCTBa M HOPMATMBHbLIX 06s3a-
TeNbCTB.

- HEeCOr/lacoBaHHOCTb C MCMOJIb3yeMOl NOMINTMKON OpraHusauum MOXeT NPUBECTU K HOPMAaTMBHOMY
HECOOTBETCTBUIO;

- CHWXeHMe AOCTYMHOCTM CeTU CBS3U, Bbi3BaHHOE HEeAOCTATOYHOW MPOMYCKHON CMNOCOGHOCTLIO MK
cTabunbHbIMK Npobaemamu:

- Ype3MepHoe MCMo/b30BaHWe YCAyr, CBSA3aHHbIX C MPOMYCKHOW CNOCOBHOCTLIO, HanpuMep, NOTOKOBbIe
MynbTUMeauiiHble cpefcTBa WM O4HOPAHIOBOE COBMECTHOE MCNofib3oBaHue haiinoB MOXeT MpUBECTU K
neperpyske ceTtu.
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7.3 MeToAbl NpoOeKTUpOBaHMA 6e30NacHOCTU U Mep 1 CPeACTB KOHTPONSA 1 ynpaBneHns

MeToabl NPOEKTUPOBaHUs 6e30MacHOCT U Mepbl U CPeACTBa KOHTPO/IS W YNpPaBieHusl, CBA3aHHbIE C
COTPYAHMKaMW, paccmaTpusatoTcs B Tabnuue 3.

[Onsi ycTaHOBNEHHOW yrpo3bl 6e30MacHOCTH, Kaxoe CBOMCTBO 6€30MacHOCTM paccMmatpvBaeTtcst A/ist
NPUMEHEHUS C LiE/IbI0 CHUXEHWSI PUCKA, BO BTOPOM CTONGLE NMPUBEAEH COOTBETCTBYIOLWMUI NPUMEpP TeXHU-
ueckoil peanuszauun. Hanpumep, LENOCTHOCTb, KOHTPO/b AOCTyNa U ayTEHTUMUKALMUS MPUMEHSAIOTCA ANS
3alWnTbl OT BPEAOHOCHOIO NPOrPaMMHOI0 KoAa.

Ta6nuuya 3 — Mepbl U CPEACTBA KOHTPO/A U yNpaBfneHuss 6e30MacHOCTU AN CLeHapns fOCTyna COTPYAHWKOB

K VHTepHeTy

MpumeHsiembie cBOWCTBA
6e30NacHOCTN ANA MAEH-
TUPUUMPOBAHHBIX YIPO3

Peannsyemble NpoekTbl U MeTOAbI

BupycHble aTakn 1 BBeieHWE BPELOHOCHbIX MPOrpaMm

- LlenocTHOCTb

- YnpasneHue focTy-
nom

- AyTeHTudunkaumus

YTeuka nHdopmauun

- be3onacHocTb CBA3U
- LlenocTtHocTb

- YnpaB/fieHue focTy-
nom

- MpepocTaBneHne coTpyaHUKam VIHTEPHET-YCNyr, TONIbKO COOTBETCTBYIOLUX GU3HECY.
Micnonb3oBaHWe 4YepHbIX CNUCKOB aBTOPU3OBAHHbLIX YCAYr, YTOGbl CAenaTb BO3MOXHOW
nonpaeky B kaHasiax yata, ycnyrax Be6-noytbl UM O4HOPAHTOBbLIX CETEBbLIX NPOTOKOIAX.

- Mcnonb3oBaHne aHTWBUPYCHbLIX NPOrpamMm Ha MyTu AocTyna K VIHTepHeTy Ans ckaHu-
poBaHusi BCero Tpadhmka OT COTpyAHMKA J0 VIHTepHeTa. Mpouecc CKaHWpOBaHUS [LO/MKEH
BK/l0YaTh B ce6s BCe ceTeBble MPOTOKO/bI, paspeLleHHble K npumeHeHuto. O6ecneyeHne
YBEPEHHOCTWN B TOM. YTO aHTUBMPYCHble OGHOB/IEHUSI YCTAHAB/MBAOTCA aBTOMAaTUYECKM,
1nn nonb3oBartesb Npegynpexaaetcs o akte npoBeaeHNs 06GHOBAEHNA.

- Vicnonb3oBaHue aHTVBUPYCHOTO MPOrPamMMHOIO CPeACTBa Ha BCEX KMEHTCKUX cucTe-
Max. 0COGEHHO Ha TeX, KOTOpble UCMO/b3YTCA COTPYAHUKAMU ANs 4OCTyna K VIHTepHeTy.

- CkaHupoBaHue haiinos 1 BCexX XpaHUMbIX JaHHbIX HA HANU4Yne BUPYCOB U TPOSIHOB, a
Takxe Jpyrux BULOB BPEAOHOCHbIX MPOrpamMmm.

- BepudmkaLumsa LenoCcTHOCTH AaHHbIX/Paikinos ¢ MCNOb30BAHWEM anropuTMoB, Takux
KakK X3LWWPOBaHNB/KOHTPOIbHbIE CYMMbI, CEPTUUKATI.

- BNokupoBaHue NosBAAILWMUXCA OKOH U B36G-peLlambl.

- MapupyTtusauus Tpaduka, MCnoib3yeMoro ans ycnyr goctyna Kk MHTepHeTy, nocpea-
CTBOM HEGO0/bLIOr0 KOSIMYECTBa KOHTPOIMPYEMbIX L0308 6E30MaCHOCTU.

- AKTVBHOE YyCTaHOB/IEHVE NOAIMHHOCTU COZePXKaHMs.

- Peanuszauyus hunbTpoB AN MOGUILHOTO KOAa Ha LU03ax 4ocTyna K MIHTEpHETY.

- MpreM MOGUNBLHOTO KOAA TOMIbKO C HEKPUTUUYHBLIX CaTOB, 3aHECEHHbIX B Genblii cnu-
COK.

- MpreM MOGWNBLHOTO KOAA, MOANUCAHHOIO LM POBOIA NOANUCLID TOMLKO OT AOBEpPEeH-
HbIX OpPraHoB CEpTU(MKaLUMN MW OT JOBEPEHHBIX NMOCTABLLMKOB, BK/IOYAs COOTBETCTBYHO-
e napameTpbl HacTPOMKM Ha CTOPOHe K/IMeHTa, HanpuMmep, NyTeM OCYLLeCTBEHNS ak-
TUBHOTO ynpaBs/ieHWsi 1 peanusauum 6enoro Cnucka paspelleHHbIX OpraHoB cepTuduka-
LK. NOANNCHIBAIOLLUX KOA.
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Peanusyemblie NpoeKTbl U METOAbI

HecaHKUMOHMPOBaHHOE MUCNO/b30BaHne n focTyn

- YnpasneHwve focTy-
nom
- HeoTkasyemocTb

- MpepocTtaBneHne crnyxawmmMm TOJSIbKO COOTBETCTBYHLWMUX 6U3Hecy WHTepHeT-ycnyr.
Mcnonb3oBaHne YepHbIX CIMCKOB HeaBTOPU30BAHHbIX YCYr, Hanpumep, KaHanoB o6MeHa
MHchopmaumeii (TEKCTOBOroO Ananora) B peasbHOM BpeMeHW, Unu ycnyr seb6-nouTsl. Peanu-
3auna unbTPOB ANA HBABrOPM30BaHHbLIX MPOTOKO/IOB, Hanpumep, OAHOPAaHroBbIX ceTe-
BbIX MPOTOKOJI0B.

- OrpaHnyYeHns Ha UCMNosib30BaHWe YCyr, KOTopble 6ecnpensATCTBEHHO OCYLLEeCTBAAIOT
nepegavy 60/1bWNX 06HEMOB AAHHbIX.

- ObecneyeHne yBEpEHHOCTU B NPOBEAEHUN Hajnexalleil pernctpauum u MOHUTOPUH-
ra B OTHOLUEHWW BCEX YC/yr, KOTOpble [ONycKalT BO3MOXHOCTbL nepejaun faHHbIX yepes
NHTepHerT.

- YeTkoe onpefjesneHne aBTOPM30BAHHOIO ¥ HEABTOPM30BaHHOIO WUCMO/Ib30BAHUA [0-
cTyna K IHTepHeTy B cneunanbHoli nonmTrke (CM. NprMepHYyto chopMy B NpuaoxeHun A).

- ObecneueHne yBepeHHOCTV B OCBEJOM/IEHHOCTU Nosib3oBartesieii nocpeAcTBOM COOT-
BETCTBYIOLLEIO YPOBHA 06pa3oBaHnsa 1 NpotheccnoHanbHoin NoAroToBKY.

OTBETCTBEHHOCTb 3@ HecobngeHne HopMaTUBOB

- HeoTkasyemocTb

- Wicnonb3oBaHue 3anucy cobbiTuii, 0OTMETOK BPEMEHM.
- OcBefOMNIEHHOCTb ¥ Mpod)eccroHanbHas NoAroToBka nosib3oBateneii.

CHWXeHne oCTyNHOCTU CeTH CBA3N

- LlenocTtHocTb
- locTynHOCTb

- Hagnexawmii MeHeg)XMeEHT ysa3BuMOCTell U UCNPaBIEHUS N3BECTHbIX CUCTEMHBIX YA3-
BMMOCTel B pamkax BblJe/IeHHOr0 MHTEpBasia BPEMEHU, OCHOBAHHOTO HA KPUTUYHOCTM
YS3BUMOCTMW.

- B LEHTpe BHUMaHUA MEHeAXMEHTa YS3BUMOCTENR A0/MKHbI ObiTb BCE CUCTEMbI NMpUeEMa
NHTepHeT-Tpadmka, NM60 Ha TPAHCNOPTHOM, IGO0 Ha NPUKNAAHOM YpOBHE, BKIO4as BCe
CUCTEMbI, UCMO/b3YEMbIE C YYETOM LU/O30B NO HanpaBfieHuo K VIHTepHeTy, a Takke cu-
CTeMbl KOHEYHOTO NO/b30BaTENA, UCMOMb3yeMble AN AoCTyna K MHTepHeT-ycnyram, 0co-
6eHHO. ECNIN OHU UCNONbL3YIOT ONepaLroHHy cuctemy Windows.

- MpepbiBaHWe NPOMNYCKHOW CNOCOGHOCTU AN MOTOXOBbIX MY/IbTUMELWIAHBIX CPEACTB,
(ecnu ToNbKO 3TO paspeLleHo NOAUTUKON 6U3Heca).

- CeTu 1 CUCTEMHbIE pPecypcbl JO/KHbI GbITb NpoBepeHbl (IDS. XypHanbl pernctpauum,
ayAnTbl U T. fi.) HA NpeaMeT 0GHapyXeHUst CUCTEMHbIX COBbLITWIA, COBbITUI Ge3onacHoOCTU 1
onepaymoHHbIX COObITHN

8 Ycnyrn 6usHec-6usHec

8.1 WcxofHble AaHHble

DTOT cueHapuii LOMKHbI paccMaTpuBaTh OpraHu3alnmn, KOTopble OCYLLECTBAAIT TPaH3akuun ¢ apyru-
MW OpraHn3aLnamMu, TakKuMy Kak U3roToBUTe b, ONTOBKK, PO3HUYHBIV TOProBeLl.

OO6bIYHO yCNyrn 6GU3HEC-6M3HEC Peann3yoTCs C MOMOLLbI0 CleluanbHO BblAENEHHbIX IMHWIA Unn ceTe-
BbIX CETMEHTOB. VIHTEpHeT M cBS3aHHble C HUM TEXHOMOMMKU NPEfOCTaBNST GOMblle BO3MOXHOCTENR, HO
Takke BBOAAT HOBble yrpo3bl 6€30MacHOCTH, CBSi3aHHble C peanusauuei Takux ycnyr. PassuBatoLascsa Mo-
[leNb 3NeKTPOHHOI ToproBnn 6u3Hec-6M3HEC MO3BOMISET OpraHM3auusM BecTy 6u3Hec yepe3 WVHTepHeT u
COCPEefOTOUUTLCA Ha NPUTOXKEHUAX, UCMOMb3YIOLWMX VIHTEpHET, aKCTpaHeT, uan 1 To 1 Apyroe, Ytobbl Hana-
AUTb NapTHepPCTBO B GM3HECe, MPU KOTOPOM OpraHu3auuy U3BECTHbI ApYr APYry W BCe Nofb3oBaTenn, B OT-
nmyme oT cueHapust GUSHEC-K/TMEHT, PerncTpmpyoTcs.

O6bIYHO ycnyrn GusHec-6M3HeC MMEKT CBOU COGCTBEHHble TpeGoBaHMs. Hanpumep, AOCTYNHOCTb M
[lOCTOBEPHOCTb ABMAIOTCS OYEHb BaXHbIMU TPe6OBaAHMAMM, NOCKObKY HYaCTO OpraHu3aLnm HanpsiMyio 3aBu-
CSIT OT AeCTBYOLWMX YCNyr 6usHeca-613Hec.
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Mpu ucnonb3oBaHun ViHTepHeTa B KayecTBe 6a30BOI CETEBON CBS3M ANA peasm3auun ycnyr 6usHec-
6u3Hec, Takve TpeboBaHWA Kak AOCTYMHOCTb W [OCTOBEPHOCTb [O/KHbI 06pabaTbiBaTbCA MHAye, Yem
paHblue. MpoBepeHHble NOAX0Abl, TaKMe Kak npeanosiaraeMoe KauecTBo YCyr, UCMO/Ib3yemMoe, Hanpumep, B
coyeTaHuWM C BbIAENIEHHbIM KaHa/ioM cBA3W, 60nblie He paboTalT. HoBble pucku 6e30MacHOCTU AO/KHbI
6bITb YMEHbLUEHbI C MOMOLLb COOTBETCTBYIOLMX METOA0B NPOEKTMPOBAHUA U Mep U CPeACTB KOHTPOAS ©
ynpaBnieHus. OCHOBHOI1 ynop AenaeTcs Ha yKpenseHue AOBEpusi MexXAay opraHusauusimu, nytem npepotT-
BpaLLeHNs HeCaHKLMOHMPOBAHHOIO AOCTyNa K AaHHbIM U MOAAEPXKKN pasfeneHns cuctem 6usHeca.

B Huxecneayowmx NyHKTax on1cbIBaloTCs yrpo3bl 6€30nMacHOCTU U pekoMeHAaumMm no metogam npo-
eKTUpoBaHMsa 6e30MacHOCTU, a TakkKe Mepbl U CPeACcTBa KOHTPONA W ynpaBfieHWs, CHUXalolwme puckn 6es-
ONacHOCTW. KaK TO/1bKO ANA BHYTPEHHero, Tak n ana BHYyTPEHHEro n BHelWHero UCnosib3oBaHnA.

8.2 Yrposbl 6e3onacHoCTH

Yrpo3bl 6€30nNacHOCTU, CBSA3aHHbIe C ycryramu 6usHec-6usHec, cnegyolime:

- BUPYCHble aTakn U BHeApeHne BpefoHOCHbIX MPOrpamm:

- UCNosb30BaHWe BPeAOHOCHbLIX NPOrpamMm NPYBOAUT K MPOHUKHOBEHWIO B CUCTEMbI, BeayLieMy k c60-
AM WU HECAHKLMOHUPOBAHHOMY AOCTYNY K KOHDUAEHLMaNbLHON nHhopmauuu;

- YA3BMMOCTM Be6-6pay3epoB uan Apyrux Be6-npunoxeHnin MoryT 6biTb MCNOb30BaHbl BPEAOHOCHbI-
MW nporpammamMm, 4To NpuBefeT K 3apakeHno BUPYCOM U YCTaHOBKE TPOSHOB;

- atakum TMna «oTka3 B 06¢cnyxmBanumn» (DoS) n «pacnpefeneHHbllii oTkas B 06¢nyxmeanmmn» (DDoS —
distnbuted denial of service) Ha nopTasnbl WK pacliMpeHHble ceTn ycayr busHec-6usHec;

- MHcalifjepckue aTakm ¢ NOMOLLbI0 aBTOPU30BaHHbIX NapTHEPOB NO 6u3Hecy;

- thanbcudpmkaums MHOPMaLMOHHOTO HaMOMHEHUS TpaH3akummn (CoobLeHns He nepegatoTca nosyya-
TEN0 UKW AaHHble N3MEHATCS B NpoLecce nepeaaun).

10
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8.3 MeToAbl NpoekTupoBaHua 6e30nacHOCTU 1 Mepbl U CPeAcTBa KOHTPOSA U ynpaB/ieHus

MeTofbl NPOEeKTUPOBaHUS MH(DOPMALMOHHOK 6€30NacHOCTH U Mepbl U CPeACTBa KOHTPO/SA U ynpasre-
HUS. CBsi3aHHble C ycyramv 6u3Hec-6u3Hec, npuBegeHbl B Tabnuue 4.

Ta6nuuya 4— Mepbl U CpeacTBa KOHTPOA U yNpaBneHns 6e30nacHoCT ANs CLeHapus yenyr 6u3Hec-6msHec
MpumeHsembie cBoiicTBa 6e3-
onacHoctTu AnsA Ill,quTMCbMLI,M- Pea!‘ll/l3yeMble NpoOeKTbl U MeToAbl

pPOBaHHbLIX Yyrpos3

BupyCHble aTaku 1 BBefEeHNe BPeAOHOCHbIX NporpamMm

- LlenocTtHoCcTb - Micnonb3oBaHWe aHTUBUPYCHbLIX MPOrpaMM Ha LWMo3ax K VIHTepHEeTy Ans CKaHw-
- YnpaBneHue AoCcTynom poBaHus Bcero Tpadvka, OT cOTpyfHuka Ao VIHTepHeTa. lpouecc ckaHUMpoBaHWS
- AyTeHTudpukauus [LO/KEeH oXBaTblBaTb BCE CETEBbIE NPOTOKO/bI, Pa3peLleHHble K NpuMeHeHuto. Obec-

neyeHne yBepeHHOCTW B TOM. YTO aHTUBUPYCHble OOGHOBMEHNA yCTaHaBIMBAalOTCA aB-
TOMaTMYecku. UM nosb3oBaTeNb NpegynpexaaeTcs o pakTe nNpoBefeHUss o6HoBe-
HUIA.

- CkaHvupoBaHue aiifioB 1 BCEX XPAHMMbIX J@aHHbIX HA Ha/nMuMe BUPYCOB U TPOSi-
HOB. a TaKkxe ApPYrMx BUA0B BPEAOHOCHbLIX MPOrpaMm.

- Bepudukauusi LenocTHOCTU faHHbIx/ainoB ¢ MCNoNb30BaHMEM anropyvTMOB,
Takux Kak XaWwmnpoBaHNe/KOHTPOSIbHbIE CYMMbl, CEPTUIMNKATbI.

- MapuwpyTtusaumsa Tpaduka, ncnonb3dyemoro Ans ycnyr goctyna k VIHTepHeTy, no-
CpeAcTBOM HEBO/ILLIONO KONIMYECTBA KOHTPOJIMPYEMbIX LU/TH030B 6GE30MACHOCTH.

-AKTUBHOE yCTaHOB/IEHME NOA/IMHHOCTY COAEPXaHUSA.

ATaKkun «oTKa3 B O6Cl'|y)KVIBaHVIVI»

- JocTynHocTb - BNIoKMpOBaHMe Heucnosb3yemblX NOPTOB W YCAyr, 4TO6bI NPeAoTBPaTUTL UX pea-
- HenpospauHocTb TMPOBaHNE Ha HEABTOPM3IOBAHHOE CKAHWPOBAHUE.'30HAMPOBAHNE. KOTOPOE MPUBOANT K
BO3MOXHOCTY /IaBWHHOIO pacnpocTpaHeHus Tpaduka DoS.
- WcknioueHne onucaTtesibHOM UHGopMauun U3 npesynpexgarumx 6aHHepos
npefoTBpalLaeT NosyyeHne 3/10yMbllLeHHUKaMy cneunanbHoli HdopmaLmm

WHcaligepckue ataku

- YnpaBsneHue 4OCTynom - YeTko onpefeneHHble NonnTMkY 6e30nacHoCTW Mo ynpasnieHuto 4ocTynoM (4ns
- HeoTkasyemocTb ynpaefeHns B3avMOOTHOLLIEHUAMN B GU3HECE).

- YeTko onpegesieHHble ponn 1 06513aHHOCTU.

- BHeceHvie n3mMeHeHuii B npegynpexaatwiine 6aHHepbI.

- OrpaHuyeHue npvBueruil.

- Perncrpayus nosib30BaTeNIAMU BCEX KPUTUUHBIX/HEKPUTNUHBIX TPAH3aKLMii

q)aﬂbCVICbVIKaLWIFI VIHd)OpMaLl'VIOHHOFO Hano/IHEHNA TpaH3aKuuun

- HeoTkasyemocTb - NMoApo6HbIe XypHasbl perucTpauun TpaH3akLuuii.
- Vicnonb3osaHune LnposbIx nognuceii

9 Ycnyrn 6UsHec-K/IMEHT

9.1 VcxoAHble gaHHble

JTOT cueHapwii AO/MKEeH paccMaTpuBaTbCs OpraHu3alusMu, OCYLLECTBASIOWMMU Onepauumn ¢ KIneH-
Tamu.

Yenyrn 6U3HEC-K/IMEHT, Takke U3BECTHbIE Kak YC/yry 3/IEKTPOHHOTO GU3HECA, BK/IOYAIOT B Ce6S Takue
YCNyru, Kak 9/1eKTPOHHAsA TOProB/isi, 3/IEKTPOHHbIE 6AHKOBCKME YC/YTU, a Takke 3/1eKTPOHHOe npaBuTeslb-
CTBO. B ycnyrax 6usHec-knMeHT 6e30MacHoCTb A0/HKHA YpaBHOBELIMBATL BO3MOXHOCTL CAE/IOK C coXpaHe-
HWEeM TOProBoOii Mapkv 1 LLeHHOCTU 6U3Heca.
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K TpeboBaHvsaM MHhopmMaLnoHHON 6e30nacHOCTN OTHOCATCA TpeboBaHus, CBA3aHHbIE C:

- KOH(OUAEHLMANBHOCTLIO (OCOBEHHO B OTHOLLEHUM OKa3aHWs 31EKTPOHHbLIX 6aHKOBCKMX yCnyr);

- ayTeHTudmKaLlme;

- LLe/IOCTHOCThIO;

- 6e30MacHOCTbI0 Nepefayn AaHHbIX TaM. rAe KOHeuYHblli Nonb3oBaTenb oxuaaeT obecneveHus ycny-
ramy 6u3Heca ANA 3alWTbl MapLipyTa TpaH3akuum Mexay nonb3oBartesieM u noctaslimkom. ConpoTuene-
HMEe U30LLPEHHbIM aTakam (TakMM Kak. aTakm «4YesoBeK MOCPeAUHE» WM «4e/oBeK B Gpay3epe»):

- AOCTYMHOCTbIO, KOTOpas SABNSAETCA BaXHbIM acnekToM A1 NocTaBLiuKa 3/1eKTPOHHOro 6usHeca.

XapaKkTepucTukn MHPopMaLMOHHOV 6€30NacHOCTN BKIKOYALOT;

- 6e30MacHOCTb, KOTopas «rapaHTMpoBaHa» TOJ/IbKO Ha OKOHEeYHOW nnatdgopme’\ 06bIYHO HaxoasLwen-
cA noj, ynpas/ieHneM opraHusauuu, 4To obecneyvsaeT GnaronpuATHbIE YCAOBUA AN peanusauun mep u
CPefCTB KOHTPONA 1 YNpaB/eHns, a Takke NoAaepX ki XopoLero ypoBHs 6€30nacHoCTU naaTdhopmsl;

- 6e30nacHOCTb Ha KNNEHTCKOl nnaTopme, YacTo 3TO NepcoHasbHbI KOMMbIOTEP, Kak Nnpasuio, Mo-
XeT 6bITb HEJOCTATOYHOW. Mepbl U cpeAcTBa KOHTPONS W ynpaBneHus peanusoBaTb B Takoil cpege Tpya-
Hee. MO3TOMY KIMeHTCKas nnartdopma 6yaeT nNpeAcTaBnAaTb 3HAUUTENbHbIN puck (6e3 «ycnosuii gna 6es-
onacHoOro coefnHeHns» - Habopa TpeboBaHMil B 4OrOBOpe, KOTOpble MOXET ObiTb TPYAHO HaBA3aTb B TaKMX
YC/OBUSAX).

B HmxecneayowWwmx NyHKTax onucbiBaloTCs yrpo3bl 6€30nacHOCTM U pekoMeHAauun no metogam npo-
eKTMpoBaHusa 6e30nNacHoOCTK, a Takke Mepbl ¥ CpeAcTBa KOHTPONA W ynpaBfieHus AN YMeHbLUeHUs conyT-
CTBYHOLLMX PUCKOB, KaK TOIbKO A1 BHYTPEHHEr0, TaK 1 4719 BHYTPEHHETO U BHELLHEro 1CNoJIb30BaHUs.

9.2 ¥Yrpo3sbl 6e3onacHocTu

Yrpo3bl 6e30nacHOCTu, CBSA3aHHbIE C yc/yramu 6U3Hec-K/IMEeHT, creaytoLive:

- BUPYCHble aTakn 1 BHeApeHne BpeoHOCHbIX Nporpamm;

- UCMOMb30BaHNE BPEeLOHOCHBIX NporpamMm NpUBOAUT K NMPOHUKHOBEHWUIO B CUCTEMbI, Beayllemy K c6o-
AM UM HECAHKLMOHNPOBAHHOMY A0CTYNY K KOH(MAEHLMaNbHON nHchopmaLmu.

- yA3BMMOCTU Beb-6pay3epoB nnn gpyrnx Be6-npuaoXeHnii MoryT 6biTb MCNO/Ib30BaHbl BPEAOHOCHbI-
MW nporpaMMamMu, YTo NPUBEAET K 3apaxeHnto BUPYCOM 1 YCTaHOBKE TPOSIHOB;

- HeaBTOPU30BaHHbIN AOCTYN:

- HeaBTOPM30BaHHbIA JOCTYN K CepBepHbIM 6a3aM faHHbIX (Hanpumep, ataku, pacnpocTpaHseMble Ha
a3blke SQL2Z, n mexcaliToBble ckpunToBbled aTaku).

- cOOp y4yeTHbIX 3anuceid, YTo AaeT BO3MOXHOCTb, B 3aBUCUMOCTM OT TOr0, Kak BeG-NpuioxeHve pea-
rMpyeT Ha nonbITKM ayTeHTUdULUMpoBaTb Nonb3oBaTens, NoayyYuTb JOCTOBEPHY MHopMaunio 06 akTus-
HOCTW nosnb3oBaTens. ABTOMaTU3NpPOBaHHbIE CLEHapMn 4acTo MCMoMb3yloTca Ana cbopa AecTBUTENbHbIX
NAEHTNNKATOPOB M UMEH YUYEeTHbIX 3anuceil nonb3oBaTenei,

- Kpaxka VAEeHTUMUKALMOHHBIX AaHHbIX B PEXWME OH/aiH, UCNONb3ys YCMNellHble aTtakyu CouuasbHON
WHXeHepumn (C NCNONb30BaHNEM MOLLEHHUYECKUX METOAOB), HanpuMep, atakn (ULLIMHIA U atakm Ha OCHOBe
DNS. coeauHsilowme nonb3oBaTeneil ¢ MOLWEHHNYECKUM Be6-CepBepPOM, KOTOPbIA BbITISAUT NETUTUMHBIM,
HO He ABNSEeTCA TakoBbIM.

- HecaHKUMOHUPOBaHHbIM JOCTYN K CUCTEMAM WM CETAM CO 3/1bIM YMbIC/IOM, YTOGbI CKONMMpOBaTb, 13-
MEHWTb WWN YHUUTOXUTb JaHHbIE.

- HesaKkoHHas pacwundpoBKa cofepXaHna NPYBOAUT K HapyLIEeHW0 aBTOPCKMX NpaB U Kpaxe copep-
XaHus;

- aTtakm «oTKa3 B 006CNYXUBaHUN»;

- nogaenka MHOPMaLNOHHOTO HaMoSIHEHUS TpaH3akKummn (CoobLeHns He OXOAAT A0 noayyarens um
[aHHble N3MEeHSITCA Npu nepejaye).

Mnatdopma - 06WMiA TEPMUH, 0603HAYAOLW M NPOrpaMMHyto, annapaTtHy 1 (Mun) ceTeByl cpeay, B (Ha) Ko-
TOPOi BbINONTHSAETCA UM CTPOUTCSA, Hanpumep, NpuknagHasa cuctema (NpuaoXxeHue).
2) SQL (Stnjctured Query Language) - f3blKk CTPYKTYypPUPOBaHHbIX 3anpocoB.
@ CKpunT - Hebonblas nporpamma A Makpoc, UCMOTHAeMble NPUIOXKEHWEM U ONepaLnoHHOR cucTeMoil npu
KOHKPEeTHbIX 06CTOSATENbCTBAX, HANPUMeEp, NpW perucTpauyun nonb3osartens B cucteme. CKpUNTbl YaCTO XPaHATCA B BU-
[le TeKCTOBbIX (haiinioB, KOTOPble MHTEPNPETUPYIOTCA BO BPEMS UCMOSTHEHUS.
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9.3 MeToAbl NpoeKTUpPOBaHMA 6€30MacHOCTU U Mepbl K CpeAcTBa KOHTPOISA U yNpaBneHns

MeTofbl NPOEKTUPOBaHKs 6€30MacHOCTU U Mepbl U CPeACcTBa KOHTPONSA W yNpaB/ieHus, oTHoCsLLMecs
Kycnyram 6uM3Hec-kKNMeHT, NprBeaeHbl B Tabnuue 5.

Ta6nuuya 5— Mepbl U CpeacTBa KOHTPOSA U ynpaBfieHns 6e30nacHoCT ANs CLEeHAPUs YCIYT 6GU3HEeC-KINEHT

MNpumensemble cBOlicTBa Ge3onac-

HOCTU ANA WAGHTUMD MLUMPOBAHHbIX Peanusyemble NpoekTbl U MeTO/Abl

yTpo»

BupycHble aTaku 1 BBefeHNe BPeAOHOCHOK Nporpammbl

- LlenoctHoCTb
- YnpaB/sieHne JOCTynom
- AyTeHTudukauns

- Wicnonb3oBaHWe aHTUBMPYCHbLIX MPOrpamMM Ha Wwto3ax K VIHTEPHETY ANS CKaHWPO-
BaHWs BCero Tpachvka oT coTpyaHuka A0 VHTepHeTa. Mpouecc ckaHWpPOBaHUA [OMXEH
0XBaTblBaTb BCE CETEBbIE NPOTOKO/Ibl, Pa3PELLEHHbIE K MPUMEHEHWIO.

- CkaHupoBaHve aiifioB U BCEX XPaHUMbIX AaHHbIX Ha Hannuue BUPYCOB U TPOSi-
HOB. a TakKxXe Apyrux BULOB BPEAOHOCHbLIX NporpaMm.

- Bepudpvkaums LenoCTHOCTH AaHHbIX/paiinoB ¢ UCNONb30BaAHUEM aNrOPUTMOB, Ta-
KX KaK X3LMPOBaHNE'KOHTPOIbHbIE CYyMMbl, CEPTUUKATDI.

- MapulpyTtusaymus Tpaduka, UCNonb3yeMoro anas ycayr aoctyna k MHTepHeTy, no-
CpPeACTBOM HEBGO/bLIONO KOIMYECTBa KOHTPONMPYEMbIX LLU030B 6e30MacHOCTY.

- AKTUBHOE YCTaHOB/IEHWE NOA/IMHHOCTU COAEPXaHNUS

HeaBTOpu30BaHHbIV gOCTynN

- YnpasneHue gocTynom
- AyTeHTudunkauma

- KoHhnageHumnanbHoCTb
- besonacHocCTb CBSA3N

- LlenoctHocTb

- Henpo3spayuHocTb

- OrpaHu4YeHHoe KO/M4ecTBO paspelleHuii Ana Beb6-NpuIoXeHuid npu goctyne K
cepBepHoit 6a3e AaHHbIX.

- CermeHTauus cetv n ypoBHu 6e30MacHOCTb BHYTPV AEeMUIMTapW30BaHHOW 30HbI
(DMZ) ans npefoTspalleHns KaHanoB CBSA3M, HanpaB/IEHHbIX K KOPNopaTUBHbIM aKTu-
BaM [JaHHbIX.

- besonacHas peructpauyus nosnb3oBartens Ans obecneyeHns yBepeHHOCTU B TOMb
4YTO MOSIHOMOYMA AOCTyna BblAaHbl MOA/IMHHLIM MNO/b30BATENSAM - Hanpumep, ¢ nNpu-
B/IEYEHMEM K JlaHHOMY NPOLLECCY HE3aBUCUMOro opraHa perncrpauum.

- AyTeHTUdMKaLMa ¢ UCnonb3oBaHMeM LMpPoBbIX cepTudmkaTos, naponeii, 6uo-
MeTpuUu Unn WwapT-KapT.

- MexceTeBble 3KpaHbl W CNWUCKN ynpaBieHns JOCTYNoM ANA NpefoTBpalleHus He-
CaHKLMOHWPOBAHHOTO A0CTyna nosib3osaTeneil.

- YnpaBneHue A0CTYNoM, OCHOBaHHOE Ha poNsxX, ANA OrpaHuyeHus yHKuuidi nonb-
30BaTesA. paspeLlleHHbIX K BbINOMHEHNIO.

- AHann3 perncTpaunoHHbIX XypHanoB Be6-NpunoxeHnii Ana naeHTudukaumm artak
N UX CAEPXMBAHNS.

- Hagnexatme ypoBHU WNPOBaAHNA XPaHUMOW HhopmaL .

- ObecneyeHve yepeHHOCTN B 6e30MacHOM COefMHeHnn mexay se6-6paysepamu v
Be6-cepBepamMu € NCNOb30BaHNEM TakMx TEXHOMOrMA, kak SSLv3/TLS.

- 3alwuTta OCHOBHOI CBsi3N C Beb-cepBMcaMu C NOMOLLbIO, Hanpumep Coo6LeHN
SOAP".

- Bepudukaumus LenocTHocTn AaHHbix/aiinos ¢ ncnosib3oBaHMeM anropMTMoB, Ta-
KX KaK X3LVPOBaHNE/KOHTPOIbHbIE CYMMbI, CEpTUdIMKATBI.

- Ha ypoBHe BeG6-NpuioXeHW LEenocTHOCTb AaHHbix URL™, kyku-cpaiinosl unum
3/1eMEeHTOB CKpbITbIX (hOpM 0b6ecneunsaeTcs:

- WudpoBaHneM BCeX laHHbIX (faxe ecnu ncnonb3yetcs SSLv3):

- NCMOJIb30BAHNEM VM3MEHSEMbIX BPEMEHHbIX METOK;

- ncnonb3oBaHWeM LM POBOI MOAMUCK WUAW KNHOYEBOrO XaWa A8 YyBCTBUTE/bHbIX
AaHHbIX.

- Vcnonb3oBaHne «WHBEPTUPOBAHHOrO» MPOKCU-CEpBEpPa MexAy Beb-cepBepoM U
BHELUHe ceTbio

" SOAP (Simple Object Access Protocol) - MpocToii NpoToKoa AOCTyna K 06bekTam.

"' URL (Uniform Resource Locator) - YHnduumpoBaHHbIii ykasaTenb pecypca (MIHTepHeT).

BLKykn - He60oNbLIOi (hparMeHT AaHHbIX O NpeAbICTOPMM 06paLLeHnin AaHHOTO Nosib3oBaTeNs Kk Be6-cepBepy, aB-
TOMaTU4eckn co3jaBaeMblii CepBepPOM Ha MallvHe Mofb3oBaTtens.
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OkoHuyaHve Tabnuubl 5

MprmeHsieMble cBoiicTBa 6e3onac-
HOCTU N5 MAEHTUCOULIMPOBAHHbIX Peanuzyemble NPOeKTbl 1 MeToAb!
yrpos

ATakn «0TKa3 B 06CnyxunsaHnum»

- [ocTynHocTb - BoKMpoBaHMe Heucnosb3yembix NOpTOB MPOTOKO/OB U YCAyr, 4TO6bl NpefoTBpa-
- HenpospauHocTb TUTb UX PearupoBaHne Ha HeCaHKLMOHUPOBAHHOE CKaHUPOBAHMWE.'30HANpPOeaHne. KOTo-
pble NPUBOASAT K BO3MOXHOCTMW /IaBUHHOTO pacnpocTpaHeHust Tpaduka DoS.
- WcknoueHne onucartesibHOi nHopMauum U3 npeaynpexgalnwmx 6aHHepos
npefoTBpaLLaeT NoslydeHne 3/10yMbIWIEHHWKAMY CNeluanbHoi MHopmaLmm

danbcudmkauns NHPOPMAaLMOHHOTO HANOMHEHUA TpaH3aKL Wi

- HeoTkasyemocTb - Moapo6HbIe XypHasbl perncTpaLun TpaHsakuui.
- Vicnonb3osaHne unposbix nognucei

10 Pacu.u/lpeHHoe npnMmeHeHmne ycnyr ajasd COBMeCTHOIo UCroJsib3oBaHuA

10.1 NcxopHble AaHHbIe

OTOT CLEHapuWil A0/XHbI paccMaTpuBaTb OopraHu3auun, KoTopble MCMOMb3YT YCNyru, Kacatoumecs
MHOTUX COTPYLHMKOB. MMpuMepamMun Takux ycnyr ssBAsioTCs:

- NporpamMMHOEe CPEeACTBO KOJI/TIEKTUBHOIO NO/b30BaHNUS;

- chaiinoBble cepBepbl:

- CMUCOK aipecoB ANSi PACCbIIKU MO 3NEKTPOHHO NouTe;

- ycnyru, 6asupyolmnecs Ha VIHTEPHET-TEXHONOTUAX.

PaclimpeHHoe NpUMeEHeHMe YCnyr [Ans COBMECTHOr0 MCMofib30BaHWs, 06befUHAIWNX pas/inyHble
CpefcTBa CBSA3M U BO3MOXHOCTW COBMECTHOMO WMCMOJSIb30BaHWUA AOKYMEHTOB, SIB/IAETCA BaXHbIM acrneKkToM
cpefbl 6usHeca.

Takoe paclwmpeHHoe NpUMEHEHWE YCNyr AN COBMECTHOTO MCMNO/b30BaHUSI 06bIYHO 06beauHsIeT BU-
£eo-TenlepOHNI0. TO/I0COBYIO CBA3b C YaT-KaHasI0B, CUCTEMbI 3NIEKTPOHHOI NOYThI, a TaKkKe COBMECTHOE UC-
no/sib30BaHne AOKYMEHTOB 1 COBMECTHOE UCMNO/Ib30BaHME 060pY/A0BaHNA B PEXUME OHNaliH.

CyulecTBYIOT ABa OCHOBHbIX cnoco6a MCNonb30BaHUS TakUX YCAyr AN OpraHu3auuii:

- CNO/Ib30BaHWE UX TOIbKO B KAYeCTBE BHYTPEHHUX YC/yr, HO HeJoCcTaTkoM 3TOro cnocoba siBnseTcs
TO, YTO YC/IyT! HE MOTYT GbITb UCMNOMbL30BaHbI NPV PaboTe C BHELHUMY NapTHeEpPaMn U T. 4.;

- UCMONb30BATb UX B KAuecTBe BHYTPEHHUX YCAYT W YCNYr, BHELWHMX MO OTHOWEHWUIO K OpraHusaumu.
Takoe ucnonb3oBaHue ycnyr 6onee BbIrOAHO, HO UMeeT 60Jiblle CBSA3aHHbIX C HUMU PUCKOB 6E30MacHOCTM
MO CPaBHEHWIO C UCMOMb30BAHNEM YC/YT TOLKO AJ/151 BHYTPEHHETO No/1b30BaHus.

YT0 KacaeTcs peanusauuu, yCnyru MoryT 6biThb:

- peanunsoBaHbl BHYTPY; UK

- TpeTbei CTOPOHOIA.

Ecnun ycnyrn fomkHbl 6biTb UCNOMb30BaHbl BHYTPU U BHE opraHusauuu, To 6onee noaxogawmum pelle-
HWEM MOXeT BblTb MOKYNKa YC/yr As1s1 COBMECTHOIO UCMO/Ib30BaHNSA Y TPETbUX CTOPOH.

B cnepyrowmx nyHKTax onucaHbl yrpo3bl 6€30MacHOCTM 1 pekoMeHAaumMm no MetTojam npoeKTMpoBa-
HUsi 6e30MacHOCTU, a Takke MOPbl U CPeAcTBa KOHTPONS U ynpaBfeHus 6e30nacHOCTU AN YMeHbLIeHUs
COMYTCTBYHOLLMX PUCKOB, KaK TO/IbKO A1 BHYTPEHHETO, TaK U /1 BHYTPEHHEr0 ¥ BHELLHEro 1CNo/ib30BaHus.
Mepbl U cpeacTBa KOHTPOS U ynpaBfeHus 6e30MacHOCTV NPUMEHSIOTCA K ynpaB/ieHUo, nepejadye curHa-
0B 1 Tpaduky nosib3oBaTess.

10.2 ¥rpo3bl 6e30nacHocTH

K yrpozam 6e30MacHOCTU, CBSI3aHHbIM C PaCLUMPEHHbIM MPUMEHEHWEM YCMyr ANs COBMECTHOTO WC-
Mo/Ib30BaHMUsI. OTHOCATCS:
- HEABTOPU30BAHHbIA AOCTYN, BeAyLmnii K PacKpbITUIO KOH(PUAEHLMANIBHON NHGOPMAaLUK:
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- 3710ynoTpebneHne COBMECTHbIM WCMO/Ib30BAHNEM WHCTPYMEHTAsIbHbIX CPeACTB, YTO6bl HE3AaKOHHO
BOCMO/1b30BaTbCA MaTepuanaMu, OXpaHsemblMy aBTOPCKMM MPaBoOM, MonyyaTb KOHpuAeHUMasbHble AaH-
Hble N HaBs3bIBaTb NMO/Ib30BATENAM HEXeNaTeslbHy WK nponaraHAnCTCKY0 MHAOPMaLMIo.

- HapyleHne HEenpo3payHOCTU NMOCPEeACTBOM MOHWUTOPWHIa WCMO/b30BaHWSA LWAGIOHOB, ClamuHra u
LPYrMX NOEHTUYHBIX aTak;

- BUPYCHblE aTaku 1 BHeApeHUe BPefoHOCHbIX Nporpamm;

- pacnpefeneHvie v BbINOSIHEHWE BPEAOHOCHbIX MPOrpaMM MyTeM WUCMo/b30BaHNsA 06LLMX PECYPCOB;

- CHMXeHWe AOCTYMHOCTU CEeTU CBS3N;

- neperpyska ceTu ¢ NEerMTUMHbIM TPagOMKOM.

- YA3BMMOCTM 3KCM/yaTUPYyeMOro npoToKo/a, UCMOfib3yeMble B YCAyrax A/t COBMECTHOIO WCMOJIb30-
BaHWs.

10.3 MeTogabl NpOeKTUPOBaHUS 6€30MaCHOCT U MOPbI U CPeACcTBa KOHTPO/SA W yNpaB/ieHus

MeToabl NPOEKTUPOBAHUS MHCHOPMALMOHHO 6€30MacHOCTY U Mepbl U CPEACTBA KOHTPO/S U ynpassie-
HUSI. OTHOCSILLMECS K pacluMpeHHOMY NMPUMEHEHUIO YCAYr A1 COBMECTHONO MCNOJ/Ib30BaHWSA, NpUBeLEeHbl B
Tabnuue 6.

Ta6nuuya 6 — Mepbl U cpeacTBa KOHTPOAS W ynpaBfieHUss 6e30MacHOCTH /151 PACLUIMPEHHOTO MPUMEHEHUs yCnyr
[151 COBMECTHOTO WCMO/b30BaHUs

MpumeHsiemble cBOCTBA
6e30NacHOCTM ANA NAEHTU- Peannsyembie NnpoeMbl U METOAbI

puuMpoBaHHbLIX Yyrpo3

HeaBTOpun30BaHHbIV OCTYN, BeAYyLWUA K packpbITUO KOHUAEeHUNanbHOM MHhopmaLmm

- YnpaBneHue JOCTynom - [locTyn, OCHOBaHHbIi HA PONAX, ANS MNPUIOXKEHWHA, ceTeil W 3anoMUHAKLLNX
- AyTeHTudpmkauus YCTpOWCTB.

- KoH(huaeHUManbLHoCTb - HasHaueHMe nosb3oBaTesieil Ha pasHble PonM C pasNMyHbIMKM NpaBaMu focTyna
- BesonacHocTb cBA3N NS pasnuuHbix ceTeit VLAN.

- HeoTkasyemocTb - MONUTUKM, OCHOBAHHbIE HA POJISAX, KacaloLWMecs UCNONb30BaHNA NpaB U JocTyna K

pecypcam, TakuM Kak NpunoxeHus, KOTopble Nosib3oBaTe b [MIOXET 3anyckaTb.
- Cnucku ynpaBneHns f4ocTynom.
- CTporasi ayTeHTUdmKaLmsa n aBTopusayms.
- CeTn VLAN ansi ceTeBoii BUpTyanusauuu.
- IDSs. ocHOBaHHble Ha XocTe.
- lWndppoBaHne gaHHbIX.

BupycHble aTaku 1 BBEeHUE BPEJOHOCHON NporpaMmsl

- LleslocTHOCTb - Vcnonb3oBaHue nporpamMM nepegayn u3o6pakeHUs 3KPaHOB, TakMX Kak Tepmu-
HasibHble cepBepbl, YTOGbI CBECTU K MUHUMYMY BBOZ B KOPNOPATWBHYIO Cpeay AaHHbIX
1 BO3MOXHbIX BPEAOHOCHbIX NPOrpamm.

CHuxXeHne AOCTYNHOCTN CETU CBA3N

- LOCTYyNHOCTb - Mcnonb3oBaHue BUPTYanbHOW apXUTEKTYpbl «CEepPBEP-XpaHWIuLLe AaHHbIX» A5
NOBbILEHNSA AOCTYNHOCTU U 6€30NaCHOCTU XPaHALLUXCSH [aHHbIX.
- MpefoTBpalleHe U3BEYEHNUS WHDOPMALMU NYTEM WCNOMb30BAHUS NpPOrpaMm-
HbIX WHCTPYMEHTasNbHbIX CPeAcTB, Y4TOGbl NMPesoTBPaTUTbL KONWpOBaHWEe/BCTaBKY WH-
¢hopmaLumn. 610KMPOBAHME NOMbITKM 3aMUCK HA CbEMHbI HOCUTENb WU NeyaTw.
- MOHWUTOPWHI MPOrpPamMMHbIX CPeACTB AN 0GHAPYXXEeHUA HapyLleHuid NOAUTUKN -
Takux, Kak HapylleHusi npas fOCTyna K NPUIOXEHUAM U APYTMM CETEBLIM pecypcam.
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11 CermeHTaumsa cetu

11.1 icxodHble AaHHble

OTOT cueHapwuii cnefyeT paccmaTpuBaTb OpraHu3aunsiM, KOTOpble XOTAT pa3fennTb CBOK BHYTPEH-
HIOK CeTb Ha HECKOJ/IbKO JOMEHOB, COINacylLNXCA C OpraHM3aLioHHOW CTPYKTYPOIA.

CermeHTauusl cetein ABASETCA METOLOM, KOTOPbIA MOXET ObiTb MCMOAbL30BAH A5 YCWUIEHUS Mep 1
CPEeACTB KOHTPONA W ynpaBneHWss B OTHOLIEHMW CUCTEMbl U A0CTyna K nNpuaoxeHuam. CermeHtauus cetu
MOXeT 6blTb MCNO/b30BaHa A8 FPYyNNUMPOBaHUA OMpefeneHHbIX BUAOB AEATEeNbHOCTU, NPUIOXEHWUA win
CUCTEM Takum 06pas3om, 4YTO AOCTyn GyAeT BO3MOXEH TOSIbKO AN TeX. KTO MMeET AOCTYM K CErMEHTY CeTu.
Takum 06pa3om, Mepbl U cpeacTBa KOHTPOSA U ynpaBfeHUs ceTeBoro AocTyna AOMOHAKT Agpyrue Mepbl 1
CpeAcTBa KOHTPOMSA M yrnpaBfieHUs A0CTyna K KOHEeYHbIM ToukaM M o6ecrneuyuBaroT AOMOSHUTENbHbIA Ypo-
BEHb 3alMTbl B Ny6UHY. Hanpumep, cerMeHTaumns ceTm MoXeT ObiTb UCNOo/Ib30BaHa 4/1s:

- OTAENIeHUst afMUHUCTPATMBHbIX BO3MOXHOCTEW M BO3MOXHOCTE TEXHUYECKOTO O6CNYyXMBaHUS OT
onepauuii goctyna nosib3oBaTtesnieil K NpunoXeHnsm 6rsHeca,;

- OTAE/IeHNsT KPUTUYECKN BAXHbIX MPUIOXKEHWUIA OT APYTUX NMPUNOXKEHNI;

- pasgeneHus 6as AaHHbIX 60MbLUMHCTBA NOJSb30BaTeNei.

[ns cTpaH ¢ MHOroHauUMOHaIbHLIMY OpraHu3auusMy 60MblIoe BAUSHUE Ha TpeboBaHus MHopmauu-
OHHOI1 6e30MacHOCTM Oka3blBaeT cneunasibHoe 3akoHodaTebcTBO. PaKkTuyeckoe BbIMO/IHEHNE OpraHu3aum-
el 06813aHHOCTEe NO CermMeHTauuy ceTM B COOTBETCTBUM C HALMOHA/IbHBIMU TPaHULLAMU MOXET ObiTb 3h-
(heKTMBHbIM MNOAXOAOM A8 oxBaTta TpeboBaHWii MHGOPMALMOHHON 6e30MacHOCTV Pas3/IMYHbIX CTpaH.
Hanpumep, 3akoHO4aTenbCTBO TOW WM MHOW CTpPaHbl MOXET MoTpeboBaTb ChNeuuasibHON 3alunTbl KIMEH-
Ta/paHHbIX KIMEHTa, U He NO3BOUT nepefady Takux faHHbIX Apyroli ctpaHe. O6bIYHO 3TO TpebyeT fonos-
HUTENbHbLIX MEpP W CPeACTB KOHTPONS U ynpaBfeHus UHOPMaLoHHOW 6e30NacHOCTH, YTOObI rapaHTMpo-
BaTb COOTBETCTBME TaKOMYy 3aKOHOAATE/1bCTBY.

B nyHKTax Huxe onucaHbl yrpo3bl 6€30MacHOCTM Y pekoMeHAauuy no MeTodam NpoeKkTMpoBaHus 6e3-
0OMacHOCTW. a Takke No MepaM U CPefCTBaM KOHTPO/S U ynpasfieHnss 6e30nacHOCTU, Kak TONbKO A/1S1 BHYT-
PEHHEro. Tak 1 4N BHYTPEHHEr0 1 BHELLUHEro UCNob30BaHus, A1 YMEHbLUEHUS PUCKOB 6€e30nacHOCTH.

11.2 ¥rpo3bl 6e3onacHoCTH

K yrposam 6e30nacHOCTM, CBSA3aHHbIM C CerMeHTauuen cetn, Npu BbINOSTHEHUN B OpraHu3aumnsix cooT-
BETCTBYHOLMX HaLMOHasIbHbIX TPEGOBAHWI APYTUX CTPaH OTHOCATCS:

- OTBETCTBEHHOCTb 3a HECOb/AeHe 3akoHoAaTeNbCTRA!

- yTeuyka faHHbIX:

- HapylleHne KOH(UAEHLMAaNbHOCTN, HanpuMmep, Kora [AaHHble 3akasuuka/knneHta [OCTYMHbl U3
CTpaH, U3 KOTOPbIX OHW HE A,0/MKHbI 6bITb AOCTYMHBI,

- HapylweHne TpeboBaHuii KOHPUAEHLMANBHOCTN KOHKPETHOM CTpaHbl.

- pUCKW, CBfI3aHHble C penyTauueli, BNekyT 3a CO6O0I HeyLOBMETBOPEHWE OXWAAHWUIA 3aka3uu-
Ka/KnneHTa B OTHOLIEHUN KOH(PMAEHUNANBHOCTA UM HENPO3PaYHOCTH.
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11.3 MeTo/bl NPOEKTUPOBAHNA 6€30MacHOCTU U Mepbl U CpeAcTBa KOHTPONS U ynpaBieHus

MeTogbl NPOEeKTUPOBaHUSI MHCDOPMALMOHHOK 6€30MacHOCTY U Mepbl U CPefCcTBa KOHTPOAS U ynpasrne-
HUSI. OTHOCSILLMECS K CerMeHTauuu CETV MPU BbINOSHEHUM B OpraHuU3auusx COOTBETCTBYHOLLMX TpeGOBaHWIA

KOHKPETHO CcTpaHbl, NPUBEAEHLI B TabsmLe 7.
Ta6nwuua 7— Mepbl UCpeacTBa KOHTPOASA W ynpasieHns 6e30NacHOCTY ANS CETMeHTaLun ceTu

MprmeHsieMble CBOCTBA 6e30MacHoCTV A1
Peanvsyemble NPOeKTb! 1 METOABI
UAEHTUMLMPOBAHHBIX Yrpo3

OTBETCTBEHHOCTb 3@ HECOG/IOAEHNE HOPMATNBOB

- HenpospauHocTtb MoONNTUKN 1 OCBEAOM/IEHHOCTb NOMb30BaTENEN:
- KoHthmaeHuansHoCTb - HOpPMbI NpaBsa (HeMmpPUKOCHOBEHHOCTb IMUHOM XU3HM);
- AOMYCTUMbIE METOAbI LWN(POBAHUS:
- XpaHeHVe AaHHbIX, 3aKOHbI O Nepejaye;
- 3aKOHbI, KacatLluecs NPaBoOMepHOro nepexeara MHMopmMaLum

YTeuka flaHHbIX

- Ynpas/sieHne gocTynom - LWnto3bl 6e3onacHoCTy.
- AyTeHTudpmkauma - Mpokcu-nporpammbl NPUKIALHOTO YPOBHS.
- LlenoctHoCTb - WndpoBaHne faHHbIX

12 CeteBas noggepxka paboTbl Ha 4OMY WM B MaJ/lbIX NPeanpuaTuax

12.1 VcxogHble AaHHbIe

3TOT cUeHapuii JO/MKHbI paccMaTpuBaTh OpraHnsauun, KOTopbIM HE06X0AMMO NPefoCcTaBUTL AOCTYM K
BHYTPEHHMM pecypcam A5 CBOUX COTPYAHMKOB, paboTatolmx Ha OMY WK B MasbiX NpeanpusiTUsX.

Pa6oTa Ha oMYy MW B MasbiX NPeAnpUATUSX YacTo TpebyeT pacluMpeHusi BHyTPEHHE ceTu opraHu-
3auuy 10 MecTOHaXOXAeHWs AoMa WM Manoro npeanpuatua. 3aTpaTbl Ha pacluvpeHvWe ceTu [0 MecToHa-
XOXAEHWSA AoMa WK Manoro NpeanpusaTia ABASITCS BaXHbIM BOMPOCOM, MOCKO/bKY peanun3auus, oTpaxa-
toLLlas COOTHOLLEHWEe 3aTpaTbl/ebirofbl. Kak Npaswuno, He A0/MKHA Tpe6oBaTb BbICOKMX 3aTpaT. OTO 03HavaeT
orpaHuyeHve CTOMMOCTM Mep W CPeACTB KOHTPOAS U ynpaBieHns 6e30nacHOCTM, KOTOpble WCMOo/b3ylTCA
Ana obecnevyeHns Takoro paclMpeHus CeTM W 0ObIYHO MPENATCTBYIOT WCNO/b30BAHUIO CYLLECTBYHOLLUX
MEXCETEBbLIX Mep W CPEACTB KOHTPOMS U ynpaBfeHns 6e30nacHOCTU, UCNOMNb3yeMblX AN NOACOeAVHEHNS
Han6O/bLLIEr0 KOIMYECTBA CETMEHTOB VIHTpaHeT.

Lna mHorux cueHapues paboTbl Ha AOMY UM B MasiblX NPeANpUSATAAX UHPACTPYKTYpa MOXET ObITb
MCNonb30BaHa Kak Ansa ueneii 6usHeca, Tak v ANS NNYHbIX Ueneli — 4To MOXeT NPUBECTU K AONOSHUTENb-
HbIM p1cKaM MH)OpMaLUoHHOK 6e3omacHoCTy.

B nyHKTax Huxe onucaHbl yrpo3bl 6€30MacHOCTM U pekoMeHAauuu no paspabaTbiBaeMbiM MeTOAaM,
Kacawwummcs 6e30nacHOCTM, a Takke MepaM U CPeAcTBam KOHTPOSA W ynpaBneHus 6e30nacHocTv Ans
YMEHbLUEHWNA COMYTCTBYIOLMX PUCKOB, Kak TOMbKO ANS1 BHYTPEHHEro, Tak W A BHYTPEHHEro W BHELLIHEro
MCMoNb30BaHNS.

12.2 Yrpo3bl 6e30nacHocTn

K yrpo3am 6e30nacHOCTH, CBA3aHHbIM C CETEBOW NOAAEPXKO paboTbl HA AOMY WU B MasnbiX npepg-
NpUATUAX OTHOCATCSA:

- HeaBTOPW30BAaHHbI JOCTY:

- cnabble HaCTPOVikM KOHUIYpUpoBaHUS B OTHOLLEHUM CETEBOTo 060pyAO0BaHUs [OCTyNa, Hanpumep,
ceTeBbIX MapLlipyTusaTopos SOHO'\

" MapuwpyTtuszatop SOHO (Small OfficeVHome Office) - MapwpyTusaTtop, npuMeHsiemblit B opuce Manoro npej-
npuaTUA unm 4na paboTbl Ha JOMY.
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- UCMO/Ib30BaHWe pasfe/ieHHOro TYyHHeMpoBaHus.

- OTCYTCTBME WK cnabble hnanyeckne Mepbl 1 cpefcTBa KOHTPONS U ynpasneHus 6e30nacHoCTH.

- MPOJO/KMTENIbHOE OTOGpaXeHWe Ha aKpaHe MOHWTOpa OKHA B OTHOLUEHWW NOAKMYEeHUS K CeTu ¢
BO3MOXHOCTSAMU, 06YCNOB/IEHHbIMY aTPUOYTOM «BCErAa BK/THOUEHO,

- UICMOMNb30BaHME YUYETHbIX 3annceii rocTsa U HaCcTPOEK N0 YMOMYaHWI.

- BUPYCHble aTakn 1 BBeAeHNe BpeA0HOCHbIX Nporpamm:

- obopypoBaHue, BKIOYAsA KOMMbIOTEPbI, UCNO/b3yEMble B AOMALLHER CEeTU UM B CETU MasiblX npesa-
npuaTuii 1 paboTalwLme ¢ HefOCTaTOYHbIMYM MepaMun 1 CPefCcTBaMy KOHTPOMS W ynpasieHns 6e3onacHo-
CTW. Hanpumep, OTCYTCTBYET Uan cnabas 3awmTa OT BPEeJOHOCHbIX MPOrpamMm 1 T. 4.,

- Npo6nemsbl, co3faHHble CMeLIMBaHNEM YacTHbIX U GU3Hec-cpef, Hanpumep, WHAUBUAYaNbHOTO WC-
Nnosb30BaHUS MPOTOKOSI0B C NPUCYLLMMU UM BbICOKMMU pUCKaMW, TakMX Kak OfHOPaHroBble NPOTOKO/bl COB-
MeCTHOr0 1Cnosb30BaHWA aiinos,

- UCMpaB/IeHNs HeA0CTATOYHOCTH,

- nocrne 3apaxeHus AOCTYNHOCTb CETU MOXET cepbe3HO nocTpagatb B pesysbTare pacnpocTpaHeHus
BUPYCOB, BeAyLLEero K neperpyske cetu;

- HeCaHKLUMOHNPOBAHHOE pasrnalleHvne KoHPUaeHLanbHo nHopmMauum:

- OTCYTCTBME LWIMPPOBAHUA AAHHbIX, XPaHALUXCA B CUCTEMAXxX W Nepejaronuxca yepes cetu gomall-
Hero wnn manoro 6usHeca,

- 3noynoTpebsieHne BO3MOXHOCTAMM AOCTYna, TakuMu kak 6ecnpoBOfHON gocTyn B WHTepHeT yepes
JoMallH/We CeTn UK CeTU MasblX NpesnpusTuii,

- HegocTaTouyHoe 06yyeHve KOHeuYHbIX Nnosib3oBaTeneli nepefoBbiM MpakTMkam OCBEeAOMSIEHHOCTU U
6e3onacHocTu.

- He,0CTOBEPHOCTb MPEANONOXEHU KacaTeNbHO 3alWnTbl VIHTpaHeTa, Tak Kak ceTeBble L3bl, UC-
nonb3yemble Npu paboTe Ha AOMY MM B MaslblX NPeAnpUATUAX, He obecneunBaloT Takoi e ypoBeHb 3allu-
Thl. KaK LUAO3bl, UCNONb3YIOLMECH ANA COeANHEHNA (hUNnanos opraHu3aumu.
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12.3 MeTofbl NPOEKTMPOBaHNSA 6e30MacHOCTU 1 Mepbl U CpeAcTBa KOHTPOISA U ynpaBneHus

MeTogbl NPOEeKTUPOBaHUSI MHCDOPMAaLMOHHOW 6€30MacHOCTY U Mepbl U CPefCcTBa KOHTPOAS U ynpasne-
HUSI. OTHOCSILLMECS K CETEBOI MoafepXke Npyu pa6oTe Ha AOMY WK B MasiblX NPEANpPUSTUSIX, NPUBELEHbl B

Tabnuue 8.

Ta6nuua 8— Mepbl UCpPeaCTBa KOHTPONSA U yNpaBneHus 6€30NacHOCTY NPY UCMOMb30BAHNUUN CETU A/ CLEHAPUEB
paboTbl HA AOMY WM B MasbIX NpPesnpusTusx

MNpuuensemsie ceoicTBa

6esonacHoOCTN ANS NAGHTK-

G uuMpoBaHHLIX yIpo3

Peannsyemble NpoeKkTbl M1 MeTOAbI

HecaHKUMOHMpOBaHHbIi focTyn

- YnpaBsieHne gocTynom
- AyTeHTudmkauuns
- be3onacHocTb cBA3N

- OTK/II0YEHNE ceTeBbIX MHTePEiCOB 1 YCYr, KOTOPble He UCMOJb3YIOTCS.

- YcTaHOB/IEHNE MEeXCeTeBOro akpaHa XocTa - MPOMYyCK Wan OTK/IYEeHNEe BCEeX BXO-
AALWNX U3BHE COeAUHEHUIA.

- MpoekTupoBaHne 1 MeTobl 3aWunTbl pasfeslbHOr0 TYHHEIMPOBaHus.

- B cuctemax He [O/MKHbI MCMOb30BaTLCA Naposn, COCTosIMe U3 NPo6enos, Hynei,
VAW Napoav No YMOMYaHuio.

- CTporve naponu foskHbl 6biTb 06A3aTenbHbIMKM ANA BCeX Nosnb3osarteneii. AHO-
HUMHbI/TCCTEBOW AOCTYN He AO/MKEH OblTh pa3peLueH.

- TexHuyeckne NpoBepkn COOTBETCTBUA AN1A o6ecneyeHWs YBEPEHHOCTU B Hapjse-
Xalieil kKoHdurypauum n HacTpolikax BCero 4yBCTBUTE/IbHOTO obopyaoBaHus 6esonac-
HOCTW, Hanpumep, MapLipyTu3aropa v Toyek goctyna Kk 6ecnpoBogHoOl ceTw.

- besonacHble TexHonorum VPN B KOMNOHEHTaX CETEBOro AOCTyna, Takue Kak mMaplu-
pyTusaTopbl CeTeBOro foctyna.

BupycHble ataku 1 BBeAeHWe BPELOHOCHOM Nporpammbl

- LlenocTtHocTb
- [locTynHoCTb

- Mopfepxka TekyLMx BEPCUA NPOrpamMMHbIX CPeACTB U ypPOBHE 06HOBNEHNS.

- ObecneyeHne yBepeHHOCTM B TOM. YTO aHTUBUPYCHble OGHOBNEHNA yCTaHaB/MBa-
l0TCA aBTOMaTUYecku, UM Nonb3oBaTeny npeaynpexaeHbl 0 TOM, 4TO 06HOBNEHUS A0-
CTYMHBI.

Mcnonb3oBaHune X0CTOBOMW cucTeMbl o6HapyxeHus BTOPXEHUI
(HIDS — Host-based Intrusion Detection System), no kpaiiHeii mepe, ANs 0GHapyxXeHus
LeNI0CTHOCTK 6a3bl faHHbIX/NPOrpaMMHOro cpeacTea (€Cnn NPUMEHUMO).

- CkaHupoBaHue haiifioB N BCcex XpaHUMbIX AlaHHbIX Ha Hanuyne BUPYCOB W TPOSIHOB,
a Takxke Apyrux BUA0B BPeAOHOCHbIX NporpamMm.

- Pe3epBHOe KonumpoBaHue faHHbIX KoHdUrypauum u gainnos Ans pearnposaHus Ha
VHUMAEHTbI 1 BOCCTAHOBEHMS.

HecaHKLVWOHMPOBaHHOE packpbiTue KOHUAEHLMATLHOV MHGhopMaL UK

- KoHthnaeHumanbHocTb
- HenpospauyHocTb

- OcBeOM/IEHHOCTb U oﬁyqume nonb3oBarenei Ay4dywnm npaktmkam no 6e3onacHo-
CTun.
- LUVICprBaHVIe XpaHuMbIX 1 nepegaBaeMbiX aHHbIX.

13 MobwunbHas cBS3b

13.1 WNcxopHble gaHHble

JTOT cLeHapuii JOMKHbI paccMaTpuBaTh OpraHM3aLuu, paspeluatrolime CoTpyAHUKAM MCMosb30BaHue

MOGW/TbHBIX YCTPOWCTB.

3TOT cueHapuii cocpefoToveH Ha 6e30nacHbIX Ae0BbIX OTHOLEHUAX NPeAnpuUaTAiA, NCNO/b3YHOLWMX 1
pa3BepTbiBAOLWMX MOOU/IbHbIE YCTPOWCTBA U NPUMNOXEHUS. XOTA OCHOBHbLIM (DakTOpoM AnsA 6bicTporo pas-
BUTUS HOBbIX BO3MOXHOCTEN MOGUbHBIX YCTPOMCTB, Taknx Kak cMapTtOHbl WM NepcoHabHble MHgopma-
LMoHHble ycTpoiicTBa (PDA - personal data assistants), aBnseTcs noTpebuUTeNbCKNiA PbIHOK, OHWU Takke Uc-
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nonb3ylTca B cpefe 6usHeca. YacTo Takue ycTpolicTBa SABNATCA /IMYHONW COOGCTBEHHOCTbIO, Y MCNOMb3Y-
I0TCS. KakK Ana ueneii 6usHeca, Tak U B NNYHbIX Lensax. WHoraa ycTpoiicTBa MOryT 6biTb NpefocTaBfieHbl
KOMMaHven n NpUMeHeHbl ANS IMYHOTO UCNONb30BaHNA. Takum 06pa3oM, OPUEHTUPOBaHHbLIM Ha npodeccu-
OHa/IbHYI0 [eATesIbHOCTb YCTPOCTBaM HeobXoAuMO UMeTb (DYHKUWMW, BBEAEHHbIE ANA NOTPe6bUTEeNbCKOro
pblHKa, MOCKOMbKY MPOAaBLbl XOTAT MOMYYUTb HACTONIbKO BbIFOAHbI GU3HEC, HACKO/IbKO OH BO3MOXEH B
YCNOBUAX KOHKYPEHLUN.

YcTpolicTBa MOBGW/bHON CBA3W MO3BONSAIT YAaNIEHHbIM MOMb30BaTeIIM KOOPAMHUPOBATL NEPCOHasb-
Hble 6a3bl AaHHbIX, a Takke obecneunBaTb AOCTYN K ycayraM CeTu, TakMM Kak 6ecnpoBoHas 3neKkTpoHHas
nouyrta, NPOCMOTP Be6G-CTpaHuL, a Takke AOCTyn K VIHTepHeTy. Korga 4enoBek WCNoOnb3yeT OfHWU U Te Xe
YCTPOWCTBA AN1S YaCTHbIX U ANa AeN0BbIX Leneil, BO3HMKaeT TeHAeHumMsa obxoaa NoAUTUK WM UTHOPUpOBa-
HMe VX UCNOJb30BaHUA, TakuM 06pa3om, Ha npeanpuaTue MPUBHOCATCA 3HAUYUTENIbHbIE PUCKU MHAOPMAaLM-
OHHOI1 6e3onacHocTL.

B nyHKTax Hvxe onucbiBalOTCA yrpo3bl 6€30NacHOCTM ¥ AaloTcs pekoMeHgauuy no Metogam npoekTu-
poBaHusa 6e30nacHOCTK, a TaKke NPUBOAATCA Mepbl U CPeACcTBa KOHTPO/A W ynpaB/ieHUs, Kak TONbKo AN1s
BHYTPEHHEro, Tak U ANA BHYTPEHHEro W BHELUHEero WUCMonb30BaHWsA, 418 YMEHbLUEHWS COOTBETCTBYIOLLUX
PYICKOB.

13.2 ¥rpo3bl 6e3onacHoCcTuH

Yrpo3amu 6e30nacHOCTU, CBA3aHHbIMU C MOOGWUIbHBIMW YCTPONCTBAMM CBA3MN ABMAKTCA:

- HeCaHKLMOHNPOBaHHbIN A0CTYN K MHOopMaLuW, XpaHAWweica Ha MOBUbHLIX YCTPOCTBax, BCnea-
cTBUE:

- cnaboro ynpasneHus AOCTYNOM WA HEAOCTATOYHOM 3aLnTbl KOHPUAEHUNANbHON MHhopmaLmn.

- HeLOCTATOYHOM MH(OPMUPOBAHHOCTU U HeafeKBaTHbIX Naposei.

- cnaboli koHdurypauuu.

- XaKepcKunx atak ¢ UCnosib30BaHNEM MOLLEHHUYECKNX YCTPOICTB.

- OTCYTCTBMS OCBEAOM/IEHHOCTM KOHEYHbIX Mofib3oBaTtesieli 0 TpeboBaHusAX obecnevyeHns MHgopma-
LMOHHOW 6e30nacHOCTX, HanpuMmep, NPy CMeLInBaHNN YacTHOM MHopMaLMn n nHpopmMaLummn 6rsHeca,;

- HecaHKUMOHMPOBaHHOE pasrnaleHne MecTOMNOMOXEHUs KOH(MAEHUMaNbHbIX AaHHbIX U UHopMma-
uuun. BcneacTene:

- YCNyr, CBSI3aHHbIX C OnpefiesieHneM MeCcTOMOMOXEHNS, KOTOPble MOTyT pacKpbiBaTb HECAHKLMOHMPO-
BaHHbIM TPETbMM MLAM MHAOPMaLUo O NOSIOXKEHUN NO/Ib30BATENS, YTO 3aTparnBaeT HEMPUKOCHOBEHHOCTb
YaCTHOM XU3HW.

- NoACNyLWVBaHNSA,

- BOB/IeYEHUS HeafeKBaTHO 3allMLLeHHbIX TPETbUX UL, B MPOLLecC nepejayv nHgopmMauum.

- UCMO/Ib30BaHNA OTKPLITOrO TEKCTA AN HEAOCTATOYHO 3alMLLEeHHbIX MPOTOKOI0B nepesayn.

- HenpaBU/bHbIX NpoLeayp yTununsaumu;

- HecaHKUMOHMpoBaHHasa Mogudukauns/yganeHne xpaHumoln nHdopmauum (Bkiovas nporpaMMHoe
CpefcTBO), BCneacTsaue:

- BBOAA BPELOHOCHbIX NPOrpaMm nyTem yCTaHOB/IEHWUSA MPOrpaMMHOro CpefcTBa, NOJlyYeHHOro OT He-
aBTOPU30BAHHOTO MCTOYHMKA.

- UICMONb30BaHNA ya3BUMOCTEl B 6a30B0iI onepaunoHHol cucteme:

- cnam, NpuBOAALWNIA K:

- NOBbILIEHHO N1aTe 3a 06¢cayXnBaHue.

- BO3MOXHOCTU (PULLIMHT-aTak.

- atakam «oTka3 B 06CnyXvBaHUn»;

- Kpaxa unu cnyvaiHas noteps, NpuBoAALLas K

- NoTepe YyBCTBUTE/IbHbIX AAHHbIX BCAKUIA pa3. KorAa AaHHble, XpaHsaLwWwmecs Ha ycTpoiicTBe, He 0T06-
paxalTcs. Un pe3epBHOE KOMVMPOBaHWE BbINOMHAETCS B APYroM MecTe.

- npobnemam KOH(UAEHLMaNbHOCTW, Korga KoHduAeHUManbHble AaHHble, XpaHslWMecs Ha YCTpoii-
CTBE. He 3alMLLEeHbl AO/HKHBIM 06Pa3oM.

- 6ECKOHTPONIbHOMY pe3epBHOMY KONMPOBAaHWIO AaHHbIX.

13.3 MeToabl NpoeKkTMpoBaHUsA 6e30NacHOCTU U Mepbl U cpeacTBa KOHTPONS U ynpaBieHus

MeToAbl NPOEKTUPOBaHNA MHPOPMAaLVOHHOV 6e30NacHOCTM N Mepbl U CPeacTBa KOHTPONA v ynpasne-
HYS. OTHOCSALMECSH K YCTPO/CTBaM NepcoHanbHON MO6WIbHON CBA3W, NprBeaeHbl B Tabnuue 9.
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Tab6bnuuya 9— Mepbl U cpeacTBa KOHTPONS U ynpaBsieHns 6e30nacHOCTY ANSA cueHapusa MOGU/IbHOW CBS3N

MpumeHsemble ceolicTea 6e3-
OnacHoOCTW ANSA UAEHTU M NUN-
pOBaHHbLIX yrpos

Peannsyembie NpoekThl 1 MeTOAbl

HecaHKLMOHMPOBaHHbIA AOCTYN K MHhOPMaLMK, XpaHsieics Ha MOGUIbHbIX yCTpoicTBaxX

- YnpaBneHue AocTynom
- AyTeHTudpumkaymsa
- HeoTtkasyemocTb

- OcBeJOM/IEHHOCTb NMo/ib30BaTeNs 0 (PU3NUYECKOM KOHTpOne.

- M36eraHne ctaHAapPTHbLIX KOHUTypaumii.

- Ctporas ayTeHTudukauus.

- BkntoyeHne onuuii pernctpauun.

- BnokvnpoBka Talimepa HeakTMBHOCTW.

- MexceTeBble aKpaHbl.

- ®opmupoBaHMe NOANTMKK 6€30MacHOCTV B OTHOLIEHUW Naponei n ucnonbL3oBa-
HUs B 6u3Hece (orpaHuMYeHne WCMO/b30BaHUA B JIMYHBLIX LieNAX yCTPOWCTB, NpuHag-
nexalwux npegnpuaTui).

HeCaHKLU/IOHI/IpOBaHHOe pasrnaweHue KOH(bI/I,D'eHLU/IaI'IbeIX AaHHbIX N I/IH(*)OpMaLU/II/I, KaCalOLLleI‘;ICﬂ pasmeLeHns

- KoHthmaeHumanbHocTb
- AyTeHTudpumkaumsa

- besonacHoCTb CBA3MN

- HenpospauHocTb

- LWnchpoBaHme xpaHMMbIX N nepefaBaeMbix (6€CNpoBOAHbIM CNOCO60M) AaHHbIX.

- 3awuTa naponei.

- N36eraTb ycnyr TpeTbeli CTOPOHbI, KOTOpble TpebytloT CBO60AHOMO AOCTyNa K Tek-
CTYy NepefaBaeMblX fiaHHbIX UK, & eCin 3TO HEeBbINOMHUMO, TO Tpe6oBaTth o6ecneye-
HUSI YBEPEHHOCTU B TOM. 4YTO KOH(IMAEHLMANBbHOCTL 06pabaTbiBAEMbIX faHHbIX Takas,
Kak TpebyeTcs.

- O6ecneyeHne yBepeHHOCTW B 6e30nacHbIX npoueaypax CUHXpOHM3aLunn.

- lns ypaneHHoro goctyna Ucnosib3oBaTh COefMHEHNS Yepes 6e3onacHyto VPN.

- Hagnexalyve npoueaypbl yTunvsauuu Hocuteneii Ans yAaneHus 4yBCTBUTE b-
HbIX JAHHbIX.

- Cornacus nonb3oBaTtensi Ha onpefeneHne ero MecTonoNOXeHUs .

HecaHkunoHupoBaHHas mMogudmkauna/yaaneHme xpaHumoii MHcopmayuy (Bkaovas nporpaMmHoe cpeAcTBo)

- KoHhnageHumnanbHoCcTb
- flocTynHocTb
- LlenoctHoCcTb

Cnam

- YnpasneHue AocTynom

- OTK/IOYEHUE HEUCNosb3yeMblX 6€CNPOBOAHbIX MHTEPeicoB, yCayr u npunoxe-
HUIA.

- CBOEBpPEMEHHOE NPOBeAEHNe UCNPaB/IeHNA OnepaytMoHHO CUCTEMbI.

- Hagnexawve npoueaypbl yTuaunsauuu Ana yaaneHus KoHpuaeHUunanbHbiX AaH-
HbIX.

- O6ecneyeHvne yBepeHHOCTV B TOM. YTO aHTMBMPYCHble OGHOBJIEHWA YyCTaHaB/M-
BaloTCs aBTOMATUYECKW, UK NOMb30BaTeNy nNpeaynpexaeHbl 0 TOM. YTO 0GHOBIEHUS
[OCTYMHBbI.

- 3arpyska nporpaMMHOro CpeAcTBa, MoSyYEeHHOro TOMbKO OT MPeanpuaTuii, ume-
IOLMX NPaBO Ha pacnpocTpaHeHne NporpamMmMHoro cpesctea (Bo n3bexaHue ycTaHoB-
KN HENULEH3MOHHOTO NPOrPamMMHOro CpeacTaa).

- UudpoBble mognucu Ans NPoOBEPKM WCTOYHUKA 3arpykaeMoro nporpaMMHOro
cpeacTsa.

- dunbTpaLusa nHgopmalum.
- MoBbILWEHNe 0CBeA0M/IEHHOCTM M0/b30BaTENEN.

Kpaxa unm cnydaiiHasi noteps

- KoHthmaeHumanbHocTb
- AyTeHTudumkaymsa

- YpaneHHoe ynpaB/iieHne akTuBamu (yCTpoiicTBa OTKMOUYEHUA/6NOKNPOBKM).

- NMepuoanyeckoe 6e3onacHoe pes3epBHOE KOMMpPOBaHMeE.

- LleHTpann3oBaHHbIi MeHegXMEHT B OTHOLIEHUWN OTCNEXMBaHWSA aKTMBOB W CO-
6110 4EHUA NONNTUKN.
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14 CeTeBas noggepxka Mo6UNbHbIX NOSIb30BaTeNei

14.1 WcxoAHble fAaHHble

3TOT cueHapwii Jo/MKHbI paccMaTpuBaTh OpraHusaluy, paspeluaioline coTpygHUKam nepemMelatbest
[Nsi NofyYeHus focTyna K pecypcam opraHusaluu.

PelueHnst 1 NpeaioxeHnsi B 3T0l 06/1aCTy 4acTo COCPeA0ToUEHbl Ha (PYHKLMOHAIBHOCTU N OPUEHTU-
poBaHbl B NEpPBYI0 ouepeib Ha NOTPeGUTeNbCKUIA PbIHOK. C TOUKM 3peHus MHGIOPMALMOHHON 6e30nacHoCTH
npeanaraeMble YpoBHU (pyHKLMOHATBLHOCTU NPUBHOCST HOBbIE PUCKU, HAMpUMeEp, BUsSA Ha UH(OPMALMOH-
Hyto 6e30MacHOCTb WM OnpoBeprasi NPeAnosiokKeHUss OTHOCUTENILHO Hee. Hanpumep, NpeanosiokeHve o
NnoAAepXKe XOPOLIO KOHTPO/IMPYEMOro U (BHeLLHe) 3almuaeMoro VHTpaHetTa MOXeT 6biTb MoABEPrHyTo
COMHEHUI0 MO CcyLlecTBy, ecnn A0CTyn K VIHTpaHeTy Ans MOGWILHOTO Mofib3oBaTens He o6ecnedvBaeTcs
COOTBETCTBYOLWMMM MepaMmn N CPeACTBAMMU KOHTPOSIS W yNpaB/eHus.

B NyHKTax HuXe ONUChbIBAOTCS Yrpo3bl 6€30MacHOCTU U AA0TCS PEKOMEeHAALMU Mo MeToAaM NpPoeKTu-
poBaHusi 6e30MacHOCTU, a Takke NPUBOASATCA Mepbl N CPeACTBa KOHTPOJIS U yNpaBieHus ANs YMeHbLUEHNs
COOTBETCTBYIOLLMX PUCKOB, KaK TOSIbKO /19 BHYTPEHHETO, TaK U [/151 BHYTPEHHEro 1 BHELHEro 1CNos/b30Ba-
HUSA.

14.2 Yrpo3bl 6e3onacHoCTu

Yrpo3amu 6€30nNacHOCTU, CBSA3aHHbLIMU C CETEBOI NOAAEPXKON MOGUMLHBLIX NONb30BaTeNel, ABNSAOT-
cs:

- HECAHKUMOHUPOBAHHbIN JOCTYM:

- HenpaBW/IbHOE WCMO/Mb30BaHUE TEXHWYECKON NOAAEPXKM MOBWbHLIX Nonb3oBarteneli cetn Ans no-
Nly4YeHUs1 HecaHKLUMOHNPOBAHHOTO A0CTyNa K IHTpaHeTy opraHv3aumu;

- KOMNpoMeTaLus W/30B 6€30NacHOCTU, UCMOMb3YEMbIX Ha rpaHuLe ceTn VHTpaHerT;

- HECAHKLMOHMPOBAHHbIN AOCTYN K AAHHbIM, XPaHSLMUMCS Ha YyCTpOlCcTBax MOGWUILHOIO Mosib3oBaTe-
ns;

- CHWXeHue AO0CTYNHOCTU CeTn CBA3N:

- Npo6nemMbl AOCTYNHOCTU, BO3HMKAKOLWME, KOrga Mnonb30BaTe/lbCKMe O0XUAaHWA OTHOCUTENIbHO ceTe-
BOW MoAEpXKN He MOTYT 6biTb BbIMOIHEHbI, HANPUMEp, KOr4a 3TO 3aBUCUT OT AOCTYMHOCTM NpoBaiifepoB
ycnyr VIHTepHer.
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14.3 MeTofbl NPOEKTUPOBaHNA 6€30MacHOCTU U Mepbl U CPpeAcTBa KOHTPOASA U ynpaBneHus

MeToAbl NPOeKTUpoBaHUsA NHPOPMaLMOHHON 6e30MacHOCTN 1 Mepbl U CPeAcTBa KOHTPONA 1 ynpasne-
HYS. OTHOCSAILLMECS K CETEeBOI MoaaepXkke MO6UbHbIX Nosib3oBartenei, npusedeHsl B Tabnuue 10.

Ta6nuuya 10— Mepbl M CPeACTBA KOHTPONS U YNpaB/ieHUst ceTeBOIi NOAAEPXKM MOGWbHBIX Nofib3oBaTe e

MpumeHsiemble cBoiicTBa 6€3-
0NacHoCTN ANSA UAEHTUD NLN- Peanusyembie NPOEKTbl U METOAbI

pOBaHHbIX Yyrpo3

HecaHKLMOHMPOBaHHbIA gocTyn

- YnpaBneHue foctynom - YcoBeplleHCTBOBaHHbIe MeTO/bl ayTeHTUUKaLn (ayTeHTUudmnKaLms Ha OCHoBe
- AyTeHTudmkaums ceptucukaTtos, ABYX(AKTOPHON ayTeHTUdUKaLUK UM ayTeHTUUKauum BbI30B-
- besonacHocTb cBA3M oTBeT).

- KoHdhugeHymanbHoCTb - CneyunanusnpoBaHHble YCNyru Ans MO6GUbHbIX MOMb30BaTe e, OCHOBaHHbIe Ha

npoTtokonax TLS/SSLv3 3aliuLeHHbIX Be6-nHTepdelicos.

- Vicnonb3oBaHne MeToA0B 6€30NacHbIX BUPTyasibHbIX YACTHbIX CeTell B coyeTaHuu
C COOTBETCTBYIOLWMMN LWNO3amMy 6€30NaCHOCTU Ha KIMEHTCKUX cuctemax (Hanpumep,
nepcoHanbHble 6paHamayapbl):

- peanusauunv ypoBHeii 2/3, Hanpumep. IPSec;

- YPOBHS NpunoxeHnii VPN. Hanpumep, OCHOBaHHOTO Ha TLS.

- WubpoBaHne xpaHNMbIX faHHbIX NONb30BaTENS.

CHWXeHne AO0CTYMHOCTU CeTH CBA3N

- JocTynHoCTb - MpuBneyeHne o6LenN3BEeCTHbIX NPOBaWAepoB ycayr U UCNONb30BaHWe cornalle-
HUsi 06 YPOBHE YCNYr ANSi HAAEXHOCTU U MPOU3BOAUTENLHOCTY.

15 Ycnyru aytcopcuHra

15.1 WcxofHble AaHHble

OTOT cueHapuii fOMKHbI paccMaTpuBaTh OpraHn3aluu, UCNOJIb3yoLmne yCIyrn ayTCopcuHra.

OpraHm3aumm NCnosb3yT YCYrn ayTCOPCUHIa, NOCKO/IbKY OHM paccMaTpuBatoTCA B KauyecTBe XU3He-
Crnoco6HOol cTpaTternn 6musHeca, HO 3TO BHOCUT OpraHuM3auuOHHbIE Y OMepaTUBHbIE C/IOXHOCTW, OCOGEHHO
Ans obecnevyeHns kayecTBa U 6€30NacHOCTU YC/IyT ayTCOPCUHTa.

Takoe pacwupeHune cdep AeicTBUA NpeanpuaTus HacnefyeT AONOMHUTE bHbIE PUCKU B CBA3M C 3a-
BMCMMOCTbLI0 OT MOCTaBLiMKa ycayr. Hanpumep, nocrasLymMkaM Uiy npogaslam ycayr MoXeT noTpeboBaTtbcs
npsIMOl JOCTYN K aKTVBaMm BHYTPW OpraHv3auuv ANs8 NoafepXxku u (Mv) UCXoAs U3 ynpaBieHus UHUWAEH-
TaMu. TeM CaMbiM noaBepras KpUtnyeckne aktmBbl pUckam 6e30MnacHoOCTH. Hapﬂ,qy C Tem, 4YTO A4 MHOrmx
BCMOMOraTesibHbIX YC/1yr TPEBYIOTCS NMOCTOSIHHbIE MpaBa A0CTyna K NoA4epPXMBaeMOi MHppacTpyKType, Ans
OpYrux, BO3MOXHO, HEOOXOAMM NULLb BPEMEHHbIN A0CTYyN. YacTo ycnyrn NoAAepXKKN HYXAarTCs B BbICOKO-
NPUBUIETMPOBaHHbLIX NpaBax AoCTyna A/ BbINO/IHEHNA CBOUX 3aad.

He3aBucrMO OT TUNa cLeHapus ayTCOPCUHra paccMoTpeHne 6e30nacHOCTH U Haj3opa SBASKTCS 065-
3aTeflbHbIMW A1 BCeX TakMX AOrOBOPHbIX OTHOWeHW. Obuiee npeacTaB/ieHNe O COOTBETCTBYHOLNX Yrpo-
3ax K npobnemax nNpuBeLEHO B HacTosuWeM AOoKyMeHTe. Bonee nogpobHble cBefeHus 06 obecneyeHun
6€e30MacHOCTM YC/Iyr ayTCOpPCUHra MoXHo HaliTn B UICO/M3K 27036.

B nyHKTax HWXe onucbiBaloTCA yrpo3bl 6€30NacHOCTU U JaloTcsA pekoMeHgauuy no Metofam npoeKTu-
poBaHua 6e30MacHOCTU, a Takke NPUMBOAATCA Mepbl U CpeAcTBa KOHTPOASA W ynpaBneHns Aas8 YMeHbLUeHUs
COOTBETCTBYIOLLMX PUCKOB, KakK TOMIbKO A/11 BHYTPEHHErO, Tak U AN BHYTPEHHEr0 ¥ BHELIHEro Ucnosib3oBa-
HYSA.
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15.2 Yrpo3bl 6e3onacHoCTH

Yrpo3amy 6e30MacHOCTU, CBA3AHHLIMU C YCyramu ayTCOPCUHTa, SBMSOTCS:

* HeCaHKLMOHMPOBAHHbIN AOCTYN K APYTM BHYTPEHHUM cucTeMam (Korga mocTaBLyMK nosiyyaer Ao-
CTYN K BHYTPEHHUM CUCTEMaM A/15 yAaNeHHOW NOAAEPXKU U TEXHUUECKOTO 06CyXUBaHUS):

- 3710ynoTpe6ieHne yaaneHHbIMU NopTamMmm 06CnyXnBaHNS,

- 3/10ynoTpe6ieHne npaBaMy agMUHUCTPATOPA;

- HECAHKLMOHNPOBAHHOE PACKPbITUE NOCTABLLMKOM YCNYT KOH(MAEHUMAbHBIX AaHHbIX:

- NpeHebpeXeHre NpaBaMu MHTENNeKTyaslbHO COGCTBEHHOCTY,

- OTCYTCTBUE PaA3fesieHNsi MHOTOKOMMOHEHTHbIX CPEeJ, KMEHTOB,

- OTCYTCTBME IyULIMX NPaKTVK No o6ecneyeHnto MHPOPMALMOHHON 6e30MacHoCTM (Hanprumep, LMPOKO
pacnpocTpaHeHo COBMECTHOE WUCMOMb30BaHWe naponei),

- HempaBu/IbHOE 06pPaLLEHNE C HOCUTENSIMI UHGOpMALIMK,

- MCNO/b30BaHVe He6e3onacHbIX MeTOA0B Nepefayn HgopMaLuu:

- BHEApEeHe BPeOHOCHBIX NporpamMm (B cpedy pa3paboTku NporpaMMHOro CPeAcTBa):

- HeflocTaTouHasi 6e30MacHOCTb MPU paspaboTke NPOrpamMMHOro CpeacTsa M npoueayp Bbifycka npo-
rpaMMHOro cpeAcTBa.

- HeGe3onacHas nepegaya aiinoB 1 AaHHbIX.

- He6e30MnacHble MPaKTUKY COBMECTHOIO MUCMO/b30BaHUA pPexumMa OH/aliH;

- OTBETCTBEHHOCTb 32 HECOB/I0AEHNE 3aKOHOAATENBCTBA:

- OTCYTCTBUME MOHUMMAaHUS HOPM U 3aKOHOB KOHKPETHOI CTpaHbl 06 OTBETCTBEHHOCTU, ECMM MOCTAaBLLUK
YCyr HAXOAMTCS B APYroii cTpaHe.

- He4OCTaTOUHbIE NPaBOBble TPE6OBAHUSA K KOH(MAEHLUANBHOCTY U 3aLLUTE AAHHbIX, MPUMEHSIEMbIE B
CTpaHe, rAe HaxoAuTCsl MOCTaBLUMK; 3TO MOXET OKa3aTb CyLLeCTBEHHOE HeGaronpusaTHoe BO3AeicTBME Ha
KOH(PUAEHLUMANTLHOCTb aHHbIX 1 3aLMUTY TPeGoBaHWii, NpeabsBAsSEMbIX K NOKynaTesto.
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15.3 MeToabl NpoeKTMpoBaHNsA 6€30NacHOCTN U MepPbl U CpeAcTBa KOHTPONA M ynpaBaeHns

MeTogbl NPOEeKTUPOBaHUSI MH(DOPMALMOHHOK 6€30NacHOCTY U Mepbl U CPefCcTBa KOHTPOAS U ynpasrne-
HUSL. OTHOCSILLMECS K YC/lyram ayTCOPCUHra, npueeaeHsl B Tabnuue 11.

Ta6nuuya 11— Mepbl M CPEACTBA KOHTPONS W yNpaBieHUs 6€30NacHOCTU AN YCAYT ayTCoOpCUHra

Peanusyembie NpoekThl M METOALlI (Peannsaunio MoxeT B3ATh Ha ce6s ayTCOPCUHIOBAsA OpraHun-

MpumeHsiemble cBoiicTBa 6€3-
3aUus UNN BHEWHee NPeANpuUATUE B 3aBUCUMOCTH

ONacHOCTU AN WAEHTUD NLK-

pOBaHHbIX Yyrpo3 OT YTOEPX/ACHKOTO 3afaHus)

HecaHKLMOHMPOBaHHbIA 4OCTYN K BHYyTPEHHUM CUCTEMAM

- CTporoe Ha3HauyeHue NepcoHasbHbIX AeHTUMKaTOpoB Nonb3oBaTens.

- Crtporas ayTeHTudmkaumsa (Hanpumep, AByxdaktopHas ayTeHTudukauusa) ans
peructpaymu Bxofa cynepnosib3oBarens/agMMuHUCTPaTops.

- MeCTHbI KOHCO/MIbHbIV NOPT UAKM paboyumnii NOpPT, 3aLULEHHbI nAeHTUdUKaTopom
1 naposnem nosnb3osartens (B cayvae, eCnv NOCTaBLYMKOM yCAyr 3anpeLleH yaaneHHbli
goctyn).

- Bceobbemnowasn peructpauns feiicTeuii, CBA3aHHbIX C JOCTYNOM, U aHanun3
XYPHaNoB perncrpayuu.

- YnpasneHue gocTynom
- AyTeHTudmkaums
- HeoTtkasyemocTb

HecaHKUMOHMPOBaHHOE pacKpbiTUe KOH(PMAEHUMANBHBIX AaHHbIX

- Nlyywne npakTuku, Kacawwmecs 3awmnTbl AaHHbIX KNNEHTa WindpoBaHeM.

- OcBeJOM/IEHHOCTb U 06y4YeHne 6e3onacHoOCTy.

- CpeacTtBa 1 npoueaypbl MOHUTOPUHIA U ayauTta.

- loroBopHas nonnTrka 6e30MacHOCTV 1 AUPEKTUBbLI B OTHOLIEHMMW NpoLueayp.

- KoHthmaeHumansHocTb

BHeapeHne BpefoHOCHbIX MPporpaMm

- BesonacHble NpMemsbl NPOrpamMmmMUpPoOBaHUS.

- Mpoueccbl MEHeAKMeHTa N3MEHEHWA.

- ObecneyeHve yBEPEHHOCTM B TOM. YTO aHTUBMPYCHble OGHOB/IEHUS YCTaHaB/N-
BalOTCA aBTOMATUYECKMW, UM NOSb30BaTEN NPeaynpexaeHbl O TOM. YTO 06HOBEHUSA

[LOCTYMHBI.

- LlenoctHocTb

OTBETCTBEHHOCTb 3@ HeCco6/1l0AeHe 3akoHoAaTebCTBa

- OCBEeJOM/IEHHOCTL O MECTHOM 3aKOHOAATENbCTBE.
- Vicnonb3oBaHne COBMECTVMOrO NPOrpamMMHOT0 CpeacTBa /15 WudpoBaHus.

- MexaHu3mbl Henpo3payHocTn (IPSec VPN).

- KoHthmaeHuanbHoCTb
- HenpospauHocTb
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MpunoxeHne A
(cnpaBo4HOE)

MNpumep NONUTUKU MCNOJIb30BaHUA O6'be,£I,I/IHeHHOI7I ceTn

A.1 O6wuin 0630p

HamepeHnus InfoSec’ 1B oTHOweHWUM nybavkauny «MoanTukm NnpmemaemMoro NCnosib30BaHnA» - He HanaraTb orpa-
HUYEHUIA. KOTOpblE SABNSAIOTCS HECOOTBETCTBYWLWUMU ANA «HanMeHOBaHMEe KOMMNaHUU»2lc ycToNumBOl KynbTypoii oT-
KPbITOCTW. [OBEPUS U LLeNoCTHOCTU. InfoSec BbiMONHAET 06A3aTenbCTBa NO 3awmTe COTPYAHVWKOB, NapTHePOB «Hanwve-
HOBaHMe KOMMaHUU» 1 CaMOil KOMNAHWN OT HE3AKOHHbIX WU BPeAHbIX AEeACTBMIA OTAENbHbIX NUL,. BbINOIHAEMbIX 0CO-
3HAHHO M1 HEOCO3HaHHO.

CBsizaHHble ¢ WHTepHer/MHTpaHeT/QKCTpPaHBT CUCTEMbl, BK/OYalolwmne KOMNblTepHoe ob6opyaoBaHue, npo-
rpaMMHoe obecneuyeHue, onepaLuoHHbIE CUCTEMbI, XpaHALYyCca nHopmMaLmio, ceTeBble pecypchl, obecneunsarLme
3/IEKTPOHHYI0 MOYTY, NMPOCMOTP cTpaHuy MHTepHeT n FTP. HO He orpaHumymBalowmecs 3TuUM, SIBNAIOTCA [OCTOSAHUEM
«HavMeHoBaHMEe KOMNaHUU». JTU CUCTEMbI AOSKHbI 6bITb UCMO/Ib30BaHbI /11 KOMMEPYECKUX Lienei, fO/MKHbI CNYXUTb
MHTepecam KOMMaHu1, KAMEeHTOB M 3akas3uMkoB B mpouecce 06blYHOW paboTbl. 415 nonyveHms 6onee NoApoGHOW WH-
hopmauummn. noxanyicra, paccMoTpute «KagpoBble NONUTUKN».

OdhekTBHanA 6e30NacHOCTb ABNAETCS pe3y/ibTaTOM COBMECTHbIX YCUAWUWA NpW yYacTun U noffepxke KaxAoro
COTpYyAHUKa «HavMeHoBaHMEe KOMNaHum» U UANanoB, UMeLLEro Aesio ¢ UHopmMaLmein n (Mnmn) MHOPMaLNOHHbIMMK
cuctemamu. B 0653aHHOCTb KaXA0ro nosib3oBaTens KOMNbOTEpPa BXOAUT 3HaHWE 3TUX pekoMeHAaLuuil, n ocyuwecTene-
HUe cBoeli f,eATeNIbHOCTU B COOTBETCTBUN C HAMW.

A.2 Uenb

Llenb NONMTUKM 3aK/IHOYAETCS B ONpPeesieHn NPpMeMIEMOro UCMNOb30BaHUS KOMMNbIOTEPHON TEXHUKM B «Haume-
HOBaHWe KOMMaHWM». STOT NepeyeHb NPaBus BbiMyckaeTcs, YTo6bl 3aWUTUTL PaboTHUKA M «HauMeHoBaHWe Komna-
HUM». HelenesBoe UCMNO/b30BaHUE KOMMbIOTEPHOW TEXHWKM NofABepraet «HauMeHoBaHUe KOMMNaHWn» puckam, BKYa-
0L MM PUCKM BUPYCHbIX aTak, PUCKM KOMMNPOMETALMM CETEBbIX CUCTEM W YCIYT, U PUCKU LOPUSUYECKUX NPOGIEeM.

A.3 O6nacTb NnpuMeHeHUs

HacTosilas nonutuka pacnpocTpaHseTcsl Ha COTPYAHUKOB, MOAPSAUMKOB, KOHCY/IbTAHTOB, BPEMEHHbIX U ApYrux
paboTHUKOB «HanMeHOBaHWe KOMMNaHuW», B TOM YNC/e HA MEPCOHAN, CBA3AHHbI C TPETbUMU CTOPOHAMU. DTa NOAUTU-
Ka pacnpocTpaHsieTcs Ha Bce 060pyfoBaHue, KOTOPOe HaxoAWTCs B COBCTBEHHOCTU UK apeHayeTcs «HaumeHoBaHue
KOMMaHNU».

A.4 Monutuka

A.4.1 O6uwee ncnonb3oBaHne N CO6CTBEHHOCTb

1) XoTa agMUHUCTPaUus ceTn «HauMeHoBaHue KOMNaHuu» xenaeT o6ecneynTb NpuemsiemMblii ypoBeHb Henpo-
3payHOCTM, MOb30BaTENN JO/KHbI OblITb OCBEAOM/EHBLI O TOM, YTO AaHHble, KOTOPbIE OHN CO3[al0T Ha KOPNOpPaTUBHbIX
cuctemax, SABNAIOTCA COOCTBEHHOCTbIO «HanMeHOBaHMe KoMnaHum». B CBA3M € HEO6XOAMMOCTbIO 3aluTbl CeTU
«HavmeHoBaHMe KOMNaHUn» MeHeKMEHT HEe MOXEeT rapaHTMpoBaTb KOH(UAEHUMANbHOCTN NHhopMaLMK, XpaHsLencs
Ha No6bIX ceTEBbIX YCTPOCTBaX, NpMHagnexalmx «HanmeHoBaHne KoMNaHUm».

2) COTPYAHUKN HECYT OTBETCTBEHHOCTb 3a OCYLIECTB/IEHNe NPaBWU/IbHOTO pPeLleHns, KacalLwwerocs 060CHOBaHHO-
CTV NepcoHanbHOro Mcnonb3oBaHusa. OTAeNbHble NoApasfeneHuns HecyT OTBETCTBEHHOCTb 3a CO3fjaHne pekoMeHaaLuunid,
KacalLnxcs nepcoHasbHOro UCMonb30BaHUs cucteMm WHTepHeT«'IHTpaHeT/3kcTpaHeT. Mpu OoTCyTCTBUM NOAUTUK, CO-
TPYAHUKN [O/KHbI PYKOBOACTBOBATLCS BEJOMCTBEHHbIMU NOMIMTUKAMU B JINYHBIX LiENIAX, U €C/IM BO3HUKAOT Kakune-nn6o
HeonpeaeneHHoCTN, COTPYAHUKN AO/IKHbI MPOKOHCY/IbTUPOBATLCA CO CBOVM PYKOBOAUTENEM WU MEHEIKEePOM.

3) InfoSec pekomeHgyeT, 4T06bl N06as MHGOPMaLWs, KOTOPY MNO/Mb30BATENN CUMTAOT YyBCTBUTENBHOW wn
ySA3BMMOWA, Oblna 3awudpoBaHa. [na nonyyeHns pykoBOAALWMX YKasaHuii, kacalowmuxcsa knaccudukaunm nHopmanmm,
CM. «[MoNnTUKY YyBCTBUTENbHON MHOpMauun», paspabotaHHyto InfoSec. [lns nonyyeHus pyKoBOAALLMX yKasaHwuil no
WNpoBaHNIO INEKTPOHHOI NOYTbI U AOKYMEHTOB 06patuTech K «/HULMATMBE OCBEAOM/IEHHOCTU», pa3paboTaHHOi
InfoSec.

4) B uensix 6e30nacHOCTU W TEXHUYECKOro 06CnyXunBaHua ceTeld, ynosIHOMOYEHHble nuuya B npegenax «Haumme-
HOBaHMe KoMMaHWM» MOryT KOHTponuposaTb 060pyAoBaHue, cuctembl U ceTeBOl Tpaduk B N060e BpeMs COriacHo
«[MonuTrke ayanTta», paspaboTtaHHoii InfoSec.

5) «HanmeHoBaHue KoMnaHWM» coxpaHsieT 3a cob6oii NpaBo Ha NpoBeAeHne ayauTa ceTeli U CUCTeM Ha perynsp-
HOli OCHOBe B Lienax obecneyeHunsi Co6104eHNs 3TOW NOAUTUKA.

" Cnyx6a nHpopmaLlnoHHoli 6e3onacHocTu.
2 34ecb [O/MKHO yKasblBaTbCsl HAMMEHOBAHME KOHKPETHOW KOMMNaHuW, K KOTOpOl NMpMMeHUMa paccMarpvBaemas
nonnTuka.
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A.4.2 Be3onacHOCTb 1 cnyxebHaa nHcopmayus

1) WHTepdbelic nonb3oBatensa pANs uHdopmauun, cogepxalleiica B cucTeMax, CBA3@HHbIX C WHTBp-
HeT/VIHTpaHeT,'dKCcTpaHeT, koTopas Ao/xHa 6biTh knaccuuumpoBaHa B kKayecTBe KOH(UAEHUNANbHON UM He KOH(U-
JeHunanbHol. kak onpeAenieHo B pekoMeHAauusax no KopnopaTuBHOW KoHuAeHUnanbLHocTn, 6onee noapobHble cBe-
[EHVSI O KOTOPOI MOXHO HaWTn B «KaapoBoili NonnTuke». MpruMepsbl KOH(UAEHLMANBHOW MH(DOPMALMM BKIKOYAKOT, HO He
orpaHNuMBalOTCA: CEKPEeTbl KOMMNaHWW, KOPNopaTuBHbIE CTpaTernn, YyBCTBUTENbHYIO MHOPMAaLMI0 O KOHKypeHTax, Top-
roBble cekpeTbl, cneyudukaymmn, CNMckn KIMEHTOB W AaHHble uccnefoBaHuii. COTPYAHUKN [OMKHbI NPUHATL BCE HEO6-
X04UMble Mepbl AN NpefoTBpalleHNs HeCaHKLMOHMPOBAHHOIO AOCTYNa K 3TOW MHopmauum.

2) XpaHuTb Naponu B cekpeTe W He pa3fenaTb yyeTHble 3anucu. ABTOPU3OBaHHbIE NMO/b30BATENIN HECyT OTBEeT-
CTBEHHOCTb 3a COXPaHHOCTb CBOMX Maposieil U yyeTHbIX 3anuceii. Maponu CUCTEMHOTO YPOBHS [O/IKHbI U3MEHSATLCA
exekBapTa/ibHO, Napo/sn ypoBHA Nosib3oBaTens cnegyet U3MEHATb Kaxable WecTb MecsLes.

3) Bce nepcoHanbHble KOMMNbIOTEPLI, HOYTOYKM M paboune CTaHUUW A0/KHbI 6biTb 06ecneyeHbl 3aluLLLEeHHON na-
ponem 3acTaBKoli C aBTOMaTU4eCcKoi akTuBaLmell, ycTaHOBNEHHON Ha 10 MUHYT UK MEHbLUe, AN OTKIIOYEHUEM peru-
cTpaumn (kombuHauma knaeuw econtrol-alt-delete» gna nonb3oBatenein Win2KM, korga xoct 6yaeT HeobcnyxuBae-
MbIM.

4) Vicnonb3oBaHue LWUgpoBaHna MHopMauMn B COOTBETCTBUU C «[MONUTUKOW NPUEeMNIemMoro MCrnosib3oBaHus
wndpoBaHmsa», pazpaboTaHHoli InfoSec.

5) Mockonbky MHOPMAaLUs, COAEPXKALLASICS HA NOPTATUBHbLIX KOMMNblOTEPAX OCOGEHHO ys3BMMA, eli fONKHO ObITb
yAeneHo ocoboe BHUMaHue. 3almTa HOyTOyka OCyLLeCTBAAETCA B COOTBETCTBUU C «MHopmauveil no 6esonacHoctu
ONA HOYTOYKa».

6) MouToBbIE COOBLLEHNS COTPYAHUKOB U3 aApeca 3/1eKTPOHHON MoYTbl «HavMeHoBaHue KOMIaHuM> Ansi CeTeBbIX
TenekoHdepeHUnit [OMKHbI COAEPXaTb OrOBOPKY O TOM. YTO BblPaXeHO CTPOro MHAWBUAYaNbHOE MHEHWEe, W OHO He
06s13aTeNIbHO coBNajaeT ¢ nosuyueli «<HammeHoBaHne KOMMAaHUK>. KPOME MOYTOBbLIX COOGLLEHWIA, YHaCTBYOLWMUX B NPO-
Lecce 6usHeca.

7) Bce XoCTbl, UCMNOIb3yeMble CAYXaWUMK ANa NogkAlYeHnsa K VIHTBpHeT/MHTpaHeT/dkcTpaHeT «HaumeHoBaHmne
KOMMNaHWn> 1 nNpuHagnexalyne CoTPyAHWKY Wanm «HavmeHoBaHWe KOMNaHUW», [O/MKHbl HENpepbIBHO CKaHMPOBATbLCA
aHTUBUPYCHOW nporpamMoii ¢ geiicTBytouieii (akTyanbHolt) 6a3oii faHHbIX BUPYCOB, €C/IM HE nepeonpejesneHbl BeAoM-
CTBEHHbIe WAV FPynnoBble NOUTUKN.

8) COTpyAHWKM AO0/KHbI CO6N0A4aTh OCTOPOXHOCTb NPY OTKPLITUN BOXEHWU 3NEKTPOHHOW MOYTbI, NO/TYYEHHbIX OT
HEN3BECTHbIX OTnpaBuTenell, KOTopble MOTYT cofepxaTb BMPYCbl, 6OMObl 3/1€KTPOHHONR NOuTbl, AN KOA TPOSHCKOro
KOHSA.

A.4.3 HepgonycTtumoe ncnosb3oBaHune

MepeuncneHHble HKe BUAbI AEATENbHOCTU CTPOro 3anpelieHbl. Cayxalime mMoryT 6biTb 0CBO6GOXAEHbl OT 3THX
orpaHuyeHnii B Xofe BbINO/HEHUA CBOMX 3aKOHHbIX 06s3aHHOCTEl (Hanpumep, cucTemMam ynpaBfieHWsi NepPCOHasIoM
MoXeT noTpe6oBaTbCsA OTK/IOUYEHNe CeTEBOro OCTyNa K XOCTY, eC/IN 3TOT XOCT HapyluaeT NPpOU3BOACTBO YCyr).

Hun npn kakux o6CcTOATENLCTBAX COTPYAHUKY «HaumeHoBaHWe KOMNaHWM» He paspellaeTcs BbINOSIHEHNE KakKon-
NnM60o AeAaTenbHOCTU, ABNALEACS He3aKoHHOW B COOTBETCTBUMM C MECTHbIM, rOCyAapCTBEHHbIM, hedepasibHbiM WAn
MeXAyHapoAHbIM NPaBOM, NOKa UCMO/b3YTCA pecypchbl, NpuHagnexaume «HammeHoBaHve KOMNaHUM».

MepeuHn HWXe, He ABNAIOTCA UCYepnbiBalOLWMMKU, a NbiTaloTca obecneunTb 6asy Ana feATenbHOCTEl, KOTOpble
nonagaT B KATErOPMI0 HEAONYCTUMOrO UCMO/Ib30BaHMUS.

A.4.3.1 CuctemHas n ceteBas AeATeNIbHOCTb

Cnegyouune meponpusaTus, 6e3 UCKIIOYEHW, SIBNAIOTCSA CTPOro 3anpeLeHHbIMu:

1) HapyweHua npas N060ro AnLa AW KoMNaHuu, 3aljulieHHbIX aBTOPCKMMU npaBamMu, KOMMepPUYecKoi TaiHoM,
naTeHTOM WAW WHOW WHTENNeKTyaNbHO COGCTBEHHOCTbIO, a Takke HapyLleHUs aHaforU4yHbIX 3aKOHOB WM Npaswn,
BK/IOYas, HO HE OrpaHUYUBasICb, YCTAHOBKM WU PACMPOCTPAHEHUSI «MUPATCKUX» UMW APYTUX MPOrpaMMHbIX NPOAYKTOB,
KOTOpble He ABNATCA COOTBETCTBYIOLMM 06pa3oM NNLEH3UPOBAHHLIMW ANSi UCMO/Mb30BaHNA «HaumMeHoBaHue Komna-
HUN»;

2) CcTporo 3anpelieHo HeCaHKLMOHWPOBAHHOE KOMWpOBaHWe MaTepuanos, 3aliuleHHbIX aBTOPCKAM MpaBoM,
BK/IOYas, HO He OrpaHnuYnBasiCb, OLMPOBKY N pacnpocTpaHeHne doTorpachuii U3 XypHanoB, KHUT AU APYTUX UCTOYHM-
KOB. 3aliWLiEHHbIX aBTOPCKMM NpaBOM, 3allWlieHHOI aBTOPCKMM MpaBOM My3biki, a Takxe ycTaHoBKa Nt060ro npo-
rPaMMHOro cpefcTBa 3aly/leHHOro aBTOPCKMM NpaBoM, Ha KOTopoe «HauMeHoBaHue KOMNaHWW» KN KOHEeYHbIA Nonb-
30Barteslb He UMeeT aKTUBHON NNLEH3NK:

3) He3akoHHbIM ABNASETCA 3KCMOPT MPOrpaMMHOro obecnevyeHus, TeXHWYECKoW WHgopmauun, nporpaMMmHoOro
obecneyeHns UAn TEXHONOMUW WNPOBAHNSA B HapyLleHUEe MEeXAYHApOAHbIX UM PernoHasbHbiX 3aKOHOB O KOHTpose
Haf, akcnopTom. COOTBETCTBYIOLWMM NPeACTaBUTENAM MEHeXMeHTa cnefyeT NPOKOHCYNbTUPOBaTLCS Nepef aKcnop-
TOM Kakoro-nn6o paccmMaTpvBaemoro matepuana:

4) BHegpeHWe BPeAOHOCHbIX MporpaMm B CeTb UM Ha cepBep (Hanpumep, BUPYCOB, «4epBeli», «TPOAHCKUX KO-
Heli». «60M6» 3M1EKTPOHHON NoYThl, U T. 4.);

5) packpbiTve CBOEro naposisi yHeTHO 3anucy gpyrum nuuam unu paspelleHne Ucnosb3oBaTbh CBOK yUYETHYHO 3a-
nucb APYrumu. TO KacaeTcst YIeHOB CEMbU W APYTNX POACTBEHHUKOB, koraa pa6oTa BeAeTcs Ha foMy;

" Win2K - OnepaunoHHas cuctema MS Windows 2000.
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6) MCNoNb30BaHNe BbIYNCIUTENbHBIX aKTUBOB «HarMeHOoBaHWe KoMNaHuvu> Ans akTUBHOTO yyacTus B npuobpeTe-
HUM AW nNepefadve mMaTepuana, KOTOPbIi HapyllaeT 3aKOHbl O CeKCyaslbHbIX gOMOrartenbcTBax UM o Bpaxaeb6HoM OT-
HOLIeHUN Ha paboyeM MecTe, HaxoAsLMecs B MECTHON OpUCAMKLMN Nonb3oBaTteneil;

7) othopmeHne MOLUEHHWYECKUX MpeSoXeHWin ToBapoB, NPeAMeTOB WAW YCAYr, WUCXOAALMX W3 Kakoi-nn6o
y4YeTHOil 3anncn «HanuMeHoBaHUe KOMNAaHWN:»;

8) ochopmneHne 3asBMeHNA O rapaHTuu, NPSMON NN KOCBEHHOW, eciv 3TO He SIBASIETCA YacTblo 06bIUHbIX pabo-
4nx 06A3aHHOCTEN;

9) ocyujecTBieHne HapylieHuii 6e3onacHoCT ura c6oes B CETEBOI KOMMYyHuKauuu. HapyweHus 6e3onacHocTu
BK/I0YAIOT, HO He orpaHM4MBaloTCA, AOCTYN K AaHHbLIM CNyXalliero, KOTopblii He ABNsSeTCs npegnonaraeMbiM nosayvare-
NeM. perncTpauuio Ha cepBepe WM yYyeTHYIO 3anuch, SBHO He paspelleHHYl0 Ans AocTyna COTpyAHWKa, ecnn aTn o6a-
3aHHOCTU He BXOAAT B pamky 06blUHbIX 065i3aHHOCTe. [nA Leneil HacTosAwero pasfena TEPMUH «HapyLLeHUe» BK/0-
YyaeT. HO He orpaHuymMBaeTcs, CHUAUHT ' ceTn, nepenosiHeHne nakeTaMn «3anpoc OTK/IMKa», NakeTHbI cnyduHr+l
oTKa3 B 06CNyXMBaHWUK, 1 NIOXHAA MapLlipyTHas nHopmaymsa B 3/I0HaMepPeHHbIX LEensx;

10) ckaHMpOBaHWEe MOPTOB WM CKaHMPOBaHWe 6e30MacHOCTW KaTeropuuyeckn 3anpeljaetcs 6e3 npeaBapuTesib-
Horo yBegomMneHus InfoSec;

11) BbINOSHEHWE NOGLIX POPM CETEBOr0 MOHUTOPUHIA, KOTOPbLIA GyAeT nepexsaTbiBaTb faHHble, He NpefHa3Ha-
YeHHble A5 XOCTa C/yxallero, ecin ata feATe/IbHOCTb He ABMASETCA YacTblo 06bl4HOW paboTbl cOTpyAHMUKalero Aon-
rom;

12) obxop ayTeHTUdMKaLMM NOMb30BaTeNein Uan 3aluTbl 1060ro XocTa, CeTU UAN yUYeTHON 3anucu:

13) BMelaTeNbCTBO B WM OTKa3 B yc/yre Nt060My Nonb3oBaTtesnio, 3a UCK/IoYeHneM BMellaTebcTBa B paboTy
XocTa cnyxaliero (HanpyMep, aTaka «0Tka3 B 06CNy)XXMBaHUN»);

14) ucnonb3oBaHue M06OI NporpamMmmbl/ckpunTa’koMaHAbl Uan oTnpaska coobLieHns n6oro poga, ¢ HaMepeHu-
eM nomMellaTtb Wan OTKIYNTb TEPMUHASMBHBIA CeaHc Nosib30BaTesisi, C NOMOLLbIO N06bIX CPeACTB, /I0KabHO Un Yepes
MHTepHeT/VIHTpaHeT/3KcTpaHerT;

15) npepocTaBneHne MHOpMaLUKM O COTPYAHUKAX UAWN CNUCKOB COTPYAHWKOB «HavMeHOoBaHUe KOMMaHUW:» CTo-
poHam 3a npefenamu «HavmeHoBaHWe KOMNaHWUK:».

A.4.3.2 NeATeNbHOCTb, CBsI3aHHAs C KOMMYHUKaLUWEl 1 31eKTPOHHOI noyToi

1) OTnpaBka He3aTpe60BaHHbIX COOOLEHNI 3MNEKTPOHHOW NOYTbI, BKAOYAS OTMPAaBKY «HEHYXHbIX COOOLLEHN»
WK Apyrux matepuasioB peknaMHOro xapaktepa nvuam, KOTopble crneuvasbHO He 3anpallivBatloT Takue martepuasbl
(cnam 2N1eKTPOHHOW NoYThI).

2) NMbasa opma npecnefoBaHns Mo 3/EKTPOHHOW nouTe, TenedoHy UM NeRKUHIOBOI CBS3U, GyAb TO SI3bIK,
yactoTa uam pasmep CoobLLEHWIA.

3) HecaHkUMOHMpOBaHHOe Ucnob3oBaHne unn anbeudukauna JaHHbIX, cofepxXallmxcs B 3aronoBke cooblye-
HWUIA 9NEKTPOHHOW NoYTbI.

4) HaBsA3bIBaHWe ycnyr no 31eKTPOHHOW noyTe A1a No6biX afApecoB 3N1E€KTPOHHON NOYTbI, OTANYAIOLWUXCS OT Tex.
4TO 3aperucTpupoBaHbl B yYETHOW 3anucu oTnpaBuTens, C HaMepeHueM HagoegnaTb W ANs c6opa OTBETHbIX coobLe-
HWIA.

5) Co3gaHvie Unn nepecbisika «MUcem CYacTbsi», «CXeM MOHLUU» UM MHBIX CXEM «NUpaMug» 06oro Tuna.

6) Vicnonb3oBaHWe HaBA3bIBAEMbIX MOYTOW, MCxoAasliel u3 ceteil «<HaumeHoBaHWe KOMMaHWW» OT APYrux Mno-
CTaBLMKOB ycnyr VIHTEpHET/VIHTpaHeT/AKCTpaHeT OT ee UMEeHU UMW B pekTamHbIX Lensx, 6bIX YyCayr, BbIMOAHAEMbIX
XOCTOM «HaumeHoBaHue KOMMNaHun» Uan NoAKNI0YEHHbIM Yepes ceTb «HaumeHoBaHWe KoMnaHum».

7) Paccblfika No noyTe 0AMHAKOBbIX UM aHANOTNYHbIX COO6LLEeHNN, He CBA3AHHbIX C 6U3HECOM, MHOTOUYUC/TEHHbIM
TemaTuyecknum TenekoHdepeHyMsaM, MPOBOAUMbIM B NO/Ib30BATE/IbCKNX CETAX (Cnam TenekoHdepeHuuni).

A.4.4 BepeHve 6no0ros

1) BefeHue 610roB COTPyAHUKAMM, KakK NPU MCMNOb30BaHUN UMYLLECTBA U CUCTEM «HaumMeHoBaHME KOMMNaHWU»,
TakK U NepcoHasibHbIX KOMMbIOTEPOB, HAXOAMTCA Takke B COOTBETCTBUM C YC/IOBUSIMU U OFPaHUYEHUAMU, N3M0XEHHBIMU B
3Toll nonuTuke. OrpaHMYeHHoe W HeperynspHoe WCnosib3oBaHue CUCTEM «HanMeHOBaHWe KOMNaHWu» NS y4yacTus B
6norax siBNAETCA NPUMeMeMbIM, NpW YCNOBWUM, YTO 3TO AenaeTcs NpPodecCMoHanbHO M OTBETCTBEHHO, He HapylaeT
nonnTuKy «HanMMeHoBaHMe KOMMaHUW», He HAHOCUT yuiep6a BCeM BO3MOXHbIM MHTepecaM «HaumeHoBaHue komna-
HUW», U He MellaeT 06blYHbIM TPYAOBbIM 00513aHHOCTSIM paboTHuKka. BegeHue 610roB U3 cuctem «HarnmeHoBaHWe KOM-
naHun» IBNSETCA Takke NpefMeToM MOHUTOPUHrA.

2) MonuTuka KoHhmaeHUnanbHon nHpopmauun «HammeHoBaHne KOMNaHUM» Takxe pacnpocTpaHsaeTca Ha 610ru.
Takum o6pa3oM, COTPYAHMKA HE MMEeNT npasBa packpbiBaTb Kakyl-n11M60 KOHMUAEHUMANbHYIO WX CNYXebHY MHMDOP-
Mauuio «HavmeHoBaHMe KOMMaHWM», KOMMepyeckue TaiHbl WAu No6oi ApYroil matepuasn, OXBauyeHHbI MNOAUTUKON
KoHbnaeHUnanbHol nHdopmauyun «HammeHoBaHWe KOMNAaHUW», KOTOPbIA 3aTparnsasnca npu BegeHun 6nora.

3) Mpu BegeHun 610ra COTPYAHWUKN HE AO/KHbI 3aTparmBatb Ty WHOpMaLMio, KOTopas MOXeT NOBPeAanTb Wau
3anATHaTh UMWUAX, penyTauuio n (Un) «Heoca3aemblii kanuTan» «HaumeHoBaHMe KOMNaHuwW» u (Mnu) n6oro n3 ee
COTpYyAHMKOB. COTpyAHMKAM Takxe 3anpeljaetcs genaTb Kakve-im60o AUCKPUMUHALMOHHbIE, NpeHebpexnTenbHble, fuc-
KpeauTupyloLme nan cBA3aHHble C nNpecnefoBaHnemM KOMMeHTapuu nNpu BefeHun 61ora Uan UHOM yyacTum B BefeHuU

CHuddumHr (SNIFFING) - lMpocnywunsaHme ceTeBoro Tpaduka.
> CnydduHr (SPOOFING) - MNMogmeHa nakeTos.
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Kakux-1m6o Aen. 3anpeLlleHHblX MoAMTUKON HeJonyLWeHnsa AUCKPpUMUHALMM 1 60pbbbl ¢ NpecnefoBaHnemM «HanmeHoBa-
HUe KoMnaHum>.

4) COTPYAHMKM He MOTYT NPUNNUCLIBATL JIMYHbIE 3aSAB/IEHUS, MHEHUS UK YBexaeHUs B OTHOWeHMn «HanmeHoBa-
HUe KOMNaHUW>. Korga OHW y4acTBYIOT B 6/10rax. ECim COTPyAHMK BblpaxaeT CO6CTBEHHbIE YOeXAeHUs U (M) MHeHNs
B 6/10rax, TO OH He MOXeT MPAMO WAW KOCBEHHO MNpeAcTaBnATb ceba B kauyecTBe COTPyAHWKA WM npefctaBuTens
«HavmeHoBaHWe KomnaHun:». COTPYAHUKN HeCyT OTBETCTBEHHOCTb 3a BCE PUCKM, CBA3AHHbIE C BefeHneM 6/10r0oB.

5) Hapsigy ¢ co6no4eHneM BCeX 3aKOHOB, KacatLnxcsi 06paboTKM 1 packpbiTha MHGOpMaLMK, 3alMILEeHHON aB-
TOPCKMM MPaBOM, WAW 3KCMOPTa KOHTPO/IMPYEMbIX MaTepuasioB, TOProBble Mapku, /oroTunel «HanmeHoBaHve komna-
HUM» 1 Nobas apyras MHTeNNeKTyanbHas CO6CTBEHHOCTb «HanMeHoBaHNe KOMNaHUW» He MOXET U He fo/HKHa UCNofb-
30BaTbCA B CBA3M C /I06LIMY AeACTBMAMU NO BeAEHNI0 610r0B.

A.5 TpuUHYyXaeHne K BbINMOJTHEHWNIO

No6oii coTpYAHWUK, MPU3HAHHbLIA BUHOBHLIM B HapyLIEHWW 3TON NOMUTUKM, MOXET 6biTb MOABEPrHYT AUCLUNAN-
HaPHOMY B3bICKAHUIO, BMN/IOTh A0 YBOJIbHEHUS.

A.6 Onpepenenus

TepMuH Onpepenexune

BegneHwne 6nora (blogging) 3anucu B 6nore. bnor (cokpalieHHo oT weblog) siBnsieTcA nepcoHasnbHbIM UHTEPHET-
XYPHanoM. KOTOPbIi YacTo 06HOBNAETCSA U NpeAHasHa4YeH AN MHDOPMUPOBAHUSA WK-
pOKOli 06LL,EeCTBEHHOCTH.

Cnam (spam) HecaHKLMOHUPOBaHHbIE U (USIN) HEXEeNaTe lbHble MacCOBblE PACCHISIKM MO 31EKTPOH-
Hoi1 nouTe.

A.7 Ctatnctuka namMeHeHu
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MpunoxeHune B
(cnpaBo4HOE)

KaTanor yrpos

B.1 JloxHoe npeAcTaBieHe MOJTHOMOYMNI U NpaB

- MNpepcTaBneHne MOXHbIX MOTHOMOUNIA, 6YATO Gbl OHM BEPHbIE, C HAMEPEHVEM BBECTU B 3abyXaeHune.

- MpepcTaBnexne 4pyroro napons, kawya nnu ceptudmkarta (HanprMmep, CUCTEMHOTO agMUHUCTPaTOPa).

- HecaHkyMoHpOBaHHOe NpruobpeTeHne 1 UCMOsIb30BaHNe aboHEHTOM YCyr, CBA3aHHbIX C UAEHTUMNKaLMOHHOW
MHpopmauueii (Hanpumep, naeHTudrkaTop/naponb NonbL30BaTeNs, ceaHcoBble (KpunTorpaduyeckne) knwum). OrpaHu-
YeHO AN1S1 UHANBUAYaNbHbIX aGOHEHTOB.

- HecaHkuMoHMpoBaHHOe NpuobpeTeHne U WCNoMb30BaHWe aAMWHUCTPATUBHOW MHOpMauun no ayTeHTudumka-
uun (Hanpumep, naeHTUdUKaTop nosnb3oearens/naposb).

- ATaku BOCMpoOM3BeeH s, BKoYas curHanusaymio.

B.2 Kpaxa ycnyr

- He3akoHHbIii 3axBaT NpMGbLILAM NOCTaBLYMKa YCAYT C Liefblo INWNTb NOCTaBLLMKa YCYT 3aKOHHOIO A0X0Aa.
- O6bmaH nocTaBLyvKa YCyr.

- HecaHKuyMoHupoBaHHOE yaaneHne nay u3MeHeHve naaTexHoin nHdopmauymm.

- KnoHnpoBaHue ycTpoiicTea.

- O6xof cuctem ycnosHoro goctyna (CAS - conditional access systems).

- N36bITOuHOE Ay6iMpoBaHne/pacnpocTpaHeHne nHopmanmn, genatoliee BO3MOXHbIMUA KpaXu YCyr.

B.3 BTOpXeHune B YaCTHYI XW3Hb U NpocCaywnsaHmne

- OTcnexvBaHve mofenu obpalieHns AN 06HapyXeHUs NAEHTUMNKALNOHHbIX AaHHbIX, MPUHAANEXHOCTW, Hanu-
4Yna U UCMONb30BaHUSA.

- 3axBaT Tpaduka - HecaHKLMOHMpPOBaHHasA 3anucb Tpaduka, BkIOUalolas NakeTHyl 3anucb, NakeTHyl perv-
cTpauuio n oTcnexuBaHne naketTos. BkiovaeT B ceba ynpaBnsiowWwmnii 1 cUrHanbHblii Tpaduk.

- HecaHKuynoHupoBaHHbI A0CTYN Kk aBOHEHTCKOMY NOTOKY BUE0- WU ayAN0AaHHbIX.

- HecaHkumnoHupoBaHHbIli goctyn k Tpacpmuky OAM&P.

- HecaHKUMOHMPOBaHHbIA JOCTYN K CUTHAaNIbHOMY Tpadmky.

- WHdopmauunoHHas «ybopka ypoxas» - HeCaHKLMOHWPOBaHHOe CPeACTBO MOJyYeHUS WAEHTUMUKALNOHHbLIX
[aHHbIX, KOTOPOE MOXEeT ABNATbCA pe3yNbTaTOM HeCaHKLMOHUPOBAHHOTO O6LWEeHUs 1 Kpaxkn uHdopmaunu. Coctout us
KONIeKUUN NAEHTUNKATOPOB, KOTOPble MOTYT 6bITb NpeAcTaBeHbl YnciaMu, Lenoykamm cumsonos, agpecamu URL n
T. 4.

- PEKOHCTPYKUWUN HOCUTENe faHHbIX - HeCaHKLWOHWPOBAHHbI MOHUTOPUHS, 3aMuCb, XpPaHEHUe, PEKOHCTPYKLWS,
OCO3HaHWe, TpakToBKa, nepesBod, W (Un) BbifeneHne Npu3HakoB NGO yacTh BUAEOCBSA3U, BKIOYAS WAEHTUYHOCTD,
Ha/iune nam cocTosHue.

- HecaHKUMOHMPOBaHHOE packpbiTe BO3MOXHOCTE aBOHEHTCKOro 06C/TyXUBaHUS.

- HecaHKUMOHMpOBaHHOE packpbiTUe npeablAyWwmnx uan Tekywero ob6palieHuii uam akTMBHOCTM aboHeHTa
(Hanpumep, cogepxaHue NpeabiCTOpuM MpocMoTpa aboHeHTOM Tenenepegaynm unm KoHteHta" VoO'l urposas pes-
TEeNbHOCTb B PeXUMe OHNalH 1 T. A4.).

- Atakn BocnpoussefieHus B CMW (nosTopHoe BocnpoussegeHne B CMW 3axBauyeHHbIX (opm uHdopmaLumu,
npefHasHa4yeHHol AN1A INYHOTO NOIb30BaHMUSA, C Lie/bl0 U3BMIEYEHNSA HE3aKOHHOW MPUObLIIN NN BTOPXEHNA B YaCTHYHO
XW3Hb).

B.4 MepexBaTt n mogndunkauuns

- iIMuTaumsa neperoBopoB 1 nepexeaT - BBOJ, yAasneHue, fobasneHune, nepemeLieHne, 3ameHa uim noAcTaHoBKa,
a TaKxe NHoe usMeHeHve N 6o YacTn nepegasaemoli MHPopMaLMKM, KOTOpble MEHAIOT N06YI0 YacTb ee CoAepXaHua n
(MNW) NAEHTUYHOCTb, HaNNuYMe Wan cTaTyc Nwboli 3 ee yacteil. BknwouaeT B ce6s1 ynpaBnsioWuii U CUTHaNbHbI Tpa-
huk.

- HecaHKLMOHUPOBaHHbI AOCTYN, U3MEHEHWE UK yhaneHune L poBoit nHdopmaymu.

- MOTOK AaHHbIX 415 NOXULLEHUS; BCTaBKW, U3MEHEeHUs W y[aneHns AaHHblX B NOTOKe, NPOBOAVMbIE HEeCaHKLWO-
HUPOBaHHbLIM CNOCO6OM.

- Mllo6ble BMAbI cnama.

- HecaHKunoHMpOBaHHasA nepegaya matepuasnos (M0 NOANTUYECKAM UMW APYTUM MPUYUHAM).

" KoHTeHT - CopepxaTefibHas 4acTb AaHHbIX [OKyMeHTa. MoXeT Bk/ouaTb TeKCT, U306paxeHus, BUAEO, 3BYK,
cueHapum (nporpamMmbl) unm n6oii gpyroin matepman.
2>VoD (video on demand) - Bugeo no 3anpocy.
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B.5 laBuHHasa mapwpyTunsauusa Tpadumka/nakeTos

- ATaka «0TKa3 B O6CNYXWBaHWM» Ha MNonb3oBaTesieil KOHeYHOW TOYKWM, NyTeM OTNpaBku GOMbLIOFO KO/MyecTBa
[lOCTOBEPHbIX MaKkeToB, BbI3blBasi MPepbiBaHNA B OKa3aHWW YCNyr, HEKOTOPblE M3 KOTOPbIX 3204HO MOTYT MOBAUSATL Ha
3/1eMeHTbl ceTu. MpuioxeHne nepectaeT OTBEYaTb Ha 3anpockl B pesynbTare neperpysku.

- CueHapuu nNaBUHHOI MapLlupyTM3auun nakeToB MPUBOAAT 3/1eMEHTbl KOHEYHOI TOYkM CeTW UIu cepBep K aBa-
puiiHoMy oTkasy, nepesarpyske, Uy UcHepnbIBaloT BCe Pecypchbl.

- DoS - nponyckHas cnoco6HOCTL MK NoTpebeHne pecypca; 60MbLWOK 06bem Tpaduka (Hanpumep, AN rPyNMbI
MHOroaZipecHoi paccbifiku).

- MNoTeHunanbHoe BAUAHWE TbicAY aboHeHTOB (Hanpumep. DSLAM” , cepBepoB, noAAepxuBamowWwmx Toicsiun abo-
HEHTOB).

B.6 VickaxeHHble nakeTbl 1 COOOLWEeHNS

- BnokupytoLe KOHeYHble TOUKM C HEAOCTOBEPHLIMU COOBLLEHNAMM - aTaka «0TKas B 06CNYXMBAHWM» Ha KOHeY-
HYl0 TOUKy (Hanpumep, cepBep) NOCPeACTBOM OTNPaB/EHUS HEKOETo KOJIMYyecTBa HeAeliCTBUTE IbHbIX COO6LLEeHNI, KOTO-
pble MOryT NPUBECTM K aBapuitHOMY OTkasy, nepesarpyske, Ui ucyepnartb Bce pecypchbl.

- VickaxeHHble coob6LEeHnsI MPOTOKOA - OTNpaBka UCKaXKEHHbIX COOBLLEeHNIT NpoToKona (Hanpumep, coobLeHwuit ¢
nepenosiHeHMEM WK NoTepeli 3HAYMMOCTM) Ha YCTPOICTBO, CHMXAKLIMX NPOM3BOAUTE/NILHOCTL YCTPOCTBA A0 TaKoii
CTeneHu, 4TO OHO He MOXeT 06paboTaTb 06bIYHbIE COOOLLEHNS.

- VickaxxeHHble coobLeHuns, Bbi3blBaloWmMe nepenosiHeHne dydepa.

- MoTeHuManbHoe BAUsIHWE Thicsiy a6OHEHTOB (Hanpumep, cepBepbl, NOAAEPXMNBAOLME ThICAYN aGOHEHTOB).

B.7 MogfenbHble coo6ULeHuns

- ATaka «0Tka3 B 06CMyXuBaHWM», KOTOpas HapyllaeT YCnyry nocpefcTBOM [OCPOYHOro 3aBeplUeHWs ceaHca
CBA3N.

- CnyhpuHr ynpasnsoowmx coobweHnit. 310yMbILLIEHHbIA TpadvK ynpaBneHuss — tpaduk, BBOAUMbIA B cucte-
My CBSI31, BbI3blBasi HEMCNPABHOCTW MPUMIOXEHUIA N CepBePOB AN TpadukK, HanpaBAsieMblii Ha NOXHblE afjpeca HasHa-
yeHus. JIoXHble ynpaBnsaioLie COOBLEeHNs UCNONb3YITCA A1 U3MEHEHUA CTPYKTYpbl APEBOBUAHbIX MHOroajpecHbIX
CXeMm pacnpejenieHus 1 HapylalT Heobxoanumoe pacnpejenieHne faHHbIX Mexay y3namu cetu. DoS - wwupokosela-
TefbHasa pacchblfika (hUKTUBHOTO COO6LLEHNSA, YTBEPXAAIOLLEro, YTo CyLLeCTBYyeT BbICOKUI ypPOBEHb MOTEPb B KaHane uau
BbICOKas NeperpyXeHHOCTb; NpUYMHa 3TOro NpuBefeT K CHVXKEHUI0 CKOPOCTU nepegauu, 3aTparusatolein gpyrux abo-
HEeHTOB.

- JlToXHble cOoO06LLEeHNA KOHEYHOro NCNob30BaHUS 1 OTBETHbIE [eCTBUS NPUNOXEHWUI UK cepBepa.

- N3ameHeHnue IP- n MAC-agpecos, umutupyowmne MAC- n IP-agpeca apyrux nonb3osaTeneii 4na 3axsata notoka
[JaHHbIX.

8.8 OcHoBHas nnatcopma DoS

- YaseumocTu 6a30BOI onepaLyoHHON CUCTeMbl UM BCTPOEHHOTO MPOrpaMMHOrO CpeAcTBa, KOTopble 3arparu-
BAOT NPUNOXEHNE UMW YCAYTY.

- «BbI6paTb U aKTMBM3MPOBATb» - UCMOMb3yeT CBOGOAHO AOCTYMNHYI0 B WHTepHeTe MHopMauuio 4N ckauuBa-
HUSA.

- ATaKu «0TKa3 B 06C/YXNBaHNN», CHIXAIOLLME NPOU3BOAUTENBHOCTb YCTPOICTBA. Mpu aKcnyaTauum 3Tn ys3su-
MOCTU WUMelT BO3MOXHOCTb PAcCMpOCTPaHSATLCS Ha ThICAYM YCTPOMCTB (Hanpumep, KIMEHTCKUX YCTPOWcTB). MoTeHuu-
anbHbIM pe3yNbLTaToOM SABMSETCA NepepacnpesenieHne um nogaepxaHue Toicay YCTPOACTB.

B.9 KomnpomeTame YCTaHOBJ/IEHHOTIO nporpaMmMHOrIo cpencTea, Cﬂy)KeGHbIX AaHHbIX NN KOHd)I/IpraLWII/I
Cuctembl

- BBOA, BpeJOHOCHbIX NporpaMm, LWNUOHCKUX NporpamMmm, pyTKUros'l

- HecaHKUMOHWpPOBaHHOE KOMMpOBaHWe, YCTaHOBKA, M3MeHeHuWe ypaneHus daiinos akcnayaTupyemoro npo-
rpaMMHOro cpejcTsa 1 KoHdurypaumm.

- HecaHKU1OHMPOBaHHOE KONMpoBaHue, packpbiTue UHopMaumn, cosfaHne, U3SMEHEHNE UK yaaneHue cnyxe6-
HbIX f@HHbIX (Hanpumep, CUCTEMHbIX XXYPHA/I0B, NATEXHbIX PEKBU3UTOB, KoYel LWndpoBaHns, KOHTeiHepoB AN1A Xpa-
HEeHUA Knoueid paclunpoBKy U T. N.).

- ATaku «pacnpegesnieHHblli 0Tkas B 06CNyXMBaHUU», NCNO/b3YIOLME CKOMNPOMeTPOBaHHble ycTpoiicTBa, npu-
BOJALLME K aBapuiiHOMY O0TKasy yCiyru.

- HecaHkuUMOHVWpOBaHHOE CO3AaHne UAnM U3MeHeHne UHGopMaLun aboHeHTCKoW cnyx6bl (Hanpumep, nposepka
NOA/IMHHOCTM UH(OPMALMUN, CEAHCOBbIX K/tOUelt).

- HecaHKUMOHMpOBaHHaA UK HEHYXHasA akTuBauus| geakTueaLmnsa nornyecknx (MPOTOKOI0B) NOPTOB.

" DSLAM (Digital Subscriber Line Access Multiplexer) - MynbTunnekcop goctyna K LucpoBoii abOHEHTCKON nun-
HUW.
5L PyTkuT (rootkit) - Mporpamma unv Ha6op nporpamMm A5 COKPbITUS CNEe0B NPUCYTCTBUA 3/10YMbILIEHHNKA.
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B.10 Wcuepnanue pecypca

- HepocTaTks B mporpamMHOM WM annapaTtHOM CpefcTBe, KOTOpble MPMBOAAT K MCTOLLEHMIO PeCypCcoB namaTu
(Hanpumep, 6ydepoB) B cucteme.

- HepocTtatkv B nporpaMMHOM uAW annapaTtHOM CpefCcTBe, KoTopoe noTpebnseT Hanbosbliee KoM4ecTBo pecyp-
COB LieHTpasbHOro npoueccopa B cucteme.

- Ownbkn B 060pyAOBaHMM NN NpOrpaMMax, orpaHnynBaloLLe NPoNyCckHy CNOCOOGHOCTb KaHana CBA3N.

- HepgocTaTku B nporpaMmMHOM UK annapaTHOM cpeAcTBe, CO3jaloLine HeHyXHble COOBLLIeHNA, CHMXaroLw e npo-
NYCKHYI CMOCOOHOCTb.

- Hanpumep, MHOXeCTBO LWK/I0B Nporpamm, LyKA0B MapLipyToB.

B.11 HecaHKLMOHUPOBAHHOE CETEBOE CKAHWPOBaHNWe ¥ TeCTOBble CO06LeHNs

- CKaHMpoBaHue nopToe/axo-TecTupoBaHne. ATakytowmnii MOXeT BbINONHUTL 06LLe0CTyNHbIE NPOrpamMmMbl CKaHU-
poOBaHMA XOCTa, KOTOPbIV NOACOEAMHEH K CETU. YCNyrn XocTa /18 YCTPOWCTB, KOHTPOMMPYOWMX nopT, 6yayT pearnpo-
BaTb, BO3MOXHO, NPeAoCTaBNAs NH(DOPMALMIO aTakyoLemy.

- CkaHupoBaHve fN1a noucka yssBumocTei (Hanpumep, nessus4), ceTeBoe oTobpaxeHue (Hanpumep. NMAP2).
ATaKyLNii MOXET BbINONHUTL 06LLEOCTYMNHbIE NPOrPaMMbl Ha XOCTe, MOAK/IOYEHHOM K CETU, KOoTopas 3anpaiivsaeT
KOHpUrypauymio ycTpoiictea 1 TONOOTNIO CeTH.

- HecaHKUWOHMPOBaHHbIV YyAaneHHbIA [OCTYN K pe3nfeHTHbIM nporpammam WM (yHKUWAM Ha ycTpoiicTse
(HanpumMep, ncnonbL3oBaHne pyTk1Ta 4158 06ecneyeHuns TaiiHbl).

B.12 KomnpomeTauusa gaHHbIX NpUIoXeHns aboHeHTa

- HecaHKUuMOHMpPOBaHHOE pacKkpbiTUe, cOo3AaHve, W3MEeHeHWe, KOMMpoBaHWe, yAaneHue [aHHblX, CO3[aHHbIX W
(nnn) ncnonb3yeMmbix NPUNOXEHUI, AOCTYNHbIX AGOHEHTY.

- BkniovyaeT vHpopmaumio, XxpaHaLylocs B CeTU NocTaBluka ycayr oT MMeHn aboHeHToB (Hanpumep, nHgopma-
LMOHHbIE pecypcbl BUAEO Ha LMpOBOIi BUuAeo3anucu).

B.13 Kpaxa KoHTeHTa

3axBaT uudpoBoro cepTudukata 418 yNpaB/ieHUS  KOHTEHTOM UM fAaXe  LIMpOKoBellaTe/lb-

HbIM'NepepacnpeAeneHHbIM NOTOKOM ApYrux aboHEeHTOB.

- 3axBaT nakeToB No gomallHel ceTn n nogcetn IP.

- Bbixof 13 aHanoroBbIX MOPTOB BbIBOAA Ha BHELLHEE 3anucblBalolLee ycTPOiCTBO.

- Bbixof 13 LMhPOBOro NopTa Ha BHELLUHEE 3anucbiBaloLLee yCTPONCTBO.

- KonnyecTBo ocyLecTBNEHHbIX BOCNPOU3BEAEHNIA NpeBblllaeT CyLWecTByOLWee orpaHnyeHne Ha HIX.

- [locTyn K He3aKOHHOMY KOHTEHTY (Hanpumep, nupartckoii uHdopmaLum).

- O6xog cuctem ycrnoBHoro goctyna (CAS).

- KonupoBaHve nHchopmMaumn ¢ ANCKOBOTO 3anoMUHalOLWero ycTpoicTBa Ha cepBep WK YCTPOWCTBO KOHEYHOro
nonb3oBaTens.

B.14 [locTyn K HeXenatesbHOMY KOHTEHTY

- CnyuaiiHblil gocTyn.
- YMbILWEeHHbI focTyn.

B.15 KomnpomeTauus uHpopmaumm o6 aboHeHTe

- Vicnonb3oBaHve coumanbHoli UHXEHEepUK 4151 NONYYeHUs MHdopMaLmy 06 aboHeHTe.

- HecaHKUMOHMPOBAaHHOE packpbITUe, CO34aHue, U3MEHEeHUe, KOMMPOBaHWEe WK yaaneHne nHgopmauun 06 a6o-
HeHTe (Hanpumep, agpec, HoMep TefedoHa, YMC/O Y4YeTHbIX 3anuceil, MHOPMALMs O KPeAUTHbIX KapTax, 3anucu
DNS/ENUM” uT.4.).

- OrpaHuyeHHasi 0TBETCTBEHHOCTb OTAE/IbHbIX aGOHEHTOB.

B.16 MepexBaT ceaHca CBSA3W U YCAYT MacKUpOBKN WMEH

- WmnTpoBaHne nermTMMHOIO nocTaslyuka ycnyr. 3axsaT LMppoBoro ceptudukarta oT nocraslimka, YTobbl nU3-
MEHUTb MOTOKM 1 BK/IOUYNTL NI06YI0 MHDOPMALMIO MO XeNaHuo.

- iIMuTauma nernTMMHOro ceTeBOro ycTpoiicTBa, BUAEO-CepBepa, UrPOBOro cepeepa, cepsepa DRM4.

- ATaka «YesnoBek nocpeguHe».

- MepeHanpaBneHne BUAEONOTOKA K HECAHKLMOHMPOBAHHOMY YCTPOICTBY.

1INessus - lMporpamma 18 aBTOMaTUYECKOro rnovcka v 06HapyXeHNs M3BEeCTHbIX YA3BUMOCTe 1 6pelueil B 3a-
WmMTe NHPOPMALMOHHBIX CUCTEM.
2NMAP - YTunuta, npefHa3HauyeHHas An1a ckaHupoBaHus IP-ceTeil ¢ No6biM KONMYECTBOM 0GBHEKTOB U onpeae-
NeHNs COCTOSIHNA 06BEKTOB CKaHVPYEeMOii ceTu (MOpPTOB N COOTBETCTBYIOLMX UM CIYXO).
" ENUM (Electronic Number Mapping System) - 9nekTpoHHasa cuctema 0To6paxeHUss HOMepoB.
** DRM (Digital Rights Management) - YnpaBneHus npaBamu Ha LM poBble MaTepunasbl.
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8.17 HecaHKUMOHUPOBAHHOE ynpaB/ieHne

- HecaHkuynoHMpoBaHHOE MCMO/b30BaHME BCTPOEHHOTO MPUIOXKEHUS MO yNpaBAEHUI0 WAV BbIMO/THEHWE KOMaHp,
ynpaBneHus. Hanpumep, MaHunynpoBaHue ¢ HacTpoiikaMu mogema 415 6/10KMPOBKKN OnpefesieHHbIX YCnyr.

- NNoxHble/M3mMeHeHHble CO06LLEeHNs MPOTOKOa ynpasieHnus. Hanpumep, MaHunynnpoBaHue ¢ HacTpolikamMu Mo-
Aema Ana 6/10KMPOBKM MW pa3pelleHns onpeAenieHHbIX NPoTokonos (Hanpumep. SNMP).

- VI3mMeHeHune yfganeHHbIX coobLweHnii no ynpasnieHuio (Hanpumep. MI'TM™).

- He3akoHHble gelicTBMA abOHEHTOB No camoobecneyeHunto. Hanpumep, pekoHdurypaumsa cTpobupytowero curHa-
na Ana ypaneHus orpaHUyYeHusi Nosiochl NPOMNyCckaHUs C Lenblo NoSyvyeHus MeA/IeHHOro CoeiHeHUs ANns Apyrux a6o-
HEeHTOB W/ yBENNYEHNA NPOMYCKHON CNOCOBGHOCTU ANA ceba.

- CaHKLUMOHNPOBAaHHbI areHT ynpaB/ieHns, BbINOHSIOWMNA HECAHKLMOHUPOBAHHbIE feiiCTBUS.

- HecaHkunoHnpoBaHHOE ynpasfieHne CoAepXNMbIM, Hanpumep, 3arpyska, yjaneHne cogepXxumoro nan naMeHe-
HVe faTtbl Havyana paboTbl (gaThbl, KOrga cogepXmmoe CTaHOBUTCA AOCTYMNHbIM A8 Ny6AMYHOro NpocMoTpa).

- HecaHkUuoOHWpOBaHHOE ynpasiieHne aboHeHTaMu, Hanpumep, HecaHKLWOHWPOBaHHOE npejocTasieHne abo-
HEeHTY fesATeNbHOCTA, BK/OYas NOBbILIEHNE/NOHWKEeHNe aboOHEeHTCKUX NpUBUAErnii NpocmMoTpa BU3yasbHOro otobpaxe-
HUs.

" MITM (man-in-the-middle) - ATaka MeToAOM nepexBaTa COOOLLEHNI N NOAMEHbI KNOYEN.
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Mpunoxexnune JA
(cnpaBo4HOE)

CBefeHNsi 0 COOTBETCTBUM CCbIJIOYHbIX MEXAYHAPOAHbIX CTaHAApPTOB
HaUMOHa/IbHbIM CTaHAapTaM Poccuiickoli deaepauunm

Ta6nunua [JA 1

O603HauYeHNe CCbIIOYHOTO CrteneHb O603HayYeHNe M HaUMeHoBaHue
MeX/[yHapoaHoro ctaHaapTa cooTaeTcTaus COOTBETCTBYIOUW Er0 HAWOHANbLHOTO CTaHAapTa
MCO/M3K 27000:2009 oT FOCT P NCO/M3K 27000 -2012 WHdoOpMaLMOHHAA TexXHOo-

norns. Metogbl n cpeactea obecneuveHus 6esonacHocTu. Cu-

cTeMbl MeHeKMeHTa MHOPMaLMOHHO! 6e3onacHocTu. O6wunii
0630p ¥ TEpMUHONOTNSA

NCO/M3K 27033-1:2009 IoT FOCT P NCO/M3K 27033-1-2011 WHopmauymoHHaa Tex-

Honorna. MeToabl U cpeacTBa obecneveHusi 6e3onacHOCTU.
BesonacHocTb ceTeil. HacTb 1. O630p M KOHLEeNuun

MpumeuvaHune - B HacToswell Tabnuue MCNOMb30BAHO CNefylollee YC/OBHOE 0603HAYEeHWE CTEMEHM
COOTBETCTBUSI CTaHAapTa:

- IDT — MAEHTUYHbIV cTaHAapT.
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YK 006.034: 004.056: 004.057.2 OKC 35.040

KntoueBble crioBa: VIHCbOpMaLI,VIOHHaFI TexHonorusi, 6e3onacHocTb ceTw, Mepa U CpeAacCTBO KOHTpOA wn
ynpaBneHus, ceTeBoi CLI,GHElpMI7I. PUCK ceTeBoli 6e3onacHoCTH, yrpo3a 6e30nacHoCT®, MeTo/ NpPoeKkTupoBa-
HVA 6e3onacHoCTy
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