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M E X T OCUY 4O APTCTODBETHHDbB 1 C TAHOAPT

NHpopMaLMOHHbIE TEXHOIOTUY
OBWWME NPABUNA NPUMEHEHWA ASN.1
Be30nacHOCTb GbICTPbLIX CETEBBLIX YCNAYT

YacTtb 3

Information technology. Generic applications of ASN.1. Fast infoset security.
Part 3

Jata BBegeHus — 2015—09—01

1 O6nacTb NpUMEHEHUSA

B HacToAwem cTtaHfapTe onpegesieHbl YeTblpe KAHOHUYECKUX anroputma 6blcTporo nHo-Habopa, Ko-
TOpble MOryT 6bITb UCMONb30BaHbl B NpuMeHeHun W3C XML-nognucu. a Takxe npegoctasneHsl URI gnsa atnx
anropuTMosB.

B HacTosleM cTaHfapTe Takke onpefesieHbl pacliMpeHns ypoBHS NPUIOXKEHUA K npasunam o6paboT-
kn W3C XML wwncpoBaHusa ans wudposaHua yactn XML nHdo-Habopa (cm. 8.1), cepnann3npoBaHHOro Kak
OOKYMEHT 6bICTPOro uHgo-Habopa. n gewndpoBaHus 3awmdpoBaHHOK yactu (cM. 8.3). cepuannsnpoBaHHOM
KaK fOKYMEHT 6bICTPOro nHgo-Habopa.

B HacTofAWwem cTaHfapTe He paccmaTpuBaeTcs MCNOMb30BaHWe 06bIX NONYYNBLUUXCA 3NEMEHTOB WH-
hopmaymn W3C XML-nognvucu nnm anemeHToB nHgopmayun W3C XML wrdposaHus.

2 HopmaTunBHbI€ CCbhIIKU

Ana npuMmeHeHna HacTosLLero ctaHaapra HeO6X0,ﬂ|MMbI crnefylouime CCbl/NIOYHbIE AOKYMEHTLI. na gatn-
POBaHHbLIX CCbIJTOK NPUMEHAKT TOJ/IbKO YKa3aHHO€E usfaHue CCbI/IOYHOro OKYMeHTa, AN1A HeAaTUPOBAaHHbIX —
nocnegHee n3gaHnWe CCbIJIOYHOIO AOKYMEHTa (BKI'II-OHaFI BCE U3MEHEHNA K HeMy).

2.1 NAEHTNYHble peKOMEeHAaLUumm n MexayHapoHble cTaHgapThbl

- ITU-T Recommendation X.891 (2005) | ISO/1EC 24824-1:2007. Information technology — Generic ap-
plications of ASN.1: Fast infoset (PekomeHngaumna MC3-T X.891 (2005) | ISO/IEC 24824-1:2007 NHcbopmavnu-
OHHble TexHosnorun. O6wune npasuna npumeHeHns ASN.1. BbicTpble KOMaH/bl)

2.2 flononHNTEeNbHbIE CCbINKN

-ISO/IEC 10646:2003’ 1Information technology — Universal Multiple-Octet Coded Character Set (UCS)
(ISO/IEC 10646:2003 NHhopMaLMOHHbIe TEXHONOMMU. YHUBEPCasbHbIi MHOTOOKTETHbIA HAbGOp KOAUPOBaH-
HbIX cumBonos (UCS))

-W3C Canontwa! XML:2001. W3C Canonical XML Versron 1.0, W3C Recommendation. Copyright ©
(15 March 2001] World Wide Web Consortium. (Massachusetts Institute of Technology. Institut National de
Recherche en Informatique et en Automatique. Keio University), http://vAwv.w3.0rg/TR/2001/REC-xml-
c14n-20010315 (KaHoHuuyeckunidi XML 2001, KaHoHunueckuii XML Bepcus 1.0, PekomeHfaumns kKoHcopunyma
W3C. © [15.03.2001] KoHcopuuym BcemupHoi nayTuHbl (MaccavyyceTCkuin TeXHOMOrMYecknii UHCTUTYT. Haum-
OHa/lbHbI MHCTUTYT UCcnefoBaHnit B 06/1aCT KOMMNbIOTEPHON 06paboTKM faHHbIX U aBTOMaTUKU. YHUBEpCUTET
Kaiio), http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315)

1>3ameHeH Ha ISO/IEC 10646:2017.

W3paHue ouymansHoe
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-W3C XML Encryption:2002, XML Encryption Syntax and Processing. W3C Recommendation. Copy-
right © [10 December 2002] World Wide Web Consortium (Massachusetts Institute of Technology. Institut
National de Recherche en Informatique et en Automatique, Keio University), http://www.w3.0rg./TR/2002/
REC-xmlenc-core-20021210 (Wudposanne XML:2002. CuHTakcuc n obpabotka wudposaHna XML, Peko-
MeHgauunsa koHcopuymyma W3C. © [10.12.2002] KoHcopunym BceMmupHoi nayTuHbl (MaccavyceTckuii TEXHOM0-
TMYeCKUA UHCTUTYT. HaunoHanbHbIA UHCTUTYT UCCAeA0BaHUA B 061aCTV KOMMbIOTEPHON 06PabOTKN AaHHbIX 1
aBToMaTukn. YHusepcuteT Kaiio), http://www.w3.0org/TR/2002/REC-xmlenc-core-20021210)

-W3C Exclusive Canonical XML2002, W3C Exclusive XML Canonicalization Version 1.0. W3C Rec-
ommendation. Copyright © [18 July 2002] World Wide Web Consortium (Massachusetts Institute of Technol-
ogy. Institut National de Recherche en Informatique et en Automatique. Keio University). http://www.w3.org/
TR/2002/REC-xml-exc-c14n-20020718 (Mckntoyatowmnii kKaHoHMYeckniAi XML:2002. Vcknovatrouwas KaHOHU3a-
unsa XML Bepcus 1.0. PekomeHgauns koncopuymyma W3C. © [18.07.2002] KoHcopumym BcemupHoii nayTuHbl
(MaccauyceTckuii TEXHONOTMYECKNIA MHCTUTYT, HaunmoHanbHbIi MHCTUTYT UccnefoBaHuii B 061acTM KOMNbIO-
TEPHOI 06pabOTKM fAaHHbIX U aBTOMaTUKU. YHuBepcuteT Kaiio). bUp:/fr/m«.«|3.orgAP/2002/PEC-xT1-exc-
c14n-20020718)

-W3C XML Information Set:2004. XML Information Set (Second Edition). W3C Recommendation.
Copyright © [04 February 2004] World Wide Web Consortium (Massachusetts Institute of Technology. Insti-
tut National de Recherche en Informatique ot en Automatique. Keio University). http://www.w3.0rg/TRy2004/
REC-xml-infoset-20040204 (XML uHcopmaLnoHHbIA Ha6op:2004. XML mHopmaLunoHHbIi Habop (BTopoe
nsganue). PekomeHgauuns koHcopunyma W3C. © [04.02.2004] KoHcopumym BcemupHoii nayTuHel (Maccauy-
CEeTCKWI TeXHONOrMYecKNin NHCTUTYT. HaunoHanbHbIi UHCTUTYT UccnenoBaHnii B 061acTu KOMNbIOTEPHON 06-
paboTKM AaHHbIX N aBTOMaTUKN. YHUBepcuTeT Kaiio). http://www.w3.0rg/TR/2004/REC-xml-infoset-20040204)

-W3C XML Signature:2002. XML-Signature Syntax and Processing. W3C Recommendation, Copyright ©
[12 February 2002] World Wide Web Consortium (Massachusetts institute of Technology. Institut National de Recher-
che en Informatique et en Automatique. Keto University). http://www.w3.0org/TR/2002/REC-xmldsig-core-20020212
(XML-noflnnch:2002, CuHTakcuc n o6paboTtka XML-nognucu. PekomeHgaumsa koHcopunyma W3C. © [12.02.2002]
KoHcopumym BcemupHo nayTuHbl (MaccauyceTckuii TEXHONOTMYECKUA MHCTUTYT. HaunoHanbHbI UHCTUTYT uUC-
cnepoBaHmWii B 061acT KOMNbIOTEPHO 06PaboTKN AaHHbIX 1 aBTOMaTuKW. YHuBepcuteT Kaiio). http://www.w3.org/
TR/2002/REC-xmldsig-core-20020212)

-W3C XPath:1999. XML Path Language (XPath) Version 1.0. W3C Recommendation. Copyright ©
[16 November 1999] World Wide Web Consortium (Massachusetts Institute of Technology. Institut Nation-
al de Recherche en Informatique et en Automatique. Keio University). http://www.w3.0rg/TR/1999/REC-
xpath-19991116 (XPath:1999. A3bik XML Path (XPath) Bepcus 1.0. PekomeHgauuns koHcopumyma W3C,
© [16.11.1999] KoHcopumym BcemupHoii nayTuHbl (MaccavyyceTckuii TEXHONOTMYECKMIA UHCTUTYT. HaunoHanb-
HbIi MHCTUTYT MccnefoBaHUn B 06n1acT KOMNbLIOTEPHON 06pPabOTKM AaHHbIX U aBTOMAaTUKU. YHMBepcuTeT
Kaiio), http://www.w3.0rg/TR/1999/REC-xpath-19991116)

3 TepmuHbI 1 onpegeneHus
B HacToslweM cTaHfapTe NPpUMEHeHbl cneayllne TepMUHbI Mo MeXAyHapoHbiM cTaHdapTam:

3.1 3aumcTBOBaHHbIE TEPMUHbI

B HacTosiwem cTaHfapTe Mcnosib3oBaHbl cneayouwmne TepMnHbl no ISO/IEC 8824-1:
a) LOKYyMeHT 6bicTporo uHeo-Habopa (fast infoset document);

b) anemeHT nHpopmayun (information item);

c) ucxopHolii cnosaps (initial vocabulary);

d) XML nHdo-Habop (XML infoset).

3.2 lono/IHUTEIbHbIE TEPMUHBI

B HacToAwWwem cTaHjapTe NpYMeHeHbl creAylolme TEPMUHbI C COOTBETCTBYIOL MMM ONpeAeseHnamu:

3.2.1 pacwupeHus ypoBHsa npunoxeHus (ans W3C wudposaHus) (application-level extensions (for
W3C Encryption)): OnpegensioT AeiicTBUSA, KOTOPble JO/DKHbI OblITb NPUHATLI NPUIOXEHWEM, ecnn npasuna
W3C wndpoBaHMsA He MOJTHOCTbIO ONpefensioT 4eiCTBUS, KOTOPble AO0/MKHbI OblTb MPUHATDI.

3.2.2 kaHOHMYecKknii anropuTm 6bicTporo nHpo-Habopa (canonical Fast Infosetalgorithm): AnropuTtm,
KOTOpbI MCNosb3yeTcs Kak BXoaHoW XML nHgo-Ha6op (cm. W3C XML nHopmayuoHHblii Habop) nnu Ha6op
y3noe XPath (cm. W3C XPath) n chopmupyeT BbIXOAHON KAHOHWYECKWIA JOKYMEHT 6bICTPOro nHo-Habopa.
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3.2.3 KAHOHNYeCKNUN JOKYMEHT 6bicTporo uHo-Habopa (canonical fast infoset document): Joky-
MEHT 6bICTPOro nHho-Habopa. cYOPMUPOBAHHbLIA KAHOHUYECKMM afifOPUTMOM BbICTPOro nHeo-Habopa.

3.2.4 xaHOHu4Yecknii XML anroputm (canonical XML algorithm): ANroputM, KOTOPbIA NpUHUMAET Ha
Bxofae XML nHgpo-Ha6op, npaBuibHO NOCTPOEHHbIN XML-f0KyMeHT nnmn Habop ysnos XPath, n hbopmupyet Ha
BbIX0J€e NpPaBU/IbHO NMOCTPOEHHbI XML-A0KYMEHT B KaHOHU4Yeckoli dhopme.

MpumeyaHue — KaHoHnueckme XML anropuTMbl B HACTOALLMI MOMEHT onpegenstoTca W3C kaHOHUYeCKUM
XML n W3C vckmoyarowmm kaHoHn4ecknm XML.

3.2.5 kaHOHu4Yeckmin XML-gokymeHT (canonical XML document): MpaBuAbHO NOCTPOEHHbIN XML-
[LOKYMEeHT. c(DOPMUPOBaHHbI kKaHOHMYecKuM XML anropntmom.

3.2.6 yacTb anemoHTa (XML nHdo-Habopa) (element part (of an XML infoset)): VIHopmaLMOHHBIi
aneMeHT element (U Bce MH(OPMALMOHHbIE 3/IEMEHTbI, KOTOPble SBASAIOTCA NPOU3BOAHbLIMU WHpOPMALMOH-
HOro afieMeHTa element).

3.2.7 yacTb cogepxumoro anemeHTa (XML nuo-Habopa) (element content part (of an XML infoset)):
Bce nHdopmaLumoHHble 3neMeHTbl B cBolicTBe [children] nHdpopmaynoHHoro anemeHta olemont (n nHdop-
MaLUVOHHbIE 3/1EMEHTbI, KOTOPbIE SIBAAIOTCA NPOM3BOAHBIMU 3TUX MH(POPMALMOHHbBIX 3/IEMEHTOB).

4 CokpaueHunsa

B HacTosAlweM cTaHAapTe NPYMeEHEeHbl CeayloLne CokpalleHus:

URI — Uniform Resource Identifier (yHuduunposaHHblit ngeHTudrkatop pecypca);

UTF-8 — Universal Transformation Function 8-bit (yHuBepcanbHblii ¢hopmaT npeob6pasoBaHns 8-6MT)
(cm. ISO/IEC 10646. npunoxexune D);

W3C — World Wide Web Consortium (KoHcopuuym BcemMupHoii nayTuHbl).

5 Hortauua

5.1 B HacTosilweM cTaHgapTe NonyxupHolii wpndt Courier New ucnonb3yetcs gna HoTauum ASN.1,
a NoNyXuWpHblin wWpndTt Arial — gna W3C XML cuHTakcuca M MMeH MHpOPMaLNOHHBLIX 3n1eMeHToB XML
MHOpMaLMOHHOTO Habopa.

5.2 Ha3BaHuA CBOWCTB MHMOPMALMOHHbBIX 31IEMEHTOB NUWYTCA NONYXUPHbIM WpudTom Arial n 3a-
K4YalTCcA B kKBagpaTHble ckobku (Hanpumep, [children])

5.3 URI nuwyTcsa NONYyXUpPHbIM WpudTom Arial n 3aknioyaloTcsa B KaBblYKu.

HAMNPWUMEP: «http://www.w3.0rg/2003/05/soap-envelope».

6 KaHOHUYecKkne anropuTMmbl 6bICTPOro MHgo-Habopa

6.1 TpeboBaHUA K KAHOHMYECKUM anroputmam 6biCTPpOro nHgpo-Habopa

6.1.1 Cnepgywolwme NnoAnyHKTbl onpefenstoT BBOA U 06uMe Tpe6OBaHUA K KAHOHMYECKUM anroputMam
6bICTpOro nHpo-Habopa. OnpeaeneHHble anropuTMbl BGbICTPOro MHGO-Habopa (KoTopble ccbinalTca Ha 3TOT
NYHKT) paccCMOTpeHbl B 6.4.

6.1.2 KaHOHMYeCcKuii anroputm 6bICTPOro MHo-Habopa AO/KEH onpefennTb kKaHOHU4Yecknit XML anro-
PUTM. KOTOpPbI MCNONb3YyeTCA B KOHLENTyanbHOM npouecce npeobpasosaHns (cm. 6.1.5).

MpumMmeyaHune — ITOT CTaHAAPT He onpeenseT kaHoHn4yeckme XML anroputmMbl. AITOPUTMbI, UCMONb3YeMble
B 6.4. onpegenatwotca B W3C kaHoHnyeckom XML n W3C mckiovarolemM KaHoHnyeckom XML.

6.1.3 KaHOHMYecKunii anroputm 6bICTPOro nHgo-Habopa AosmkeH onpegenuts URIL. KOoTOpbI ncnonbsyeT-
cs ANA 06bABMEHUA anroputMa B MHOpMaLoHHbIX anemeHTax W3C XML-nognucu (cm. 7.2).

6.1.4 KaHOHMYeCcKuit anropntm 6bICTPOro MHo-Habopa AO/MKEH NPeAcTaBNTb KAHOHUYECKUIA [JOKYMEHT
6bICcTpOro uHo-Habopa gna npeobpasoBaHns cneayoLwx BBOAOB:

a) XML nHco-Habopa.

b) Habopa y3nos XPath. npon3BeAeHHOro NpaBubHO NOCTPOEHHbIM XML-40KyMeHTOM, Korga oH npeo6-
pasoBaH, kak onpegeneHo B 6.1.5. a).

MpumevyaHns
1 Mopaepxka HabopoB y3n0B XPath fo/mkHa rapaHTVpoBaTh, YTO HACTOSLLMIA CTaHAAPT ABSETCA COBMECTUMBIM C
XML cTaHgapTamu, cBsizaHHbIMU ¢ 6e3onacHocTbio. W3C kaHoHuueckuii XML n W3C nckntovatowmin kaHoHnyeckunii XML

3
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MCMONb3YIT Mogesb faHHbix XPath (cM. W3C XPath, n. 5). W3C XML-nognuce onnceiBaeT npeobpasoBaHus, NCMosb3ys
XPath gns kaHoHM3aummn n puneTpaummn (cm. W3C XML-nognuce. 6.5 n 6.6.3 COOTBETCTBEHHO).

2 Beopg Habopa y3nos XPath, npon3segeHHOro XML-A0KyMEHTOM, NOCTPOEHHbIM HENpPaBW/bHO, He NoaAepXvBa-
eTca ANa KaHoHM3auu 6bICTporo nHo-Habopa (1. cnegosatenbHo, Ans W3C XML-nognviceld, nponsseAeHHbIX Npu no-
MOLLY KAHOHWYECKOro airopuTMa 6bICTPOro NHAo-Habopa).

6.1.5 KoHuenTyanbHble warn npeobpasoBaHuns, BbIMOMHAEMble KAHOHUYECKUM anropuTMom 6biCTpOro
UHo-Habopa. ¢ uenbio NPoM3BEeCTN KAHOHNYECKUA AOKYMEHT 6bICTPOro nHgo-Habopa. AO0MKHbI 6bITb Cneay-
OWMUMN:

a) BXogHOW XML 6bicTpblii MH(hO-Ha6op nnu BBOog Habopa y3nos XPath npeo6pa3oBbiBalOTCA (KAHOHU-
yeckum XML anroputmom), 4To6bl NPOU3BECTU KAHOHUYeCKNA XML-A0KYMEHT, Kak onpegeneHo B 6.2;

b) KaHOHMYecknii XML-AOKYMEHT aHanusnpyeTtcs, 4Tobbl nponssect XML 6biCTpbIA MHO-HAGOp; 3TO
6yfeT kKaHoHMYecknii XML 6bICTpbIil MHpo-Ha6op;

€) KaHoHU4Yeckunit XML 6bICcTpblii MHhO-HABOP cepuanm3npyeTcs kak KaHOHNYECKNI LOKYMEHT 6bICTPOro
MHMo-Habopa. ¢ onpegesneHHbIMU OrPaHNYEeHNSAMU, YKa3aHHbIMK B 6.3.

MpumedyaHune — lMpu peannsauuym MOXHO ONTUMU3MPOBATDL LIArK Tak. YTobbl XML nHdo-Habop nnv Habop
y3noB XPath 6b11v npeobpa3oBaHbl HENOCPEACTBEHHO K KAHOHUYECKOMY [OKYMEHTY 6bICTPOro MHdo-Habopa. He npo-
N3BOAA NPOMEXYTOUHbIX KaHOHWYECKUX XML-40XYyMEHTOB. Npu 3TOM NOJyUYMB TakoM e pesynbTar, kak 6yATo Bce Laru
BbINOJTHANNCD.

6.1.6 Cepnanusnpys B KAHOHUYECKNI JOKYMEHT 6bICTPOro nHo-Habopa. NopsifoK aTpUoYTOB AO/KEH
6bITb MOPSAAKOM COOTBETCTBYIOLLET0 KAHOHNYeCKkoro XML-fokymeHTa.

MpumeyaHud

1 ViHdhopmaLmoHHbIe 3nemMeHTb! attribute cpeau ceoiicTs [namespace attributes] u [attributes] nHchopmauoHHbIX
3/71eMeHTOoB element He ynopsgounsarotcs (cM. W3C XML MHdopMaLMOHHbI Ha6op. 2.2). MyHKT 6.1.6 coxpaHseT nops-
[OK JOKYMEHTOB MH(DOPMaLMOHHBIX 31eMeHTOB attributes, Npon3BeeHHbIX 13 NapcuHra kaHoHMYeckoro XML-aoKyMeHTa.

2 W3C kaHoHu4eckuii XML (kaHoHWuYeckunii XML anroputm) paclumpsieT nopsaok JOKyMeHTOB Habopos y3ioB XPath
(cm. W3C XPath. n. 5) Tak. 4TO NPOCTPAHCTBO MMEH 3/1IEMEHTa W MPUNUCaHHBIE Y3/bl KAHOHUYECKN YMOPSAL0UMBAIOTCA
(cm. W3C kaHoHuYeckuit XML. 2.2).

6.2 TpeboBaHWA K KaHOHMYeckum XML anropuTmam AN UCNONb30BAHUA KAHOHUYECKUMU
anroputmMmamu 6bicTporo nHgo-Habopa

6.2.1 CnepylowWwnii NyHKT onpegenseTt TpeboBaHns ANA KaHoHM4Yeckoro XML anroputma, KoTopble OH
[OJKEH yA0BNE€TBOPUTbL AJ1S1 TOTO, YTOObLI OH MOT UCMNOJIb30BaTLCA NPU ONpeAeeHn KaHOHUYEeCKOro afropuT-
Ma 6bicTporo nHdo-Habopa.

MpumeyvaHune — Anroputmel, onpegenerHHole B W3C kaHoHnyeckoM XML 1 W3C mckioyarolemM KaHoHuYe-
ckom XML, ya0BNeTBOPSIOT 3TUM TpeboBaHMAM.

6.2.2 KaHOHM4Yecknin XML anroputm, ucnonb3yemsbliii B onpegeneHnn KaHOHUYeCKoro anroputma Obi-
cTporo nHto-Habopa. Jo/mKeH 6bITb cnocob6eH npeo6pa3oBbiBaTh (B MPaBUIbHO NOCTPOEHHbI KAHOHUYECKUit
XML-A0KyMeHT) BCe Te BXO/Hble jlaHHble, KOTOopble NoAaepXusaeT KaHOHUYECKUA aniropuTm 6bICTPOro NHAGO-
Habopa (cm. 6.1.4).

MpumeyaHune — Takne kaHoHNYeckne XML anroputmel onpegenstorca W3C kaHoHuyeckum XML n W3C wc-
KNoYaoLwmmM kaHoHn4ecknum XML.

6.3 OrpaHunyeHunsa npu cepnanusaumm XML nHpo-Habopa B KAHOHUYECKUA AOKYMEHT 6bICTPOTO
NH(o-Habopa

MpumeyaHune — ITa cepuanmsaLms SBASETCS WArom ) B M. 6.1.5. KOTOPbI MCNOML3YETCS B CO34aHUM OKTETOB
ANS NOANUCK.

6.3.1 3HaveHusa Tuna NonldentifyingStringOrlndex (cm. MC3-T X.891 | ISO/IEC 24824-1. 7.14)
[O/MKHBI cocToATb n3 anbTepHatuebl literal-character-string c komnonentom add-to-table, ycra-
HOB/1IEHHbIM KakK FALSE.

6.3.2 Koguposka UTF-8 (cm. ISO/IEC 10646) fo/mKHa UCNONb30BATLCA A/151 BCEX CUMBOJIbHLIX CTPOK, Npej-
CTaBNEHHbIX Kak 3HadeHusa Tuna EncodedCharacterString (cm. MC3-T X.891 | ISO/IEC 24824-1. 7.17).

MpumeyaHune — Takne CUMBO/bHbIE CTPOKM BYAYyT CBSA3aHbI C NOC/NEA0BATENbHOCTAMMN CMEXHbIX CUMBOSIbHbIX
MNHOPMALMOHHBIX 3/1IEMEHTOB 1 cBOicTBaMu [normalized value] MHhopMaUMOHHbIX 3/IEMEHTOB attribute
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6.3.3 MNMocneposaTe/lbHOCTb CMEXHbIX CUMBOJIbHbIX UH(POPMAaLMOHHbLIX 3/1IEMEHTOB, 3anycKalLWwnxcs ¢
nepBoro CUMBOJSILHOTO MHAOPMALMOHHOIO 3/IEMEHTA, Y KOTOPOI/ HeT HMKaKoro npefbliAyLiero CUMBONbLHOMO
3/1eMeHTa HenocpefcTBEHHO B cBoiicTBe [children], 4o nHdopmaymm o nocneaHeEM 3HaKe, Y KOTOPOW HET HU-
Kakoro gasnbHeillero CMMBO/ILHOrO NH(OPMALMOHHOIO 3/1IeMeHTa HenocpeAcTBEeHHO B cBoiicTBe [children],
JonxHa O6blITb npeacTaBneHa efuHCTBEHHbIM 3HavyeHuem Tuna CharacterChunk (cm. MC3-T X.891 |
ISO/IEC 24824-1.7.7).

6.3.4 Ecnun nocnefoBaTelbHOCTb CMEXHbIX CUMMBOJIbHbIX MH(DOPMALMOHHBIX 3/1IeMEHTOB MpeBbilIaeT
MakCUMyM, pa3peLleHHblii gnsa 3HavyeHns Tuna CharacterChunk (232), To 40/MKHbI 6bITb MOCNEA0BATE bHbIE
3HauveHuss Tuna CharacterChunk gns kaxgoii makcumasnbHOW nNocnefoBaTeIbHOCTU CMEXHbIX CUMBOJIbHbIX
MH(OPMALMOHHBIX 3/1IEMEHTOB.

6.3.5 Y KaHOHM4YecKoro AoKymMeHTa 6bicTporo MHdo-Habopa He AO0/MKHO 6blITb MCXOAHOTO CNOBaps.
KomnoHeHT initial-vocabulary 3HayeHus Tuna Document gomkeH otcytcTteoBaTtb (cM. MC3-T X.891 |
ISO/IEC 24824-1,7.2.1).

6.3.6 Tabnuua cnosapsa (cM. MC3I-T X.891 | ISO/IEC 24824-1. n. 6), He MOXeT cofepxaTb ABOVHble
3anucu B Tabnuue. MCI-T X.891 | ISO/IEC 24824-1, 7.13.7 NnpUMeHAETCA C TakuM OrpaHUYeHnem, 4To gei-
cTBue 7.13.7, b) He [O/KHO BbIMOMHATLCA, €CNN MAEHTUYHasA CUMBOJSIbHAA cTpoka 6ydeT cyliecTBoBaTb B
TekylWwem CoAepXUMOM NpuMeHaeMoi Tabnuubl.

MpumeyaHune — Tabnmya CONTENT CHARACTER CHUNK 1 Ta6nmua ATTRIBUTE VALUE (cM. MC3-T X.891
| ISO/IEC 24824-1.8.4) He ByaeT coAepxaTb 3anuceil n3-3a orpaHMyeHunsi, onnucaHHoro B 6.3.1.

6.4 KaHOHMYeckne anropuTmbl 6bICTPOro MHGo-Habopa

6.4.1 Cnepgywoume nNyHKTbl OnpeAensioT YeTblpe KaHOHUYECKUX anroputMa 6bICTPOro uHdo-Habopa.
B kaxAom cnyvae onpegenserca kaHoHWYecknii XML anropuTm, KOTopblil 6yaeT ncnonb3oBarbes (cm. 6.1.2)
BmecTe ¢ URI gna anroputma 6bicTporo nHgo-Haéopa (cm. 6.1.3).

6.4.2 «BknwoyvawowWwmnii KAHOHNYECKNIA anropuTm 6bICTPOro MHo-Habopa 6e3 KOMMeHTapueB» A0/IKEH
6b1Tb naeHTUdUUMposaH URI «urn:fastinfoset:cl4n:inclusivo» c ucnosb3osaHnem KaHoHnyeckoro XML an-
roputma. onpegeneHHoro 8 W3C kaHoHM4YeckoM XML co BTOpbIM BXOAHbIM napameTpom (cm. W3C kaHOHU4e-
cKknii XML. 2.1), ycTaHOB/IEHHbIM Kak false.

MpumMeyaHune — BToOpoii BXOAHOI NapameTp siBIsieTcs GyNEBCKON NepemMeHHOM, KoTopasi ykasbiBaeT, [O/MKHbI
NI KOMMEHTapUK BbITb BK/IHOYEHbI B KAHOHWYECKY0 (hOpMy, NMPOM3BELEHHYH0 KaHOHUYECKUM XWL aniropuTMom.

6.4.3 «Bkntovyawwmnii KaHOHMYECKNI A anropuTM OGbICTPOro MHGPO-Habopa C KOMMEHTapuAMU» AOJSDKEH
6bITb naeHTuduymnposaH URI «urn:fastinfoset:cl4n:inclusive:withcomments» ¢ MCNoib30BaHUEM KaHO-
Huuyeckoro XML anroputma, onpegeneHHoro B W3C kaHoHuyeckom XML co BTOpbIM BXOAHbIM napameTpom
(cm. W3C kaHoHuueckunii XML, 2.1), ycTaHOB/IEHHbIM Kak true.

6.4.4 «Wcknoyalowmini KaHOHNYeCcKniA anropuTm 6bICTPOro MHGO-Ha6opa 6e3 KOMMeHTapueB» A0/DKEH
6bITb naeHTuduumnposaH URI «urn:fastinfoset:cl4nexclusive» ¢ ncnonb3oBaHnem kaHoHuyeckoro XML
anroputma, onpegeneHHoro B W3C ucknwoyvarwwemMm kaHoHUu4Yeckom XML. co BTOPbIM BXOAHbIM napaMeTpom
(cm. W3C uncknoyarwuwmnii kaHoHnyecknin XML. n. 3). ycTaHOB/IEHHbIM Kak false. 9TOT anroputm 66ICTPOro MH-
tho-Habopa umeet napametp «InclusiveNamespace PrefixList» (cm. W3C ncknovaoLwmnin kaHoHmyecknii XML,
1.1). KOTOPbIA MOXET 6bITb HY/IEM, ¥ KOTOPbI NEepexoAnT HeU3MeHEeHHbIM B KaHOHUYecknii XML anroputm.

6.4.5 «Mcknvawwmii KAaHOHUYEeCKNi A anropuTM GbICTPOrO MHGO-Habopa C KOMMEHTapUAMU» [0DKEH
6bITb naeHTudnymposaH URI «urn:fastinfoset:cl4n:excluslve:withcomments» ¢ ucnonb3oBaHnem KaHo-
Huyeckoro XML anroputma, onpegenerHHoro 8 W3C ucknwoyarwowemMm kaHoHn4eckom XML. co BTOPbIM BXOAHbIM
napameTtpomM (cM. W3C uncknyarwlWwmnii kaHoHnyecknii XML, n. 3), yCTaHOB/IEHHbIM Kak true. DTOT a/iropuTm
6bIcTpOro nHgo-Habopa nmeot napametp «InclusiveNamespace PrefixList» (cM. W3C uckntovawowuii kaHo-
Huyecknin XML. 1.1). KOTOpbIA MOXET 6blTb Hy/IEM, U KOTOPbIA NEPEXOAUT HEU3IMEHEHHbIM B KaAHOHUYECKUIA
XML anroputm.

7 W3C XML-nognucb 1 6bICTPbI MHGO-HaA6op

7.1 B cnepywownx nogpasgenax onpefensieTcsa UCnosib3oBaHMe KaHOHWYECKOro anroputma 6bICTPOro
nHgo-Habopa (cm. 6.4).

7.2 NHopmaumoHHblii anemeHT Algorithm attribute B cBoiicTBe [attributes] nHpopmaynoHHoro ane-
MeHTa CanonicalizationMothod element (cm. W3C XML-nognuck. 4.3.1) nnm nHOOPMaLMOHHOIO a/leMeHTa
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Transform elemont (cm. W3C XML-nognuce, 4.3.3.4) onxeH nvmeTtb cBoiicTBO [normalized value], koTopoe
ansetca URL. ngeHTMuunpyowmm KaHOHNYeCcKkuii anroputm 6bICTPOro nHgo-Habopa (cm. 6.1.3).

7.3 ECNv KAHOHWYECKWIA anropuTM GbICTPOro UHGo-HaGopa onpeaenseT KaHOHUYecknin XML anroputm
(cm. 6.1.2) ccbinkoit Ha W3C unckntovawmii kaHoHnyecknin XML, n napametp «InclusiveNamespace Prefix-
List» (cm. W3C ucknwovatowmini kaHoHnvecknin XML. 1.1) paetcs kak BxogHol (cMm. 6.4.4 n 6.4.5), To napameTp
LOMKeH 6biTb NpeacTaB/ieH Tak. Kak onpegesieHo B W3C vcknvanWwmnini kKaHoHnyeckunin XML, n. 4.

8 W3C XML wwucpoBaHmne n 6bicTpbiii MHGO-HAGopP

W3C XML wwncpoBaHue gonyckaeT (M HaCTOSAWMIA cTaHAapT Takke nojnepxusaeT) WndgposaHne ya-
cTeli 3N1eMeHTOB 1 YyacTeli coaepXumoro anemeHToB XML 6bicTporo nHeo-Haéopa.

8.1 PacwunpeHnss ypoBHSA NPUNOXEHUS ANSA WU poBaHUsA

8.1.1 KaxAblit aneMeHT gaHHbiX (cm. W3C XML wudposaHue. 4.1), 4ytobbl 6bITh AN POBaAHHbIM, 401~
XEeH 6bITb YaCTbl0 3/1EMEHTA WM YACTbio COAEPXKMMOro asiemeHTa XML 6bicTporo nHgo-Habopa. Bbi6paHHOro
WNDPYOLWUM NPUTOXKEHNEM.

8.1.2 Onepaumumn no o6paboTke wWudgposaHusa (onpegeneHHsle B W3C XML wudposarue. 4.1) o 0THO-
WweHno K yactm XML 6bIcTporo nHgo-Habopa A0/MKHbI 6bITb pacwmpeHbl ans onepaunin 3.2, 4 n 5.2 n3 W3C
XML wuncppoBaHue. 4.1, kak onpefesieHo B TpeX CrieAyoLWwnx nyHkTax.

8.1.3 Onepauua 3.2 n3 W3C XML wudposaHue. 4.1 fomkHa 6bITb paclimpeHa, 4Tobbl NOAYYNThb OKTe-
Tbl. KOTOpble B6yAYT 3aWndpoBaHbl cnegywmnm obpasom:

a) BbibpaHHasa yacTb ucxogHoro XML 6bicTporo nHgo-Habopa (A) 4onxHa 6bITb Npeobpa3oBaHa B No-
Hbli XML 6bICTpbIV MHG0-Ha6op (B) kak onpefeneHo B 8.2;

b) 3TOT XML 6bICTPbIA MHDO-HAGOP (B) fo/mkeH 6bITb CepnanmanpoBaH. ucnonbdys MC3-T X.891 | I1SO/
IEC 24824-1 c orpaHuyeHneM, 4To He ByAyT NCNO/b30BaTbCA BHELLHWE C/OBapu;

C) NONy4YMBLUMECH OKTETbl AO/KHbI OblTb OKTETaMu, KoTopble 6yAyT 3awundpoBaHbl B onepauun 3.3 B
W3C XML wudposaHue, 4.1.

8.1.4 Onepauusa 4 8 W3C XML wudposaHue. 4.1 gomkHa 6biTb paclumpeHa, YTobbl BkAOYaTh MHAOP-
MauMOoHHbIN 3anemeHT Type attribute B cBolicTBo [attributes] nHopmaymoHHoro anemeHTa EncryptodData
element (cm. W3C XML wudgpoaHue. 3.1), ceoiictBo [normalized value] KOTOporo Ao/HXHO 6bITb O4HUM 13
cnefyoLwmx:

a) ecnu yactb XML 6bicTporo nHco-Habopa 6yaeT yacTbio afieMeHTa, To [normalized value] nHpopma-
LMoHHOro anemeHTa Typo attribute gonxHo 6biTb URI «urn:fastinfoset:eloment»;

b) ecnn yacte XML 6bicTporo nHgo-Habopa 6yaeT yacTblo COLEPXKUMOro anemeHTa, To [normalized
value] nucopmaymoHHoro anemeHTa Type attribute gonxHo 6biTb URI «urn:fastinfoset:element-content».

8.1.5 Onepauua 5.2 8 W3C XML wudposanue. 4.1 gosxHa 6blTb paclimpeHa Tak. 4To UHpopMaLnoH-
Hbl/i anemeHT EncryptodData olement (npousBeaeHHbli onepauuneii 4 8 W3C XML wudgposaHue. 4.1. pac-
LWMPEHHOW. KaK onpeaeneHo B 8.1.4) fo/KeH 3aMeHNUTb YacTb XML 6bICTPOro MHgo-Ha6opa, KOoTopblii 6bi
o6paboTaH B onepauumn 3 (pacluMpeHHo, kak onpegeneHo B 8.1.3).

8.2 ®opmupoBaHue nonHoro XML nHdo-Habopa n3 yactm XML nHco-Habopa

8.2.1 dopmupoBaHune n3 yactn anemeHta XML nHdo-Habopa

8.2.1.1 MonHbI XML 6bICTpbI MHD O-HabOpP foMKEH BbITb CHOPMUPOBAH C MHCDOPMALMOHHBIM 3/1IEMEH-
Tom document, o6najalLlmnm cnegyoWmnmm cBoNCTBaMu:

a) csoiictBom [children], egMHCTBEHHBIN 4YsieH KOTOporo sBnsertca konuei (E. ckaxem) uHdopmawm-
OHHOrO 3nemeHTa olement (M Bcex ero cBolicTB, BkNtoyasa [children]), kKoTopblil ABNSETCA YACTblO 3NeMeHTa
ncxogHoro XML 6bICTPOro MHho-Habopa. KoTopblii A0/MKEH GbiTh 3alWnpoBaH;

b) cBoiicTBOM [document element], koTopoe siBnsAetcs E.

8.2.1.2 CsoiicTBO [namespace attributes] y E (cm. 8.2.1.1, a)) AO/KHO 6bITb MU3MEHEHO TaK. YUTO6bI OHO
He NpoTMBOpPeYnNo CBOICTBY [in-scope namespaces] y E.

MpumeyaHuna

1 Mpun peanusaumy MOXHO yAa/UTb Nt06ble HENCNOIb30BaHHbIE MHPOPMALMOHHbIE 3/1IEMEHTbI NPOCTPAHCTBA MMEH
B CBOIiCTBe [in-scope namespaces] y E (1 ero nponsBoAHbIX) Nepes TeM. Kak CBOCTBO [namespace attributes] y E
6yfeT n3MeHeHo.

2 ina 6onee noApo6HOI MHGopMaLmMM 0 pekoMeH0BaHHOV 06paboTke MHOPMALMOHHBIX 3/1IEMEHTOB, COOTBET-
CTBYIOLLMX 06BABNEHNAM MPOCTPAHCTB UMEH MO YMONYaHWIO 1 cneundmnyHbiM 418 XML nHhopMaLMOHHbIM 3/1eMeHTam
attribute, cm. W3C XML wmcpposaHue. 4.3.3.
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8.2.2 bopmupoBaHMe U3 4acTu cofepxnmoro anemoHTa XML 6bICTporo nHgo-Habopa

8.2.2.1 MonHbli XML 6bICTpbIA MHO-HAbop foMKeH BbITb chopMupoBaH MHPOPMALNOHHLIM 31€MEH-
Tom document, cogepxalium cnegyroline cBoincTea:

a) ceoiictBo [children], eANHCTBEHHBIi YeH KOTOPOro ABAseTCs UHpOpPMaLNOHHBIM 31eMeHToM ele-
ment (E. ckaxem), kak onpegeneHo B 8.2.2.2;

b) coiicTBo [documont element], koTopoe aBnsietca E.

8.2.2 2 NHbopMaynoHHbIA anemeHT elomont E (cm. 8.2.2.1, a)) He AO/KEH UMETb HUKAKOTO 3Ha4YeHuns
ans ceoiicTB [namespace name] u [prefix], HO 4OMXEH UMETb:

a) coiicTBo [local name] «content»;

b) ceoiicTBo [children], koTopoe saBnsieTca konueli ceolicTBa [children] yacTn cogepxumoro anemeHTa
ncxogHoro XML 6bicTporo uHgo-Habopa:

c) cBoiicTBo [namespace attributes] y E, koTopoe cornacyetcsa co BceMu cBoilicTBamu [in-scope
namespaces] MHhopMaLMOHHbIX 3/IeMeHTOB element cpeaun ceoiictBa [children] yacTu cogepxumoro ane-
MeHTa ncxogHoro XML.

MpumevaHns

1 B peanunsaumy BO3MOXHO YAasieHue Jo6bIX HeWCnosib30BaHHbIX MH(OPMAaLMOHHLIX 3/1IEMEHTOB MPOCTpaH-
CTBa MMeH B CBOICTBax [in-scope namespaces] MHOPMaLMOHHbIX 3/1eMeHTOoB element (M NPOU3BOAHbLIX) B CBOW-
ctBe [children] cparmeHTa XML 6bIcTporo nHto-Habopa nepes rem, kak cBoicTBo [namespace attributes] y E 6yget
N3MEHEHO.

2 [ina 6onee NoApo6HON NHdOPMaLMK 0 peKOMEHAOBaHHOK 06paboTke MHGOPMALMOHHBIX 3/1EMEHTOB, COOTBET-
CTBYIOLLMX O6BAB/IEHUAM NMPOCTPAHCTB T/IEH MO YMOJYAHWUIO U cneundmnyHbiM A1t XML MH(opMauyoHHbIM a5ieMeHTam
attribute, cm. W3C XML wndbposaHue. 4.3.3.

8.3 PacwupeHns ypoBHS NPUNOXEHNI ANS AewndpoBaHus

Onepauusa 5.0 B W3C XML wundposaHue. 4.2 gosmkHa 6bITb paclimpeHa, 4Tobbl obpabotaTe nHopmMa-
LMOHHbI anemMeHT EncryptodData element, KOTOpblii cofgepXxuT MHOPMaLMOHHbIN 3aneMeHT Typo attribute
(cm. W3C XML wudposaHue, 3.1) cpeaun ceoiicTBa [attributes], cBolicTBo [normalized value] koToporo aB-
nsetca ogHum n3 URL. onpegeneHHbix B 8.1.4. 1na 3TOro He06X0ANMO BbINOMHUTL CAeAyoLWne Waru;

a) nocnefoBaTeNlbHOCTb OKTETOB, NOJly4eHHasa B npouecce onepauun 3 (cm. W3C XML wudpoBaHue,
4.2), ponxHa 6bITb UHTEPMNPETMPOBAHA KakK OKYMEHT 6biCcTporo nHdo-Habopa;

b) XML 6bicTpbIii UHGO-HA60P A0/KEeH 6biTb NOMYYEH B pe3ynbTarte NapcuHra foKymeHTa 6bICTpOro
NHpo-Habopa;

c) yactu atoro XML 6bicTporo nHo-Habopa [O/KHbI UCMO/b30BaThCA A8 3aMeHbl UH(DOPMaLMOHHOro
anemeHTa EncryptedData olement cnegyouwmm o6pasom:

1) ecnn URI — «urn:fastinfoset:element», To nHopmaLOHHbI 3n1emMeHT olement, KOTOPOI ABNAeT-
cs ceoiictBoM [document element] nHopmaumoHHoro afiemeHTa document XML 6bIcTpOro MHho-Ha6opa,
[O/KEH 3aMeHUTb UHDOPMaLMOHHbI anemeHT EncryptedData element;

2) ecnn URI — «urn:fastinfosot:elomont-content», To Bce MH(hOPMaALNOHHbIE 3/IEMEHTbI B CBOICTBE
[childron] uHdopmaynoHHOTo anemeHTa element, KoTopblii siBNAeTcs ceoiicTtBoM [document element] uH-
hopmanmoHHoro anementa document XML 6bICTPOro nHgpo-Habopa, A0/MKHbI 3aMEHUTb MH(POPMALMOHHbI
anemeHT EncryptedData elomont.
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Mpunoxexve A
(cnpaBoyHOE)

Mpumepbl nognucaHmsa n wudposaHna XML nigo-Habopa

A.1 Obuiee onucaHne NpMmMepos

A.1.1 Bce XML MH0-Ha60Pbl B HACTOSALLEM NPUIOXKEHUN ByAyT npefcTaBneHbl kak XML-AoKkymMeHTbI. 15 kpaTko-
cTu npocTpaHcTBa MmeH URI 1 TekcToBbIli KOHTEHT (base64 (IETF RFC 2045J 3akogMpoBaHHble OKTETbI), KOTOpbIE He 3a-
TparnsatoTCsi B HACTOSAILLEM MPUIOXEHNUN, ByAyT COKpaLLieHbl K NOMHOCTbIO yAasieHbl 1 NPeACcTaB/ieHbl CMBOMaMM «...B.

A.1.2 Kpuntorpaduyeckne anroputMbl, NpeAcTaB/eHHble B 3TOM NPUIOXKEHUW, NpeAHasHayveHbl TONbKO ANS Mo-
SICHEHWs. HacToAWWiA cTaHAapT He rapaHTUMpyeT UCMO/b30BaHNe Takux aropuTMOoB.

A.1.3 B HacTosiLLeM MPWIOXKEHNN paccMaTpuBatoTcsl Asa npumepa: nognucaHme XML nHdo-Habopa (cm. A.2) n
nognucaxue n wudposaHne XML nHto-Habopa (cm. A.3).

A.1.4 XML nHho-Habop. BbIGpaHHbI B kaxkAoM npumepe (4T06bl 6bITb NOAMMCAHHBIM UM MOAMNNCAHHBLIM 1 3alund-
POBaHHbIM). SBNSETCA cneayrowmm nHgo-Habopom SOAP coobLueHuii:

<soap:Envelope xmins:soap=«...*>
<soap:Body>
<n:payment xmIns:n=«...»>1000</n:payment>
</soap:Body>
<Vsoap:Envelope>

A.1.5 ®uHabHbIN NOANUCAHHBIN NN NOAMUCAHHDIA 1 3awMpPoBaHHbIV MHGO-Ha6op SOAP coobLeHnit cooTBeT-
cTByeT ykaszaHHoMy B OASIS Web Services Security [WSS] n WS-I Basic Profile PWS-l), 3a ucknoueHnem Toro, 4to ans
noAnNUCaHUs UCMoNb3yeTcst KAHOHUYECKMI anropuTM BbICTPOro MHAG0-Habopa (cM. 6.4). 1 3alwndpoBaHHOE CoaepXMMoe
onpeaensieTca kak JOKyMeHT 6bICTporo nHgo-Habopa (cm. 8.1.4).

A.1.6 B npumepe npefcTasieHbl NPOLECCHI, C NOMOLLbIO KOTOpbIX XML MH(o-Habop MoxeT 6bITb nognucax/npo-
BEpEH WK nognucaH/npoBepeH 1 3awmdposanr/gelumgpoear, NO3TOMY TOYHAA MHCOPMALMS O K/oYaX, 3HAYeHUsX nog-
n1ceit. 3HaYeHUAX X3LU-CyMM U 3alumpoBaHHbIX JaHHbIX B MPUMEPe He OnvcbiBaeTcs.

A.1.6.1 NHdo-Habop SOAP coobLieHunii npeacTasiseT coboii NPOCTol NpuMep naaTexHoro 3anpoca Ha 1000 egu-
HUL, OT K/IMeHTa K cepsucy. UTo6bl rapaHTMpoBaTh HeM3MeHHoOCTb 1000 eAuHuLL, Hanpumep Npu BMeLLaTenbCcTBe TpeTbe-
ro nvua, npu nepepade SOAP co06LEHNA C UCMO/Ib30BAHNEM CETU O6LLEro Nosb30BaHNsA, MH(OPMALMOHHbIA 3NeMeHT
soap:Body element n cogepxumoe MoryT 6bITb NognMcaHbl, 1 NosyvaTeslb MOXET NPOBEPUTb, YTO B COAEPXUMOE He
BMELUMBA/IUCb U YTO OHO He 6bl1I0 NOoAMEHEHO. UTOObI rapaHT!poBaTh, YTO COOOLLEHNE CMOTYT MPOYNTaTb TOMLKO A0-
BEPeHHble CTOPOHbI (M 4TO nNnaTex Ha 1000 eAnHWL, 6bin 3anpoLUueH), MHPOPMaLVIOHHbIV 31eMeHT soap:Body element n
COflePXMMOe MOTyT 6bITb MOANMCAHBI, & 3aTEM COAEPXKMMOE MOXET 6bITb 3awMdpoBaHo.

A.2 MoanncaHue n npoBepka MHgo-Habopa SOAP coobLieHnit

A.2.1 MoanucaHHbIi MHo-Habop SOAP coobuieHuni

A.2.1.1 MoanncaHHbIi nHo-Habop SOAP coobLueHnit nHo-Habopa SOAP coobLenunii n3 A.1.4. rae Teno SOAP
noAnucaHo, NpescTas/eH B NPUIoXeHnn B.

A.2.1.2 MoanucaHHbll NHO-Ha6op SOAP coobLLeHWii ncnonb3yeT pasgesnbHylo NoAnuch, rae NoAnvchiBaeMbliii
06beKkT (MHhOpMaUMOHHbBIA 3neMeHT soap:Body element) n nognuck (MHOpPMaUMOHHLIN 3nemeHT ds:Signature
element) otaeneHsl Apyr oT gpyra.

A.2.2 dopmupoBaHMe noanncaHHoro nHo-Habopa SOAP coobLeHnit

MpumMmeyaHune — Kpuntorpaduueckme anroputMsl, UCMO/b3yeMblE B 9TOM nogpasaesne, NpuBoasaTCs TOMbKO B
KauecTse npumMepa. Vicnonb3osaHvie SHA-1 UCKIHOUAETCS HEKOTOPbIMU OpraHn3aLusaMm no cTaHaapTuaumm.

A.2.2.1 Mpouecc chopmmpoBaHus nognucy onpegensietca B W3C XML-nognuck. 3.1. OnncaHve 3T0ro npowecca Ha
npumepe uHpo-Habopa SOAP coobLLeHnii byaeT paccMOTPeHO Aasee.

A.2.2.2 MoanwuceiBatoLLee NpuoxKeHne opmmpyeT CCbIIKM Ha 06BEKTbI faHHbIX, KOTOpble [O/KHbI 6bITh Nognuca-
Hbl. COBMPAET 3TN CCbINKK 1 3aTeM (hOPMUPYeT NOANMCAaHHYI0 MHDopMaLMIO 13 LchpoBOI Noanmcu.

A.2.2.3 MNoanvcbiBaroLLiee NpunoXeHne BbIGUPAET, YTO ANHCTBEHHLIM 06 bEKTOM AaHHbIX, KOTOPbIA ByaeT noanu-
caH. ABNseTcs MHOPMALMOHHBIN 3n1emeHT soap:Body element (1 cogepxummoe) nHdo-Habopa SOAP coobLyeHnin 13
A.14.

A.2.2.4 MoanucbiBatoLLEee NPUNOXEHNE MAEHTUULMPYET 06BEKT AaHHbIX Tak. YTOObI HA HEro MOXHO 6bI10 cocnaTb-
cA. O6BbEKT faHHbIX AeHTUMLMpYyeTcs AobaBieHmeM NHoPMaLMOHHOro aneMeHTa wsu:ld attribute k MHdopmaLmoH-
HOMY 3anemeHTy soap:Body element, cBoiicTBO KoToporo [normalized value] sBnsetca naeHTudrkatopom oTheBody»-..

A.2.2.5 MoanuceliBatoLee NpuIoXKeHNe BbIGUPaAET, YTO Npeobpas3oBaHns A1 BbIYUCIEHUS 3HAYEHUS X3LU-CYMMbI
Mo nosyyaroLemMycsi 06 beKTy iaHHbIX COCTOAT U3 eAMHCTBEHHOrO NpeobpasoBaHus, KOTOPOe onpeaesnseT «UCKIYatoLLii
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KaHOHMYeCKUii anropuTM 6bICTPOro UHPO-Habopa 6e3 KOMMeHTapmeB» (CM. 6.4.4 1 7). DTO NPUBAAUT K NOSIBIEHNIO UHCDOP-
MaLMOoHHOro anemeHTa ds:Transforms element, KOTOpbIi COAEPXUT OAUHOUHBIV JOYEPHWIA NHAIOPMALWMOHHLIA 3N1eMeHT
ds:Transform element ¢ nHdopmaumoHHbIM 3nemeHTom Algorithm attribute, csoiictBom [normalized value] kotoporo
apnaetca «um:fastinfoset:cl4n:exclusive».

A.2.2.6 MNognucklBatoLee NnpunoxexHue BobiorpaeT SHA-1 anroputm xawmposanus (cm. [FIPS 180-2]) n chopmupyet
3HayYeHVe X3LW-CyMMbl. 3HaueHVe X3L-CyMMbl (hOPMUPYETCA € NMPUMEHEHWEM eUHCTBEHHOIO nNpeobpas3oBaHnsi OT 06b-
eKTa [aHHbIX A0 NocnefoBaTe/lbHOCTU OKTETOB (KOTOpble npeobpasytoTcsi, ucnonb3yss SHA 1 anroputm), cieyowmm
o6pasom (cm. 6.1.5):

a) BXOAHBbIMU JaHHbIMMN B «/CK/I0YAIOLLIEM KAHOHNYECKOM alropuTMe 6bICTPOro nHpo-Habopa 6e3 kKoMMeHTapueB»
aBnseTcs Habop y3nos XPath nHopmaumnoHHoro anemeHTa soap:Body element v ero goyepHue MH(pOPMaLMOHHbIE
3/1eMeHTbl MHpo-Habopa SOAP coobleHnit n3 1.4 (cMm. 6.1.5. a»;

b) KaHOHUYeCKMit XML-A0KYMEHT chopMupyeTcsi 3 Habopa y3noB XPath (cm. 6.1.5. a)), MCnonb3yst KaHOHUYECKUI
XML anroput™, onpegenenHbiii B W3C. ncknovarowmin kaHoHnveckuii XML (cm. 6.4.4);

C) KaHOHWYeckuii XML-A0KyMEHT napcutcsi, 4tobbl npounssect XML uHdo-Habop (cm. 6.1.5. b));

d) kaHoHuueckuii XML uH(O-Habop cepuanu3mMpyeTcs Kak KaHOHWYECKWA [OKyMeHT ObICTpOro uHo-Habopa
(cm. 6.1.5. c)) c orpaHMYeHVAMY Ha cepuanusauumio, onpegenexHHyto B 6.3;

€) nocnefosatefibHOCTb OKTETOB, KOTOpasi BBOAWTCS B a/ITOPUTM XaLLmMpoBaHns SHA-1. siBASeTCA KaHOHUYECKUM
[OKYMEHTOM 6bICTPOro MHdo-Habopa.

A.22.7 dopmmpoBaHMe X3Ll-CyMMbl NPUBOAMT K NOSIBAIEHUIO MH(OPMAaLIMOHHOTO anemeHTa ds:DigestMethod ele-
ment 1 nHdopmaumoHHoro anemeHTa ds:DigestValue element. Cogepxvumoe anemeHTa uHdgopmaummn ds:DigestValue
element 6yaet cofepxartb CUMBOSIbI C base64 koguposaHuem (cm. [IETF RFC 2045]) 160-pa3psgHoli XaLU-CyMMbl, CreHe-
pvpoBaHHol anroputMoM SHA-1.

A.2.2.8 MNoanvcbiBatoLLee NpuioxeHne opM1pyeT CCblKy Ha 06BEKT AaHHbIX, KOTOPbIA NognucbIBaeTCsA. 3TO Npu-
BOAMT K NOsiBNIEHWIO MHhOpMaUMOoHHOro aniemeHTa ds:Reference element y kotoporo ectb nHcpopmaumsa URI attribute,
ube csolicTBo [normalized value] siBnsetca URI «#TheBody», KoTopoe ccbinaeTcs Ha 06bekT AaHHbIX. VHhopmaLmoH-
Hblli anemeHT ds:Reference element cogepxuT, kak Ao4epHUe 3NeMeHTbl MHdopMaLum 06 afemMeHTe, paHee MosyyeH-
Hble MHhopMaLMoHHbIe aneMeHTbl ds:Transforms. ds:DigestMethod un ds.DigestValue element.

A.2.2.9 3atem noAnvcoisatoLLee NpUIoXeHNe cobupaeT CCbiIkn 1 hopMUpyeT NOANMCAHHYIO MHChOPMALWIO.

A.2.2.10 TMognuckiBaloLlee NPUIOXeEHVE BbIOMPaET «UCKIHYAOLWMA KaHOHUYECKUlA anroputM BbICTPOro MHGo-
Habopa 6e3 koMMeHTapueB» (CM. 6.4.4 1 7) KaKk airoputM MeTofa KaHoHusauuu. 3TO NPUBOAUT K NPOW3BOACTBY a/e-
MeHTa nHcopmauun ds:CanonicalizationMethod element ¢ anemenTom uHdopmaumun Algorithm attribute, csoiicteo
[normalized value] koToporo siBnsetcs «urn:fastinfoset:cl4n:exclusive».

A.2.2.11 MNognuckiBatoLee NpuoxeHne Bbibupaet anropntm nognucu RSA-SHA-1 (cm. [IETF RFC 3447]) kak me-
TOZ, NOANVCU ANA BbIYNUCIEHNS 3HAYEHUA NOANUCU. DTO NPUBOAMUT K NOABMEHWIO 3NemMeHTa nHopmaumm ds:Signature-
Method element.

A.2.2.12 MopgnucbiBatoLLee NpuaoxeHne opmypyeT nHdopmaumio, kotopast byaeT nognucaHa, Ucnosb3yst MeTos,
nognvcu. 3TO NPUBOAWT K NOsIBNIeHMIO anemeHTa uHopmauun ds:Signedinfo element, KoTopblii cogepxuT, kak fo-
yepHue MHAOPMaUMOHHbIE 3/1eMEHTbI, paHee NoslyYyeHHble MHopMaLroHHbIe anemeHTbl ds:CanonicalizationMethod,
ds:SignatureMethod n dereference element.

A.2.2.13 TMognucbiBatoLLlee NPUIOKEHNE BbIGMPAET K/tOY, KOTOPbI ByAeT UCnosib3oBaH A1s NoAnucn (B 4aHHOM
npumepe ncnosb3yeTtcs mapkep gocTtyna X.509. cm. [ITU-T X.509]). 310 NpMBOANT K NOABIEHNIO 3/1EMEHTOB MHhopMaLn
ds:KeylInfo n wsse:BinarySecurityToken element.

A.2.2.14 TMopnucbiBaloLLee MPUIOKEHNE KaHOHW3MPYeT anemeHT nHdopmauum ds:Signedinfo element, uTo6bI
NPOM3BECTH NOCNeA0BaTENIbHOCTb OKTETOB (4159 BBOJA B METOA NOANWUCH), B C/iefytoLwemM nopsake:

a) BXOAHbIMU JaHHbIMW B «UCK/TOYAIOLLEM KARHOHUYECKOM anroputme 6bICTPoro nHpo-Habopa 6e3 kKoMMeHTapueB»
saBnsieTca Habop y3noB XPath anemeHTa nHdopmauun ds:Signedinfo element n ero gouepHvue nHhopmaunoHHbIe ane-
MeHTbI (cM. 6.1.5, a));

b) KaHOHUYeCKMit XML-[0KYMEHT Npou3BoauUTCs M3 Habopa y3nos XPath (cm. 6.1.5. a)), MCNONb3ysi KAHOHUYECKNIA
XML anroputm, onpegeneHHsiii B W3C ncknovaroLmii kaHoHnyeckuii XML (cm. 6.4.4);

C) KaHOHWYeckuii XML-OKyMeHT napcutcs, 4tobbl nponssectn XML nHdo-Habop (cm. 6.1.5. b));

d) kaHoHM4ecknin XML nHcho-Habop cepunanmanpyeTcst kak KaHOHUYECKMA OKYMEHT BbICTPOro nHgo-Habopa (CM.
6.1.5. C)), C orpaHNMYEeHNs MM Ha cepuanmsaumio, onpeaeneHHbIMu1 B 6.3;

€) nocnefoBaTeslbHOCTb OKTETOB, YTO BBOAUTCS B RSA-SHA-1 anroputm noanvcy, SBASETCS KaHOHUYECKUM A0-
KYMEHTOM GbICTPOro MHo-Habopa.

A.2.2.15 MognuceliBatoLLee NpunoxeHne opmvpyeT 3HavyeHWe NoAnucK, NPYMeHss MeTof MNOANMCK K OKTeTam,
MOJTy4eHHbIM M3 KaHOHM3aLUMK NoAnMcaHHol MHpopMaLmn. ro NpUBOAUT K NOSIBIEHWIO UHAOPMALMOHHOTO 3/1leMeHTa
ds:SignatureValue element. Cogepxumoe nHchopmaLmMoHHoro anemeHTa ds:SignatureValue element 6yaet coaepxatb
cumMBonbl B base€4 kogmposaHuu (cm. [IETF RFC 2045]) okteTa 3HaYeHus nognucu, chopMmrpoBaHHOro ¢ NoMoLLbio RSA-
SHA1 anroputma nognucu.

A.2.2.16 MoanucbiBatollee NpuaoxeHne opMmpyeT Noannchb. ITO NPUBOAUT K NOABAEHUIO WHAOPMALMOHHOMO
anemeHTa ds:Signature element, KOTOPbI COAEPXMT, KaK OYEPHUIA 31EMEHT MH(DOPMALIMOHHbBIX 3/1EMEHTOB, paHee Npo-
n3BeeHHble NHopmaLloHHble anemeHThl ds:Signedinfo. dsrSignatureValue n ds:Keylnfo element.
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A.2.2.17 HakoHeL,. nognucbliBatoLLiee npunoxeHve gopmmpyet SOAP 6710k 3arofioBka 6e30nacHocT Be6-CepBrCOoB.
370 NpUBOAWT K MOSIBNEHNIO MHGPOPMALIMOHHOTO 3/1leMeHTa wsse:Security element, KOTOpbIA COAEPXUT, Kak AoYepHUit
3/1IeMEHT MH(OPMALIMOHHBIX 3/IEMEHTOB, paHee NPou3BeLEeHHbIE 3/1eMeHTbl MHopMaLmn wsse:BinarySecurityToken u
ds:Signature element.

A.2.3 MNposepka nognucaHHoro nHgo-Habopa SOAP coobuieHwuii

A.2.3.1 lMNpouecc nposepku nognvcy onvcad B8 W3C XML-nognuck. 3.2. Hxe npeacTas/ieHo onvcaHme atoro npo-
Liecca. NpYMeHUTENbHO K NpUMepy NoAnucaHHoro nHo-Habopa SOAP COO6LLEHWIA.

A.2.3.2 OCHOBHOIA NpoLiecc NpoBepKy TPebByeT NPOBEPKM CCbISIOK M MPOBEPKM NOANMCENA.

A.2.3.3 lMepep NpoBepkoli CCbI/IOK, NPOBepsitoLLee NPUIOKEHNE [O/HKHO KaHOHWU3MPOBaTb NOANMCAHHYI0 UHAOpP-
Maumio 1 paboTtarb ye C KaHOHM3VMPOBAHHON NoAnvcaHHoW MHopMauyeil. Bce cebinku B Crefylowpmx MyHKTax K vH-
hopmMaLMOHHbIM 3/1eMeHTaM BHYTPU MOANUCAHHON WHopMaumMW, npeAcTaBieHHol WHMOPMALMOHHBIM 3/1EMEHTOM
ds:Signedinfo element 1 cogepXvmbIM, OTHOCATCS K UHCDOPMALIMOHHBIM 3/IEMEHTaM, NPeACTaB/IeHHbIM B KAHOHNYECKOM
noAnMcaHHoi NHgopMaLLmn.

MpumeyaHue — BaxHO, 4TOGbI LA 1 @BTOMATU3NPOBAHHbIE MEXaHU3Mbl paboTann C NOAMUCaHHLIMUA faH-
HbIMW. & He C OpUTMHasIbHLIMU AaHHbIMKU, cM. W3C XML-noanuce, 8.1.3.

A.2.3.4 MNpoBepsitoLLee NPUIOXKEHNE NOJyYaET «MCK/YAOLLMIA KAHOHNYECKOI aifopuTM GbICTPOro MHGYO-Habopa
6e3 KOMMeHTap1eB» /19 KaHOHM3aLMK NoANNCaHHON MHpopMaLIMK, NpefcTaBneHHol cBoiicTBoM [normalized value] uk-
thopmaumoHHoro anemeHTa Algorithm attribute B MHcbopmaumoHHom anemeHTe ds:CanonicalizationMethod element.

A.2.3.5 lMposepsitoLLee NpUIoXeHne KaHOHU3VPYIOT MOAMNCaHHYI0 MHhopMaLMIo CneaytoLmMm o6pas3om:

a) BBOJ B «MCK/IHOYALMIA KAHOHUYECKMIA anropuTm 6bICTPOro MHo-Habopa 6e3 KOMMEHTaPUEB» SIBMSIETCA HAbO-
pom y3noB XPath nHdopmaumoHHoro anementa ds:Signedinfo element u ero go4yepHNX 3nemMmeHToB MHhopmaumm {cm.
6.1.5. a));

b) KaHoHuuYeckuii XML-A0KyMeHT chopmmupyeTcst n3 Habopa y3nos XPath (cm. 6.1.5) ¢ ncnonb3oBaHNeM KaHOHMYe-
ckoro XML anropuTma, ykasaHHoro B W3C. ucknoyatowmuii kaHoHuyeckmin XML (cm. 6.4.4);

C) kaHOHUYeckuit XML-A0oKyMeHT napcutcs ana opmmposaHms XML nHdo-Habopa (cm. 6.1.5, b)):

d) kaHoHMueckuii XML uHcpo-Habop cepuasim3yeTcs Kak KaHOHUYECKUA [OKYMEHT GbICTPOro nHdo-Habopa (cm.
6.1.5. C)) C orpaHUYeHUAMMN Ha cepranusaumio, ykasaHHbiMu B 6.3:

€) KaHOHMYEeCKUIi OKYMEHT BbICTPOro MHho-Habopa napcutcs anst popmmposarus Xf.1L nHo-Habopa. 13 KoTopo-
ro nofyvaercs nognucaHHasa nHdopmMauus, npeactasneHHas nHcopmauyeii ds:Signedinfo element

A.2.3.6 [Janee nposepsitoLLee NPUIOXKEHNEe onpeaenseT, YTo A1 NPOBEPKM CCbISTOK eCTb OfiHA CCbI/IKa Ha NPOBEPKY,
npefcTaBneHHas nHhopMaLMoHHbIM anemeHTom dereference element

A.2.3.7 TpoBepsilowee NpuioXKeHWe MnosyyaeT 06beKT AaHHbIX A5 X3WMpoBaHMsA nyTem pasbiMeHoBaHus URI
«#TheBody», koTopoe npefcTaeneHo cBoiicTBoM [normalized value] uHdopmaumum URI attribute B nHchopmaLmoHHOM
anemeHTe ds:Reference element, 1 BbINOMHAET Npeobpa3oBaHWsA 06beKTa AaHHbIX, NpefcTaseHHble MHOPMAaLIMOH-
HbIM 3n1emeHTOoM ds:Transforms element.

A.2.3.8 PasbiMeHoBaHWe focTuraeTcst nyTem nomcka nHgo-Haéopa SOAP cooblueHuii, 4To6bl MAEHTUMLMPOBATL
aneMeHT nHdopmaumy element, KOTOpbIi UMeET anemMeHT nHdopmauum wsu:ld attribute co csoiictBom [normalized
value], paBHbIM ngeHTudmkaTopy «TheBody*. B aTom cnyyae, Habop y3nos XPath anemeHTa nHcopmaummn soap:Body
element v ero goyepHue anemMeHTbl MHhOPMaLIMN NAEHTUOULMPYIOTCA Kak O6BEKT AaHHbIX 415 X3LUMPOBAHUS.

A.2.3.9 Mpeobpa3oBaHna COCTOAT U3 OAHOrO NpPeobpasoBaHus, NPeLCTaBEHHONO UHAOPMALMOHHLIM 3/IEMEHTOM
ds:Transforms element, KoTopbIit onNpefenseT «MCKIUatoLLMIA KAHOHNYECKWIA anroputM 6bICTPOro MHPO-Habopa 6e3 KoM-
MeHTapues» (cM. 6.4.4 1 7). npeAcTaBNeHHOro nHpopmMaLMoHHbIM 3nemeHToM Algorithm attribute (B anemeHTe nHchopma-
uun ds:Transforms element), ceoiictBo [normalized value] koToporo siBnsetcs «um:fastinfoset:cl4n:exclusive».

A.2.3.10 MposepsitoLLee NPUIOKEHNE BbINOMHAET NpeobpasoBaHne 0bbekTa JaHHbIX B NOC/1efoBaTeIbHOCTb OKTe-
TOB (KOTOPbIe ABMISIOTCA BBOAOM B &/ITOPUTM X3LLUMPOBAHWS) CeAyoLmM 06pa3oMm:

a) BBOJ, B «MCK/IOYALLMIA KAHOHUYECKUIA anroputm 6bICTPOro Ho-Habopa 6e3 KOMMEHTapUEB» SIBNSIETCA HABO-
pom y3nos XPath nHthopmaLoHHoro anemeHTa soap:Body element n ero fouepHux anemeHToB NHGOPMaLWN MHO-Ha-
60pa SOAP coobuieHnii n3A. 1.4 (cm. 6.1.5. a)):

b) KaHOHMYeckuin XML-okymeHT hopmupyeTcs 13 Habopa y3nos XPath (cm. 6.1.5. a)) ¢ MCNO/Ib30BaHNEM KaHOHU-
yeckoro XML anroputma, ykazaHHoro B W3C vckitovatowemM kaHoHnveckom XML (cm. 6.4.4);

C) kaHOHUYeckuit XML-A0KyMeHT napcutea ana nonyveHus XML nhHdpo-Habopa (cMm. 6.1.5. b));

d) kaHoHMuYeckuii XML uHpo-Habop cepuanim3yeTcsi Kak KaHOHWUYECKWIA JOKYMEHT 6bICTPOro MHdpo-Habopa (cMm.
6.1.5. C)), C orpaHMYeHNsIMI Ha cepuanmsaumio, ykasaHHbIMu1 B 6.3;

€) nocnefosaTe/lbHOCTb OKTETOB, YTO MOAAETCA Ha BXOA a/ITOPUTMa X3LMPOBaHUS, SABNSETCA KAHOHUYECKUM fA0-
KYMEHTOM 6bICTPOro UHo-Habopa.

A.2.3.11 MNpoBepstoLLiee NPUIOKEHNE XILUMPYET NOCNe0BaTe/IbHOCTb OKTETOB [/1A MOJTyYEHUS X3LU-CYMMbI C UC-
nosib3oBaHnem SHA-1 anropvTMa X3LMpOBaHWS, NPeAcTaBNeHHOr0 MHAOPMaLMOHHbIM anemeHToM ds:OigestMethod
element.

A.2.3.12 lNpoBepsioLLiee NPUIOXKEHNE CPABHUBAET MOJTyHEHHYIO X3LLU-CYMMY CO 3HAYEeHMIO X3LU-CYMMbI B CCbI/IKE,
npeAcTaB/IEHHON COAePXMMbIM MH(OPMALMOHHOTO 3neMeHTa ds:DigestValue element. Ecniu ecTb Kakne-nn60o HecooT-
BETCTBMSA. TO NPOBEPKA CuMTaeTcs HeyaasLUeincs.

10
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A.2.3.13 3atem nposepstoLee NpuIoXKeHne npoBepseT Noaucs.

A.2.3.14 TMpoBepsitoLLee NPUIOKEHNE NoyYaeT KYeBY MHhopMaumio, NpeacTaBieHHyo0 aneMeHTaMmu nHdop-
maumm ds:Keylnfo u wsse:BinarySecurity Token element (B gaHHOM npumepe ucnonb3yeTcsa Mapkep goctyna X.509,
cM. [ITU-T X.509J).

A.2.3.15 TpoBepsioLiee NpUIoKeHWe, ANA NOYYEHUS 3HAYeHUs NoAnucK, NOAMUCLIBAET MocnefoBaTeslbHOCTb
OKTETOB, ABMALLYIOCA KaHOHWYECKMM [OKYMEHTOM ObICTPOro MHGo-Habopa, nosnyyeHHsIM B A.2.3.5 ¢ 1CMOMb30BaHW-
emMm RSA-SHA-1 anroputma nognucu, npeacrasfieHHoOro cBoictBom [normalized value] MHgopmMaLMoOHHOro anemMeHTa
Algorithm attribute B nHthopmaumoHHoM anemeHTe ds:SignatureMethod element.

A.2.3.16 HakoHel, nposepsioLlee NpUIoXeHVe NOATBEPXAAET, YTO NOJIyYEHHOE 3HAYeHue MNOAMNUCK Takoe Xe,
KaK 3HayeHvWe noanuMcu B MOAMNUCAHHON MHopMaLmun, NPeacTaBfeHHON COAEPXMMbIM MH(OPMALIMOHHOTO 3/1EMEHTa
ds:SignatureValue element.

A.3 WudposaHue 1 gewmndposaHmne nHgo-Habopa SOAP coobueHuii

A.3.1 MoanuncaHHbIl 1 3aWwndpoBaHHbIit MHpo-Habop SOAP coobueHnii

A.3.1.1 MoanucaHHbIA 1 3awmndpoBaHHbIii MHO-Habop SOAP coobuieHunii nHpo-Habopa SOAP coobLueHuii u3
A.1.4. rge SOAP Teno 6bi/10 nognucaHo, a 3ateMm cogepxmmoe SOAP Tena 6b110 3awndpoBaHo, NpeacTas/eH B npu-
noxeHuu C.

A.3.2 dopMmupoBaHue nNoAnMcaHHoOro u 3awmdpoBaHHOro nHdo-Habopa SOAP coobueHnii

A.3.2.1 CHavana nHgo-Habop SOAP coobLeHnii noanncbiBaeTCs, Kak onucaHo B A.2.2. 3aTeM hopMmpyeTcs 3a-
LUMCPPOBAHHbIN MHPO-HAaGop SOAP coo6LeHni (cM. npunoxeHne C) nyTem fo6aBneHnst 1 3aMeHbl MHOPMALMOHHbBIX
3/1EMEHTOB NOAMNCAHHOTO MHo-Habopa SOAP coobLueHuii (CM. npunoxeHue B).

A.3.2.2 Mpouecc wudpoBaHusa ykazaH B W3C XML wudpoBaHue, 4.1. Hmxe cnegyeT onvcaHve 3Toro npotecca
NPUMEHUTENBHO K NognucaHHoMy nHdo-Habopy SOAP cOO6LLEHWIA.

A.3.2.3 ludppytowee npunoxeHne BoIoUPaeT OANH WM HECKOJIbKO 3/1EMEHTOB JaHHbIX /18 WMPOoBaHUA 1 Ans
Kauk[l0ro aieMeHTa aHHbIX: BbIGUPaEeT a/iropuTM 415 WMPPOBaHNA 3NIeMeHTa faHHbIX: WnpyeT aneMeHT AaHHbIX; (hop-
MUPYeT MHGOPMaLMIo 3alMPOBAHHOTO TUMNA, UHKANCYIMPYIOLLYIO pe3y/bTar LWNGPOBaHUS 3/1IeMeHTa AaHHbIX (3alumnd-
POBaHHbIX AaHHBIX) U 3aMEHSAET 3/1IEMEHT AaHHbIX Ha UHhopMaLmio 3awmMdpoBaHHOro Tuna.

A.3.2.4 WWndppytoLiee NnpunoxeHne BbIGUPAIOT €AUHCTBEHHbIN 3/1EMEHT AaHHbIX 418 WMpoBaHNs — MHGopMauy-
OHHbI 3neMeHT n:payment element (1 cogepxumoe) nHgo-Habopa SOAP coobLueHnin n3A.1.4.

A.3.2.5 LlUndppyrolee npunoxeHvie eblbupaet anroputv RSA v1.5 Key Transport (cm. [IETF RFC 3447]) ans
LUMdpOBaAHUA TPAHCMOPTUPOBKM KtoYa W BblbupaeT KoY, 4YTo Obl1 MCNONb30BaH ANs nognucy uHdopmauum (Cm.
A.2.2.13). Kak KoY AN WAGPOBAHNA 3/1EMEHTA [aHHbIX. DTO NPUBOAUT K MOSIB/IEHUIO 3/IEMEHTOB MHJOpMaLmm
xenc:EncryptionMethod. ds:KeyInfo n xenc:CipherOata element, cBi3aHHbIX C 3aliMPOBaHHONI K/IHOYEBON MHGOP-
Maumeii (cM. MHchopMaLMOHHBIN anemeHT xenc:EncryptionMethod element).

A.3.2.6 Wndpytowee npunoxeHune BblibrpaeT TpoiiHoli DES anroputm (cm. [ANSI X9.52]) ans wndpoBaHus UH-
hopMaLMOHHOro afieMeHTa n:payment element (M cogepXxunmoro). 310 NPUBOANT K NOABNEHUIO MH(DOPMALMOHHOTO 3/1e-
MeHTa xenciEncryptionMethod element, cBa3aHHOro ¢ MHopMaumeit 3awmgpoBaHHOro TMna (CM. MHHOPMaLMOHHBII
anemeHT xenc.EncryptedData element).

A.3.2.7 Wndppytowee npunoxeHne WwndpyeT MHAOPMALMOHHBIA 3/1EMEHT n:payment element (W cogepxvmoe)
cnegyowym o6pasom:

a) MHhopMaLMOoHHbI 31EMEHT n:payment element go/mxeH 6bITb NPeo6pasoBaH B NosHbI XML MHGo-Ha6op (cm.
8.1.3. a));

b) aT0T XML nHho-Habop AomkeH 6bITb cepnasin3oBaH B AOKYMEHT bbicTporo nHgo-Habopa (cm. 8.1.3. b));

C) OKTeTbl 3TOro AOKyMeHTa 6bICTPOro uHgo-Habopa wmdpyroTes Ana nonyyveHws 3awmppoBaHHON nocnefosa-
TeNbHOCTM OKTeTOB (CM. 8.1.3. ¢)).

A.3.2.8 WndppytoLiee npunoxeHve hopmmpyeT MHopMaLmio 3alumpoBaHHOro Tuna. 3To NPUBOANT K MOSIBNEHUIO
MHhOPMaLMOHHOTO 3n1eMeHTa xenc:EncryptedData element, KoTopblIii UMeeT:

a) anemMeHT mMHcopmaumm wsu:ld attribute co cBolictBom [normalized value] mxEncryptedBodyContents*. To
eCTb UAEHTUMKATOP 3aLLNGIPOBAHHbIX AAHHBIX:

b) anemeHT uHdopmaumm Type attribute co csolicTBom [normalized value] «urn:fastinfoset:element». Kotopbiii
NOEHTUULMPYET 3N1IeMEHT 3alunpoBaHHbIX AaHHbIX, Kak 4OKYMEHT ObICTPOro MHgo-Habopa. NosyYeHHbI U3 anemeHTa
nHdopmaumm element (cm. 8.1.4):

C) floHepHNit anemeHT nHchopmauum xenc:EncryptedKey element, cchoopmmpoBaHHbiii B A.3.2.6;

d) pouepHuii anemeHT uHdopmauum xenc:CipherOata element, MMeKOLWWIA AOYEPHWIA 31EMEHT UHOopMaLMn
xenc:CipherValue element, cogepxatumii cumBosbl 3allndpoBaHHOl nocnefoBaTeIbHOCTU OKTETOB B base64 koaupo-
BaHum (cm. [IETF RFC 2045]). cchopmmpoBaHHoii B A.3.2.7. C).

A.3.2.9 Wndpytowee npunoxeHne hopMmpyeT 3alimpoBaHHyIO0 KI0UYEBYO MHGopMauyio. 3T0 NpuBOAUT K Mo-
ABMIEHMI0 MHDOPMALIMOHHOTO 3nieMeHTa xenc:EncryptedData element, KoTopbIii UMeET:

a) flovepHue anemeHTbl MHDopmaummn xenc:EncryptionMethod. ds:KeyInfo n xenc:CipherData element, cdop-
MUpoBaHHble B A.3.2.5;

b) fouepHuii anemMeHT nHhopmaumm xenc:ReferencelList element, KOTopbIli MeeT Ao4epHUIE aNeMeHT MHdopma-
umm wsse:Reference element ¢ anemeHTom mHchopmauum URI attribute, ube cBoiicTBo [normalized value] siBnsetcs
URI «#EncryptedBodyContents», koTopoe ccblnaetcs Ha uHthopmMaLmoHHbIn anemeHT xenc:EncryptedKey element.

n
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A.3.2.10 HakoHeLl, LumnchpytoLiee NpuioXeHne 3aMeHsieT afleMeHT nHdopmaumi n:payment element (1 cogepxu-
MOe) Ha Mo/yYeHHbI 3neMeHT nHdopmauyumn xenc:EncryptedOata element, kak ykasaHo B 8.1.5. 1 afnemeHT uHchopma-
uun xenc:EncryptedKey element fo6aBnsieTcs B KauecTse JO4EPHErO 3/1eMeHTa MHhopmMaLmm wsse:Security element,
1 3TOT A0YepHUA 3N1IeMEHT NOSBISIETCS A0 3MeMeHTa uHdopmaumn ds:Signature element

MpumeuyaHune — MocnegosatensHocTbxenc:EncryptedOatamn ds:SignaturecooTBeTCTBYET Noc/efoBaTe/lb-
HOCTU. B KOTOPOIA BbIMNOJHATCA LWUMDPOBAHME 1 NOANCAHNE.

A.3.3 MNpoBepka 1 AewngpoBka NoANUCAHHOTO 1 3alWNpPoBaHHOIO MHo-nabopa SOAP coo6LyeHNi

A.3.3.1 Mpouecc gewmcposkn ykasaH B W3C XML wndpposanune. 4.2. Huxe npegctasiieHo onvcaHne aToro npo-
Liecca NpyMeHUTENbHO K 3amMdpoBaHHOMY ¥ NoAnNMcaHHOMY MHo-Ha6opy SOAP co06LLEHNIA.

A.3.3.2 CHavana gelumdppytoliee npunoxeHne obpabartbiBaeT 3allnMpPOBaHHYH K/KOYEBYH MHGopMaumio, npes-
CTaB/IEHHYI0 3/1eMeHTOM MHhopmaummn xenc:EncryptedKey element, 4To6bl NOAy4nTb KIOY ANA AEWIMGPOBKA W AaH-
Hble. KOTOpble 6blIN 3aLNPOBaHbl C UCMNONL30BAHNEM 3TOTO K/ltoYa.

A.3.3.3 Jewundpytoliee npunoxeHune ncnonb3yet anroputm RSA v1.5 Key Transport (cm. (IETF RFC 3447]) ans
3alndpoBaHHOI KOYEBOI TPAHCMOPTUPOBKY 1 UCMO/b3YET TOT Xe KU ANS AeLUMPOBKM AaHHbIX, YTO W ANS NPOBEPXM
nHchopmauum o nognucu (cm. A.2.3.14).

A.3.3.4 felumdpytoLiee NpuioxeHne onpegensieT, YTo faHHble, KOTopble AO/MKHbI ObITh AelundpoBaHbl, ABAAKOTCA
3anemMeHToM nHdopmaumm xenc:EncryptedData element (Ha 3To ccblnaeTcs 3awmnpoBaHHas koyeBas MHopmaums).

A.3.3.5 fewmdppytoiee npunoxerHme pacumpoBbiBaeT Nocne0BaTe/IbHOCTb OXTETOB. NPeACTaB/EHHYIO B Buae
AekoampoBaHus cuMmBonoB base64 (cm. (IETF RFC 2045)) anemeHTa nHdopmauum xenc:CipherValue element, gns no-
Jly4eHns1 OTKPbLITOW NOcnefoBaTeNbHOCTM OKTETOB.

A.3.3.6 TVNOM OTKPbITOI NOC/IEA0BATE/ILHOCTU OKTETOB ABMSIETCA LOKYMEHT 6bIOTPOTO MH(DO-Ha6opa. NOMyUeHHbINR
13 MHOPMALIMOHHOTO 3/IeMeHTa element, npefcTaBfeHHOro 31emMeHToM MHdopMauumn Type attribute co csoiicTBoM
[normalized value] «urn:fastinfoset:element* (cm. 8.3, a)).

A.3.3.7 JewmdpytoLee npuioxeHre nosyyaet aieMeHT nHdopmauumn element us fokymeHTa 6b1CTPOro MHAGIO-Ha-
60pa 1 3ameHsIeT anemeHT nHdopMauum xenc:EncryptedOata element Ha 3TOT MHCDOPMALVOHHBIV 31EMEHT element
(cm. 8.3, b) nc)).

A.3.3.8 HakoHel, noanvcaHHblii 1 AelungpoBaHHblii MHo-Ha6op SOAP coo6LLEHNIT NPOBEPSIETCA, KaK ONMcaHo B
A.2.3.

12
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Mpunoxexve B
(cnpaBoyHoe)

MoanucaHHbIn MHo-Ha6op SOAP coobueHnii

<soap:Envelope xmIns:soap=«...* xmIns:wsse=«...» xmIns:wsu=«...» xmIns:ds=«...»>
<soap:Header»
<wsse:Security>
<wsse:BinarySecurityToken wsu:ld=«X509Token»
ValueType=«...#X509v3i*>

</wsse:BinarySecurityToken>
<ds:Signature>
<ds:Signedinfo>
<ds:Canonicalization Method
Algortthm=«urn:fastinfoset:c14n:exclusive»>
<cl4n:InclusiveNamespaces PrefixList="'wsse soap' xmIns:cl4n=«...»/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod
Algorithm=«http://www.w3.0rg/2000/09/xmldsig#rsa-shal»/»
<ds:Reference URI=«#TheBody»>
<ds:Transforms>
<ds:Transform
Algorithm=«um:fastinfoset:cl14n:exclusive»>
<cl4n:InclusiveNamespaces PrefixList=" xmIns:cl4n=«...»/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm=«http://www.w3.0rg/2000.'09/xmldsig#shalx»/>
<ds:DigestValue»...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>...</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI=«#X509Tokenx»/>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap: Header»
<soap:Body wsu:ld=«TheBody»>
<n:payment xmins:n=«...»>1000</n:payment>
</soap:Body>
</soap:Envelope»
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Mpunoxexue C
(cnpaBoyHOE)

MoanucaHHbIn 1 3awmndpoBaHHblil MHpo-Habop SOAP coobweHnii

<soap:Envelope xmins:soap=«...» xmIns:wsse=«...» xmIns:wsu=«...* xm!ns:ds=«...» xmins:xenc=«...»>
<soap:Header>
<wsse:Security>
<wsse:BinarySecurrtyToken wsu:ld=«X509Token»
ValueType=«...#X509v3»>

</wsse:BinarySecurityToken>
<xenc:EncryptedKey>
<xenc:EncryptionMethod
Algorithm=«http://www.w3.0rg/2001/04/xmlenc»rsa-1_5»/>
<ds:Keylinfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI=«#X509Token»/>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI=«#EncryptedBodyContents»/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<ds:Signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod
Algorithm=«urn:fastinfoset:cl4n:exclusive»>
<cl4n:InclusiveNamespaces PrefixList="'wsse soapl xmins:cl4n=«...»>
</ds:CanonicalizationMethod>
<ds:SignatureMethod
Algorithm=«http://www.w3.0rg/2000/09/xmldsig8rsa-shal»/>
<ds:Reference URI=«#TheBody»>
<ds:Transforms>
<ds:Transform
Algorithm=«urn:fastinfoset:cl4n:exclusive»>
<cl4n:InclusiveNamespaces PrefixList=" xmIns:cl4n=«...»/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm=«http://www.w3.0rg/2000/09/xmldsig»shali*/>
<ds:DigestValue>...</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>...</ds:SignatureValue>
<ds:Keyinfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI=«#X509Token»/>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body wsu:ld=«TheBody»>
<xenc:EncryptedOata wsu:ld=eEncryptedBodyContents»
Type=«urn:fastinfoset:element»>
<xenc:EncryptionMethod
Algorithm=«http://www.w3.0rg/2001/04/xmlenc#tripledes-cbci*/>
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<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>
</soap:Body>
</soap:Envelope>
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Mpunoxexve A
(cnpaBouyHoe)

CBefleHna 0 COOTBETCTBUMN CChIZTOYHBIX MEXAYHAPOAHbIX CTaHAapTOB
MeXrocyilapCTBEHHbIM CTaHhapTam

Tab6bnuya JA1L

OBO3HaNEHME MEXITYHAPOHOO CT a COOCTr;'lTi:Em O603HaueH1e 1 HaI/IMeHOBa'Cl"-IaI‘/I;r ;neMOCy,qapCI'BEHHOrO CTaH-
ISO/IEC 24824-1:2007 0T FOCT ISO/1EC 24824-1—2013 «/H(hOpMaLMOHHbIE Tex-

Honorun. O6wme npasuna npumeHeHns ASN.1. BbicTpble
KomMaHfpbl. Hactb 1»

ISO/IEC 10646:2003 — *

* COOTBETCTBYIOLLMI MEXTOCYAAPCTBEHHDIN CTaHAAPT OTCYTCTBYET. [lO €ro yTBepXAeHNA PeKOMEHAYETCS NCMO/b30-
BaTb NEpPeBO/, HA PYCCKMI A3bIK AaHHOr0 MeXAYHapoAHOro cTaHaapTa.

MpumeyaHune — B HacTosiLel Tabnmue NCNONb30BaHO CreAyloLiee YCI0BHOe 0603HaYeHne CTeneHn cooT-
BETCTBMA CTaHjapTa:

- FOT — naeHTUYHbI cTaHaapT.
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