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Mpegncnosune

LUenm v npuHuunbl cTaHgaptusaumu B Poccuiickoii  depepaumn  yCTaHOB/EHbI
®efepaibHbIM 3aKOHOM OT 27 gekabpsa 2002 r. Ne 184-903 «O TeXHUYECKOM peryniMpoBaHum»,
a npaBuna MPUMEHEHNS HaUMOHasIbHBLIX CTaHgapToB Poccuiickoli ®epepauunm — FOCT P
1.0—2004 «CtaHgaptm3auus B Poccwiickoii ®egepaupn. OCHOBHbIE NOSIOXKEHNS»

CsefeHuna o ctaHgapTe

1 NMoAroTOB/EH 3AO0 «[lMpocnekT» COBMECTHO C Accouuauvein aBTOMaTu4eckKoi
noeHtudpmkauum «FOHNCKAH/IC1 PYC» Ha OCHOBE COOCTBEHHOrO ayTEHTUMYHOrO nepeBoa
Ha PYCCKWi1 A3bIK MEXAYHAPOAHOro CTaHAapTa, yKasaHHOoro B nyHkTe 4

2 BHECEH TexHuyeckum KoOMMTETOM NO cTtaHgaptusaumm TK 55 «TepmuHonorus,
3/1eMEHTbI AaHHbIX U AOKYMeHTauusA B 6U3HeC-npoLeccax U 3NeKTPOHHO TOprose»

3 YTBEPX/EH W BBEAEH B AEWCTBWE MMpukasom defepasibHOr0 areHTcTsa Mo
TEXHUYECKOMY PerynmpoBaHuio 1 MeTposiorum ot 20 Hosi6pa 2012 r. Ne 975-cT

4 HacTosawmin ctTaHgapT MAEHTUYEH MexayHapogHomy cTaHaapTy MCO 9735-5:2002
«INEKTPOHHbIA 06MEH AaHHbIMW B YMpaB/fieHun, Toprosre W Ha TpaHcnopTe (EDIFACT).
CurHTakcu4yeckne npaswia 4/1a npuknagHoro ypoeHs (Bepcus 4, pegakums 1). Yacte 5. Mpasuna
3awmTbl Ana naketHoro 3041 (ayTeHTUYHOCTb, LEMOCTHOCTb M HEOTKAa3yeMOCTb WCTOYHMKA)»
(ISO 9735-5:2002 «Electronic data interchange for administration, commerce and transport
(EDIFACT) — Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 5: Security rules for batch EDI (authenticity, integrity and non-repudiation of origin»).

MpM NPUMEHEHUM HACTOSILLEro cTaHAapTa pekoMeHAyeTcsi MCMo/fb30BaTb BMECTO
CCbIIOYHBIX MEX/AyHapOoAHbIX CTaHAapTOB COOTBETCTBYIOLME VM HaUMOHasIbHble CTaHAapThbl
Poccuiickoii ®efepauun, CBEEHNsI O KOTOPbIX NpUBEAEHbI B JOMNO/THUTENILHOM MPUIOXKEHNN

5 BBEJEH BIMNEPBbIE

NHdpopmaLys 06 M3MEHEHMSIX K HACTOSLLEMY CTaHaapTy Ny6MkKyeTCs B eXerofHo
13aBaeMOM WHOPMALIMOHHOM YyKaszaTene «HauuoHa/lbHble CTaHAapThli», a TeKCT
M3MeHeHUli 1 MNoMnpaBoOK — B EXEeMeCSYHO M3AaBaeMblX MH(OPMALMOHHBLIX yKasaTensx
«HauvoHanbHble cTaHaapThi». B ciydae nepecMoTpa (3aMeHbl) UM O TMEHbI HACTOSILLIET O
cTaHjapTa COOTBETCTBYyWLlee yBeAoM/eHWe 6yaeT Ony6/IMKOBaHO B EXeMecsyHo
“3gaBaemMoM VHOPMAaLMOHHOM yKasaTesnie «HauuoHasbHble cTaHaapThi». COOTBETCT-
BylOLL@sl MHpopMaLMs, YBEAOMIEHNS N TEKCThl pa3MeLlalnTCcs Takke B MHOPMALIMOHHOM
cucTeme 06LLEr0 NOMb30BaHUA — HA ohuLMaibHOM caliTe defepaibHOr0 areHTCcTBa no
TEeXHUYECKOMY PETyIMPOBAHUIO 1 METPONONN B CeTU MHTepHeT

© CraHpapTtuHdopm, 2014

HacToswpii cTaHaapT He MOXEeT ObiTb MOMHOCTBI0 WM YacTWYHO BOCMPOW3BEEH,
TUPAXMPOBAH W pacnpocTpaHeH B kKauecTBe OUUMANbLHOMO M3daHus 6e3  paspelleHus
defepasnibHOro areHTCTBa Mo TEXHUUYECKOMY PEryMpoBaHUIo 1 METPOIOTN

3O/, - 3MeKTPOHHbIA 0BMEH AaHHBIM COOTBETCTBYET aHr/miickomMy EDI - electronic data interchange.
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BBegeHne

HacTtoawwmin ctaHgapT BkA4YaeT B ceba npaBuna MNpPUKIAAHOrO YpPOBHA AN
CTPYKTYPUPOBAHUSA [aHHbIX B pamkax O6MeHa 3/1eKTPOHHbIMU COOOLWEHNAMU B
OTKpbITOM cpeae, € yyeTom TpeboBaHWUii MakeTHO WNM WHTEPaAKTUBHON 06paboTKM.
OTn npaBuna yTBepxaeHbl EBpPONENCcKoin 3KOHOMWUYECKON komuccmein OpraHmsauumn
O6beauHeHHbIx Hauunii (UN/ECE) B ka4yecTBe CMHTaKCM4YeCKUX NpaBu/ 3/1EKTPOHHOr0
obmeHa JaHHbIMK B ynpaBsieHuun, Toproene u Ha TpaHcnopte (EDIFACT) n asnstoTca
yactblo  «CnpaBO4YyHMKAa MO OOMEHy TOProBbiIMM  AdaHHbiMKM  OpraHusauyuu
O6beanHeHHbix Hauunii» (UNTDID4), kOTOpblii COQEPXUT TakkKe pekomeHAauuu no
pa3paboTke COOOLEHNI MAKETHOIO Y UHTEPAKTMBHOIO O6MeHa.

Cneundukaunum v NpPOTOKO/bl CBA3U He BXOAAT B 06/1aCTb pacnpocTpaHeHus
HacToslero ctaHgapTa.

HacTtoswmwmii cTaHgapT BXOAUT B KoMmnjaekc cTaHgaptoB WCO 9735 wu
obecneynBaeT BO3MOXHOCTb OpraHusauum L[ONOSHUTENbHOW 3awWuTbl NakeTHbIX

CTPYKTYp AaHHbiXx EDIFACT, Taknx kak cooOL,eHus, NakeTbl, rpynnbl UM 06meH.

Komnnekc ctaHgapTtoB VCO 9735 cocTouT M3 crieaylouwmx yactei, MMerLmnx
06LWMin NO0A3aroN0BOK «DJIEKTPOHHbII 06MEH AaHHbIMW B ynpaB/ieHun, TOProBie n Ha
TpaHcrnopTte (EDIFACT). CwuHTakcuyeckue npaBuna A MOPUKNALAHOTO YPOBHSA

(Bepcusa 4, pegakumsa 1)»:
— vacTtb 1. CuHTakcuyeckme npasusna, obume onsa Bcex vacTtei;
— yvacTb 2. CuHTaKkcuyeckme npasuna, cneundundHble gns naketHoro 9004;

— yactb 3. CnHTakcmyeckue npasuna, CI'IGLU/IdJI/ILIHbIe ona  NHTepPakKTUBHOIO

90/;

— vacTb 4. CoobleHMe CUHTAKCUYECKOro W CAYXebHOoro yBefoMJIeHMSA AN

naketHoro 30/ (Tun coobweHnas — CONTRL);

— yvacTtb 5. lMNMpaBuna  3awutel 41 naketHoro 30[  (ayTEHTUYHOCTb,

LLe/TOCTHOCTb U HEOTKA3yeMOCTb UCTOUHUKA);

"SUNTDID - United Nations Trade Data Interchange Directory.
[}
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— yacTb 6. CoobueHne ANs 3aWMLLEHHON ayTeHTU(MKaALMM U 3aLiULLLEHHOTO

KBuUTUpOBaHua (Tnn coobeHna — AUTACK);
— yacTb 7. Npasuna 3awutbl ona naketHoro 30/ (KoHUAEHUNANBHOCTD);
— yacTb 8. AccoymmpoBaHHble faHHble B Q0/[;

— yvacTtb 9. CoobuieHne ans ynpaBneHus kawvyamu n ceptudmnkataMmun 3alinTsbl

(tun coobweHnas — KEYMAN);

— yacTb 10. CnpaBOYHMKUN CAYXEBHBIX CUHTAKCUYECKUX CTPYKTYP.



FOCT P NCO 9735-5 - 2012

HALUWOHANbHBIN CTAHAOAPT POCCUWCKOW OSGEAEPALUNWU

SNEKTPOHHbI OBMEH AAHHBLIMA B YNPABNEHWW, TOPTOB/IE 1 HA TPAHCTIOPTE

(EDIFACT)
CuHTaKcuyeckve npaswnia 4ns nNpuknagHoro ypoBHs
(Bepcus 4, pegakuma 1)
Yactb 5

MpaBuna 3awmTbl ANs naketHoro 30/ (ayTEHTUYHOCTb, LeNIOCTHOCTb 1 HEOTKa3yeMOCTb

NCTOYHNKA)
Electronic data Interchange for administration, commerce and transport (EDIFACT) —
Application level syntax rules
(Syntax version number: 4, Syntax release number: 1) —
Part 5: Security rules for batch EDI (authenticity, integrity and non-repudiation of origin)

Jata BeBegeHnsa - 2014-01-01

1 O6nacTb NpMMEHeHns

HacTtoswuii ctaHgapT ycTaHaB/MBaeT CUHTAKCMYeckne npasuia 3auuTbl
EDIFACT un onpegensieT meTof 3alUTbl Ha YpOBHE coobweHuit/nakeTos, rpynn
n obmeHa Ansa obecneyeHnss UX ayTeEHTUYHOCTU, LLe/IOCTHOCTU M HEOTKA3yeMOCTuU

NCTOYHUKaA B COOTBETCTBUN C NPUHATBIMXA MeXaHU3IMaMi 3allnThbl.

2 CooTBeTCcTBUME CTaHOApTy

Onsa cooTBeTcTBMA OOMeHa HacTosAweMmy cTaHgapTy B 06A3aTeflbHOM
afieMeHTe pAaHHbix 0002 (HOMep BepcuM CUHTAKCUYEeCKMX npaBun) cnepyet
ncnonb3oBaTb HOMep Bepcumn “4", a B yC/IOBHOM 3nemeHTe gaHHbix 0076 (Homep
pefakunm CMHTaKCM4Yecknx npasu) AO/MKEH ObiTb yka3aH HOMep pegakuyum “01”.
Kaxablil 13 3TUX 39MEeMEHTOB [fAaHHbIX BxoAuT B cermeHT UNB (3arosioBok
obmMeHa). B ob6mMeHax, B KOTOpbIX MpoAo/HKaeT MCMNONb30BaTbCA CUHTaKCUC
6osee paHHUX Bepcuid, ANA pas3IMYeHUs COOTBETCTBYHOLIUX CUHTAKCUYECKUX
npasw, He06X0A4MMO yKa3biBaTb C/leaylolne HoMepa BepCuii:

NCO 9735:1988 - HOMep Bepcun cuHTakcuyecknx npasun: 1;

M3paHne ocmnumnanbHoe |
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MCO 9735:1988 (c nsmeHeHuUsaAMU, NpUHATbLIMKU B 1990 r.) - HOMep Bepcuu
CUHTaKCUYeCcKMx npaBus: 2;

NCO 9735:1988 (c M3meHeHneM 1, npuHATLIM B 1992 r.) - HOMep Bepcun
CUHTaKcmuyeckmx npasun: 3;

MCO 9735:1998 - HoMep BEpPCUN CUHTAKCMYECKUX MpaBun: 4.

CooTBeTCTBME CTaHAapTy 03HayaeT, YTO BbINOJSIHEHBI BCe ero TpeboBaHus,
BK/OYaA Bce onuuun. Ecnm xe nopnepxuealTcA He BCe onuuu, To B N060M
3aaBneHnm o COOTBETCTBUYU LOJTKHO cogepxarbcs noJsioXeHwue,
naeHTuuumpyoliee onyumn, No KOTOPbIM AeK1apupyeTcs cOOTBETCTBUE.

[aHHble, ucnosb3dyemble B O0OMeHe, NPU3HAIOTCA COOTBETCTBYHOLLMMU
HacToslweMy cTaHfapTy, €ecnu Wux CTpPyKTypa W npeAacTaB/ieHne oTBevaroT
CUHTaKCuyecknMm npasusiam, onpefeneHHbiM B HACTOALWEM cTaHhapTe.

YcTpoiicTBa, nopfepxuBawlye HacTOAWWA cTaHZapT, MpuU3HaKTCH
COOTBETCTBYKOLWMUMN €My, eC/ 3TU YCTPOCTBa CNOCO6GHbI hopMupoBaTh U/nau
UHTEepNpeTupoBaTb [faHHble, CTPYKTYpUpOBaHHble W MNpeAcTaB/ieHHble B
COOTBETCTBUN C TpeboBaHUAMM HACTOALLEro crtaHgapra.

CooTBeTCTBME HAcCTosllWeMy CTaHgapTy BkIl4aeT B ceba  Takke
cooTBeTcTBMe YacTtam 1,2, 8 u 10 komnnekca ctaHgaptos NCO 9735.

MonoxeHna cTaH4apTOB, yKa3aHHbIX B HACTOALWEM cTaHaapTe, SABASATCA

COCTaBHbIMU 3/1IEMEHTaMn Kputepmnes COOTBETCTBUA HaCTOoAWEeMY CTaHOapPTY.
3 HopwmaTmBHblE CCbUIKA

B HacTosiwlem cTaHgapTe WCMNoJfib30BaHbl CCbIIKM  HA  clefyloline
HOPMATUBHbIE [OKYMEHTbl, MOJIOXEHUS KOTOPbIX HEOGXOAMMO Y4YMTbiBATH MNpU
MCNOMb30BaHMM HACTOSILLEro cTaHgapTa. B cnydyae CCbIZIOK Ha [AOKYMEHTbI, Y
KOTOpPbIX yKazaHa fata YTBEpPXAeHWs, Heo6X0oAMMO TMoJib30BaTbCs TOJLKO
ykazaHHoOW pepakuueii. B cnyyae, korga fata YTBEPXKAEHWS He NpuBeaeHa,
cnefyeT MoMb30BaThCA MOC/AefHei pefakuuell CCbIOYHbIX [AOKYMEHTOB,

BKNOYasA No6ble NonpaBku MU USMEHEHUSA K HUM.

MCO 9735-1:2002 3NEKTPOHHbLI OOMEH f[aHHbIMWU B  ynpaB/iEHUM,

Toprossie u Ha TpaHcnopte (EDIFACT). CwuHTakcuyeckue npasuna pAns
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npuknagHoro yposBHA (Bepcus 4, pepgakuma 1). Yacte 1. CuHTakcuyeckue
npasmna, ob6wue Aansa Bcex vactelr (ISO  9735-1:2002, Electronic data
interchange  for administration, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 1: Syntax rules common to all parts)

NCO 9735-2:2002 D/EKTPOHHbIA OOGMEH fAaHHbIMW B YynpaB/eHUu,
ToproBne wu Ha TpaHcnopTe (EDIFACT). CuHTakcuyeckue npasBunia Ans
npuknagHoro ypoBHA (Bepcusa 4, pepgakuma 1). YacTb 2. CuHTakcuyeckue
npasuna, cneundunyHble gna naketHoro 304 (ISO 9735-2:2002, Electronic data
interchange  for administration, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 2: Syntax rules specific to batch EDI)

NCO 9735-6:2002 3NeKTPOHHbIA 06MEH AaHHbIMWM B ynpas/eHuwu,
Toproene u Ha TpaHcnopTe (EDIFACT). CwuHTakcuyeckue npasuna Aans
npuknagHoro ypoBHsa (Bepcus 4, pepakumsal). Yactb 6. CoobuieHve ans
3allnLEHHON ayTeHTUUKauMm 1 3alnu,eHHOro KBUTUpoBaHns (Tun coobueHNs
— AUTACK) (ISO 9735-6:2002, Electronic data interchange for administration,
commerce and transport (EDIFACT) — Application level syntax rules (Syntax
version number: 4, Syntax release number: 1) — Part 6: Secure authentication
and acknowledgement message (message type — AUTACK))

NCO 9735-7:2002 3ONeKTPOHHbIA 06MEH AaHHbIMWM B YynpasfeHuu,
Toprossie uMHa TpaHcnopte (EDIFACT). CuHTakcuuyeckue npasuna pAns
npuknagHoro ypoBHa (Bepcua 4, pepakuma 1). YacTtb 7. MNpasBuna 3awutbl gns
naketHoro 20/, (koHduaeHymanbHocTb) (ISO 9735-7:2002, Electronic data
interchange for administration, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 7: Security rules for batch EDI (confidentiality))

NCO 9735-8:2002 3NeKTPOHHbI 0OOMEH AaHHbIMW B ynpaB/iEHUMN,
Toprossie unHa TpaHcnopte (EDIFACT). CuHTakcuyeckue npasuna pAns
npuknagHoro yposHa (Bepcua 4, pepakuua 1). Yactb 8. AccouumpoBaHHble

JaHHble B 30/, (1ISO 9735-8:2002, Electronic data interchange for administration,
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commerce and transport (EDIFACT) — Application level syntax rules (Syntax
version number: 4, Syntax release number: 1) — Part 8: Associated data in EDI)

NCO 9735-10:2002 DONEeKTPOHHbIA 06MeEH [AaHHbIMW B YyNpaB/eHuw,
Toproene u Ha TpaHcnopte (EDIFACT). CwuHTakcuyeckue npasuna pAns
npuknagHoro YyposHA (Bepcua 4, pepgakumsa 1). Yactb 10. CnpaBOYHUKU
CNYyXebHbIX CcuHTaKcmuecknx CcTpyktyp (ISO 9735-10:2002, Electronic data
interchange for administration, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 10: Syntax service directories)

MCO/M3K 10181-2:1996 WHcbopmaunoHHbie TexHosormn. B3aumopencteue
OTKPbITbIX cucTeM. OCHOBbI 6e30MacHOCTM ANS OTKPbIThIX cuctem. OCHOBBI
ayTeHTudmkaymm (ISO/IEC 10181-2:1996 Information technology — Open
Systems Interconnection —  Security frameworks for open systems:
Authentication framework)

MCO/M3K 10181-4:1997 NHpopMaunoHHble TexHonornn. Baanmogeincteme
OTKPbITbIX cucTeM. OCHOBbI 6e30nacHOCTW ANS OTKPbITbIX cuctem. OCHOBbI
HeoTkasdyemoctn (ISO/IEC 10181-4:1997, Information technology — Open
Systems Interconnection — Security frameworks for open systems: Non-
repudiation framework)

MCO/M3K 10181-6:1996 NH(hopmauunoHHbie TexHoNormn. B3aumogencteme
OTKPbITbIX cucTeM. OCHOBbI 6e30MacHOCTM ANS OTKPbIThIX cuctem. OCHOBBI
uenoctHocTn (ISO/IEC 10181-6:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems: Integrity framework)

4 TepMUWHbI 1 onpeaesnieHus

B HacTosillem cTaHaapTe npUMeHeHbl TepMWHbI, onpejesieHHble B

MNCO 9735-1.
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5 MpaBuna wncnonb3oBaHWA  rpynn CerMeHTOB  3arosioBka U

OKOHYaHuA 3alunTbl gna naketHoro 30/

5.1 3awmTta Ha ypoBHe coobueHuii/nakeToB (BCTpOeHHas 3awuTta

COO0OLUEeHni 1 NakeToB)

5.1.1 O6uwmne NonoxeHus

Yrposbl 6e3onacHocTH, CBOICTBEHHbIE npoteccam nepegauu
coobuleHunii/nakeToB, W CBs3aHHble C HUMK CAYX6bl 3awWuTbl MNPUBEAEHbI B
npunoxeHnax A un B.

B paHHOM nojpasfene npeacrtaBneHa CTPyKTypa CUCTEMbI  3aluThbl
EDIFACT Ha ypoBHe co06LleHMiA/NakeToB.

Cnyx6bl 3alWunTbl, pacCMOTPEHHble B HaACTOAWEM cTaHAapTe, [AOJIKHbI
NpefocTaBfATbLCA MNPUMEHUTENIbHO K /H06OMYy CyLLecTBYHLWEMY COOGLLEHNIO
nyTeM BK/IlOUYEHUSA TPYyNn CErMeHTOB 3arofioBka 3aWuTbl U rpynn CermeHToB
OKOHYaHuA 3awuTbl nocne cermeHta UNH w»n nepepg cermedHtom UNT, a
NPUMEHUTENIBHO K N060OMY CyLecTBYKLWEeMY MakeTy - nNyTem BKIOYEHUSA

yKa3aHHbIX rpynn cermeHToB nocne cermeHta UNO un nepepg cermeHtom UNP.

5.1.2 Tpynnbl CErMeHTOB 3aro/ioBKa U OKOHYaHNA 3alinThbl

Ha pucyHke 1 npuBeaeHoO cxemaTuyeckoe npeacTaB/ieHne o06MeHa,

UAMCTpUpYHOLLLEE 3alMUTY HAa YPOBHE COOOLLEHNIA.
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PucyHok 1- CxemaTtuyeckoe npeactaB/ieHne 06MeHa, NoKasblBatoLee Cryxo6bi

C 3almTOl Ha YPOBHE COOOLLEHNIA

Ha pmcyHKeZ npneegeHo cxemartmyeckoe npepncraB/ieHne obmeHa,

UNNIOCTPUPYIOLLEE 3aLLUTY HA YPOBHE NaKeToB.

PucyHok 2 - Cxemartunyeckoe npeacraBrfieHne obMeHa, nokasbiBaloLee CAyxoy ¢

3allUMTON HA YPOBHE NakKeToB
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5.1.3 Cr1pyKTypa rpyrnn cerMeHTOB 3arojioBka U OKOH4YaHMA 3alinThbl

Tabnuuya 1 - [pynnbl

3awWuTbl (cnyxo6a 3aumnTbl Ha YPOBHE COO6BLLEHWNIA)

TEIr HanmeHoBaHue
UNH 3arosoBoK coo6ueHus
Ipynna cermeHTOoB I *
USH 3aronoBoK 3awnTsl
USA ANTrOpuUTM 3aWnTsl
[pynna cCermMeHToB 2 -----———-—""""7"-
use CepTtupukar
USA ANropuT™M 3awnTsl
USR PesynbTaTt 3awunTshl
Teno coobuweHuns
[pynna CermMeHToB I .--—-—————="7"7"7"777
UST OKOHYaHMe 3awnThl
USR PesynbTat 3awuTsl
UNT OKOHYaHue coobueHns

Tabnuuya 2 -Ipynnel

3awuTsl (cnyxba 3auWmnTbl Ha YpOBHE NakeToB)

TED HanmeHoBaHue
UNO 3aronoBok o06bekTa
————— pynna cermeHtoB 1
USH 3aronoBoK 3awnTsl
USA AnropuTm 3awuTel
————— Fpynna cermeHTtoB 2
usc CepTunpunkar
USA ANropuTm 3awnmThl
USR PesynbTat 3awuTsl
06bekKT
[pynna CerMeHToB N —--—----——""7""7"7"77
USsST OKOHYaHVe 3awnTsl
USR PesynbTat 3awunThl
UNP OKOH4YaHMe ob6bekTa

MpumeyaHne

CerMeHToB 3arosioBgka 3alinThl

CerMeHToB 3arosioBka 3aliunThl

N OKOHYaHWnA

S R

M 1

c 99

M 1 1
Cc 3 1

c 2 —_ 1
M 1 | |
Cc 3 1 |
Cc 1 -+
C 99 ——+

M 1 1

Cc 1 -t

M 1

N  OKOHYaHuA

c 99 vt
M 1 =
C 1 -———t
M 1

- [lonHoe onvcaHWe CEerMeHTOB W 3/1EMEHTOB [aHHbIX, BK/OYas

CEermMeHTbl 3arofioBka coobLeHnss UNH, okoHuYaHust coobuleHust UNT, 3aronoBka o6bekta UNO

N OKOH4YaHMA o6bekta UNP npueegeHo B VCO 9735-10. B HacTosilLeEM CTaHdapTe OHW He

LOETAN3NPYHOTCA.
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5.1.4 [detanunsayuns cermeHTa AaHHbIX

Fpynna cermeHToB 1: USH-USA-SG2 (rpynna cermMeHTOB 3arosioBka

3alnThbl)

Fpynna  CermMeHTOB, naeHTupuympyowas  cnyxoby  3awuTbl "
NpUMeHsiEMble MeXaHW3Mbl 3aliuTbl U coAepxalasa AaHHble, Heobxoaumble Ass
BbINOS/IHEHNA BbIYNC/EHWI, CBA3aHHbIX C KOHTPONEM 4OCTOBEPHOCTM.

B pamkax opHoro coobueHusi/nakeTra MOryT CyL,ecTBOBaTb HECKOMbKO
pasnNuuyHbIX  TPYNn CErMeHTOB  3arofloBka  3aluTbl, Korga K OfHOMY
coobuwieHno/nakeTty MOryT ObiTb  MNPUMEHEHbl pa3Hble  CAyXO6bl  3awWuThbl
(Hanpumep, obecnevyeHns LEe/IOCTHOCTU U HEOTKA3YEMOCTU UCTOYHMKA) UnM ogHa
M Ta Xe cnyxba 3awutbl MOXET UCMNO/b30BaTbCA HECKOMbKUMWU YyYaCTHUKaMM

obmeHa faHHbIMU.

USH - 3arosioBOK 3aWnThbl

CermMeHT, onpegenswwuii  cnyxby  3awuTbl,  WCMOMb3YEMYH  ASS

coobueHunsa/nakeTa, B KOTOPbIE 3TOT CErMEHT BK/IHOYEH.

B aToM cermeHTe MOryT WAEHTMULUPOBATLCA CTOPOHbI, BOB/IEYEHHbIE B
Ccnyxo6y 3auwuTbl (OTnpaBuTeNlb U agpecar 3/1IEMEHTOB 3aluTbl), €CAN TOJIbKO
OHW He onpegeneHbl B fIBHOW dopme cepTudukatamu (cermeHT USC) npwu

Mncnonb3oBaHNMM aCUMMETPUYHbLIX a/ITOPUTMOB 3alNThI.

CocTaBHOIi 3anemMeHT gaHHbix S500, cogepxawnin nogpobHble cBeAeHNUS A/is
naeHTudukauum cnyxoébl 3alnTbl, AO/KEH NPUCYTCTBOBATb B cermeHTe USH B

cneaywowWwmx cnydasx:
- NPV UCNOMNb30BAHUN CUMMETPUYUHBIX afNrOPUTMOB UK

- P MCNOJIb30BaHUM aCMMMETPUYHBLIX anropMTmMoB, Korga uMeloTca fBa
ceptuchukata; anemeHT S500 B 3TOM CcuTyauMm N03BOJMSET pasnuyatb

cepTudukaTbl OTNpaBuTENs 1 agpecaTa.

B nocnegHem cnydae ngeHTUdMKaTop ydyacTByloW el CTOPOHbI B 3/IEMEHTE

S500 (koTopbiM MOXET ObiTb 60N M3 31EeMEHTOB [AaHHbIXx S500/0511,

8
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S500/0513, S500/0515, S500/0586) ponxeH ObiITb TeEM Xe, 4YTO M
UAEHTUUKATOP CTOPOHbI, ONpefefieHHOW Kak «Bfafeney cepTudukata» B
ogHoM wu3 anemeHToB S500, npucyTtcTBylwWwMX B cocTaBe cermeHta USC wu3
rpynnbl  CErMeHTOB 2, a 93neMeHT fdaHHbix S500/0577 p[onkeH ykasbiBaTb

(PYHKLMIO yyacTBytOLLEli CTOPOHbI (OTNpaBUTe b UK agpecar).

ONeMeHT J[aHHbIX «WMS K1l4Ya» B COCTABHOM 3/1EMEHTEe [AaHHbIX A1
naeHTudmnkaumum cnyx6sl 3awmtel (S500/0538) MoxeT ucCnosb3oBaTbCcA A4
YCTaHOB/IEHUS 3aBWCMMOCTM MEeXAy Kanvamu OoTnpaB/sloWein n npuHMMaloLei

CTOPOH.

JTa 3aBUCUMOCTb MOXET ObITb yCTaHOBJ/1IEHaA C NMOMOLLIO NMPOCTOrIO 3/ieMeHTa
OaHHbIX M,quTMqDMKaTOpa Knw4ya ANACOCTaBHOIO 3jsIeMeHTaA AaHHbIX NMapamMeTpa

anroputma sawmntbl (S503/0554) B cermeHTe USA rpynnbl cermeHToB 1.

2nemMeHT gaHHbIXx S500/0538 B cermeHTe USH MOXeT Mcnonb30BaTbCA B TEX
cnyyasx, Korga HeT HeobxoAumocTu nepepaBaTb cermMeHT USA B rpynne
CerMeHTOoB 1 (nockonbky Kpuntorpaguueckume MeXaHU3MbI 6b1nK

npenBapuTesibHO COr/lacoBaHbl Mexay napTHepamm).

PekomeHgyetca wucnonb3oBatb NM60 3nemMeHT pfaHHbix S500/0538 B
cermeHTe USH, nub6o 3nemeHT pfaHHbiXx S503/0554 ¢ Hagnexauwum
kBanmdukatopom B cermeHTe USA, HO He 06a 3TUX afieMeHTa AaHHbIX BMecTe B

pamKax OfHOI W TOW Xe rpynnbl CETMEHTOB 3arosioBKa.

CermeHT USH moxeT onpepnenatb (QYHKUMIO bunbTpauun, UCMONb3yemyto
NPUMEHUTESbHO K ABOUYHbIM NOIAM cermeHTa USA BHYTpPU rpynnbl cermeHTos 1

n cermeHTa USR COOTBETCTBYHLLEN FpynMnbl CEIMEHTOB OKOHYaHUS 3alUThl.

CermeHT USH MoxeT cogepxaTb  MNOPSAKOBbIA  HOMEp  3aluThl,
ncnonb3yeMblit ans ob6ecrneyeHns LENOCTHOCTM JAaHHbIX, W AaTy co3gaHus

3/1eMEHTOB 3allUThbl.

CermeHT USA - anropuTtm 3awuThbl



FOCT P NCO 9735-5 - 2012

JTOT CerMeHT uAeHTUgUuupyeT anropuTM 3awuTbl U MeToh  ero
NCMoNb30BaHNS, a Takke CofepXuT Tpebyemble AN 3TOro TexXHU4Yeckme
napameTpbl. Wcnonb3yemblii  anroputM  NPUMEHSIIOT  HENOCPEACTBEHHO K
COOGLEHNIO UMM nakeTy. 3T0 MOXeT 6biTb CUMMETPUYHbLI  anropuTm
lWndppoBaHus, XeL-goyHKL A UM anropuTm cxaTtus.  Hanpuwmep,
NPUMEHNTENLHO K LM poBOi nognucy cerMmeHT USA ykasbiBaeT MCMNO/b3yeMyto

(PYHKLMIO XeWnpoBaHusl, 3aBUCALLYI0 OT KOHKPETHOr0 COO6LLEHMS.

AcCMMMETpUYHLIE a/lrTOpUTMbl He crieayeT Bbi3biBaTb HENOCPeACTBEHHO B
3TOM cermeHte USA rpynnbl CerMeHToB 1; OHM MOryT NPUCYTCTBOBaTb TOJIbKO

BHYTPW rpynnbl CErMEHTOB 2, MHULMUPYEMONn cermeHTom USC.

JonyckaeTcs NUCMONb30BaTb TPU BXOXAEHMSA cermeHTa USA. OgpHo
BXOXAEeHue cnefyeT MCNoAb30BaTbh A/ CUMMETPUYHOIO asroputmMa Wam xew-
yHKUMK,  KOTOpble  TpebywTca Ana  peanmsauunm  CAYXO6bl  3alUThI,
onpepeneHHoin B cermeHTe USH. OnucaHume AByX [ApPYrMX BXOXAEHUN

npusegeHbl B UCO 9735-7.

MNpn Heo6XoAMMOCTU AOMNyCKaeTCs MCMO/b30BaTh WHAMKALMIO MexaHu3ma

[OMNOSTHEHUSA He3HavaluMn 6uTamun.
Mpynna cermeHToB 2: USC-USA-USR (rpynna cepTudunkara)

OTa rpynna CerMeHTOB COAEpPXWUT faHHble, HeobXxoAuMble A8 KOHTPONs
NoA/IMHHOCTA MEeTO[0B 3alluTbl COO0OULEHMIA/NAKETOB B C/lyyae MNPUMEHEHUS
acUMMETPUYHbLIX anropuTMoB. pynny cerMeHToOB cepTudukata NpUMeEHSIOT ANns
naeHTudukaLum napbl aCMMMETPUYHBIX KOYel, faxe B TOM Ccriyyae, ecnu
cepTudmkaTbl HE UCMONb3YOTCA.

[Ons ofgHO3Ha4yHOW ugeHTuhukaumm napbl MCNOJSIb3YEMbIX aCUMMETPUYHbIX
Knouelih HeobxoanMo Hannune B cermeHTe USC nmbo NosiHOW rpynnbl CETMEHTOB
ceptudgumkata (Bkaw4vana cermMeHT USR), nn60 TONIbKO 3/1€EMEHTOB [JaHHbIX.
Hannuua nonHoro ceptuurkaTta MOXHO M3bexaTtb, ecsin obMeH cepTudurkaTamu
MeXay ABYMS CTOPOHaMMU YyXe NpousoLwes uan ecnum ceptudukat MoxeT ObiTb

n3BneYeH 13 6asbl AaHHbIX.
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B cnyuyasx, korga npuHMMAalT peLlleHue UCnonb3oBaTb cepTudukar, He
oTHocawwmiica k EDIFACT (Hanpumep, X.509), ero cuHTakcuc u Bepcus
nognexar waeHTudukaumm B 3/leMeHTe pfdaHHbiXx 0545 cermeHTa USC.
Mopo6Hble cepTudukaTbl MOTyT ObITb NepefaHbl B cocTaBe naketa EDIFACT.

JonyckaloTca gBa BXoxaeHus rpynnbl cermeHtoB USC-USA-USR. OgHo
BXOXJEHMEe MMeeT OTHOLWeHue K cepTudmkary oTnpaBuTesnis coobleHus/naketa
(3TOT cepTudumkaT OyAeT UCNosb30BaH MosiyyatesieM coobuieHus/naketa Ans
npoBepkn UNPOBOIK nognMcu OTNpaBUTENS);, BTOPOE BXOXAEHME uMMeeT
OTHOLWUEHME K cepTudumkaTy nonyyartens coobuleHusi/naketa (3anpawiMBaemMomy
TONMBKO MO yKasaTenw cepTudukara), Korga B  LEeNsAxX COXpaHeHus
KOH(OUOEHUMANBHOCTM  CMMMETPUYHBLIX  K/KOYEeid  OTNpaBuTEslb  UCMONb3yeT
OTKPbITbIV KIOY nosyvyaTens.

Mpn Hanuuum o060MX BXOXAEHWIA B pamMKax OfHOW rpynnbl CErMeHTOB
3arosioBka 3aWuTbl MX pasnunyeHne obecneynmBaeTcs COCTaABHbIM 3/IEMEHTOM
OaHHbIX MAEHTUMPUKALNOHHBLIX 3/1eMEeHTOB 3awuTtbl (S500) COBMECTHO ¢
3/1IEMEHTOM [AaHHbIX yKaszartensa ceptudumkarta (0536).

[aHHY0 Tpynny CerMeHTOB He MPUMEHSIT, ec/in aCUMMETPUYHbIA anropuTm

He ncnosb3yeTcs.
CermeHT cepTudmnkara USC

CermeHT, cojepxawwuin yaocTtoBepeHue Bnagenbua ceptudukata u
naeHTunumMpyeT opraH ceptudmkaumnm, BolgaBllnii 3T0T cepTudukar. d1eMeHT
JaHHbIX, HasbiBaemblil yHkunen cunbtpauymm (kog 0505) gomkeH ykasbiBaTb
KOHKPEeTHYI (OyHKUMIO unbTpauun, MNpUMEHSEMYI0 K [ABOWYHbIM  MOJIAM

cermeHToB USA n cermeHta USR BHYTpUW rpynrbl CEIMEHTOB 2.

CepTtucpukar USC MoxeT wuMeTb fABa BxoxaeHusa S500: ogHo - Aans
Bnagenbua cepTudurkata (noeHTnnympyoLee CTOPOHY, KoTopas
noAnucbIBaeTCa 3akpbITbIM KOYOM, acCOUUUPYEMbIM C OTKPbITbIM  K/THOUHOM,
cojepxawmmca B JaHHOM cepTudgukaTte), U BTopoe - AN uaeHTudukauum

nsnatens ceptudukarta (opraHa ceptudukaumnn).

CermeHT USA - anropmtm 3awnTbl
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CermMeHT, UAeHTU(UUUPYOLWNI anroputM 3awuTel U €ro TEeXHUYECKYH
peanm3aunMio U CcoAepXaliuii Heo6Xxo4uMMble TEXHUYECKUME napameTpbl. Tpu

pasHbIX BXOXAEHUS cermeHTa USA B rpynne CErMEHTOB 2 UAEHTUDULMPYIOT:

1 anropuTMm, UCNOJIb30BaHHbLIA M3pgaTeneM cepTudmkaTa npu BbIYUCIEHWM

3HaueHna xew-PyHKUnK cepTuurkaTa (PyHKUNA XelwnpoBaHus);

2 anropuTtMm, WCMNOMb30BaHHbLIA  u3gatenem cepTudukata ANAs  ero
M3roToBsieHUs (TO ecTb A4S MoAnucaHusl pesynbtaTa NMPUMEHEHUA XeLl-

PYHKUMK K cogepXumomy ceptudmkaTa) (ACUMMETPUYHbI anropuTm);

3a anropuTm, MCNOJIb30BaHHbIA oTnpaButenem  Ans nognucaHus
coobleHna/naketa (To ecTb AN NOANUCAHUS pe3ynbTaTa NPUMEHEHUSs
OonucaHHoOW B cermeHTe USH  xew-yHKUMM K COAEPKUMOMY

coobuieHusa/naketa) (aCMMMETPUYHBIA anropuTm), NM6o

3b acMMMETPUYHbIA anropuTM nosiyyaTesnsi, UCNO/Ib30BaHHbI OTnpaBuTenem
ONs WnchpoBaHUs kuya, Heo6xoanMoro Ans paboTel CUMMETPUYHOTO
anropMTMa, KOTOpblii NPUMEHSIETCS K COLEPXMMOMY coobuieHusi/naketa u
3anpalwmnBaeTcs rpynnoi cerMeHToB 1, akTMBU3Mpyemoli cerMeHTomMm USH

(aCMMMETPUYHbIA anropuTm).

|_|pl/l HeO6XO,EI|I/IMOCTI/I AonycKaeTcAa npnBoanTb I/IHCbOpMaLl'I/I}O O BO3MOXHOCTU

NPpUMEeHeHNA MexaHusma OonoJIHEHNA He3HavYalnmMmm onTamm.

CermeHT USR - pe3ynbTar 3awWmnThbl

CermMeHT, cofepxalwuii  pe3ynbTaT MpUMEHeHWs  (OYHKLMIA  3awmnThl
cepTudprkaTa opraHoMm cepTuukaumn. ITOT pesynbTaT JO/KEeH NpeacTaBnsATb
co60li 3MEeKTPOHHYI MOoANUCL CepTudmKaTa, CHOPMUPOBAHHYID OPraHoMm
cepTudmkaumMm NyTeM 3aBEPEHMS pe3yfbTaTa MPUMEHEHWS COOTBETCTBYOLLEN

Xew-hyHKUMUM K AaHHbIM YA0CTOBEPEHUS.

MpuUMeHUTENBHO K cepTudukaty, (OpPMUpPOBAHME 3I/IEKTPOHHOI noanucu

HauynHaeTcA Cc o06paboTkM nepBoro 3Haka cermeHta USC (6ykBbl “U") u
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3akaH4yMBaeTcsd 06paboOTkOV nocnegHero 3Haka nocnegHero cermeHta USA

(BknoYas cnepywlnii 3a HAM pasaennuTens).

Mpynna cermeHToB n: UST-USR (rpynna okoH4YaHuA 3awnThbl)
Fpynna cermMeHTOB, cogepXxalwas CCblIKy Ha rpynny CerMeHTOB 3arosioBka

3aWmnThl U pe3ynbTaT NPUMEHEHUS PYHKLMIA 3alnThl K COOBLeHu0/NakeTy.

CermeHT UST - OKOHYaHMe 3aunTbl

CerMeHT, yCTaHaB/MBAWLWINA CBA3b MeXAy rpynnoii cCermMeHTOB 3arosioBka
3alWNTbl X TPYNMOiA CEerMEHTOB OKOHYaHUS 3aluTbl, a Takke onpepaensioLluii

CyMMapHoOe 4nc/no CErMEHTOB 3alnThbl, cogepXalWmnxcda B 3aTUX rpynnax.

CermeHT USR - pe3ynbTart 3awWmnthbl

CermeHT, cofepxaluii pesynbTaT MNpPUMEHEHUS K coobleHuo/nakeTy
(PYHKLMIA 3aWmnTbl, KOTOpble 3afaHbl B CBSI3aHHOW C HUM rpynne 3arosioBka
3aWwmuTbl. B 3aBUCUMOCTU OT MEXaHU3MOB 3aLiUThbl, ONPeAE/IEHHbIX B CBS3aHHONA
rpynne 3arofioBka 3aluTbl, pPe3y/ibTaToOM MNPUMEHEHUS MOXEeT G6biTb OAWH U3

cnenylunx:

- pe3ynbTaT, BbIYMC/IEHHbIN NMyTeEM NPAMOA 06paboTKM coobueHns/nakeTa no
anroputmy, onpepeneHHomy B cermeHte USA BHYyTpu rpynnbl cermMeHToB 1 u3

rpynnbl 3arojioBka 3alwnTbl, Uan

- pe3ynbTat, MNOATBEPXAEHHbIA 3/IEKTPOHHOW MNOAMUCHID C  MOMOLLbIO
acMMMETPUYHOTO anropuTma, KOTopblii 3agaH B cermeHTe USA BHYTpU rpynnbl
CErMEHTOB 2 M3 Fpynnbl CETMEHTOB 3arofIoBKa 3aluTbl, pe3ybTaT XelWwnpoBaHus
coobleHna/nakeTa no anropuTMmy, onpegeneHHomy B cermeHte USA BHyTpu

rpynnbl CerMeHTOoB 1 13 rpynnbl CErMEeHTOB 3arosioBKa 3alluThbl.

5.1.5 O6nacTtb 3aWmnTbl

JonyckaeTca ucnonb3oBaTth ABa BapuaHTa NpMMeHeHus 061acTu 3alnTbl:

1. Bbluuc/ieHMe KaxAoro U3 3Ha4vyeHuii napameTpoB  LEOCTHOCTM U
ayTeHTMMKaLuu, a Takxke opMupoBaHne LUUGPOBLIX NOANUCEA HaYMHAeTCs C

npsmMoii o6paboTku Tekyweil rpynnbl CETMEHTOB 3arofioBKa 3aluTbl, Tesna
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coobweHns wunm obbekta. B 3Ttom cnydae ob6nactb 3awuTbl He [O/DKHA
oxBaTblBaTb HWKakMe Apyrune rpynnbl CErMEHTOB 3arosioBKa WM OKOHYaHus

3alUTHI.

OTcyeT 3HAKOB TPyMnbl CErMEHTOB 3aroflioBKa 3aliuTbl cneayet HauyuMHaTb C
ero rnepsoro 3Haka (oT 6ykBbl “U") 1 3akaHUMBaTb pasfenintenem BKIOUYNTENbHO,
cnefylouwmnm 3a 3TOW rpynnoli CerMeHToB, a Tefo COOOGLEeHNs WA 06BEKT - C
nepBoro 3Haka nocne pasfennTens, 3asepllalollero mnocaefHwow rpynny
CerMeHTOB 3arosloBka 3aluTbl, A0 pasfenuTtens, npejllecTByOLWEero nepsomMy

3HaKy NepBOi rpynnbl CErMEHTOB OKOHYaHUSA 3alnTbl, BKAKUYUTENBHO.

Takum o6pasom, NopsAok, B KOTOPOM OCYLLECTB/IAKTCA CAYXOGbl 3allUThbI,

3apaHee He pernameHTupyeTca, U OHM ABNAKTCA MNOJIHOCTbKO HE3aBUCUMbIMU

Apyr OT Apyra.

PUCYHOK 3 wACcTpupyeT 3TOT cnyyail (06n1acTb NPUMEHEHUSI  CNYX6

3aunTbl, onpeapeneHHasda B 3aro/ioBke 3allnThbl 2, BblgesieHa TEeMHO-CEePbIM

uBeToM).
Mpynna3 Tpynna2 [pynnal TENO Mpynnal [pynna2 [pynna3
UNH/ cermeHTOB cermeHToB cermMeHToB COOBLLUE- cermeHTOB cerMeHToB cermeHToB  UNT/
UNO 3arofioBka 3arosioBka 3arosioska  HUSA/ OKOHYaHVSA  OKOHYaHWA OKoHYaHuUA UNP

3aUmTbl  3alLATHI 3aWmThl OBbEKT  3awmrhbl 3amThl 3aLThI

PucyHok 3 - CxemaTtuuyeckoe npeacTtaBneHve 067acTv 3awmTbl (TONbKO rpynna

CEerMeHTOB 3arosioBka 3alnTbl K TeNo coobLeHNs/06bekTa)

2. BbluncnutenbHas o6paboTka OCyWeCcTBASETCHA, HauMHas C  TekKyLiei
rpynnbl CErMEHTOB 3arofioBka 3aWuThl U 3aKkaH4YMBasi COOTBETCTBYHOLLEN Tpynnol
CEerMeHTOB OKOHYaHMA 3aluTbl BKAOYWTENbHO. B paccmaTtpuBaemMom cryvae
ob6nacTb 3aWunTbl JO/DKHA OXBaTbiBaTb TEKyLlYH TPYyMnny CErMeHTOB 3arosloBka
3alnTbl, TENO COOBLLEHMS UM OOBEKT, a TaKKe OCTasilbHble BJIOXEHHbIE TPYMMbI

CerMeHTOoB 3arosioBka M OKOH4YaHuA 3allunThbl.

14
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OTa o6nacTb JO/HKHA BK/YaTh B cebs KaxAbli 3HaK OT mepBoit 6ykebl “U"
Tekyuleil  rpynnbl  CerMeHTOB  3arofioBka  3aluTel A0  pasgenuTens,
npeaLlwecTByOWEro nepBoMy CUMBOJY COOTBETCTBYHLLEW Trpynnbl CErMeHTOB

OKOH4YaHuA 3aWnTbl, BK/TOYNTESIBHO.

PucyHok 4 wnnocTpupyeT 3ToT cnyuvali (o6n1acTb MNpUMEHeHWs  Ciyx6

3aunTsbl, orlpe,u,eneHHoﬁ B 3arojioBke 3aliunThl 2, BblgesieHa TEeMHO-CEPbIM

LBETOM).
Mpynna 3 lMpynna 2 Ipynna 1 TEJO fpynna 1 pynna 2 lpynna 3
UNH/ CErMeHTOB  CerMeHTOB cerMeHToB COOBLLEE- cermMeHToB CerMeHToB cermeHtoB  UNT/
UNO 3arofioBka  3arosioBka 3arosioBka HUA/ OKOHYaHWA OKOH4YaHMA okoHuaHusa UNP

3awmThl 3alnThI 3aumtel OBBbEKT  3awmrel 3ampThl 3aWLmTHI

PucyHok 4 - CxemaTuuyeckoe npefcTaB/ieHVe 06/acT 3awmTbl (0T rpynnbl

CEerMeHTOB 3arosioBka 3allinTbl 40 rpynnbl CErMEHTOB OKOHYaHNA 3aLLI,l/ITbI)

Ons kaxgoli po6aBnsemoil cnyxGbl 3auuTbl A0NyCcKaeTcs MNPUMEHSTb
nto6oi 13 BblleykazaHHbIX NOAXOA0B.

B 060ux cnyvyanx CBA3b MeXAy rpynnoii CerMeHTOB 3arosioBka 3aliuTbl U
COOTBETCTBYlOWEl/i  rpynnoii  CerMeHTOB  OKOHYaHWs  3alWuTbl  A0J/KHA
o6ecneuynBaTbCsl 9/IeMEHTAMM [laHHbIX «CMNPaBOYHbli HOMEp 3alluUTbl» B

cermeHTax USH n UST.

5.2 [lpvHUMNbI MCNoNb3oBaHUA

5.2.1 Bbl60op CAyX6 3alnThI

Mpynna cermMeHTOB 3arosioBKa 3auuTbl MOXET cogepxaTb B cebe
cnefyoLlyo ooy nHdopmayuio:

- NPUMEHSEMbIE C/YXObl 3aLUThI;

- ngeHTMdnKaTopbl B3aMMOAENCTBYOLLMX CTOPOH;

- UCNOJIb3YEMbI/i MEXaHN3M 3aLlnThl;

- YHUKaNbHbIA  naeHTUduKaTop (NOpPsSAKOBLIA HOMep W/MAM  oTMeTKa

BpEMEHN);
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- Tpe6oBaHMe HeoTKazyemocTu npuemMa.

Ecnu gna oagHoii n Toin e cTpyktypbl EDIFACT TpebyeTca 60nblie o0AHOM
CNyX6bl 3aliuUTbl, TO FPynna CerMeHTOB 3arosioBka 3aluTbl MOXET MOBTOPSATbCH
Heckonbko  pa3. 3TO0 MPOUCXOAUT NPW  HaMYUU  HECKOMbKMX  nap
B3aMMOAeliCTBYOLWNX NapTHEPOB. Ecnn HECKONBbKO CAYX6 3awuTbl HEOOGXOAMMBI
ANA OoAHOW W TOM Xe B3aMMOAeWCTBYKOLWEN napbl, 3TU CNyxbbl MOryT 6bITb
BK/IIOYEHbl B €AWHCTBEHHYI napy rpynn CerMeHTOB 3arosloBKa M OKOHYaHus

3aUUThbI.

5.2.2 AyTEHTUYHOCTb

Mpu  HeobxoagMmocTn  obecneyeHuss  ayTeHTUUKauMm  UCTOYHMKA
cTpykTtypbl EDIFACT, oHa pgonxHa ob6ecneynBaTbCid B COOTBETCTBUM C
npuHuunamu, YyCTaHOB/IEHHbIMMU cTaHfapTom MCO/M3K10181-2 c
MCMNO/Ib30BaHMEM HafJsiexallein napbl rpynn CErMeHTOB 3aro/ioBKa U OKOHYaHUS
3aWnThbl.

Cnyxb6a 3aWuTbl ayTeHTUUKALUN UCTOYHUKA [O/DKHA ObITb onpefeneHa
B cermeHTe USH, a anroputm - B cermeHte USA rpynnbl CermMeHToB 1,
anroputm Ao/DKEH ObiTb CUMMETPUUYHbBIM.

CTopoHa, feiicTBylolWaa Kak WMHALMATOP 3aluTbl, LO/HKHA BbIYUCNUTb
3HayeHne napameTpa ayTeHTUYHOCTU, KOTOpPOe [O/DKHO ObiTb MepefaHo B
cermeHTe USR rpynnbl cCermMeHTOB OKOHYaHus 3awuTbl. CTOpoHa, geilcTeytowas
Kak agpecaTt 3awuTbl, [O/HKHA MNPOBECTU MNPOBEPKY 3HaYeHus napameTpa
ayTEeHTUYHOCTMW.

JTa cnyxb6a MoXeT BkM4vaTb B ceba cnyxby obecnevyeHus LEenoCTHOCTH
M paccmaTpvMBaTbCs Kak MPOMEXYTOUHbIV pe3ynbTaT CAyXbbl HEeoTKa3yemMoCTu
NCTOYHMKA.

Ecnm B OcCHOBe  npakTUYecKOW  peanu3auum  cayxobbl  3awmuTbl
ayTeHTUdMKaLuMM  UCTOYHMKA NexaT annapatHble CcpeacTtBa,  HaAeXHo
3alMeHHble OT BHELHUX BO34ENCTBUIA, WA UCMNONb30BaH MPUHLUN TPEeTbUX
[OBEPUTENbHLIX CTOPOH, TO Takoe TEXHUYECKOEe peLleHue ABASETCA MpUMepom
peanusaumMn CNyX6bl HEOTKa3yeMOCTW WCTOYHMKA. [aHHbIii noaxon [AOJKeH

6bITb YKa3aH B cornawleHmn o6 obmeHe.
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5.2.3 UenocTtHoCTb

Mpn HeobxoaMmMocTn obecneyeHUs LEeNOCTHOCTU COLEPXKUMOTro CTPYKTYpPbI
EDIFACT, 3aT0 crniegyeT BbIMO/HATL B COOTBETCTBUM C  MOJIOXKEHUAMMU,
ycTaHoBneHHbIMM MCO/M3K 10181-6 ¢ uMcnonb3oBaHMEM Hag/exallein napbl
rpynn cerMeHToB 3arosioBka 1 OKOHYaHUs 3aluThl.

Cnyxb6a 3awutbl N0 ob6ecnevyeHW0 LEJIOCTHOCTM  [O/IKHA  ObiTb
onpefeneHa B cermeHte USH, a anroputm - B cermeHte USA rpynnbl
CerMeHToB 1; Heo6X0A4MMO WCNO/b30BaTb XeW-(PYHKUUID WAN CUMMETPUYHbI
asiropuTM.

CTopoHa, feicTBylollan Kak WHMLMATOP 3awuTbl, AO/HKHA BbIYUCAUTL
3HayeHWe napameTpa LENOCTHOCTM, KOTOpPOe [O0/KHO OblTb nepefaHo B
cermeHTe USR rpynnbl cCermMeHTOB OKOHYaHus 3awuTbl. CTOpoHa, AeicTeytowas
Kak ajpecaTt 3aluTbl, [A0/HKHA MPOBECTM MNPOBEPKY 3HauyeHusa mnapameTpa
L,eNoCTHOCTH.

OTa cnyxba MOXeT paccMaTpuMBaTbCA Kak MPOMEXYTOYHbIA pe3ynbTar
CNyX6bl ayTeHTUUKALUU NCTOYHUKA WU CNYXObl HEOTKA3YyeMOCTU UCTOYHUKA.

Mpn HeobxoguMocTU ob6ecneyeHUss LENOCTHOCTU LEeNoYKM CTPYKTYp
EDIFACT B rpynne CcerMeHTOB 3arosioBka 3aluTbl [O/DKEH NpUCYTCTBOBATb
60 NOpsAAKOBbIA HOMEpP 3alWnTbl, MO0 3alUTHaA OTMeTKa BpemeHu, Nmbo To
N Apyroe, a Takxe AO/HKHA UCMNONb30BaTbCA cnyxba obecneyeHns LENoCTHOCTU
KOHTEHTA UK cnyxba  ayTeHTudukauum UCTOYHMKA  WNM  cnyxo6a

HEeOTKa3yeMOCTN NCTOYHUKa.

5.2.4 HeoTka3zyemMOCTb NCTOYHUKA

Mpn Heob6Xxo0AUMOCTN 06ecrnevyeHns HeoTKa3yemMoCT UCTOYHUKA CTPYKTYpPbI
EDIFACT, 3710 cnefyetr BbIMONHATL B COOTBETCTBUM C  MOJIOXEHUAMU
NCO/M3K 10181-4 ¢ wcnonb30oBaHMEM Haj/siexallein napbl rpynn CermMeHToB
3aronoBKa M OKOHYaHUSA 3aLmThl.

Cnyxba 3awuTtbl, o6ecneynBaroLlas HeOTKa3yeMoCTb UCTOUYHUKA, [0/KHA
6bITb OnpegeneHa B cermeHTe USH, anroputm xewnpoBaHus - B cermeHTe USA
rpynnbl CerMeHToB 1, a acCMMMETPUYHbIA anropuTtM 3MNeKTPOHHOW nognucu - B

cermeHTax USA rpynnbl CErMeHToB 2, Npu UCMOoJ/Ib30BaHUMU CcepTUuKaTos.
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Ecnu cepTudpukaT He nepegaeTca B coobuieHUU/naketTe, aCUMMETPUYHBIN
anropuTM AOMXKEH 6bITb 06A3aTe/IbHO U3BECTEH MoJlyyatouleli CToOpoHe. B aTom
cnyvyae acMMMETPUYHbLIA anropuTM AO/MKEH 6GbITb ONpeAeneH B corfiaweHun ob
obmeHe.

CTopoHa, fgeiicTBylowas Kak uMHAUMATOP 3aWWTbl, AO0/HKHA BbIYUCNUTb
uMgpoByl0 nognuce AN nepegaydn ee B cermeHTe USR rpynnbl CEermMeHToB
OKOHYaHus 3awuTbl. CTOpOHa, AelcTBykWas Kak agpecaT 3aluTbl, AO/HKHA
NPOBEPUTb 3HAYEHME LM pOoBOIi noagnucu.

PaccmoTpeHHass cnyx6a po/mkHa o06ecneynTb TakKe LeslIoCTHOCTb

KOHTEeHTa U ayTeHTVICpl/IKaLI,I/II-O NCTOYHUKA.

5.3 BHyTpeHHee nipeacTaBrieHne uWH@opmauun v UALTPbI 4N14

obecrneyeHnss COOTBETCTBUA CUHTaKcuyecknm npasunam EDIFACT

Vicnonb3oBaHne  MartemaTMyeckux  aaropuTMoB  ANA  BblYMCEHUSA
KOHTPO/IbHbLIX NapameTpoB LEeMOCTHOCTUM U UMPOBLIX MoAnuceld NpuMBOAUT K
BO3HMKHOBEHMWIO ABYX Npo6em.

MepBass npobnema 3akawyaeTcsd B TOM, 4YTO pe3ynbTarT BblUNCNEHUIA
3aBUCMT OT BHYTPEHHero npeacraBneHuss Habopa 3HakoB. [py 3TOM
BblUMCNeHne LUpPOBOA MmoanvMcyu OTNpaBUMTENIEM W MPOBepKa ee NoA/IMHHOCTU
nosyyatenemMm [OJ/DKHbl OCYLLECTBAATLCA C MCMNO/Ib30BaHWEM OAMHAKOBOTO
cnocoba KogmpoBaHua Habopa 3HakoB. [M03TOMy OTMpaBUTENb MOXET ykaslaTb
TO npeAcTaB/ieHWe 3HaKoB, KOTOpoe crsiedyeT WUCMOfb30BaTb AN MNOyYeHus
MCXOAHOr0 3Ha4YeHNA KOHTPO/IbHOrO napamMeTpa 3aluThbl.

BTopasa npo6nema 3akiiyaetcs B TOM, 4YTO pe3ynbTar BblUNCNEHUN
npeactaBnseT cob60ii OGMTOBYH KOHMUIypaumioo, KaxyLllyrcs chaydyaiiHoi. 3To
MOXET NpUBECTM K BO3HUKHOBEHWIO 3aTpyAHEHW/ npu nepejaye [aHHbIX U
paboTe WHTepnpeTupywuUnMX nporpamm. PekomeHayetcs BO wu3bexaHue
yKasaHHbIX  3aTpyAHEeHWii obpabaTbiBaemy 6MTOBYIO KOHhurypauumio
npeaBapuTenlbHO MOABEPrHYTb 06paTHOMY OTOOGPaXEeHUH Ha KOHKpeTHoe
MUcnofnb3oBaHHOe npeacTaBfeHMe Habopa 3HAKOB C MOMOLWbI  (OYHKLMK
dunbTpaymn. B uensax ynpouieHua 3Tol npoueaypbl criefyet WCNosb30BaTb

TONLKO OAHY (PYHKUMIO pUAbTPaLUN ANS Kaxoi cnyx6bl 3auutbl. MNpo6nemy
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noAB/1IEHNA aHOMas/ibHbIX TEPMWHas/IbHbIX 3HAKOB Ha BbiXOA4e TaKoro O6paTHOFO

OTO6pa)KeHI/IF| pewaeTcda ¢ noMmouwbo praBﬂFIIOU.I,eVI nocnenoBaTtesibHOCTU.

6 MpaBuna w“cnosib30BaHUA TPyMnn  CEerMeHTOB  3arosioBka Wu

OKOHYaHMA 3aWnTbl O6MeHa 1 rpynnbl Aas naketHoro 30/

6.1 3auiMTa Ha ypOBHSX rpynn n obmMeHOB (KOMMNJIEKCHas 3aliuTa
coo6ueHnin)
Yrpo3bl  6e30nacHocCTH, CBOWCTBEHHbIE npoweccam nepegauu

Cco06LULeHNIA/NakeToB, U CBA3aHHbIE C HUMWU CAYXObl 3alWTbl, ONUCbIBAHHbIE B
NPUIOXKEHNAX A 1 B, COXpaHSATCA U HA YPOBHAX rpynn n 06MeHoB.

MeToabl  3aliuThl, paccMOTpeHHble B npeabigywem pasgene
NPUMEHUTENIBHO K coobGueHussM/maketam, MOryT Takke WCMN0/b30BaTbCs
NPUMEHUTENIbHO K 0GMeHaM 1 rpynnam.

ONna 3aWnTbl HA YPOBHAX Tpynn M o6MeEHOB cnefyeT UCMNob30BaTh Te Xe
rpynnbl CErMeHTOB 3arosioBka W OKOHYaHWsA 3aluTbl, 4YTO W Ha YpPOBHe
coobuieHunii/NakeToB, @ MNepeKkpecTHble CCbIIKM  MeXAy 3aro/loBKOM U
OKOHYaHWeM [AO0J/DKHbl BCerga OCYWecTBASATbCA Ha O4HOM UM TOM Xe YPOBHe,
Jaxke ecnu 3awmta peannsyeTcs pa3feflbHO Ha HECKOJIbKMX YPOBHSX.

Ecnn 3awmrta npMMeHseTcsl Ha ypoBHe coobuleHusi/nakeTa, 3alimujaemoin
CTPYKTYpOW sdABnsieTca Teno coobuieHns wunum o6bekT. Ha ypoBHe rpynn
3awmuLaemoli CTpyKTypoii AsBnseTca Habop coobuweHnin/nakeToB BHYTPM Tpynnbl,
BK/Il0UasA BCE 3arojlIoBKM U OKOHYaHWSA coobuieHnit/nakeToB. Ha ypoBHe o6MeHa
06bEKTOM 3awuTbl SBASAETCS COBOKYMHOCTb COO6LEeHMA/NakeTOB WaW Tpynn B

pamMkax o6MeHa, BK/oYasi BCE 3aro/I0BKM M OKOHYaHWUA COO06LEeHMII/NakeToB nam

rpynnm.

6.2 prnnbl CerMeHToB 3arosjioBka  OKOH4aHunsA 3alnTbl

Ha pucyHke 5 npuBegeHa cxema O6MeHa, Npu KOTOpol obecneyeHa

3alnTa Kak Ha ypoBHe obmeHa, Tak U Ha YpOoBHe rpynn.
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PucyHok 5 - CxemaTuuyeckoe npeacTtaB/ieHne o6MmeHa, ob6ecrneuynBatollee

3alMTy KaK Ha ypoBHE 06MeHa, Tak 1 Ha YpOBHe rpymn

6.3 CTpyKTypa, o6pasyemass rpynnamMu CermMeHTOB 3arosioBka u

OKOHYaHuA 3alnThbl

Ta6r||/|u,a 3 - prnnbl CerMeHToB 3arosioBka W1 OKOHYaHUA  3allUTbl

(6e3onacHOCTb TO/ILKO Ha YPOBHE 0OMEHA)

TEr HanmeHoBaHue S R
UNB 3aronoBok obmeHa M 1
Fpynna cermeHToB 1 C 9 +
USH 3aro/ioBoK 3auuTsl M 1 |
USA ANropuTm 3awnThl C 3 1
Fpynna cermeHToB 2 C 2 + 1
use CepTunpunkar M 1 11
USA ANropuTmMm 3awnTsl Cc 3 11
USR PesynbTaT 3awuThl c 1 - +
Fpynna (rpynns) wnu
coobweHne (coobueHua)/naket (nNakeThl)
[pynna cermMeHToB N -------——""""""77 C 99 et
UST OKOH4YaHMe 3awnTsl M 1 =
USR PesynbTaT 3auuThl C 1 -t
UNZ OKOH4YaHne ob6bmeHa M 1
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Tabnvya 4 - [pynnbl CErMEHTOB 3arofioBka W OKOHYaHUS  3awuThbl

(6e30nacHOCTb TO/IbKO Ha YPOBHE rpymnnbl)

TEr HanmeHoBaHue S R
UNG 3arosoBoK rpynnsl M 1
lpynna cermeHTOB 1 - - 99
USH 3aronoBoOK 3aWmnThl M 1 1
USA ANTroOpuTM 3awnThl c 3 1
[pynna CerMeHToB 2 --———————— ----=--- C 2 — 1
use CepTtugpukar M 1 | |
USA ANropuT™M 3awmnTsl c 3 | |
USR PesynbTaTt 3awuThl c 1 -+
CoobuweHne (coobuweHns)/naket (nakeTsl)
[pynna CerMeHToB r.--———————— —======- C 99 ——+
UST OKOH4YaHMe 3awnThl M 1 1
USR Pe3ynbTaT 3aWuThl C 1 —
UNE OKOHYaHMe rpynmnol M 1
MpumeuyaHne - TlofHoe onucaHWe crneunduKaumiAi CErMEHTOB W 3/1EMEHTOB

JaHHbIX, BK/OYasA CerMeHTbl 3arosioBka obmMeHa UNB, okoHuaHusA obmMeHa UNZ, 3arosioBka
rpynnsl UNG 1 okoHuyaHuA rpynnkl UNE npusegeHo B MICO 9735-10. B HacTosLweM cTaHdapTe
OHU He JeTa/M3npyIoTCA.

6.4 O6nacTb 3aWmThl

JonyckaeTcsa ncnonb3oBaTth ABa BapuaHTa NpuMeHeHus o6nactu 3awuThbl:
1. BbluMcneHme Kaxpaoro wu3 3HavyeHWii napameTpoB LENOCTHOCTM M
ayTeHTuUduKauMy faHHblX, a Takke ¢opmMupoBaHne LUGPPOBbLIX MoAnucel
HauMHaeTcsa C npsAMON 06paboTKM Tekyliei rpynnbl CErMeHTOB 3arosioBka
3alWuTbl 1 rpynnel (rpynn) uan coobuwexunsa(nid) / naketa(oB). B atom cnyvae
o6nactb 3awWuTbiHE [O0/HKHA OXBaTblBaTb HUKaKue Apyrve rpynnbl CErMeHTOB

3arosioBka 3alinTbinINn OKOHYaHNA 3allUThbI.

OTcuyeT 3HaKoB rpynnbl CErMEHTOB 3aro/ioBKa 3aluTbl criegyeT HauyuMHaTb
C nepBoro 3Haka (¢ 6ykBbl “U") M 3akaHuYMBaTb pasgenntenem BKAUYUTENbHO,
crnegyrowmMM 3a 3TOW rPynnoi cermeHToB, a rpynna(rpynnbl) uam coobuieHne(ms)
/nakeT(nakeTbl) - C MepBOro 3Haka nMocne pasgenntend, 3aBepliaroLllero
NOCNeAHIo  Tpynny CEermMeHTOB 3arosioBka 3awuTbl, [AO pasfenutens,
npeawecTByOWEro MepBoMy 3HakKy nNepBOi T[pynnbl CErMEHTOB OKOHYaHUS

3alnTbl BK/IOYNTENBHO.
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Takum o06pa3om, NOpsAoK, B KOTOPOM OCYLLECTBASITCS CAYXObl 3aLWUTHI,

3apaHee He pernameHTupyeTcda, U OHM ABNAKTCA MNOJIHOCTbKO HE3aBUCUMbIMU

Oopyr oT gpyra.

PucyHkn 6 n 7 nnnCTPUPYIOT 3TOT cnydain (06/1acTe NPUMEHEHUSA CYXObI

3aunTbel, onpeageneHHada B 3aro/ioBke 3allunTbl 2, BblgeneHa TEeMHO-CEepPbIM

LBEeTOM).
rPYMMA
(rPYMrbl)

Mpynma 3 Tpynna2 [pymmal W Mpynnal Tpynna2 Tpynna3
CErMEeHTOB CErMEHTOB CErMeHTOB CErMEeHTOB CErMEeHTOB CEerMeHTOB
UNB COOBLLEHVE UN2
3aro/ioBKa  3arosioBKa  3arosioBka OKOHYaHMSI OKOHYaHVSA  OKOHYaHMs
(COOBLUEHNSA)/
3aLMThI ATl 3alyThI 3aWmMTbl  3aWmThI 3aLLpTHI

MAKET
(MAKETDI)

PucyHok 6 - CxemaTuyeckoe npefcrtaBsieHne 06nactv 3awWuTbl: TOJbKO
rpynna CermMeHTOB 3arosioBka 3awuTtbl ¥ rpynna (rpynnel) nau coobuweHune(na) /
naket (naketbl)

fpynna3 Tpynna2. Tpynnal COOBUWEHWME: Tpynnal T[pynna2 [pynna3

cerMeHToB cermeHToB cermeHToB (COOBLLUEHWA)/ cermMeHTOB CEermMeHTOB CErmMeHTOB

UNG UNE
3aronioBka  3arosioBka  3aronoBka [MAKET OKOHYaHWSA OKOHYaHWs1 OKOH4YaHUs

3awmThl 3aLmThl 3amThl (NAKETBI) 3aWmThI 3aWmThI 3awmThl

PucyHok 7 - CxemaTnyeckoe npepctaBfieHne o61actv 3awuTbl: TOMbKO
rpynna cermeHTOB 3arofioBka 3alWuTbl U coobuieHne(nsa) / naket (naketbl)

2. BblYUC/IEHNA HAYMHAIKT C TeKyLWel rpynnbl CErMeHTOB 3aro/ioBka 3aluThbl
N 3aKaH4YMBalT CBA3AHHON C HEWN TrPynnoii CEerMeHTOB OKOHYaHUsS 3aluThl,
BK/IIOUMTENbHO. B 3TOM cnydae 0651acTb 3aliUTbl A0/HKHA 0XBaTblBaTb TEKYLLYHO
rpynny CermMeHTOB 3arosioBka 3awuTbl, rpynny (rpynnel) wnnuM coobuieHune(ms)
/nakeT (MakeTbl), a TakXe BCe OCTasjibHble BJIOXEHHbIE TpPYyMnbl CErMeHTOB

3arojioBka U OKOH4YaHuA 3allunThbl.

OTa ob6nacTb fO/KHA BKKYaTh B CEOSA KaxKAblA 3HAK - OT nepBoii 6yksbl “U”

Tekyweln rpynnbl  CEerMeHTOB  3arofioBKka  3aluUTbl A0  pasgenuTens,
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npejLlecTBYOWEro nepBoMy 3HaKy COOTBETCTBYHOLLEA Tpynnbl CErMEHTOB

OKOHYaHnA 3alWnTbl, BK/TOYNTEJIBHO.

WnnwocTpauyms faHHOro ciyyas npuBefeHa Ha pucyHkax 8 m 9, rae obnactb
npuMeHeHns cnyxbbl 3awuTbl, OMNpefesieHHas B 3arosioBke 3awutbl 2,

BblgesieHa TEMHO-CEPbIM LBETOM.

rPYMNA
(MPYMNbI)

Mpynna3 TIpynna2 [pynnal W Mpynnal Tpynna2 [pynna3
CErMEHTOB CErMeHTOB CErMeHTOB CETMEHTOB CETMEHTOB CErMEHTOB
COOBLEHVE
3aro/ioBKa  3arofioBka  3arosioBka OKOHYaHMSI OKOHYaHWSA  OKOHYaHWA
(COOBLEHWA)/
3amThl  3aWMTbl  3aUTHI 3aWmThl  3aMTHI 3aLLmThLI
ALl aL iy aLLy MAKET aLL ALV aLLy
(MAKETBI)

PucyHok8 -CxemaTunyeckoe npeacTtaB/ieHMe o6nactm 3awmtbl (OT rpynmbl

CErMEHTOB 3aro/1I0BKa 3allMTbl 10 rPynrbl CETMEHTOB OKOHYAHMS 3aLLMThI)

Mynna 3 lMpynna 2 Mpymna 1 Mynna 1 MNpynna 2 pynna 3

py py py COOBLUEHVIE py py py

CErMeHTOB CEerMeHTOB CEermMeHTOB CErMEHTOB CErMEHTOB CEerMeHTOB
UNG (COOBLEHUNS)/

3aro/fioBKa  3aro/fioBKa  3arosioBka MAKET(b) OKOHYaHWS1 OKOHYaHWST OKOHYaHWsI

3aWmThl 3T 3aWwuThl 3amThbl 3aUmThI 3auyThbl

PucyHok 9 - Cxemartunyeckoe npefcTtasneHme ob6nactv sawuTbl (OT rpynmbl

CErMeHTOB 3arosioBka 3allunTbl A0 rpynrbl CErMEHTOB OKOHYaHUA 3aLLI|I/ITbI)

Ona kaxpon pob6aBnsgemon cnyxbe 3awuTbl AOMNyCKaeTcs MNPUMEHSATb
N060 13 BblleyKa3aHHbIX NOAX0A0B.

B 060oux cnyyasx CBsi3b MexAy rpynnoii CErMeHTOB 3arosioBka 3aliuTbl U
COOTBETCTBYIOLLE  Tpynnoii  CEermMeHTOB  OKOHYaHMA  3aliuTbl  [0O/IKHA
obecneuymBaTbCqd 3/IEMEHTAMM [aHHbIX «CMPaBOYHbIi HOMEP 3aliUTbl» B

cermeHTtax USH n UST.
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MpunoxeHne A
(cnpaBo4HOe)

Yrpo3bl 6e3onacHocTu EDIFACT n TexHU4Yeckue peweHuUs npobnembl

Al BsBepgeHue

B [gaHHOM MPWUIOXEHUM ONUCAHbl TUMUYHbIE YrpPo3bl 6Ge30MacHOCTH,
CBOICTBEHHbIE npoueccam nepegauu coobuieHmnii/nakeToB Mexay
oTnpaBuTensAMM K nosydyatensmu, a Takke o6liMe mMeToAbl NMPOTUBOAENCTBUSA
3TUM yrpo3am. Yrpo3bl 6€30MacHOCTM W TEeXHUYECKMe peleHns no  unx
NPeoAosIEHNI0O MMEIOT OTHOLLEHME K TI0O6OMY YPOBHHO: COOOLLEHNIA/NAaKeTOB rpynn

UM o6MeHOoB.

A.2 Yrpo3sbl 6e30nacHoOCTH

XpaHeHue u nepegava coobuweHuii/naketoB EDIFACT B 3/1€KTPOHHO
cpefe noABepXeHbl LesioMy pagy yrpos, K UMcny KoTopbiX OTHOCATCA:
- HeCaHKUMOHMPOBaAHHOE packpbiTue wuHdopMauumn, cogepxaweica B

COO06OLWEHNAX N NakeTax;

- YMbILW/IEHHOE BHEZPEHMNE NOCTOPOHHMUX COOBLEHNI/NAKETOB;

- KOMMpoBaHue, yTeps UM BOCNPOM3BeAEHNE COOOLEHNI/MAKETOB;
- BHECEHME M3MEHEHUNT B COAEPXMMOE coobuweHnsa/nakeTa;

- YHUUTOXEHME CO0bLLEHN/NaKeTOB;

- OTpuUaHue oTnpaBuTenemMm WAM noaydartenem coobueHus/naketa gpakra

€ro nepepayn nnn npunema.

Bce 3T yrpo3bl MOryT ObiTb Pe3y/bTaTOM YMbILW/IEHHbIX AeCTBUI (Kak,
Hanpumep, He3akoHHOE MaHWUMNyNUPOBaHWE COAEPXUMbIM COO06LLEHMs/NakKeTa)
WA cnyyaiiHOW owubKM npu  nepefave AaHHbIX, KOoTopas MNpUBOAUT K

N3MEHEHUIO COAEepPXMMOro (KOHTeHTa) coobLleHns/nakeTa.
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A.3 3alunTHble pELWEeHUs — OCHOBHbIE CAYXObl M APUHUUNbLI KX

ncnosib3oBaHmA

A.3.1 O6uwme NonoxeHus

Ons npoTmBoAelicTBMA MnepeyncrieHHbiIM B A.2 yrposam paspaboTaH
uenblii pag MexaHU3MOB 3aliuTbl, B KOTOPbIX WCNO/b30BaHbl Te WAW WHble
MeToAbl AOCTMKEHMNA onpefefnieHHbIX Lenei.

Mpexpe BCero, BaXHO O[lHO3HAYHO naeHTudnLunMpoBaThb
B3auMofelicTBylOLLMe CTOPOHbI, BOBJIeYeHHble B ob6ecneyeHve  3aluThl
coobleHunii/NnakeToB: MHULMATOpPa 3aWuThl (fafnee - OTNpaBuTesb), KOTOPbIW
nepen nepegadvein coobuieHnsi/naketa OCylleCcTBASET ero 3awuTty, U agpecara
3aluTbl (ganee - nonyvyatesib), KOTOPbIA BbINOMHAET MPOBEPKY MNOJIYYEHHOTO
coobuweHmns/nakeTa. DTN CTOPOHbI MOTYT 6bITb UAEHTUPULMPOBAHbI B CETMEHTaXx
3awuTel. pu  NpUMEHEeHUW acuMMeTPUYHbIX anropuTMOB 3aluTbl Takas
naeHTudrkauma MoxeT OblTb peanvM3oBaHa MNyTeM WCNOMb30BaHMA Tak
Ha3blBaeMbIX «CepTuukaTtoB» (B 4ECTBUTENIBHOCTU 3TO MOXET ObITb NGO cam
cepTudukat, NM60O ero y4yeTHblii HOMep), onNMcaHne KOTOPbIX MPUBEAEHO HUXE.

Kak npaBuno, B OTKPbITOW cucTteme TpebyeTcsa obpaueHue K opraHy
ceptudpnkauumn. I3To TpeTbA CTOPOHA Mpouecca WHGPOPMALMOHHOIO 06MeHa,
KOTOpOW B onpefenieHHol cTeneHn AOBEPSAIOT BOB/EYEHHbIE B OOMEH CTOPOHbI U
KoTopas Heobxoguma ANna naeHTUukauum n perucTpaumm Bcex nosb3osarenei
C OTKPbITbIMK KIOYaMKn. ITa HpopmMauusa nepefaeTcsa APYrMM nosib3oBaTensam
C nomoLwblo cepTudurkata, KOTopblii npegcTaBnseT coboli uupoByo noanucs,
«MNOCTaBJ/IEHHYI0» OpPraHoM cepTudumkauum Ha coobweHnn, CcocToswem u3
naeHtTudmkaTtopa nosib3oBaTens M ero OTKPbITOro knawua. B Takoli cutyaumm
NpUHUMN O0Bepus peannsyetcs 4YuUCTO (PYHKUMOHA/IbHBIM CMOCOGOM U© He
TpebyeT NPYMEHEHUA CEKPETHbLIX UMW 3aKPbITbIX KHOUEN.

AnbTepHaTMBHbI Noaxof K obecnevyeHuo 6e30MacHOCTM 3ak/loyaeTcs B
MUCNOMb30BaHUN  CUMMETPUYHLIX  METOAOB  3aWuTbl  ANA  YCTAHOBNEHUA
NOAJ/IMHHOCTN B3aWMOLENCTBYIOLMX CTOPOH, KOTOPbIE AO0/DKHbI ObITb YKasaHbl B

nonax MMeH oTnpaBnTena 1 nosydaresida B CUCTeMe 3allUThl.
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Coob6uieHne/nakeT MOXeT ObiTb o0b6ecnevyeH 3aWuToli OLHOBPEMEHHO
HECKO/IbKUMW  CTOpOHammu (Hanpumep, MOXeT CHabXaTbCA  HEeCKO/IbKMMM
umdpoBbIMM  noanucamu), 6narogaps  4emy OTHOcAWAAcA K 3awurte
UHhopMauusa MOXeT MOBTOPATLCHA, NO3BOAAA TeM CamMbiM UAEHTUUUMPOBATL
HEeCKO/IbKO MOAMUCHIBAKOWMX WX NPOBEPSAIOLWMUX CTOPOH, W, COOTBETCTBEHHO,

BK/1l0OYATb B C€0651 HECKOIbKO LUMGIPOBbLIX NOANUCEN WU KOHTPOSbHbIX 3HAYEHUIA.

Tpe6OBaHI/IFI n MeToabl, npegHasHayeHHbIE ana 3alwunTobl

coobuieHunii/nakeTos, rpynn uam o6meHos EDIFACT, npuBefeHbl HUXe.
A.3.2 LlenoCTHOCTb LLeno4Kun

LlefiocTHOCTL  Uenouykn obecneuymBaeT  3aWuUTy OT  KOMUPOBAHUA,
OOMONHEeHUA, WN3BATUA, NOTepu wan BocnpousBefeHusa cTpyktypoel EDIFACT

(coobuweHusa/nakeTa, rpynrnbl UM o6MeHa).
[Ona o6HapyXeHus notepu cooblieHunii/nakeToB, rpynn uaM o6MeHOB:

- OTNpaBuUTE/lb MOXET BK/OUYUTb, a MoJflyyatesib NMPOBEPUTb MOPAAKOBbIl
HoMep  (OoTHOcAWMiCS K MOTOKY COOGLUeHWIA/NAakeToB  Mmexay [AByMs

YyYacTBYOL MU CTOPOHAMN);

- OTNPaBUTENIb MOXET 3anpocuTb NOATBEPXAEHME npuema (KBUTUPOBaHUE) U

NnpoBepuUTb €ro NPpaBnU/iIbHOCTb.

ans o6HapyXeHus [06aB/IEHHbIX nnu Ay6N1pOBaHHbIX

coobueHunin/nakeToB, rpynn UM 06MeHOoB:

- OTnpaBuUTe/lb MOXET BK/IKUYUTb, a nosiydartesib NpoBEPUTb I'IOpFI,qKOBbII7I

HoMep;

- OoTnpaBuTesib MOXeT BK/HOYUTb, a nonay4vyartesnb MNPOBEPUTb OTMETKY

BPEMEHU.

B cnyyae wucnonb3oBaHUA NOPALKOBbIX HOMEPOB CTOPOHbI  AOJTKHbI

cornacoBaTb Mexay coboli npaBuia MaHUNyMpoBaHUsS TakKMMU HOMepamu.
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OG6bIYHO OTMETKa BPEMEHMW [0/IKHA CO34aBaTbCA CUCTEMOI OTNpaBUTENS.
JTO 03HayaeT, 4YTO WCXOAHYH TOYHOCTb OTMETKM BPEMEHW oOnpeaensiet

oTnpaBuUTE/b.

[na obecneyeHnss MOMHON 3alWUTbl LEIOCTHOCTbL OTMETKM BPEMEHU WU
nopsiAKoOBOr0O HOMepa Jos/hkHa ObiTb obecneyeHa ofHoOW M3 (PyHKUMIA,

pPacCMOTPEHHbIX HUXE.
A.3.3 UenocTtHoCTb MHOPMaLVUOHHOIO COAEPXNMOro

LlenlocTHOCTb MHPOPMALMOHHOIO COAEPXMMOro (KOHTEeHTa) obecneumBaeT

3almnTy OoT BHECEHUA N3MEHEHWI B AaHHbIe.

3awmta MoxeT 6bITb 0b6ecnevyeHa oTnNpaBuTesieM NOCpPeLCTBOM BBEAEHUS
KOHTPONbLHOTO  napameTpa  LEefoCTHOCTW.  3HayeHMe  3TOr0  napameTpa
BbIUNCAAIOT C MNOMOLLbI Hajnexalwero kpunrtorpaduyeckoro anroputma, B
yacTHocTu Takoro, kak MDC [ModificationDetectionCode (ko4 Ana o6HapyxeHus
n3MeHeHuit)]. Tak Kak 3TO KOHTPO/NIbHOE 3HayYeHne camo Mo cebe He 3alluLLeHO,
K HeMy [O/DKHbl MPUMEHSATbCA AOMOMHUTE bHbIE Mepbl 3alWuTbl, TakMe Kak
nepecbi/ika KOHTPOJILHOTO 3HAYEHUS MO OTAENIbHOMY KaHany WU BblUMC/IEHUE
UM POBOI NOANUCK C LEe/iblo MOJIYYEHUS rapaHTUM HeoTKalyeMOoCTW WCTOYHKUKA.
Kak BapuaHT, Ha LENOCTHOCTb COAEPXMMOr0 MOXET B/UATb ayTeHTudukauus
oTnpaBuTens, BbINOJIHAEMas C UCMNOb30BaHMeM kKoga ayTeHTudukaumu
coobuieHuss. B atom cnyvyae nonyyatenb C MNOMOLbIO COOTBETCTBYHOLLUX
anropuTMOB M napamMeTpoB BbIYMCASIET KOHTPOJIbHOE 3HayeHwe napameTpa
LLENOCTHOCTU peasibHO MPUHATbLIX AaHHbIX Y CpaBHMBAET pe3ynbTaTt BblHUC/IEHUSA

C NONYy4YEeHHbIM KOHTPOJ/IbHbIM 3HAYEHNEM.

B pamkax 30[ o6ecneyeHne LENOCTHOCTM COAEPXUMOI0O 06bIYHO
ABNAETCA MPOU3BOAHLIM  pPe3y/nbTaTOM ayTeHTUMMUKALUM  UCTOUYHMKA UMK

HeoTKa3yemMoCTN UCTOYHUKA.
A.3.4 AyTeHTudunkayuns MCTouHUKa

AyTeHTUdMKaLMA WUCTOYHMKA 3aluwaeT noaydartens OT TOro, 4To
peanbHbIM OTNpaBUTeNnemM coobueHusa/nakeTa, rpynnbl UM obMeHa OKaxeTtcs
nHasa (aBTopuloBaHHas) CTOpPOHa, oT/nyarLwascsa oT 3asB/AEHHOIA.
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3awmnta obecneunBaeTcsa NyTeM BCTaBKM KOHTPOJIbHOTO  3HaYeHus
napameTtpa ayTeHTUUKaunK, Hanpumep Koga ayTeHTUdukauum coobLlieHus
(MAC). 3HauyeHue 3TOro napameTpa 3aBUCUT Kak OT WHGPOPMAaLUOHHOIO

coAepPXnmMoro, Tak n OT CEKPETHOTIO K/ilo4a, nNpuHagnexauwero otnpaBuTento.

Cnyxba ayTeHTM(buKaumm MUCTOYHMKA MOXET BKM4YaTb B cebs cnyxby
obecneyeHns LENOCTHOCTM KOHTEHTA W OblTb MPOW3BOAHLIM PE3yNbTaTOM
CNyX6bl HEOTKA3YEMOCTW UCTOYHMKA.

B 60NbLIMHCTBE C/lydyaeB pPEKOMEHAYETCA WMETb XOTa Obl  CNyxo6y

ayTeHTUdMKaLm NCTOUYHMUKA.
A.3.5 HeoTkasyeMOCTb NCTOYHUKA

HeoTkadyemMoCTb MCTOYHUKA 3aljuuiaeT nosaydvyarena coobuweHusa/nakeTta,

rpynnsl Ay o6MeHa OT O0Tkasa OTnpaBuTENS OT hakTa MOChIIKM 3TUX CTPYKTYP.

3awmuta MoOXeT obecneumBaTbCsi MyTeM BKAHOYEHMS LUGPOBOW MOAMMCH
oTnpaBuTens (a Takke nyTeM peanv3auuum COOTBETCTBYIWOLLEN npoueaypbl
«ayTeHTUMUKaLMM NUCTOYHMKA», OCHOBAHHOW Ha WCMO/Ib30BAHUMN 3alLULLEHHbIX
OT BHELIHUX BO3AEWCTBMIA annapaTHbIX CPeAcTB, WKW MNyTEM NPUBEYEHUS
[LOBEPEHHBIX TPeTbUX CTOPOH). LlucppoBas nognuck hopMupyeTcsi Ha OCHOBE
WMdpPoBaHNS C MOMOLLbIO acMMMETPUUYHOTO anropuTMa U 3akpbiTOro Kawua
HekoToporo o06bekTa /N60 KOHTPOSIBHOTO 3HAYEHMUsl, W3BJIEYEHHOro U3

nepefaBaeMbiX AaHHbIX (HanprMep, ¢ UCMNOMb30BaHNEM XeLl-PYHKLNN).

LincppoBass nognucb MoXeT GbiTb NpOBEPEHA Ha NOA/IMHHOCTL C NOMOLLbIO
OTKPbLITOrO K/t04Ya, KOTOPbIA COOTBETCTBYET 3aKPbITOMY KUY, NMPUMEHEHHOMY
npu ee cosgaHun. OTKPbITbIA KAOY MOXeT ObiTb ykasaH B cornaweHum o6
obmMeHe, KOTOpoe noAnMcaHO MapTHepamu, WM MOXeT ObiTb YyKasaH B
cepTudgmkate ¢ uUndpoBO noanNuMCbi opraHa cepTudukaummn. CepTudukar

MOXEeT nepechblyiatbCa B cocTaBe CTpykTypbl EDIFACT.

LLMCprBaFI noaonnCb He TOJIbKO rapaHTupyet HeOTKa3yeMOCTb MCTOYHUKaA,

HO u obecneunBaeT LEe/TI0OCTHOCTb KOHTEHTA U ayTEHTI/ICpI/IKaLI.VHO NCTOYHUKA.
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A.3.6 HeoTka3yemoCTb npuema

HeoTka3dyeMocTb npuema 3auliuuiaet oTnpasBuTens cooblieHus/nakeTa,

rpynnel Ay o6MeHa OT HENPU3HaHUS akTa UX NONYyYeHUs afpecaToMm.

3awmta MoxeT obecneymBaTbCcA NyTeM 0643aTe/IbHOTO KBUTUPOBAHUSA
NPUHATOrO coobWeHnsa nonydyaresieMm M NOCbIKUN KBUTAHLUKN, KOTOPas COLEPXUT
unMdpoByHD NOAMUCH, CHOPMUPOBAHHYHD Ha OCHOBE [JaHHbIX WCXOAHOIA
CcTpykTypbl EDIFACT. KBuTaHumsa umeeT QOpMYy CAyxebHoOro coobuieHus,

nepecblslaemMoro nonyvyarenem oTnpaBuTeNio.
A.3.7 KoHUAEHUNaNbHOCTb COAEPXUMOrO

KoHthnaeHumanbHOCTb  COAEPXMMOro npefoTBpaliaeT BO3MOXHOCTb
HECAHKLUMOHMPOBAHHOTO  MPOYTEHUsl,  KOMWPOBAHUS UM pasrfalleHuns

coaepxnmoro coo6u.|,eH|/|s=|/naKeTa, rpynnbl Unan obmeHa.

3alunta MoxXeT obGecneumBatbCs NyTeM  LWIMQPOBAHUA  AaHHbIX C
MCMNO/Ib30BAHMEM CUMMETPUYHOIO a/ifopuTMa C CEKPETHbLIM K/HoYoM, 06LWUM s

oTnpaBnTena n nonyyarend.

OpHaKko CeKpeTHbI Kklod MOXeT ObiTb MNepegaH TaiHO nocfe ero
lWMdpoBaHUs MO acMMMETPUYHOMY anropuTtMy C WUCMNOJSIb30BAaHUEM OTKPbLITOrO

K/lo4a nony4yarens.

TpeboBaHus K cnyxb6e KoOH(pUAEeHUNaNnbLHOCTN ycTaHoBNeHbl B UCO 9735-7.
A.3.8 B3anmMoCBA3b C/yX0 3alinTbl

HekoTopbie 13 cnyx6 w3Hayas/ibHO BK/AOYAKT B Ce6SA uMHble CyX0bl,
6narogapsa 4emy ucuyesaeT HeobxoauMMOCTb [fo06aBneHUs Ccnyx6, KoTopble
peanu3yloTca HesBHbIM o06pa3om. Hanpumep, wuUCNONb30BaHWe MexaHusma,
obecneunBalllero  HeoTKa3yemMoOCTb  WCTOYHUKA, HESABHO  NpUMBOAUT K
COXpPaHeHMIo LEesIoOCTHOCTM KOHTeHTa. Bs3aummocBsisn cnyx6 npuBefeHbl B

Tabnuue A.l.
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Ta6nunua A.1— B3aMMocBsa3b CNyx6

Cnyxb6a 3awmnTbl

LlenocTtHOCTb

cogepxmmoro

AyTeHTudunkaums

NCTOYHUKa

HeoTka3yemocCTb

NCTOYHUKa

30

B/ieYeT 3a coboi Takxke obecnevyeHune

LLENIOCTHOCTH

COZIEPXUMOTO

Ja

Ja

Ja

ayTeHTudunkauunm

NCTOYHUKa

Ja

Ja

HEOTKa3lyeMOoCTHn

MCTOYHUKa

Ja
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MpunoxeHne B

(cnpaBoOYHOE)

Cnoco6bl 3awmnTbl CTPYKTYpbl Owmnbka! 3aknagka He onpegeneHa.Owunobka!

3aknagka He onpepgeneHa.Owunbka! 3aknagka He onpegeneHa.EDIFACT

B.1 O6uwune nonoxeHus

B [aHHOM nNpPUIOXEHUN ONUcaHbl HEKOTopble W3 OCHOBOMOMAarawLWwmx
3TanoB obecneyeHnss 6e3onacHocTn CcTpykTyp EDIFACT: coobuieHunii/nakeTos,
rpynn n o6meHoB. MNoapo6HOe onucaHve M OO6bACHEHME NPUHLMNOB 3alUThl
npueefieHo B MNPUIOXeHUU A HacTofAwero craHgaprta, a Takke B CO 7498-2,
NCO/M3K 9594-8 n B flokymeHTe CCITT X.509.

Ha nepBom 3aTtane onpefensAwT (COBMECTHO C napTHepamu) peasbHble
notpebHocTn B chnyxbax 3awuTtbl. Cnyx6bl 3aWuTbl, AOCTYMHblE B cpefje
EDIFACT, ykasaHbl HuUXe, U U3 Heob6xoAuMO BblGpaTb Te, KOTOpPble CMNOCOGHLI
npefoTBpaTnTb BbIABMIEHHbIE YIPO3bl AEATE/IbHOCTU KOHKPETHOro npeanpuatus
unn opraHmsauun. OO6bIYHO 3TU NOTPEBHOCTU MOTYT OblTb BbIAB/IEHBI MO
pe3ynbTtaram ayamta, Kak BHYTPEHHEro, Tak W BHelwHero. ba3oBbiMu ciyxb6amm
3aliunTbl, AOCTYNHbIMY HA CTOPOHE OTNpaBuTeNs, ABMAAKTCA cnegyloume:

- LIe/IOCTHOCTb CO/IePXUMOrO,
- ayTEHTUMUKALUSA UCTOYHMKA U
- HEOTKA3yeMOCTb UCTOYHMKA.

DTN CnyxO6bl He ABNAKTCA He3aBUCMMbIMU, NOTOMY HeT HeobXoAMMOCTU B
MUCNO/Ib30BaHUN [OMNOMHUTENBHLIX CAYX6, KOTOpble peasnn3ylTcsd HesBHbIM
obpasoMm. Hanpumep, wucnonb3oBaHue CcNyx6bl HEOTKA3yeMOCTU WCTOUYHUKA
HEesABHO BJieYeT 3a cO60i N cOXpaHeHue LLe/IOCTHOCTU KOHTEeHTA.

Takne B3aMMOCBSA3M YyKaszaHbl B Tabnuue Al npunoxeHusa A. C yyeTom
npuBeAEHHbIX B Heil B3aMMOCBSsi3eil oTnpaBuTeNb AO0/IKEH BbibpaTb He 6Gonee

O[HOI N3 TPEX yKasaHHbIX C/yX6.

31



FOCT P NCO 9735-5 - 2012

HeoTkasyemocTb npuema - 93T0 cnyxba, KoTtopasa p[o/mkHa ObiTb
WHUUMMpOBaHa mnony4yatesieM. OHa MOXeT ObiTb 3anpoleHa OoTnpaBUTENeM
ABHbIM 06pa3o0M UM MOXET 6bITb onpefeneHa kak o6a3aTenbHas B cornalleHnu
06 o6meHe. [na nepejayn Takoro 3anpoca WCMONb3YKT cTaHgapTHoe

coobueHne AUTACK.

B.2 [BycTOpOHHee corfaweHue o6 o06MeHe wnu npuBJieYeHne

TpeTbeli CTOPOHBI

Ecnn cnyx6bl 3awuTbl [O/MKHbI ObITb UHTErpMpOBaHbl, TO MapPTHEPSI
OOJDKHBI 3aKN0YNTL OOMONMHUTE NbHbIE cornaweHns. Bo3moxeH pas noaxonos K
pelweHno 3TOro Bonpoca. KpaTtkoe cnucblBaHue ABYX U3 HUX, KOTOPbIE cuuTalT
3KCTpeMasibHbIMU, MPUBEAEHO HUXE.

MuHuUManbHbIM TpeboBaHMeM [O/DKHO ObiTb 3ak/loyeHue C KaxXAbiM K13
napTHeEpPOB OTAE/IbHOTO ABYCTOPOHHEr0 CcorflaweHns 06 MCnonb30BaHUU CyX6
3alnThl, KOHKPETHbIX anroputmMoB, KOA4OB, METOAO0B YMpaBneHWsd K/yamu,
AelicTBUiA B criydae HeHagsexauwero nosegeHus u T.n. Obpasel nogo6Horo
cornaweHus JocTyneH B pamkax nporpammbl TEDIS EBponeiickoii komuccum.
Mpn Takom nogxofde B coob6weHue/NMakeT AO/MKEH ObiTb BK/AKOYEH HEBO/bLUION
06bemM mHbopMauymu, Kacawuweica obecnevyeHns 3awuTbl.

[pyroin skcTpemanbHbIli NoAxo4 3akiw4vaeTcsa B TOM, 4TOObl MpuBAeYb
TPeTbiD CTOPOHY, BbICTynawLWyl B poau opraHa cepTudukaymm, KoOTOpbIi
peructpupyeTr  BCexX  NoJsib3oBartesiei n  BblgaeTr  cepTudukaThbl Ha
nosb3oBaTesIbCKUe OTKPbITble KAoun. B faHHOM criydae afekBaTHbIM pelleHnem
MOXET ObITb 3aK/Il0YEHNE COorflaweHns ¢ CepTUPUKaLNOHHbIM OpraHoM, KOTOPbIi
npu 3TOM, Kak MNpaBuWNO, [AO/DKEH OTBeYaTb TakKke 3a BeAeHMEe «YepHbIX
CMUCKOB». [laHHbIi NoAXo4 MOXeT noTpeboBaTb BK/IKOYEHUS B cOObLEeHne/nakeT
ropasfo 6onbwero o6bvema nHpopmaymm, Kacarwencs obecnevyeHuns 3awmThbl.

Cnyx6bl 3aWnTbl MHTErpupytoTca B cTPykTypbl EDIFACT Takum obpasom,
yTobbl ObGecneumMBanacb MakcumMasibHas T[MOKOCTb W nogaepxusanucs oba

noaxona, onncCaHHbIX BbIWIE.
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B.3 TlpakTtuyeckne acnekTtbl

Ona adphekTUBHOW peanusaymm cnyxo 3awmtbl HEOOXOAMMO Y4YUTbiBaATb
MHOXECTBO PasfIMyHbIX acfnekToB, TakMX Kak: reHepauus kaw4yei; noTpebHOCTb B
TpaHcnATope, CNOCo6HOM ob6pabaTbiBaTb CErMeHThbl 3aluTbl;  BHYTPEHHUE
npouegypbl MOAAEPXKM MOMHOMACWTabHOro WCNOMb30BaHUS CAYyX6 3awmuTbl
(Hanpumep, opraHu3auMs  XpaHeHus  BXOAALWMX  coobuieHuii/nakeToB ¢
UMpPOBLIMKM  MOANUCAMU, MaHUNYINPOBAHNE MHOXECTBEHHbIMU LUGPOBbLIMM
noanucaAMn) 1 T. n.

CnepgyeT MNOAYEPKHYTb, UTO MHTerpauus cayx6 3awuTtbl AOSKHA ObiTb
abCcoNTHO Npo3payvyHoin Ass8 UCNOoJb3yeMblX MPOTOKOMOB nepefayn faHHbIX U
He 3aBMCUT OT HUX. Ecnum KoHKpeTHas cuctema obecneumBaeT nepegady
00bluHbIX coobuieHuii/naketoB EDIFACT, aTo o3HauyaeT, YTO OHa OyaeT Takxe

crnoco6Ha nepegasaTh 3aliyMlieHHble cO0GLUIeHUsA/NakeTbl 3TOrO TMNa.

B.4 [lpouenypa KOHCTpyupoBaHuA 3allmueHHOM CTPYKTYpblI

EDIFACT

Mocne co3gaHusa coobuweHua/nakeTa, rpynnbl WM o6MeHa CTPYKTYpbI
EDIFACT onpegensitoT U peanusyloT Heob6xoAumblie cnyxObl 3awuTbl. Ecnu
CNYX6bl 3alWUTbl OCHOBaHbl HA UCMOMb30BaHUN LU POBLIX nognucein, 1o 4na ee
obecrneyeHns HeEMNOCPeACTBEHHO WM KOCBEHHO [AOJ/DKHbI ObiTb MPUB/IEYEHDI
nvua, vMewlwmne 3akpbiTble kAuW. [enaTb 3TO cpa3y nocjsie co3faHus
cTpykTYypbl EDIFACT He 0653aTenbHo.

AHanornyHo atomy, Ana sxoaAawmx ctpyktyp EDIFACT, nepsbiM LwWarom
Jo/MKHa OblTb MpoBepka napamMeTpoB CAyx6 3aWuTel W coXpaHeHue

3awnueHHbIX cTpykTyp EDIFACT Ana KOHTPOAA N [OKYMEHTUPOBaHMUA.

B.5 TlocnegoBaTefibHOCTb MPUMEHEHUNSA CAYXO 3aWmnThl

Mopsiilok, B KOTOPOM  MCMOMbL3YTCA  CAYXG6bl  3aliWTbl,  LESNKOM
onpefensieT NoNbL30BaTe b, Tak Kak C/yX6bl MOTyT 6bITb HE3ABUCUMbIMU APYT OT
apyra. B uyacTHOCTM, B C/lyyae MPUMEHEHUS MHOXECTBEHHbIX LUpPOBbIX

I'IOp,I'II/ICGI\/JI 6e3 BCTpanBaHua rpynn CermeHToB 3arojioBka M OKOHYaHUA 3allUThbl,
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nocnegoBatesibHOCTb, B KOTOpOﬁ OHW BbLIYNCNAKTCA U NpPOBEPAKTCA, HE UMEET

3HauYeHus.
B.6 3awwuta oTAeNibHbIM coobuieHnem Ha ypoBHe
coo6LLeHnii/nakeToB

B.6.1 TpeboBaHus 6usHeca

CyuwiecTByloT faBa cnegywowmx TpeboBaHus  6GuM3Heca K [aHHOWN
hYHKUNOHATbHOV BO3MOXHOCTMU:
a) obecneynTb 3aWUTy OAHOFO WM HECKOJbKMX COO0b6LeHnii/nakeTos

€ONHCTBEHHbIM OTAE/IbHbIM COO6M€HM€M oTnpasnTens

b) obecneunTb rapaHTMpOBaHHOE MNOATBEPXAEHWE OTNPaBUTEND (dakTa
NoslyYeHUss O[HOTO WM HECKOSIbKUX WUCXOAHbIX CcOO0b6weHnii/nakeTtoB 6e3 ux

BO3Bpara.

™M  Tpeb6oBaHMA MOryT 6biTb  BbIMNO/IHEHbI NYTEM  MCMO/Ib30BaHMUS
coo6LeHnsa Ana 3aliulLLeHHOoR ayTeHTUduKaunuy 1 3alu,eHHOro KBUTUPOBaHUS

AUTACK, nogpo6Ho onucaHHoro B MCO 9735-6.

B.6.2 3awwuta oTAesIbHbIM coobuieHnem, ncnosnb3lyemasa

oTnpasunTesniemMm

Takoe wucnonb3oBaHuve coobweHna AUTACK nossonfeTr oTnpasuTesnto
npefocTaBuUTb NOOYHD CAyX0y 3alWuTbl nyTeM nepejayn ee napameTpoB B
OTAe/IbHOM cOo06LWeHnn. Takum obpa3omM CNyx6bl 3aluTbl MOTYT NoAKNOYaThLCA
Ha 60nee nosgHem uau 6onee nogxogsduem aTane. Kpome 3TOro OHM MOryT
obecneymBaTtb 3alUTy HECKOSIBKUX WUCXOAHbIX COO6LieHuii/nakeTos, B OT/Myne
OT MNPSAMOro BCTpamMBaHMA QYHKUMIA 3aluuTbl Ha YpoBHe coobueHusa/nakera,
KOTOpoe obecneymBaeT 3aliMTy TOMbKO OAHOr0 coob6lleHusi/NnakeTa 3a OfHY
nepegauy.

MPUHLMMbI UCMONBb30BaHNA 3alUTbl UAEHTUYHbI A1 WUHTErpauuoHHOro u
pa3fenbHOro NoAxXo4o0B, HO AN nocfefHero Heo6xo4MMO Hanuyme YHUKasbHO

CCbIJIKM Ha 3alMLIaeMyto UCXOAHYIO CTPYKTYpPY «COO06LLeHMEe/NaKeT».
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B.6.3 3awwuTa oTAesSIbHbIM coobuieHnem, ncnosnb3lyemas

nosny4dyaresnem

Takoe wucnosb3oBaHue coobuweHns AUTACK opueHTMpOBaHO Ha
obecneyeHne HeoTkazyemoctTu npuema. [logpo6Hoe onucaHue coobLueHns
AUTACK npusegeHo B NCO 9735-6.

CoobuweHne AUTACK MOXeT UCNoMb30BaTbCA Kak  3aliulieHHoe
noaTBepxaeHue npuema (KBUTUPOBaHUE), NepecblsiaeMoe nosiyyateneM 0L4HOMO
WUN HECKOSIbKMX 0OMEHOB NMB0 OOHOr0 WM HECKOJIbKMX COO06LEeHNA/NakeToB B
O[lHOM WM HECKONbKMX ceaHcax o06MeHa wux oTnpasuTenioo. Kputepumn n
cpefcTBa, C MNOMOWbLK  KOTOpbIX dopmupyeTcs coobuweHne AUTACK,
rapaHTUpOBaHHO MNpPeAoCTaBNAT OTNPaBUTEN0 OAHOT0 /SMB60 HECKOSbKUX
coobueHunii/nakeToB NAnM 06MEHOB 3alluLLEHHOe YBeAOMJIEHME O TOM, YTO OHU

6bI/TN NOMYUYEHbI HYXHbBIM afpecaToMm.

B.7 3awuta OTAENIbHbIM COO6OLEHVMEM Ha YPOBHAX T[pynn wWmm

obMeHOB

MeTog, onucaHHblli B pasgesie B.6 MOXeT 6biTb MCNOMbL30BaH Takxke Ans
3aWMThl NOJIHLIX TPYMM WAN MOMHbIX OOMEHOB.

CyuwiecTByloT pgBa TpeboBaHus OusHeca K [aHHON OYHKUMOHA/ILHOW
BO3MOXHOCTMW:

a) obecneuynTb 3aWUTy OAHOW WM HECKOSbKMX Tpynn An60 O4HOro wuan

HECKO/IbKNX 06MEHOB B €ANHCTBEHHOM OTAE/IbHOM COO6LLI'EHI/II/I oTnpaBuTens,

b) o6ecneuntb rapaHTUpoOBaHHOE MNOATBEPXAEHUE oTnpaBuTento akra

noslyyeHma MCXOAHbIX rpynn nnn 06MeHOB 6€e3 ux BO3Bpara.

9T TpeboBaHWs MOryT 6biTb  BbIMOSIHEHbI NYyTEM  WCMNO/Ib30BAHUSA
COOGLEHNS 3alyUULEHHOW ayTeHTUdMUKALUMU U 3aLLULLEHHOTO KBMTUPOBAHWSA

AUTACK, nogpo6Ho onucaHHoro B MCO 9735-6.
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MpunoxeHwne C

(cnpaBo4HOe)

MpyMepbl 3aWnUTbl COO6LLEHN

C.1 BsepgeHue

B [gaHHOM NPWIOXEHWM TNpuBeAeHbl Tpu Mpumepa  NPUMEHEHMWi

CNYXeOHbIX CerMEHTOB 3aluThl.

Bce npumepbl OCHOBaHbl Ha WCNOMb30BAHWUM MAATEXHbIX MNOPYyYEHUit
EDIFACT wn3 cnpaBo4YHMKa PMHAHCOBbIX coobuweHuii MIG, ony6nMkoBaHHOTO B
pamkax MexayHapoAHOn Mex6aHKOBCKOM cucTembl nepegadn uHdopmauum u
coBepweHna nnatexel (SWIFT). OgHako OnuMcaHHble HUKe MeXaHU3Mbl 3aLiuTbl
He 3aBUCAT OT Tuna CcOoOo6LWEHUA WU MOTYT MUCMNOJb30BaTbCA MNPUMEHUTENBLHO K

nwb6omy coobuweHno EDIFACT.
Mpumep 1. AyTeHTUMUKaLNAa NCTOYHMKA COOOLWEeHNA

[aHHbI npumep nokasbiBaeT, KakuM 06pa3oM CAyXeOHble CErMeHThl
3aliuTbl MOTYT MCNOMb30BaTbCA B C/lydyae MNPUMEHEHUS CUMMETPUYHOIO
anroputMa  3awuTtel  Ana  obecnevyeHus  ayTeHTUdUKaALMM  UCTOYHUKA
coobleHnss. B 3ToM cnyyae npoucxoauT  npeaBapuTesnbHbii  0OMeH
CUMMETPUYHbIM  K/IHOYOM MexXAay napTHepamu, MOTOMY TIpynna CerMeHTOoB

3arosioBKa 3aluTbl COAEPXUT BCEro ABa A0BOJIbHO MPOCTLIX CErMeHTa.
Mpumep 2. HeoTKasyeMoCTb UCTOUHMKA (NepBbIi MeTon)

[aHHblli nNprMep NokasbiBaeT, Kak C/yXeGHble CermMeHTbl 3aliuTbl MOryT
MCNOMb30BaTbCsA B C/lyyae NPUMEeHeHUst aCUMMEeTPUYHOTo anropuTmMa 3aluThl
Ans obecrneyeHnss HeOoTKAa3yemMOoCTW WCTOUYHUKA. AMTOPUTMOM, MNPUMEHSIEMbIM
HENnocpeACcTBEHHO K MNepefaBaeMoMy coobuieHuo  sBasetcs  PYHKUUA
XelWunpoBaHusi, Kotopass He TpebyeT npefBapuTesibHOro oGMeHa Kiyamu
mMexay napTHepamum. 3HaueHne  xew-pyHKUUU noAnucbiBaeTcs c

NUCNO/SIb30BaHNEM acCUMEeTPUYHOro anroputma. OTKPbITbIA K1Y, HEO6XOAUMBINA
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nonyvaTtento NS NPOBEPKM MNOANUCK B COOGLLEHMU, BK/IOYAOT B CETMEHT
cepTudukaTta, KOTOpblAi mepefaeTcs B rpynne CErMEHTOB 3arofioBka 3aljuThbl
CoO6LUEHNSA. ITOT cepTUdUKAT [O/DKEH OblTb MNOAMWCAH €ro0  M3gaTesnem
(«opraHom cepTudMKauUm») U [LOO/HKEH CcofepXaTb OTKPbITbIA KAlY opraHa
cepTudomkaumm Ans npefocTaBfieHnMa 060MYy W3 NapTHEPOB BO3MOXHOCTU

NpoBepUTbL LLeNOCTHOCTb U NOAJIMHHOCTb cepTudimkaTa.
Mpumep 3. HeoTkazyeMoCTb UCTOYHMKA (BTOPOIA MeTon)

[aHHbll npyMep nokasbiBaeT, Kak C/yXebHble CerMeHTbl 3aljuTbl MOryT
MCMNo/b30BaThCH B C/iydae MPUMEHEeHMs aCMMMETPUYHOIo asiropuTMa 3awuThbl
ans  obecneyeHWs  HeoTkasyemMoCTM  UCTOYHMKA. B pgaHHOM  cnyvae
HEenocpeacTBEHHO K COOOLLEHUIO MNPUMEHSAIOT CUMMETPUYHbLIA  anropuTmMm,
KOTOpbIli TpebyeT npegBapuTesibHOr0 O6MeHa CUMMETPUYHBIM KIHOUOM MeXay
naptTHepamMu 1 MpefocTaBAseT  KOHTPO/IbHOE  3HayeHue  napameTpa
LEeNOCTHOCTU. YKasaHHblIA CUMMETPUYHbI/A K4 [JO/MKEeH ObiTb nepefaH B
cocTaBe rpynnbl CErMeHTOB 3aro/sioBka 3aluTbl COO0OLLEeHMA U 3almngpoBaH ¢
npUMeHeHNeM acuMMMEeTPWYHOrO anaropuTMa C WCNOJSIb30BAHMEM OTKPbLITOrO

K/llo4a oXungaemoro nojsydyartens.

KoHTponbHOe 3HavyeHve mnapaMeTpa LEeNoCTHOCTM noAnucbiBaeTca C
MOMOLLbID aCMMMETPUYHOro anroputma. OTKpPbITbIA K4, HeobxoanMbIi
nonyyatento A1 NPOBEPKM MNOAMUCKM B COOOLLEHWW, BKIKYAOT B NeEPBbIi
CerMeHT cepTudomkaTta, KOTOpbIi nepegaeTcsa B rpynne CErmMeHTOB 3arosioBka
3almMThl coobLWeHns. DTOT cepTudmnkat Ao/mKeH 6biTb NOANUCAH ero u3gartesnem
(opraHom cepTudMkaumn) u [O/DKEH CcoOAepXaTb OTKPbITbIA K/AKY  opraHa
ceptTudukaunm Ana npepoctaBneHns nNw6oMy M3 nNapTHEPOB BO3MOXHOCTU

NPOBEpPUTb LLENIOCTHOCTb M NOA/IMHHOCTL cepTudmkaTa.

BTopoii cermeHT cepTuduKaTa COAEPXWUT CCbIIKY Ha OTKPbITbI K/oY
0XUAAEMOro nofiyyaTens, WUCMNO/b30BaHHbI OTNpaBuTesieM coo6LlleHna ans

3anTbl CAMMETPUYHOIO KkO4a.
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[aHHbli  MeTo4 MCNoNb3ylT 6aHkM ®paHuMM B pamMkax CUCTEMbI
ETEBAC 5 (3awumweHHas cuctema nepegaum paiinos mexay 6aHkamu u

KopnopaTuBHbIMUN KI'IVIEHTaMI/I).

B ABYyX nocnegHux npumepax Nio6oi U3 napTHEpPOB, AOBEPAIOLWUA opraHy
cepTudmkalum, MMeeT BO3MOXHOCTb MNPOBEPUTbL MNOAJIMHHOCTL MNOAMUCU B
Nosly4eHHOM COO6LEeHNN, MO/b3ysiICb TOMbKO [AaHHbIMU, coAepXallumucs B

coobuieHnn.

C.2 Tlpumep 1. AyTeHTUmnKaymsa NCTOHYHUKA COO6LLIEeHUS

C.2.1 Kpartkoe onucaHune

KomnaHusa A nopyyaeTr bBaHky A (kog 603000) cnucaTb C ee cueTa
Ne00387806 cymmy 54345,10 chyHTOB cTepnumHroB 9 anpensa 1996 r. 3ta cymma
OO/MKHa ObITb nepeBegeHa B baHk B (kog 201827) Ha cueT Ne00663151
KomnaHun B, Haxogsweica no agpecy WestDock, MilfordHaven. TMMnatex
npou3BOANTCA Ha OCHOBaHWW BbiCTaBsieHHOro cyeta Ne 62345. KoHTakTHoe nuuo
nonyyatens nnaatexa - M-p [p)KOHC, oTAeN npojax.

BaHk A TpebyeT, uTOObl NNaTexHoe nopyvyeHue ObINO 3almLLEeHO
yHKUMEN 3aWnTbl  «ayTeHTUUKALUA WUCTOYHMKA COO6LLEHMA», KOTopas
OCYyLlecTBNsAeTCA NyTeM T[EHEpUpoOBaHWS OTMpaBUTENeM COO6LLEHMA  Tak
Ha3blBaeMoro «koga ayTeHTUuukaunm coobuweHna» (MAC) C nNOMOLLbIO
CUMMETPUYHOro anroputma wudpoBaHusa “DataEncryptionStandard" (DES) B
cooTBeTCcTBMM C TpeboBaHuamn WMCO 8731-1; 3TOT KOA MOANEXUT MpoBEpKe
BaHkom A. T[pegnonaraeTtcs, 4TO npegBapuTesibHO cocTosnca 06meH

cekpeTHbiM DES-knouom mexgy KomnaHunein A n baHkom A.
MpumeuaHne - [lanee pacCMOTPeHbl TOMIbKO 4YacTu coO0bWeHNsa, wumerowme

OTHOLUEHME K 06EeCneyeHuno 3alunThbl.

C.2.2 2nemMeHTbl 3aWnThbl

3AIrO0J1I0OBOK 3AWLNTbBI

CNYXBA 3AWLNTHI AyTEHTUMKALNS UCTOYHNKA COOBLLEHMS
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KOHTPO/IbHbIA HOMEP C/YXEb!
SAWLNTBI

PYHKUNA dNITBTPALN

KOAMNPOBAHWE NCXOOHOIO
HABOPA 3HAKOB

NOEHTUNOUKALVOHHBIE SNEMEHTbI
3ALWTI

OTnpaBuTens coobLieHns (CTOpoHa,
hopmupytowas Kog, ayteHTudmnkaumm
coobueHuns - MAC).

NIEHTU®VKALMOHHBIE SNEMEHTbI
3ALNTHI

MonyyaTens coobuieHns (CTopoHa,
KoTopasl NpoBepsieT Kof

ayTeHTuukalmm coobueHns - MAC).

MOPSAAKOBbLIA HOMEP 3AWNTbI

OATA I BPEMA 3ALLNTBI

AJITOPUTM 3ALLUNTHI
ANTTOPUTM 3AWLUNTHI

O651acTb NPMMEHEHUST anropuTMa

Kpuntorpadpmuecknii pexxmum

Anroputm

FOCT P NCO 9735-5 - 2012

[aHHbI 3aro/IoBOK NMEET KOHTPOSIbHbI HoMep 1

Bce gBonyHble 3HaveHnss MAC ounbTpyoTcs C

MOMOLLbIO LLIECTHAALATEPUUYHOTO hUbTPa

Mpu cpopmuposaHun MAC coobLeHune
3aK0MPOBaHO C NOMOLLLI0 Habopa 8-6MTOoBbIX

3HakoB ASCII

M-p CMUT 13 KomnaHun A

BaHk A

MopsiaKoBbLI HOMEpP 3aLWTbl 4AHHOTO COOOLLEHNS
001

3awpuTHas OTMETKA BPEMEHU:

pata: 1996 04 099,

Bpems: 13:59:50

Wcnonb3yeTca CMMMETPUYHBIA anroputm Ans
ayTEHTUIMKALMN NCTOYHMKA COOBLLEHUS.
MAC BblYMCNAETCH B COOTBETCTBUMU C

Tpe6oBaHuamm NCO 8731-1

Mcnonb3ytot anroputm DES

y MpepcTtasneHne fatbl COOTBETCTBYET OpUrnHay.
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NMAPAMETP AITOPUTMA
KBanudpmkatop napameTpa anroputvMa  MAeHTUGMUMPYET yKazaHHOE HUKE 3HauYeHne
napameTpa anroputTMa kak UMs npeasapuTesisHo

nepeaaHHOro CUMMeTpr4HOro Kio4da

3HaueHue napameTpa anroputma Mcnonb3yeTcs kaod ¢ umeHem MAC-KEY 1
OKOHYAHWE 3AWLUTbI

KOHTPO/bHbIA HOMEP 3ALINTbI [aHHOe OkOHYaHMe MMEET KOHTPOSIbHbIA Homep 1
UMCNO CEMMEHTOB 3AWNTHI 4

PE3Y/IbTAT 3AWNTbI

PE3YNbLTAT NMPOBEPKN
NMOANTMHHOCTU

KBanudukaTop KOHTPONBLHOrO 3HaueHns MAC
KoHTposbHOE 3HaueHve UeTblpex6ainToBbIil pe3ynbTar npoBepku

NOA/IMHHOCTK (KOg, ayTeHTudmkalmm coobLyeHmns)

C.3 Mpumep 2. HeoTkadyeMoOCTb UCTOYHMKA (NEPBbLIA MeTonq)

C.3.1 Kpartkoe onucaHune

BaHky A HeobGxoauma cnyxba 3aunTbl «HEOTKA3yeMOCTb UCTOUHUKa» AN
naaTteXxHoro nopyvyeHnsa KomnaHum A, nepegaHHoro m-pom CmMutom.

B cornaweHun 06 o06mMeHe Mexay CTOpOHamMu YCTAHOB/IEHO, 4TO
Heobxoammasa bBaHky A cnyx6a 3aWuTbl «HEOTKA3yeMOCTb WCTOYHUKa» A/1S
nnaTexHblX MopyyeHuii, nepecbiiaeMblXx MUCTEPOM CMUTOM M3 KOMNaHum A,
OCyLecTBNAETCA C UCNO/b30BaHNEM OAHOI LUUPOBOA NoanmCH.

CepTudmkaTt, y40CTOBEPSAIOLWMNIA OTKPbITLIA KN4 M-pa CMuUTa, BblgaH OpraHom,

KOTOPOMY A0BEPSOT 06€ CTOPOHbI - IMUTEHTOM cepTudmkaTa.

C.3.2 9nemMeHTbl 3aWnThbl

3AIro0J/IOBOK 3AWNTbI

CNY>XBA 3AWNTDBI HeoTkasyemMoCTb NCTOYHMKa
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KOHTPO/IbHbII HOMEP 3ALLMATbI
TN OTBETA

PYHKUUNA dNNBTPALNN

KOAMNPOBAHME NCXOOHOIO
HABOPA 3HAKOB

MOPSAAKOBbIA HOMEP 3ALNThI

OATA N BPEMA SAWNTbI

AJTTOPUTM 3ALLNTDLI

AJTTOPNTM 3AWNTHI

O6nacTb NPUMEHeHWs1 anropuTMa

Kpuntorpadmueckunini pexxmm

Anroputm

FOCT P NCO 9735-5 - 2012

[JaHHbIli 3aroNnoBoOK UMEET KOHTPO/IbHbIA HoMep 1
MoaTteepxaeHne He TpebyeTtcs

Bce ABOUYHbIE 3HAYEeHUA (NoAnucK) PUNbLTPYIOTCS C

NOMOLLbIO WeCTHaauaTepmnyHoro QJI/I]'I bTpa

Mpu dhopmmnpoBaHnM NoannMcK cooblLieHne Bbbino
3aK0AMPOBaHO € NOMOLLbIO Habopa 8-6MTOoBbIX
3HakoB ASCII

MopsAKOBbIA HOMEP 3aLMThl 4AHHOTO CO06LLEHMSA
202

3almuTHas oTMeTKa BpeEMEHN:

pata: 1996 01 15",

BpemA: 10:05:30

Xelw-chyHKLMSA, ncnonssyemasa m-pom CMUTOM gna

chopMmpoBaHUsa Noanmcu

cnonb3yeTcs anropuTtM XelnpoBaHus BragensLla
cepTudmkara.

XeLw-hyHKUMS, COOTBETCTBYIOLLASA

NCO/M3K 10118-2, B KOTOpPO NpUMEHSIETCS T+
6UTOBbI 610YHbIA aNrOPUTM LWIMGIPOBAHUA NSt
nosly4yeHns xell-koda ABONHON AnvHbl (128 61TOB);
HayasibHble 3HAYEHUS:

IV = OF OFOFOFOFOFOFOF

IV - FO FOFOFOFOFOFOFO;

npasusa AONOMHEHNS He3HaYalMMK GUTaMm - Kak
onpefefieHo B NepBoM BapuaHTe n. B.3 ctaHgapTa
NCO/M3K 10118-2:2000; npeobpa3oBaHus 1 u L, '-
cornacHo npunoxexuto A MCO/M3K 10118-2:2000.

Vicnonb3yeTcst 6/104HbIM anroputM WINdppoBaHuns
DES

y MpeacTtasneHne gatbl COOTBETCTBYET OpUrnHany.
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CEPTUN®UNKAT

YYETHbIA HOMEP CEPTU®VKATA

MOEHTUPUNKALUMOHHBLIE S/ITEMEHTHI
SAWLNTHI

KBanundomkaTop CTOPOHbI 3alyThl

NAEHTUOUKALMOHHBIE SNEMEHTbI
3ALNTHI

KBanMgmkaTop CTOPOHbI 3aLLMThI

msa knrova

CUHTAKCUC 1 BEPCUNA
CEPTU®NKATA

PYHKUUA dUNNBTPALNN

KOAMNPOBAHUME NCXOOHOIO
HABOPA 3HAKOB

CNY>XEBHbI 3HAK ANA noaricim
KBanmdpukaTop cnyxebHoro 3Haka asns

noanmcu

Cnyxe6HbIli 3HaK AN nognmcu

42

Ceptudmkat m-pa CMUTA

[aHHblii cepTudmkat BblgaH cepTurKaLMoHHbIM
opraHom AUTHORITY 1 nMeeT y4YeTHbIn HoMep
00000001

Bnapgeney ceptucpukara: m-p CMUT n3 KomnaHum A

YpoctoBepsiowas ctopoHa: cepTudukaT M-pa
CMUTA BblgaH opraHoMm ceptudmkaLmm
AUTHORITY.

OTKpbIThIV KMtod AUTHORITY, ncnonb3oBaHHbIii
AN cos3gaHua ceptudpmkata M-pa CMUTA, nmeet
umsa PK1

Bepcusa cepTudomkarta ykasbiBaeTcsl B CPaBOYHKe

cnyxe6Hbix cermeHToB UN/EDIFACT

Bce gBOMYHbIE 3HAYeHNsA (KNoux 1 LmdpoBble
noanucu) unbTPYHTCA C NOMOLLBIO

LecTHaLaTepMUYHOro anbLTpa
YaocToBepeHue cepTudivkaTa 3akoiMpoBaHo C

nomoLLbio Habopa 8-6uToBbIX 3HakoB ASCII npu

N3roTOB/IEHUN cepTudonkaTa
Cnyxe6Hblii 3HaK, UCNOJSIb3YEMbI NPU BbIYUC/IEHUN
nognucum.

Cnye6HbIM 3HAKOM SB/ISIETCS TepMUHATOP

cerMeHTa.

3HaueHue « ' » (anocTpod).



CNY)XEBHbIA 3HAK AN NOANnCH

KBanudumkatop ciyxe6HOro 3Haka ass

noanmcu
CnyxebHbIli 3HaK as1a nognmcu

CNY>XEBHbIA 3HAK AN MOoAnnCKU

KBanudmkatop ciyxe6Horo 3Haka ass

nognucu

Cnyxe6Hblii 3HaK 4519 nognmncu

CNY>XEBHbI 3HAK AN Moanncu

KBanudpmkatop crye6Horo 3Haka asist

noanvcuy
Cnyxe6Hblii 3HaK 4n18 nognmncu

CNY>XEBHbI/ 3HAK AN Moanncu

KBanudumkatop ciyxe6Horo 3Haka ass

noanncun

Cnyxe6Hblii 3HaK 4519 nognmncu

OATA N BPEMA SAWLATHI

[JaTa n Bpewms

OATA N BPEMA SAWNTHI

[Jata 1 Bpewms
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CnyxebHblli 3HaK, UCNOMNb3yeMbIA NPU BbIYUCIEHUN
noanucu.
CnyxebHbIM 3HaKOM AB/ISIeTCA pasgenmTesib

9/IEMEHTOB AaHHbIX.

3HaueHne «+» (3HaK Nnsc)

Cnyxe6HbIli 3HaK, UCNOMb3YEMbIA MPU BbIYNCTIEHN
noanvcuy.
Cnyxe6HbIM 3HAaKOM SIBASIETCA pasfenTesb

KOMMOHEHTHbIX 3/1eMEeHTOB AaHHbIX.

3HaueHuve «» (aBoeTouune)
Cnyxeb6Hblli 3HaK, UCMO/Ib3YEMbIA MPU BbIYUCIEHUN
nognmcu.

Cnye6HbIM 3HAKOM SIB/ISIETCA pasfennTesib

MOBTOPOB.
3HaueHne « (3Be3A04Ka)

Cnyxe6Hblii 3HaK, UCNOJSIb3YEMbI NPU BbIYUCIEHUN

nognmcu.

Cﬂy)KE6HbIM 3HaKOM AB/1IA€TCA 3HaK OCBO60)KA6HMFI.

3HaueHne «?» (3HaK Bonpoca)

Bpewms co3gaHusa ceptudmkara

Ceptudgmkat m-pa CMUTA unsrotoeneH 931215 B
14:12:00

Hauano cpoka geiicteBusa ceptudgmkara

Hauasnio cpoka AeiicTeusi cepTudmkata M-pa
CMWTA 1996 01 01 0000002

N MpeacTaBneHve faTbl COOTBETCTBYET OPUTUHAUTY.
2LMNpeacTaBneHvie AaThl I BpEMEHW COOTBETCTBYET OpUTMHASTY.
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OATA N BPEMA SAWNTbI

[JaTa n Bpemsa

AJTTOPUTM 3AWLNTBI

AJTTOPNTM 3ALLNTHI

O6nacTb NPUMEHEHNST anropuTMa

KpunTtorpaduyeckuii pexum

Anropntm

MAPAMETP AJTTOPUTMA

KBanudpukatop napameTpa aaroputma

3HaueHWe napameTpa anroputma

MAPAMETP AITOPUTMA

KBanudpukatop napameTpa airoputma

3HaueHWe napameTpa anroputma

MAPAMETP AITOPUTMA

KBanudpukatop napameTpa aaroputma

3HaueHWe napameTpa anroputma

AJTTOPUTM 3ALLNTDI

OKoHYaHMe cpoka AeiicTBuA cepTudimkara
OKoHYaHWe cpoka AeiicTBuA cepTudmkata M-pa

CMUTA 1996 12 31 235959 3>

ACUMMETPUYUHbIA aniropuTM, UCMOMb3yEMbIi M-POM

CMUTOM pnis nognucu

Wcnonb3yeTtca anropuTm noanvcu Bnagensua
cepTudmkaTa.
HW 0aMH 13 pexumoB 34eCb He NPUMEHUM.

ACMMMETPUYHBIA anroputm RSA

OnpegenseT napameTp Kak OTKPbITYH SKCMOHEHTY

Ana npoBepkn NOA4/IMHHOCTK NoANnUCK.

OTKpbITbIA KoY M-pa CMUTA

OnpegensieT napameTp Kak Mogy/b 718 NPOBEPKM

NOA/IMHHOCTY MOAMNMCH.

Mogynb m-pa CMUTA

Onpegensaet napaMeTp Kak AJIMHY MOAyna M-pa
CMUTA (B butax).

OnuvHa mogynsa m-pa CMUTA 512 6utos
XeLw-thyHKUMSA, ncnonb3yemas opraHom

ceptudpmkauumn AUTHORITY ans nsrotossieHus
ceptudmnkara m-pa CMUTA

SLFIpe,qCTaBneHl/le Aartbl 1 BpEMEHN COOTBETCTBYET OpuUrnHasny.
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AJTTOPNTM 3ALLNTHI

O6nacTb NPUMEHEHWS anropuTMa

KpunTtorpaduueckuii pexim

Anroputm

ANTTOPUTM 3AWLATHI

O6nacTb NPUMEHEHUS anropuTMa

Kpuntorpadmyeckuini pexxmm

Anroputm
NMAPAMETP AJTTOPUTMA

KBanudukatop napameTpa aaroputma

3HaueHvie napaMeTpa anroputma

MAPAMETP AITOPUTMA

KBanudpmkatop napameTpa asroputMa

3HaueHWe napameTpa anropuTMa

FOCT P NCO 9735-5 - 2012

cnonb3yeTcsa anroputm XeLwmMpoBaHus usgarens
cepTudmkaTa.

XeL-hyHKLMS, COOTBETCTBYHOLLAA

NCO/M3K 10118-2, B kOTOpOW NpUMeEHsieTCs M-
6UTOBbI 60YHBIA aNropuT™ WNGPOBaHUA 4/s
Nosly4eHUs Xell-koga ABOWHON AnvHbl (128 6uToB);
HayasibHble 3HAYEHUS:

IV = OF OFOFOFOFOFOFOF

IV’ = FO FOFOFOFOFOFOFO;

npasusia AONOSIHEHWS He3HaYalLMy 6rTamm -
COriacHoO NepBOMY BapuaHTy npunoxexuns B,
pasgen B.3 MCO/M3K 10118-2:2000;
npeobpas3oBaHns 1 U U' - COINACHO NPUIOXEHNIO A
NCO/M3K 10118 -2:2000.

Wcnonb3yeTcsa 6/104HbIA a/TTOpUTM LLIMGOPOBaHNS
DES

Wcnonb3yeTca anroputm LMdpoBoi nognucu
nsparens ceptudmkara.
HW1 04MH 13 PEXUMOB HE NMPUMEHUM.

ACUMMETPUYHBIA anroputm RSA

OnpefenseT napameTp Kak OTKPbITYIO 9KCMOHEHTY
[N1s1 POBEPKM MOAJIMHHOCTM MOAMUCH.

OTKpbITLIN K/HOY opraHa cepTudomkaumm
AUTHORITY

OnpegensieT napameTp Kak Mogy/b AJ1s1 NPOBEPKM

NOA/IMHHOCTY MOAMNMCH.

Mogaynb opraHa ceptudukaumm AUTHORITY
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MAPAMETP AJTTOPUTMA
Keanimdpkatop napametpa anroputMa  OnpefenseT napameTp Kak AJMHY MOAYNs opraHa
ceptudomkaumm AUTHORITY (B 6utax).

3HaueHne napameTpa aaroputma fnnHa mMogyns opraHa cepTuchukaumm
AUTHORITY: 512 6uTtos

PE3YJIbTAT 3AWNTbI Lindpposas nognuce ceptudpmkara

PE3Y/IbTAT NPOBEPKN
NOA/IMHHOCTW
KBasimpukatop KOHTPOSIbHOTO 3HAYEHNSA  YHVKa/IbHOE KOHTPO/IbHOE 3HaveHue: 1

KoHTponbLHOE 3HaveHue. 512-6utoBas uudposas NOANMUCH

OKOHYAHVE 3ALLNTbI

KOHTPO/IbHbI HOMEP 3ALIUTbI OKOHYaHue 3aWunTbl UMEET KOHTPOJIbHbIA Homep 1
UMCNO CECMEHTOB 3ALLUUTHI 9
PE3Y/IbTAT 3AWNTbI LincppoBast nognmnckb coobLeHns

PE3YJIbTAT NMPOBEPKIN
MNoAMNHHOCTU

KBaI'II/ICbI/IKaTOD KOHTPOJ1IbHOIO 3Ha4YeHUA. YHuKanbHoe KOHTPOJIbHOE 3Ha4Y€eHNEM.

KOHTpOsibHOE 3HaYeHue. 512-6utoBas uMdgpoBas noanmch.

C.4 Tpumep 3: HEOTKA3yeMOCTb UCTOYHUKA (BTOpOW mMeTon)
C.4.1 Kpartkoe onucaHune

BaHky A Heobxoauma cnyxba 3alnTbl «HEOTKa3yeMOCTb UCTOYHUKa» AN
naaTexHoro nopyyvyeHuss KomnaHum A, nepefaHHoro m-pom CmuToM. KomnaHus
A 3anpawuvBaeT 3alulUieHHOe KBUTMPOBaHMe OT baHka A (HeoTkaslyemoCTb
npuema), KoTopoe AO/MKHO ObITb NepegaHo B coobweHnn AUTACK.

B cornaweHnn o6 obmMeHe Mexay CTOpOHamMu YCTaHOBJ/IEHO, UYTO CAyX6a
3alnUThl  «HEOTKA3yeMOCTb  WUCTOYHMKA» AN  NNaTeXHbIX  NOpy4YeHui,
BblgaBaemMbix Muctepom CMUTOM ©3  KOMOaHuM A, oOCywecTBaAsetTcs C

MCNoMb30BaHWEM OJIHOM LM POBOI NOANKCH.
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Mo cornacuio 06enx CTOPOH, ANA BbIYUC/IEHUS 3TOW LMAPOBOA moanucu

MCNosib3yeTcs acCUMMMETPUYHbIA anroputm RSA ¢ 512-6UTOBbIM  K/THOUOM,

KOTOpbIi NpumeHsieTcss K 64-6UTOBOMY 3HAUYeHMI0 MapaMeTpa LesIoCTHOCTMH,

paccyntaHHOMYy C NOMOLbi0 cumMMeTpuyHoro anroputma DES B pexume CBC.

CepTudimkat, yAoCTOBEpsIOW NI OTKPbITLIA KAloY M-pa CMUTa, BblgaH OpraHom,

KOTOPOMY A0BEpPSOT 06€ CTOPOHbI.

C.4.2 2nemMeHTbl 3aWnThbI

3AIr0/10BOK 3ALWLNTBI

CNY>XXBA SALLNTHI
KOHTPO/IbHbI/I HOMEP 3AWNTbI
TWM OTBETA

PYHKUNA dUTbTPALNU

KOAMPOBAHWE UCXOAHOIO
HABOPA 3HAKOB

MOEHTNOUNKALIMIOHHBIE
SNIEMEHTbI 3AWLNTHI

KBa/iMgomkaTop CTOPOHbI 3aLLUThI

UOEHTNOUNKALIMOHHBIE
SNIEMEHTbI 3AWNTHI

KBanndukaTop CTOPOHbI 3alnThbI

NMOPSKOBbIA HOMEP 3AWMTbI

OATA N BPEMA 3AWLNTHI

HeoTka3zyemMocTb NCTOYHUKA
[aHHbI 3aroNoBOK MMEET KOHTPO/IbHbIN HOMep 1
TpebyeTcst KBUTMPOBaHMWE

Bce ABOMYHbIE 3HAUEHUs] PUNLTPYHOTCA C

MCMo/Ib30BaHMEM LUECTHaALATePUYHOr0 (onNbTpa

Mpwn reHepaumm NOANMUCK CoobLLEHNE BbINO
3aK04MpPOBaHO C NOMOLLBI0 Habopa 8-6UTOBbIX
3HakoB ASCII

OTnpaBuTeb CO06LLEHMS (CTOPOHA, 3allyLaoLLas

coobueHne): M-p Cmut 13 KomnaHmm A

Monyyatesib COO6LLEHNsI (CTOPOHA, NpoBeEpsioLLas

3aWnTy coobleHuns): baHk A
MopsiaKoBbI HOMep 3awmTbl cooblleHns 001

3awutHaa oTMeTKa BpeMeHu:
pata: 1996 01 15>
Bpems: 10:05:30

y MpeacTasneHne gatbl COOTBETCTBYET OpUrnHay.
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AJITOPUTM 3ALLNTBI

ANTTOPUTM 3AWNTHI

061acTb NPUMEHEHNsT anropuTma

KpunTorpadmueckuin pexxvim

Anroputm

MAPAMETP AJITOPUTMA

KeanudukaTtop napameTpa anroputma

3HaueHue napameTpa anroputMa

MAPAMETP AJTTOPUTMA

KeanudgmkaTop napameTpa anroputma

3HaueHWe napameTpa asroputma

CEPTU®UKAT

YUYETHbIA HOMEP CEPTU®UKATA

CUMMETPUYHBI anropuTM, UCMOSb3YEMbIi A/1s

BblUMCNeHna napameTpa UuesioCTHOCTH

Mcnonb3yeTcst anroputM XelnpoBaHus BnagesnbLua

cepTudomkara.

CuenneHune 6510k0B WnppoTekcTa 2Lno

NCO/M3K 10116 (n-6utoBble GOKK).
Bbluncnsetcsa 64-6uToBbIi NapaMeTp LeloCTHOCTY;
Haua/ibHOe 3HaYyeHue - ABOUYHBbIA HOJb;
MCMO/Ib3YeTCs CEKPEeTHbIN Koy anroputma DES;
KTIoY nepefaeTcs 3awndPoBaHHbIM C NOMOLLBHO
OTKpbLITOro KMoya baHka A.

Wcnonb3yeTtca 6104HbIA anroputm LunMdpposaHms
DES

OnpegensieT ykasaHHOe HMKe 3HaueHue
napameTpa anropuTMa Kak CUMMETPUYHBINA K/tou,

SaUJM(*)pOBaHHbIM OTKPbITbIM K/HOYOM.

CYMMETPUYHBIN KoM, 3aluMdPOBaHHbI OTKPbITbIM

kntoyom baHka A

OnpegensieT ykasaHHOE Hibke 3HauYeHve
napameTpa asiroputMa Kak HauyasibHoe 3HaueHue,
NPe/CTaB/IEHHOE OTKPbLITbIM TEKCTOM.

HauasibHoe 3HaueHune, npeAcTaB/ieHHOe OTKPbITbIM

TEKCTOM (BCE OUTHI - ABOWNYHbLIE HY/N)

CepTtudmkaT m-pa CMATA (oTnpasutens

coobLLeHNS)

[aHHbIn cepTndnkaT MMEET YUYETHbIA HOMEpP
00000001, npucBoeHHbIh opraHom AUTHORITY

2LCooTBeTcTBYeT aHrnuinckomy Cipher Block Chaining (CBC).
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MOEHTUNOUNKALIMOHHBIE
SNIEMEHTbI 3AWLNTHI

KBannrkaTop CTOPOHbI 3aLUThI

VOEHTNOUNKALVMOHHBIE
SJIEMEHTbI 3AWMNTHI

KBanudrkaTop CTOPOHbI 3aLnThI

ma knova

CUVHTAKCUNC N BEPCUA
CEPTUNOUKATA

®YHKUMNA dUNTbTPALNU

KOANPOBAHNE NCXOAHOIO
HABOPA 3HAKOB

CNY>XXEBHbIV 3HAK 4719 NoAnncin

KeanudpukaTop cnyxebHoro 3Haka ans

noanucu

Cnyxe6Hblii 3HaK AN nognucu

CNYXXEBHbIV 3HAK 4719 MOANMUCIK

Keanudukatop cnyxebHoro 3Haka ans

noanucu

Cnyxe6Hblii 3HaK Ans nognmcu

FOCT P NCO 9735-5 - 2012

Bniapeney, ceptudpmkata: m-p CMAT 13 KomnaHum A

Mposepstoaa ctopoHa: ceptudmkaTt m-pa CMUTA
Obl/1 M3rOTOB/IEH OPraHoOM cepTudnKaLmm
AUTHORITY.

PK1 - OTKpbITbIii KOY OpraHa cepTudankaumm
AUTHORITY, KOTOpbIi1 6611 UCMOMb30BaH AN

n3rotoBsieHnA CepTI/I(bI/IKaTa M-pa Cwmuta

Bepcusa cepTudmkaTa no CnpaBOYHUKY CYXEBHbIX
cermeHtoB UN/EDIFACT

Bce ABoMYHbIE 3HaYeHMA (Ko4un U umdpoBble
noanucu) PUIbLTPYITCA C NoMOoWblo

LecTHagUaTepUUHoro chuibTpa

YpocToBepeHne cepTudpmkaTa 3akogmpoBaHo ¢
nomoLLblo Habopa 8-6MToBbIX 3HakoB ASCII npu
N3roTOBNEHUN cepTudmKaTa

CnyXe6Hblli 3HaK, UCMOJIb3YEMbIA MPU BbIYNCEHNN
noAanmcu.

CnyXe6HbIM 3HAKOM SBSETCH TEPMUHATOP
cermMeHTa.

3HaueHne «» (anocTpod)

CnyxebHblli 3HaK, MUCMOMb3YEMbI NPU BblMUCIEHNUN
nognucum.

CnyebHbIM 3HAaKOM SIBNSETCS pasfenutesnb

3J/IEMEHTOB AaHHbIX.

3HaueHne «+» (3HaK roc)
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CNY>XEBHbIV 3HAK AN1A NOAMCHK

KBanudomkaTop cnyxe6Horo 3Haka ans

noanncu

CnyxebHblii 3HaK 418 nognucu

CNY>XXEBHbIV 3HAK A4 NoAnncn

KBanmdmkaTop Cnyxe6GHOro 3Haka asis

noanmcun

CnyxebHblii 3HaK oA nognucu

CNY>XXEBHbIV 3HAK A4/19 NOANMUCIA

KeanudpukaTop cnyxebHoro 3Haka ans

noanucu

CnyxebHblii 3HaK AN nognucu

OATA N BPEMA 3AWLNTDI

Jarta n Bpems

OATA 1 BPEMA 3AWLNTHI

Jata n Bpemsa

OATA I BPEMA 3AWLNTHI

Jata n Bpemsa

AJTTOPUTM 3AWLNTDI

CnyxebHbli1 3HaK, NCNO/b3yeMbIA NPy BbIYNCIEHUN

noarnncu.

Cnye6HbIM 3HaKOM SIBNSIeTCS pasaenuTesb

KOMMOHEHTHbIX 3/IEMEHTOB AAaHHbIX.

3HaueHne «» (ABoeToumne)
CnyXe6HblIli 3HaK, UCMOJIb3YEMBIA MPU BbIYNCIEHNN
noanmcy.

Cnyxe6HbIM 3HaKOM SIBNSIETCS pasfenuresib

MOBTOPOB.

3HaueHne «*» (3Be340uKa)

CnyxebHblli 3HaK, UCMOMb3YEMbIA NPU BbIMNCNEHUN
noanucum.

CnyxebHbIM 3HaKOM SIB/IIETCS 3HaK
0CBOOOXAEHMS.

3HaueHne «?» (3HaK Bonpoca)

Bpems cosgaHusa ceptuchmkarta

Ceptudmkar m-pa CMATA unsrotosneH 931215 1B
14:12:00

Hauano cpoka gencTeus ceptudukaTta

Hauano cpoka feiicteusi ceptudpmkaTta M-pa
CMWTA: 1996 01 01 0000002

OKOHYaHue cpoka AeincTens ceptudpukara
OKOHYaHMWe cpoka AeicTBusA cepTudomkata M-pa
CMWTA: 1996 12 31 235959 3>

ACUMMETPUYHbIA afIropuTM, UCMNO/b3YEMbIi M-POM

CMNTOM pna noanvcu

'>[peacTaBneHye AaTbl COOTBETCTBYET OpUrMHANY.
2L MpepfcTaBneHne Aatbl U BPEMEHWU COOTBETCTBYET OpPUIiHasTY.
3>peacTaBneHvie AaThl I BDEMEHY COOTBETCTBYET OpUTMHASTY.
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ANTTOPUTM 3AWNTHI

O6nacTb NPUMEHEHNUS anropuTmMa

KpunTorpaduyecknii pexum
Anroputm

MAPAMETP AJTTOPUTMA

KeanudgmkaTop napameTpa anroputma

3HaueHvie napaMeTpa anroputMa

MAPAMETP AJTTOPUTMA

KeanudgvkaTop napameTpa anroputma

3HaueHve napaMeTpa anroputma

MAPAMETP AJTTOPUTMA

KeanudgmkaTop napameTpa anroputma

3HaueHWe napameTpa asroputma

AJTTOPUTM SAWLNTHI

ANMTOPUTM 3ALLUNTBI

O6nacTb NPUMEHEHNs anropuTma

KpunTorpadhuueckuii pexum

Anroputm
AJNTOPUTM 3ALLNTBI
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Wcnonb3yeTtca anroputMm nognucy Briagensua
cepTudomkara.

HV ogVH pexum He NpUMeHUM.

ACUMMETPUYHBIA anropnT™ RSA

OnpegenseT napameTp Kak OTKPbITYH0 SKCMOHEHTY
[N TPOBEPKM NOAMHHOCTYN MOAMNCH.

OTKpbITbIA K04 M-pa CMUTA

OnpegenseT napameTp Kak Moy b A1l NPOBEPKU
NOA/IMHHOCTM MOAMUCH.

Mogynb m-pa CMUTA

OnpepgenseT napamMeTp Kak AJIMHY MOAy/a M-pa
CMUTA (B 6uTax).

OnvHa mopyna M-pa CMUTA 512 6utos

XeLw-thyHKLMSA, NCNo/b3yeMas OpraHom
ceptudmkaumm AUTHORITY ans u3rotosieHus
ceptudpmkata m-pa CMUTA

Wcnonb3yeTcsa anroput™ xeLmMpoBaHus nsgatens
cepTudmkara.

Xelw-hyHKumA - Square-mod-n gns RSA - no
npunoxeHuo D k gokymeHty CCITT
X509.MCO/M3K 9594-8

ACMMMETPUYHBIA anroput™M RSA

ACVMMETPUYHBI a@/TTOPUTM, UCMOSIb3YEMbIA

opraHom ceptudukauun AUTHORITY gns nognuciu
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ANTOPNTM 3AWLNTDI
O6nacTb NPUMEHEHNUS anropuTmMa
KpunTorpadmueckuii pexxmm

Anroputm
NMAPAMETP AJITOPUTMA

Kesanudpukatop napameTpa anroputma

3HaueHWe napameTpa asroputma

MAPAMETP AJTTOPUTMA

KBanudpmkatop napameTpa asroputMa

3HaueHWe napameTpa anroputma

MAPAMETP ANTTOPUTMA

KBanudpmkatop napameTpa asroputva

3HaueHVe napaMeTpa asroputma

PE3YJIbTAT 3AWNTDI

PE3Y/NBbTAT NMPOBEPKW/
NO4/IMHHOCTN
KBannukaTop KOHTPOJSIbHOTO 3HAYEHNS

KOHTposibHOEe 3HauveHve
CEPTU®UKAT

YUETHbIA HOMEP CEPTU®VKATA

OKOHYAHVE 3AWNTBI
KOHTPO/IbHbII HOMEP 3AWNTbI
YNCJTO CETMEHTOB 3ALLNTDI

PE3Y/IbTAT 3AWLNTDbI
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Vicnonb3yeTca anroputm noanucu nsgartens.
HV ogVH pexxum He NpUMeHUM.

ACUMMETPUYHbIA anroput™M RSA

OnpegenseT napameTp B KAYECTBE OTKPbITOM
3KCMOHEHTbI [/ NPOBEPKM NOA/IMHHOCTW NOAMUCK.

OTKpbITbIV KNtod AUTHORITY

OnpegensieT napameTp kKak Mogy/ib A/ NPOBEPKY

NOA/IMHHOCTW MOAMNMCH.

Mogayne opraHa ceptudmkaumm AUTHORITY

OnpefensieT napameTp Kak 4JIMHYy MOAYNs opraHa
ceptucukauum AUTHORITY (B 6utax).

[OnuHa mopyns opraHa ceptudpmkaumm AUTHORITY
512 6uToB

LindppoBas nognuce ceptudmkarta

YHuKanoHoe KOHTPOJIbHOE 3HaueHue:l.

512-6utoBas uudposas noanuch
CepTtudmkaT baHka A (nonyyarens CoooLEeHNS).

OTKpbITbI KMto4 BaHka A accoummpyeTcs ¢

cepTMMKaTOM, UMEIOLLMM YUYETHBI HOMEp

00001001

OkoHYaHMe 3aLnTbl UMeeT KOHTPOSIbHbLIA Homep 1
10

LindppoBas nognmnceb coobLleHus.
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PE3YJ/IbTAT NPOBEPKW
NoA/IMHHOCTU

KBaJ'II/ICbI/IKaTOp KOHTPOJ1bHOro 3Ha4eHn4 YHuKanoHoe KOHTPOJIbHO€ 3Ha4YEeHNeE:! 1

KOHTpOnbHOe 3HaueHe 512-6uToBast Lynchposas noAnncy
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MpunoxeHne D
(cnpaBo4HOe)
Owwnbka! 3aknagka He onpegeneHa.Owunbka! 3aknagka He
onpegeneHa.Owunbka! 3aknagka He onpegeneHa.
dyHKUMM dunbTpaynn ana Habopos rpacmyecknx 3Hakos UN/EDIFACT
ypoBHen AncC

D.1 ®wunnbTp EDA

D.1.1 O6ocHOoBaHue

LWecTHaguaTepmyHas unbTpayms yaBauBaeT yucno 3HaKoB,
Heo6xoA4MMbIX AN NpefcTaBfeHUs ABOWYHbLIX AaHHbIX. O6nacTb oTo6paxeHus
Takon  QQyHKUMM  ABNAeTCca  M36bITOuyHOW. OpfHako ApyrMe  U3BECTHble
CcTaHOapTM30BaHHble (DYHKUUM uabTpayum AnM60 NPOCTO HEe MPUMEHUMbl ANs
HabopoB rpagmnyecknx s3Hakos UN/EDIFACT ypoBHeit A n B (MCO/M3K 646) uns-
3a oToOpaxeHns TakuMu ounbTpamy NOYTU Ha MOJIHbIA HABGOP NeyvaTHbIX 3HAKOB
MCO (94 u3 96), Nnn60 nx ap(peKkTMBHOCTL B YacTu 06/71aCTU OTOOGPaXeHUs He

Bbille, YeM Y WecTHaguaTepmyHoi punbstpauymn (punstp Bogo).

C yyeTOM 3TOr0 pekomeHayeTcs BblbUpaTtb Takylo QyHKUUo dunbTpauum,
KoTopas sBAseTCA A0CTATOYHO MPOCTON M OoTo6paxaeT ABOWYHbIE AaHHble Ha
HEKOTopoe MNOoAMHOXEeCTBO Habopa rpaduyecknx 3HakoB UN/EDIFACT ypoBHs
A, W O0OHOBpPEMEHHO Oblna 6bl 6o0onee 3dpgekTMBHA NO CPaBHEHUIO C

WwecTHaauaTepuyHbiM OUALTPOM.
D.1.2 Ha6opbl rpadguyecknx 3Hakos UN/EDIFACT

Habop rpaduyeckmx 3HaAKOB YpOBHA A cogepxut 44  3Haka
HEOrpaHMYeHHOro ucnosib3oBaHusa. JononHutenbHo K 44 3Hakam B Habop A
BXOAAT YeTblpe CAyXebHbiX 3Haka M BOCEMb 3HAKOB, HE WCMOMb3yeMbIX Mpu

nepenaye rno KaHasam Tesiekca.
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Bce aTu 3Hakum SABAAIOTCA Takke 4acTblo Habopa rpaduyeckux 3HaKOB
UN/EDIFACT ypoBHS B, KOTOpbIii He npegHas3HavyeH ANa nepefayn no KkaHanam

Tenekca u cofgepxut 82 0BblYHbIX U TPU HenevyaTaeMblX C/TYyXeOHbIX 3HakKa.
D.1.3 dunbTpaymna nyteMm 3amMeHbl ABYX 3HAKOB TpeMmsA

[na npeactaBneHns AByX ABOMYHbIX 3HAKOB TPEMS 3Hakamu B pesynbTaTe
unbTpaunum  HeobxoaMmMo uMMeTb B Habope He MeHee 41 3Haka:

41 ** 3 = 68 921 > 65 536 > 64 000 = 40 ** 3.
D.1.4 OnucaHune cunbTpa EDA

B paHHOM (hunbTpe WUcnosb3yloTcss 44 paspelleHHbIX 3Haka; Ans
UCKMoYeHUs 3Haka npo6ena ©“3  BXOAHOTO  HaGopa  Bblgensetcs U
OT(OMIbTPOBLIBAETCS Kaxjas napa 3HakoB UHAUBMAYasibHO (HenapHblli BXOAHOIA
3HaK UNbLTpyeTcss NyTem npeacTaBNeHnss €ero TOMbKO ABYMS BbIXOAHbIMU

3Hakamu) cregyluLmm obpasom:

— [OBOWYHOE 3HauyeHWe Lenoro umcna 6e3 3Haka NpeacTaBNAT napoi
3HaKoOB. 3TO 3HayeHWe 3aBUCUT OT NpeAcTaB/IEHWS YMCEN B MCMNO/b3YEMOM
KOMNblOTEpe: Kakoii 6alT CTOUT NepBbIM - camblii MAagWwnin N1Mbo camblii
cTapwuii u3s 3Havawmx¥ CrTaHpapTHOe MpeAcTaB/IEHME uyucesn npegnosaraer,

YyTO NepBbIi GANT ABMSIETCA caMbiM CTapLUMM 3Havalnm2z,

— MOSyYeHHOEe 3HauyeHWe NpeAcTaB/IAT Nocnef0BaTebHOCTbIO U3 TPex
(a mocnegHniti HeyeTHbIN GalT - 13 ABYyX) uncen B gnanasoHe oT 0 A0 42; 3TUMU

yncnamn ABNAKTCA:

— pes3ynbTaT geneHns Ha 1849 (43 B kBagpaTte) (ecniv nocrepHuii
6aliT ABNAETCA HeYeTHbIM, YAC/I0 OTCYTCTBYET);
— 3HauyeHue no mopynto 1849, pasgesieHHoe Ha 43;

— 3HauyeHue mopaynsa 43;

— Kaxpgblii 3Hak andaesuta UN/EDIFACT ypoBHA A oTo6GpaxakwT C

NOMOLbIO Ta6I'IVILI,bI COOTBETCTBUA:

1 B aHrnoa3bI4HOM AOKYMEHTaLuUW yKa3aHHble ABa BapuaHTa npeacTasneHns yncen umelt
ycnosHble 0603HayeHnst LITTLE_ENDIAN n BIG_ENDIAN coOTBETCTBEHHO.
21 YcnosHoe o603HaveHune - BIG ENDIAN.
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undppbl ot 0 o 9 npeacrasnawTca yupamn ot 0 go 9;
6ykBbl OT A o Z npeacraesnawTca uncnamm ot 10 go 35;
3Hakm (),-./= npeacrtaBndalTCA yncnamum ot 36 o 42 B

yCTaHOB/IEHHOM MOPSAKeE.

D.1.5 AehunbTpayus

Mpu gedunbTpaunnLBLINONHAIT Crieayoline aeiicTBus:

- Kaxgblli u3 43 3HaKoB O0ToGpaxkalT 06paTHO Ha AManas3oH 3HavyeHuit oT O

[o 42,

- €C/In B KOHUEe OoCTakTCA Tpu OTCbI/IfIprOBaHHbIX 3Haka, TO BbIHYUCAIOT

KOpOTKOe uenoe ymcno, pasHoe cl * 1849 + c2 *43 + ¢3;

- B C/&lydae KOorga B KOHUE OCTakwTCAaA ABa OTCbI/IfIprOBaHHbIX 3HakKa

BbIYNCNAIOT 3HAaYeHne 3Haka, paBHoe cl ' 43 + c2.

[MoscHeHunsa:

a) pesynbTupylollee  KOPOTKOE  Lefioe  4YUC/0  AO/DKHO  BbiThb

MeHbLe 65 536,
b) KoA pe3ynbTUPYIOLWEro 3HaKa A0/MKEH ObiTb MeHbLUe 256;

C) NpU MCNosib30BaHUM KOMMbKOTEPA C NOPSAKOM crefoBaHus 6aiToB B
npeacTaBNeHUN uYKCEes HauuHas C Maaglero 3Havauwero 6anta (dopmat
npeactaBneHnss LITTLE_ENDIAN) paBa 3Haka KOPOTKOroO LEsioro  uyucna

MEeHAKTCA MecTaMu.

D.2 ®unbTp EDC

D.2.1 O6ocHoOBaHMue

®unetp EDA paspabotaH B uenax o6ecneyeHna dunbTpauum ¢
oTo6paxeHneM Ha Habop rpaduyeckmx 3HakoB EDIFACT ypoBHA A wnnu B.
OpfHako NockosibKy 06a 3TMx Habopa CW/IbHO OrpaHMyYMBalOT BO3MOXHbIA BbIGOP

3HaKoB, Nosly4aemoe B pe3yfnibTate OTHOCUTEes/IbHOe paclwumpeHne (3/2) asnsieTcs

4y ObpaTtHoe npeobpazoBaHne Ana PYHKUUM PUIbLTPaLWN.
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NAOXVMM pe3ynbTaToM, HO JIy4ylnM, YEM MpU LIeCTHaAuaTepuyHol unbTpaymm

(2/1).

Cyl,ecTBEHHOE y/yylleHne CTeneHyn pacwunupeHns nerko [ocTuyb B
cnydae Mcnosb3oBaHus HabopoB rpaduyecknx 3Hakos EDIFACT ypoBsHei C, D,
E n F. B 3tux Habopax eAWHCTBEHHbIMMW 3anpeleHHbIMU KOMOMHauMsaMK
ABNAOTCA ABOUYHbIE 3HavyeHus oT 0/0 go 1/15 mn ot 8/0 go 9/15, 6narogaps yemy

13 256 BO3MOXHbIX ABOUYHbIX 3HAYEHWI paspeLleHHbIMU oKasbiBatoTca 192.

®unbTp ypoBHA C naeaneH no CBOEMy HU3KOMY nokasartesio paclimpeHus,
HO TpebyeT nNpoBeAeHUs A/NTEsNbHbIX  BblUMCAEHUA K, obecneuymBas
npeactaeneHne 18 gBOWYHbLIX 6aliToB 19-10 OT(huAbTPOBaHHBIMKU GalTamu, He
npefocTaBfisieT BO3MOXHOCTM npeo6pasoBaTb 19 pABOUYHBLIX 6GainTtoB B 20

OTPUNLTPOBAHHLIX GaNTOB, TaK Kak:
192**19 > 256**18 u

192**20 <256**19.

MN3-3a Takoro orpaHuyeHnss MaHunynsuuii ¢ 6uTaMm Ha NpakTuke ygaetcs

OOCTNYb KO3dhpMUMEHTa paclunpeHus He nyduwe 8/7.
D.2.2 lpeobpa3oBaHue puabTpaLmu

[Ons npeobpa3oBaHus [BOWMYHON CTPOKM 6ailiToB B Habop rpaduyeckmx

3HaKoB ypoBHSA C HEO6GX0AMMO:

— pa3buTb CTPOKY Ha cemubaliToBble MOACTPOKM (NOocregHsAs NoAcTpoka

[OJ/IXHa 6bITb A/IMHOI He 6onee ceMn 6anToB),

— nepes KaxAol nNOACTPOKON [06aBWTb ynpaBnswwuii  6aiit ¢

HayanbHbIM 3HayeHuem 64 (6ut 1=1),

— YCTaHOBUTb B COCTOsIHME «l1» KaxAblli 6MT ynpasnsiouiero 6aiTa,
Haxoasiwuiics B O-BOM paspsige unu B paspsgax co 2-ro no 7-i, B 3aBUCMMOCTU
0T TOro, NPUMEHAETCH UM He NpuMeHsieTca UIbLTPaLMOoHHOE NpeoGpasoBaHme

K COOTBETCTBYHOLLEMY 6aTy AAHHbIX NOACTPOKMU,
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— Ana kaxpgoro 6ainTta gaHHbix (databyte) mogcTpokm npoBepuTb, cnegyer
M NpuMeHATb  (UAbTPaLMOHHOEe npeobpa3oBaHne nNyTeM  BbIMNOHEHUSA

cnepywumx gencTenii:

— MNPOBEPUTb, BbINOJTHAETCA NN TOXAECTBO ANA pe3ynbTata JIorn4eckoro

YMHOXeHNSA GaiiTa gaHHbiX Ha 64 (databyte .and. 64 == 0)?

— €eC/I TOX/JEeCTBO BbINO/IHSAETCA, TO YCTAHOBUTL B eAnHuLy 61T 1 6aiita

[aHHbIX U COOTBETCTBYHOLLMIA NO3ULNOHHbLIA BUT ynpaBnsawuwiero 6anTa,
— WHaye OoCTaBUTb GaT AaHHbIX U yNpaBnswwWmi 6ant 6e3 n3aMeHeHWi.

MpumeuvaHune
— BO BCEX OTPW/IbTPOBAHHBIX 3HAaYeHMAX 6UT 1 kaxAoro 6alita AO/HKeH 6biTb paBeH 1,

— Takum cnoco6om u3 Habopa rpadMyecknx 3HaKoB L,eNeBoro uabTpa UckyarTes

cnyxebHble 3HaKn, UCNOoJib3yeMble M0 YMOJTHAHMIO.
D.2.3 NedunbTpaumoHHoe npeobpasoBaHue

[Ons obpaTHOro npeobpasoBaHus OTPUAbLTPOBAHHON CTPOKA B ABOUYHYHO

CTPOKY HeobxoanMo:
—pa36uTb CTPOKY HA BOCbMUGANTOBbLIE MOACTPOKM (MOC/eAHSAs MOACTPOKA

A0/MKHa 6bITb A/IMHOW He 6o/siee BOCbMUK 6aiToB),

—paccMmaTpmMBaTb KaXAbli CTapTOBblli 6aiT Kax[oi MOACTPOKM — Kak

ynpasnswowmii 6aiiT, a octasbHble - kak 6aiTbl AaHHbIX,
—ApoBepuTb paspsag 0 n paspsgbl co 2-ro no 7-i ynpaeBnstwero 6alita,

-nosmMyumM accounmpyembix 6aliToB B noacTtpoke - ¢ 1- no 7-io,

COOTBETCTBEHHO,

—ecnu 6uT ynpasnsawuwero 6anta paseH 0, TO ocTaBUTb 6alT AaHHbIX B

COOTBETCTBYHLLEN NO3NLNN BE3 N3MEHEHNS,

-ecnun  6uT  ynpaBnswouwero 6aiiTa paBeH 1, TO YycTaHOBUTbL Out 1

COOTBETCTBYIOLWEr0 6aiTa AaHHbIX B HOJb.
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MpunnoxeHne E
(cnpaBo4HOe)
Owwubka! 3aknagka He onpegeneHa.Ownbka! 3aknagka He
onpepeneHa.Owwnbka! 3aknagka He onpegeneHa.

CnyX6bl 1 anropuTMbl 3alUTbI

E.1 LUenb nobsactb NpUMeEHEHUS

B HacTosWwem  MpWIOXEHWW  MNpuBeAEeHbl  MPUMEPbl  BO3MOXHbIX
KOMOWHaUWIA 31€eMEHTOB [AaHHbIX W 3HAYeHWn KOAOB B rpynnax CErMeHTOB
3awmnTbl. [Mpumepbl BbibpaHbl ANS  WAAKCTPaLMM  WMPOKO  MCMOSb3YEMbIX
MEeTO/O0B 3alluTbl, pa3paboTaHHbIX HA OCHOBE MeXAyHapOoAHbIX CTaH4apTOB.

MonHblli Habop KOMOUHaUWI ABASETCA  CAMWKOM  WWPOKUM AN
BK/IOYEHMA B AaHHoe npunoxeHue. [puBeAeHHble anropuTMbl U PEXUMbI
WwndpoBaHMa He ABAAKOTCA o06a3aTenbHbiMU. [lonb30BaTeNb [AO/KEH Ccam
BblOpaTb MeToabl, afleKBaTHble npeanosaraeMbiM yrpo3am 6e30nacHocTu.

Llenb [JaHHOro MpuUIOXeHUs - MpefocTaBUTb MNOMNb30BATEN, YXe
BblOpaBlwleMy MeToAdbl 3alWuTbl, YHMBEpCas/ibHYID OTMAPaBHYK TO4YKy As
pa3paboTky peleHus, NoAXoAsLLero a8 KOHKPEeTHOl 3adaun.

Onsa ob6ecneyeHuss nydwero BOCMPUATUS W NOHUMAaHWA  faHHoe
npunoxeHne pasbuTo Ha [ABa pasfena, B KaxAOM W3 KOTOPbIX BHUMaHue
COCpeAO0TOYEHO HA OCHOBHbIX MPUHUMNAX UCMO/Ib30BAHNSA 3aLMUTbI.

[Ba Habopa KOMOMHaLWA BKKOYALOT:

1) KOM6I/IHaLI|I/II/I C uncnosib3oBaHnMemMm CUMMETPUYHbLIX aropuTtmMmos u"

BCTPOEHHbIX CETMEHTOB 3allUThI;

2) KOM6I/IHaLI|I/II/I C ucnonbs3osaHnem acCMMMETPUYHbLIX anropnTMoe w

BCTPOEHHbIX CETMEHTOB 3allUThI.
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MepeyeHb KOAOB, MCMNO/b3YyEMbIX B MaTpuuyax (MOAMHOXECTBO MOJIHOIO

nepeyHs KOA0B)

0501

0523

Cnyx6a 3alunTbl, KOAUPOBaHHas

HeoTka3zyemMoCTb UCTOYHMKA

AyTeHTUMKaLNS MCTOUYHMKA

coobuieHuns

LlenocTHOCTb

O6nacTb NPMMEHEHUSA aNIrOpPUTMa,
KoaMpoBaHHas

XewwunposaHue Bragenbuem

CvMMeTpUUHOE LindpoBaHme
BnajenbLem

MoAnuck opraHoM cepTudpmkaLn
(CA)

XelwmnpoBaHne OpraHoMm
ceptudmkayumn (CA)

Moanuck BNagenbLem

0505 DYHKUMA unbTpayuu,

KoamnpoBsaHHas

6 ®unbTp EDC UN/EDIFACT

0525 Kpuntorpauuecknini pexmnm,
KOONPOBaHHbIM

16 DSMR (Digital Signature with
Message Recovery) -
LUndposasa nognuck ¢
BOCCTAHOBJ/IEHWEM COOOLLEHMNS



0527

10

16

37

38

40

42

0563

ANropuTM, KOAUPOBaHHbIN’

DES (Data Encryption
Standard) - cTtaHgapT
WNdpoBaHNA AAHHbIX

SHA (Secure Hashing
Algorithm) - 3awWuTHbI
asIropuTM XeLunpoBaHus

RSA (Rivest, Shamir,
Adleman) - anroputm
Punsecta-lLlamunpa-AgnemaHa

DSA (Digital Signature
Algorithm) - anropntm
umdpoBoit nognucu
SHA1 (Secure Hashing
Algorithm) - 3aLWunTHbIRA
anropuTm XewunpoBaHusa

MAC (Message Authentication
Code) - koA ayTeHTUUKaLNK
coobueHmns

DIM1
(DatalntegrityMechanism) -
MeXxaHn3m obecnevyeHus
Le/NIOCTHOCTU AaHHbIX

MDC2 (Modification Detection
Code) - koA obHapyxeHus
Moandmkaymm

HDS2 (Hash functions) - xew-
dyHKLNN

KBanudukatop
KOHTPOJIbHOTO 3HavyeHus

YHUKanbHOe KOHTPOJIbHOE
3HayeHue

MapameTp ranroputma DSA

MapameTtp s anroputma DSA

0531

10
12
13
14

25

26

27

0577

A W N
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KBanudvkatop napameTtpa
anropuTma

3awmndpoBaHHbIN CUMMETPUYHbI
K4

Nma cummeTpuyHoro knwyva

Nmsa knova wndgpoBaHns Kntoyeil
Mopaynb

JKCMNoHeHTa

AnnHa mopyns

MapameTtp P anropntma DSA

MapameTtp Q anroputma DSA

MapameTtp G anroputma DSA

MapameTtp Y anropntma DSA

KBanugukaTtop CTOPOHbI 3al1Thl

OTnpaBuTesiIb COOOLLLEHMNA
MonyuaTesnb coobweHus
Bnageneuy ceptudukara

AyTeHTUdMLMpyowas cTopoHa
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Vicnonb3yemble cokpaweHus

a, bcde- npencTaBfeHUs KOHTPOJSIbHOrO HOMepa 3aLuThl;
CA - opraH ceptugukauunm;

Enc-Key - 3alWndpPOBaAHHbI KHOY;

G - napameTp G OTKPbLITOro kno4va aaroputma DSA,;
Hash - 3HaueHue xew-PyHKLUN;

KEK-N - UMA Klo4va WngpoBaHusa Koudei;

Key-N - UMSA Ko4a;

KN - nma Knoua,

MAC - Kog, ayTeHTUgMKayumm coobLeHns;

Mod - MoAynb;

Mod-L - ONVHa Moayns;

P - napameTp P oTKpbITOro kawya anroputma DSA,;
PK/CA - OTKPbITbIA K04 OpraHa cepTudukaunu;

Pub-K - OTKPbITbIV KNHOY;

Q - napameTp Q OTKPbLITOro k/4va anroputma DSA;
R “ pe3ynbTUpylolLee 3Ha4YeHne napameTpa r umdpoBoli nognucu

C ucnonb3oBaHuem anropntma DSA;

S pe3ynbTupylolee 3Ha4YeHne napameTpa s LnugpoBoi nognucu
C ncnonb3oBaHuem anropntma DSA;

Sig - noAmnuchb;

Y - napameTp Y OTKPbLITOro knwya anroputma DSA.

E.2 KOM6I/IHaLI|I/II/I C MncnosibsoBaHNemMm CUMMETPUYHBIX a/ITOPNTMOB

N MHTETPUPOBaHHbLIX CETMEHTOB 3allNTbI

Manmu,a, npmneeneHHasd B Ta6r||/|u,e E.1, yCTaHaB/InBaeT B3anMOCBA3N ONA

crnefylwmx cneundmrnyecknx cryyaes:

- UIHTErpMpoBaHHas 3aliMTa Ha YPOBHSX coobuieHue/naket/rpynna/obmeH

(MCO 9735-5);

- ncnoJsib3oBaHWe TOJ/IbKO CUMMETPUYHOTO anropnTtMa,
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- cnyxo6bl 3awmnTel, obecneunBawlne ayTEHTUMMKALUIO WCTOYHUKA U

LUEJ/IOCTHOCTb KOHTEHTA.

AyTeHTudunkauma UCTOYHMKA coolOlleHnsa  obecneymBaeTcss  NyTeEM
npucoeauHeHns Kk coobuweHuto koga MAC. Hwke npuBegeHbl gBa npumepa:
nepsbin - pna anropyutma DES B pexume CBC C CEKPETHbIM K/IHOYOM,
M3BECTHbLIM MNoJsyvyaTesilo coobWeHUs 1 Bbi3blBAEMbIM TOJIbKO MO MMEHU K/ioua
(atoT npumep cooTBeTcTBYeT WMCO 8731-1), a BTOpO/ nNpMMeEp OCHOBaH Ha
ucnonb3oBaHum anroputma DES B pexume, onucaHHoM B cTaHgapTte
NCO/M3K 9797. Heob6xoauMbIii CEKPETHbIN K4 nepegaeTtcs 3awnpoBaHHbIM
no anroputmy DES c nomowblo kao4va WMEPOBaHUS KO4vei, obuiero ans
oTnpaBuTeNns n nonydatens. ITOT KAOY WNEPOBAHUA Ktoyel Bbi3biBaeTCs Mo

NMMEHN.

LlenocTHOCTb KOHTEHTa obecneuymBaeTcs MCNOMb30BaHUEM Xell-(pyHKLUMN,
OCHOBaHHOWN Ha anroputme DES B pexume MDC cornacHo MCO 10118-2. B
3TOM TpeTbeM NpuMepe y oTnpaBuTesia K nosiydaTens HeT o6Lero CEKpPeTHOro
Knoya. XewwupoBaHHOE 3HauvyeHue nepegaetcsa 6e3  Kakon-nnmbo  3aluThl,
cnepoBsaTtenbHO, 3Ta cnyxba 3awunTbl MOXET oKa3aTbCA HefoCTaTOYHOW Ans

obecneyeHuns 6e3onacHoii nepegayn coobueHus.

XoTa y oTnpaBuTenss W nosaydatensa o6lWKWe KIUYKW, MEXaHWU3Mbl
lWMgpoBaHNs 3apaHee He GblNM CorlacoBaHbl; NO3TOMY A/1 BCEX aNifTOPUTMOB U

pexmnmon LIJVI(*)pOBaHI/Iﬂ 6y,c|,yT MCNoNb30oBaTbCA TOJIbKO ABHblE UMEHA.

B Ta6n|/|u,e E.1 npuBegeHbl TONbKO nMonA 3aWuTbl, CBA3aHHble C

aKTyanbHbIMW MeToAamMu 3aluThbl, aAroputMmamMn 1 pexmmamu wndpoBaHus.
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Tabnuua E1 - Marpuua OTHOWEHWA MpM  MCNOSIb30BaHWN  TOJLKO

CUMMETPUYHBIX aUTTOPUTMOB

AyTeHTU( M- AyTeHTUdpKn-

[ ~
2 3 Kaums Kaums LlenocTtHOCTb
—~ 0 o
o = o
> & ~ NCTOYHUKA NCTOYHMUKA KOHTEHTa
Ter HanmeHoBaHne P § g
5 e E  coobuweHunsa coobuweHns no NCO/M3IK
~ o)
©
» = 3 rno rno 10118-2
=
® 7 uco 8731-1 MCO 9797
SG 1 C 99 OfVH ANA KaXA0oN cnyX6bl 3aWUThl
USH 3ATO/TOBOK 3AW NTbI M 1
0501 CNYXBA 3AWNTHI, M 1 2 2 3
KOAOWPOBAHHAA
0534 KOHTPO/IbHbIN HOMEP M 1 a b c
3AW NTHI
0505 OYHKLUMA ©UNBTPALNUN, C 1 6 6 6
KOAOWPOBAHHAA
S500 NWOEHTUO®NKALWNOHHBIE C 2
QNEMEHTHI 3ALW NTHI
0577 Ksanngunkatop CTOPOHSI M 1 1 1
3aWmnThbl
0538 Mms knoya C Key-N — -
S500 MOEHTUNO®UNKALUMNOHHBIE C 2
QNEMEHTbHI 3ALW NTHI
0577 KBanungpukatop CTOPOHbI M 2 2 2
3aWmnThbl
USA ANTOPUTM 3ALWUNTHI C 3
S502 ANTOPUTM 3AW NTHI M 1
0523 O6nacTb NpuMeHeHUA M 2 2 2
anroputma,kogmposaHHas
0525 KpunTtorpagmueckuin pexxum, C

KOAWPOBAHHbBIN
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0527

S503

0531

0554

S503

0531

0554
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0534

0588
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AyTeHTudun- AyTeHTUdu-

D~
2 2 Kayus Kayus LlenocTHOCTb
S £ &
> $ = NCTOYHMKA MCTOYHMKA KOHTeHTa
HanmeHoBaHue s 2 o
5 s c coobuieHua coobujeHus no MCO/M3IK
~ o
[
» = s no no 10118-2
n: §
MCO 8731-1 Mnco 9797
ANTOPUTM,KOANPOBAaHHbIA Cc 37 38 40
NMAPAMETP AZITOPUTMA C 9 OavH gnsa
UMEHM
Knova
wngposa-
HUA KN4el
KBanundgukatop napameTtpa M 10
anroputma
3HauyeHue napameTpa M KEK-N
anroputma - "
NMAPAMETP ANTOPUTMA C 9 OavH ansa
3awungposa-
HHOTO Knoua
KBanndnkatop napametpa M 5
anroputma
3HauyeHuMe napameTpa M Enc-Key
anroputma

3awunuiaemMmble CTPYKTYpPbl AaHHbIX

(nonb3oBaTe/IbCKMe CErMeHTbI/06beKTbl / coobuweHnsa /makeTbl /rpynnbl)

C 99 OAVH ANA KaX[ol cnyX6bl 3awWunThl
OKOHYAHWE 3AWNTHI M 1
KOHTPO/IbHbIN HOMEP M 1 a b c
AW NTHI
UNCNO AW NTHBIX M 1
CEFMEHTOB
PE3YNbTAT 3AWNTHI C 1
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AyTeHTudun- AyTeHTUdu-

L~
2 2 Kaums Kaums LlenocTHOCTb
S £ &
> $ = NCTOYHMNKA NCTOYHUKA KOHTEHTa
Ter HanmeHoBaHne © E =)
5 S S coobweHusn coobujeHus noMCO/M3IK
~ o
©
© s 3 no no 10118-2
~ =
[a'ed T
MCco 8731-1 Nnco 9797
S508 PE3YNbTAT NMPOBEPKWN M 2
0563 KBanngunkatop KOHTPONBLHOTO M 1 1 1
3HayeHus
0560 KOHTpONbHOE 3HaYeHUue C MAC MAC Hash

MpumevyaHunsn

1 OG6e CTPYKTYpbl AO/KHbLI UMETb OAMHAKOBOE UMCIO BXOXKAEHNA.

2 OTnpaBuTenb coobLieHNUS.

3 MmA cekpeTHOro kno4a, obuwero gns oTnpaBuTeNns u noay4varens.

4  TMonyvaTenb coobLeHns.

5 Knwou wudpoBaHus knoyeli ncnonb3yeTca oTnpaBuTenem n nojsyyaTeseM 1 Bbi3biBaeTCA N0 UMEHU.

6 CekpeTHblii kno4 NepefaeTcsa 3alWnppoBaHHbIM No anroputMy DES ¢ nomoLblo Kaova WngpoBaHns
KNoYen.

7 HekoTopble anropuTmbl nognucu (Takne kak DSA) TpebyloT Hannuua AByxX pe3ynbTUPYOLWNX NnapameTpos.
8 Pes3ynbTupylolme 3HaYeHUA napamMeTpa Le/oCTHOCTM He 3alyulieHbl 1 MOTYT HY)XAaTbCcA B nepejave no

oTAeNbHOMY KaHany.

E.3 KOM6I/IHaLI|I/II/I C ucnosb3oBaHMeM aCUMMETPUYHBbIX Ktouen u

MHTETrpnpoBaHHbIX CETMEHTOB 3alNUTbI

B wmatpuue Tabnuubl E.2 ycTaHOBNEHbl CBA3WM ANA  CNefyloLunx

KOHKPETHbIX CUTYyaLWii:

- UIHTErpMpoBaHHas 3aWmTa Ha YPOBHAX coobuieHwnin / naketos / rpynn /

o6bmeHa (MCO 9735-5);

- npenocrtaBsideMble C]'Iy)K6bI 3alnTbl - HEOTKalyeMoCTb UCTOYHUKa, OBa

MeToZa C pasHbIMW CNOCO6AMU BbIYMCNEHUS LMGPOBOIA NOANUCH;

- UICNOJIb3YIOTCA ABa acMMMeETPUYUHbIX asiroputMa: RSA n DSA,;
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- BblbupatTca gse xew-gyHkuum: DES B pexume MDC coBmecTHO ¢ RSA

n SHA-1 coBmecTHO ¢ DSA;
- npeanonaraeTcs, YTo 06MeH cepTudmMkaTaMn paHee He BbINOHAMCS;

- B cermeHTe USC $IBHO uaeHTUUUUPOBaHbl Xew-PYyHKUUS U DYHKUUSA
ANS BblUACAEHUS MOANUCKU, WCMO/Mb3YEMble OpraHoM cepTudmkauum  ans
nognucu ceptudpmkata. OTKPbITbIA KAOY 3TOr0 opraHa, HeoGXoAuMMbIA AnA
NpoBepKU cepTudpmkatTa NoANMCK, U3BECTEH MoJydaTesio. Ha Hero ecTb CCbifika

no nmeHn B cermeHTe USC;

- npunaraeTtcAa TOJIbKO OAUH CepTl/Iq:)VIKaT; BTOpOVI HYXX€eH /b B TOM

cnyyae, ecsivm UCNoMb3yeTcs OTKPbITbIV KoY nonyvaTens.

Ta6nuya E.2 - MaTpuuya OTHOWEHWN MNPU UCNONb30OBAHWUU ACUMMETPUYHBIX

anropuTmos

HeoTka3yemocTb HeoTka3yemocTb
TET Nmsa S R
mnctouHmka (RSA) nctouyHnka (DSA)
SG 1 c 99 OAWMH A4NA KaXAOW cnyX6bl 3alWnThl
USH 3ATO/NTOBOK 3ALWNTHI M 1
0501 CNYXBA 3AWNTHI, M 1 1 1
KOAWPOBAHHAA
0534 KOHTPO/IbHbIN HOMEP M 1 d e
S3AWNTDI
0505 OYHKLUSA OUNBTPALNN, CcC 1 6 6
KOOWPOBAHHAA
S500 NWOEHTUO®NKALWNOHHBIE CcC 2
OQNEMEHTbLI 3AWLUTHI
0577 KBanugukatop CTOPOHbI M 1 1

3aWmnThbl
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TEl

S500

0577

USA

S§$502

0523

0525

0527

SG2

use

0536

S500

0577

S$500

0577

0538

USA

§502

68

Nma

NWOEHTUO®UNKALWNOHHBIE
SQNEMEHTbI 3AWNTHI

KBanngunukatop CTOPOHbLI

3aWmnThbl
ANTOPUTM 3AWLNTb
ANTOPUTM 3ALW NTHI

O6nacTtb NpUMMeHeHUS

anropmntMma,KoaunposaHHas

Kpuntorpaduueckunini pexum,

KOAWPOBAHHbIN

ANTOPUTM, KOAMPOBAHHbIN

YYETHbIA HOMEP
CEPTUO®UKATA

NWOEHTUO®UNKALWNOHHBIE
SNEMEHTbI 3AWNTHI

KBanngunkatop CTOPOHbLI

3aWmnThbl

NWOEHTUO®NKALWNOHHBLIE
QNNEMEHTbHI AW NTHI

KBanugunkatop CTOPOHbI

3aWmnThl
Nma knwoya
ANTOPUTM 3ALW NTHI

AJITOPUTM BAWLNTD

HeoTka3yemMoCTb HeoTka3yemMocCTb

mctoyHmka (RSA) nctoyHnka (DSA)

2 2
1 1
42 16

TONbKO OAMH: cepTUUKAT OTNpaBuTens

Y4eTHbIi HOMep faHHOTo cepTudukara

Bnageney cepTudukaTa

MpoBepsiowas cTopoHa

NMma PK'CA Mma PIOCA

®YHKLUA NOANUCK OTNPABUTENS

MpumeyaHus



TEl

0523

0525

0527

S503

0531

0554

S503

0531

0554

S503

0531

0554

S$503

0531

0554

Nma

06nacTb NMpUMeHeHuUn

anroputmMa,KogmpoBaHHas

Kpuntorpadunuyecknii pexum,

KOLVPOBAHHbLIN
ANropnMTM, KOAWPOBAHHBIN
NMAPAMETP AZITOPUTMA

KBanudgunkatop napameTpa

anropntmMma

3HavyeHune napameTpa

anroputma
NMAPAMETP AJITOPUTMA

KBanudgunkatop napameTpa

anropntma

3HavyeHue napameTpa

anropntma

NMAPAMETP AJITOPUTMA

KBanugukatop napamerpa

anroputmMa

3HayeHMe napameTpa

anropntma
NAPAMETP AJITOPUTMA

KBanugukatop napamerpa

anroputma

3HayeHMe napameTpa

anropntma

FOCT P NCO 9735-5 - 2012

HeoTka3yemMoCTb

mnctoyHmka (RSA)

16

10

AnvnHa mopyna

14

Mod-L

Moaynb

12

Mod

OTKpbITas

3KCNOHEeHTa

13

Pub-K

HeoTka3yemMocCTb

nctoyHnka (DSA)

11

MapameTp DSA(P)

25

MapameTp DSA(Q)

26

MapameTp DSA(G)

27

Mapametp DSA(Y)

28
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TEl

S§$502

0523

0525

0527

USA

§502

0523

0525

0527

USR

S508

0563

0560

S$508

0563

0560
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Nma

ANTOPUTM 3AWLNTb

ANTOPUTM 3AWLNTb

O6nacTb NpuMeHeHUS

anropuntMma,KognposaHHasa

KpunTorpaduyeckuii pexum,

KOAMPOBaHHBIN

ANTOPUTM, KOANPOBAHHbIN

ANNTOPUTM 3AUW UNTHI

ANNTOPUTM 3ALW UNTBH|

O6nacTtb NpuMMeHeHUs

anropntMa,KogunposaHHasa

Kpuntorpadunyecknii pexum,

KOAWPOBAHHbLIN

ANropuTM™M, KOAUPOBAHHbIN
PE3YNbTAT 3AWNTb
PE3YNbTAT NMPOBEPKMW

KBanudukatop KOHTPONbLHOIO

3HauyeHunsa
KoHTpoOnbHOE 3HayeHwue
PE3YNbTAT NPOBEPKN

KBannpunkatop KOHTPOAbLHOTO

3HayeHuAa

KOHTpoNnbHOe 3HauyeHue

o O

= =

HeoTka3yemMoCTb

mctoyHmka (RSA)

Xew-dyHkuna CA gna nognucun

cepTudunkara

4 4
11
1 8

dyHKUMA reHepaunn nognucu CA gna

noanucu ceptudukarta

3 3

16

10 11

1 2

Sig R
3

— S

HeoTka3yemMocCTb

nctoyHnka (DSA)

MpumeyaHus
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SGn

UsT

0534

0588

USR

S$508

0563

0560

S508

0563

0560

Nma
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HeoTka3yemMoCTb HeoTka3yemMocCTb

mctoyHmka (RSA) nctoyHnka (DSA)

3awuiaemble CTPYKTYpPbl AaHHbIX

(nonb3oBaTeNbCKNe CerMeHTbl/06beKTbl /coobueHna'nakeTbl /Tpynnbl)

OKOHYAHWE 3AW NTHI

KOHTPO/IbHbIA HOMEP
AW NTbI

YNCno CErMEHTOB

SAWNTbI

PE3YNbTAT 3AWUNTHI

PE3YNbTAT NPOBEPKWN

KBanupunkatop KOHTPONbLHOTO

3Ha4veHund

KOHTpoNnbHOe 3HauyeHue

PE3YNbTAT NMPOBEPKMN

KBanuunkatop KOHTPOALHOIO

3Ha4dyeHunsa

KoHTpOoNbHOE 3HauyeHue

[

M

99

OAVH NS KaXAOoN cnyX6bl 3aWUThbl

d e
1 2
Sig R

3
— S

7
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HeoTka3yemMoCTb HeoTka3yemocCTb

mctoyHmka (RSA) nctoyHnka (DSA)

Oonug-gun=x

I_Ip nmedyaHma

1
2

o o b~ W

8
9

O6e CTPYKTYpbl A0/KHbI UMETb OIMHAKOBOE UMC/I0 BXOXKAEHWIA.

MpeanonaraeTcs, YTo cyx6a ayTeHTUMKALMM NCTOUYHMKA COOBLLEHNS U Cy)X6a COXpaHEeHWs! Lie/IOCTHOCTY
BK/IIOUYEHbI B C/TY)XXBY HEOTKA3yeMOCTM NCTOUHMKA.

OTnpasunTeNb COOBLLEHNS.

Monyyatenb coo6LLeHus.

XeLw-hyHKLUMA, 3HaUYEeHNEe KOTOPO BbIYMCIEHO OTNpaBuTenemM A5 3alyuaemMon CTpyKTypbl.
Bnageney ceptudmkata: naeHTUMUKaLMOHHbIE 3M1EMEHTbI AO/DKHBI ObITb TEMM XE, YTO U B
USH S500 gns oTnpasuTtesnst CoobLLEHMS.

MpoBepsitowas ctopoHa: opraH ceptudmnkaumm (CA).

®YHKLMA reHepaumn nognucy oTnpaenTens.

Xew-pyHKuma CA.

10 ®yHKums reHepauun nognucu CA.

11 HekoTopble anropuTMbl nognvcy {Hanpumep, DSA) TpeGytloT HaMumus ABYX Pe3yNbTUPYIOLWMX NapamMmeTpoB.
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Mpunoxexnne [OA

(cnpaBo4HOE)

CBefeHna 0 COOTBETCTBUU CCbINTOYHbIX MeXAyHapoaHbIX CTaHOapPTOB

CCbIIOYHbLIM HauMoHasbHbLIM cTaHAapTam Pocculickoli ®egepauunmn

Ta6bnunuya AA. 1

O603HaveHne CCbII0HYHOro CreneHb O603HaveHne 1 HaumeHoBaHue
MeXayHapo4HOoro COOTBETCTBMSA COOTBETCTBYHLLETO
cTaHgapTa HaLMOoHasIbHOrO CTaHaapTa
MNCO 9735-1:2002 OoT FOCTP NCO 9735-1-2012
NCO 9735-2:2002 HOT rOCT P UCO 9735-2-2012
MNCO 9735-6:2002 HoT FOCT P UCO 9735-6-2012

*

NCO 9735-7:2002

*

MNCO 9735-8:2002

VICO 9735-10:2002 ’

MCO/M3K 10181-2:1996

NCO/M3K 10181-4:1997

NCO/M3K 10181-6:1996

» COOTBETCTBYIOLWMNIA HaUMOHa/IbHBIA CTaHgapT oTcyTcTByeT (B paspaboTke). [o ero
YTBEPXAEHNS PEKOMEHAYETCA WCNOMb30BaTb MNEPeBOf, Ha PYCCKWA $3blK [aHHOTO
MeXJyHapoJHoro cTaHgapTa. [lepeBof, [aHHOMO  MEXAyHapoAHOro craHgapTa
HaxoguTcs B ®efepasbHOM WMH(OPMALMOHHOM (POHAE TEXHWYECKMX PErfiaMeHToB M

CTaHAapTOoB.

MpumeuvaHne - B HacTosweli Tabnuue WCMOMb30BaHO Criedytollee  YC/IoBHOe
0603HaYeHMe CTENEHN COOTBETCTBYSA CTaHAAPTOB:

HOT - naeHTUYHbIe CTaHOaPThI.
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(1]

(2]

(3]

(4]

(5]

(6]

Bubnuorpadgus

NCO/M3K 646:1991 WVHGOpMaLNOHHbIE TEXHONOrMK. 7-6UTHLIA Habop
KoguMpoBaHHbIX 3HakoB WCO pans o6bmeHa wHdopmaynen (ISO/IEC
646:1991, Information technology — ISO 7-bit coded character set for

information interchange)

MCO 8601:20001) 3nemMeHTbl faHHbIX U dopmaTtel aAna  obmeHa
nHpopmaunen. ObmeH uHdopmaunein. MNMpepcTaBneHne gaT U BpPEMEHU
(ISO 8601:2000, Data elements and interchange formats — Information

interchange — Representation of dates and times)

MCO 8731-1:19872 BbaHKkoBCcKOe [en0. YTBEpXAEeHHble anroputmbl AN
ayTeHTudukauun coobuieHnin. Yactb 1. ANroputm KOAUPOBaHUSA AaHHbIX
(DEA) (ISO 8731-1:1987, Banking — Approved algorithms for message
authentication — Part 1. DEA)

NCO/M3K 9797:19943) NH(hopmayoHHbIE TexHonormn. MeToabl 3alunThbl.
MexaHU3M  LEefIoCTHOCTM  AaHHbIX € WCNO/Mb30BaHWeM  (DYHKLUU
KpunTorpachuyeckoro KOHTPO/IS Ha OCHOBe anroputMa  6/I04HOrO
wudgposaHua (ISO/IEC 9797:1994, Information technology — Security
techniques — Data integrity mechanism using a cryptographic check

function employing a block cipher algorithm)

MCO/M3K 10116:19974  WHcopmauMOHHbIe TexHosoruu, MeTonbl
obecneyeHusa 6GesonacHoCcTU. Pexumbl paboTbl 1A N-OUTOBbLIX G/IOYHbIX
wudppos (ISO/IEC 10116:1997, Information technology — Security

technigues — Modes of operation for an n-bit block cipher)

MCO/M3K 10118-2:20005 WVIHopMaLUOHHLIE  TexHonoruu. MeTonbl

3awuTbel  MHopmMauun.  Xaw-pyHkummn.  YacTtb 2. Xaw-hyHKUMM €

"*Ha MOMEHT yTBEpPXAEHNSA HacToswero ctaHgapTa geiictesyet MCO 8601:2004.

21 OTMeHeH.

3LOTMEHEH.

4lHa MOMEHT YTBEPXAEHUSA HACTOsWEro cTaHgapTa geicteyetr MICO/M3K 10116:2006.
5>Ha MOMEHT yTBepXAeHNsi HacToalero ctaHgapTa geiicteyeT MCO/M3K 10118-2:2010.
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[7]

(8]

9]
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MCNONb30BaHMEM  anroputMa  WKUgpoBaHUa  n-6UTOBbIMM  6B10KaMu
(ISO/IEC 10118-2:2000, Information technology — Security techniques —

Hash-functions — Part 2: Hash-functions using an n-bit block cipher)

MCO/M3K 10181-1:1996 MHgopmMaLuoHHble TEXHOM0rn,
B3aumogelictBMe OTKpbITbIX cucTemM. OCHOBbI 6e30nacHocTM  Ans
OTKPbITEIX cucteM. Yactb 1 O630p (ISO/IEC 10181-1:1996, Information
technology — Open Systems Interconnection — Security frameworks for

open systems: Overview)

MNCO/M3K 10646-1:20006) MHopmaLmMoHHbIe TEXHO0INN,
YHuBepcasibHblli MHOTOOKTETHbI Habop KOoAMPOBaHHLIX 3HakoB. YacTb 1
ApXUTEKTypa 1M OCHOBHas MHorossblyHas matpuua (ISO/IEC 10646-1:2000,
Information technology — Universal Multiple-Octet Coded Character Set

(UCS) — Part 1: Architecture and Basic Multilingual Plane)

MCO/M3K 11770-1:19967) WHpopmaunoHHble  TexHonorun. MeTtoabl
3awuTbl. YnpaeneHue knwdvamu. Yacte 1. Ctpyktypa (ISO/IEC 11770-
1:1996, Information technology — Security techniques — Key management

— Part 1: Framework)

6=0TMeHeH.
7>Ha MOMeHT yTBepX/AeHNa HacToslWero ctaHjapTa geiicteyetr MICO/M3K 11770-1 ;2010.
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