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Mpeaucnosune

Lienn v npuHumnel cTaHgapTm3auum B Poccuiickoin @efepauym ycTaHoBneHbl ®efepanbHbiM 3aKOHOM OT
27 neka6bps 2002 r. N» 184-d3 «O TeXHUYECKOM perynvpoBaHuu», a npasuia NpUMEHEeHNs HauuoHabHbIX
cTaHfapToB Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CtaHgapTtusauua B Poccuiickoii ®egepavuu.
OCHOBHbIE NOIOXEHUSA»

CeefeHus o cTaHgapTe

1 NOArOTOBJEH Accounaumein asTomaTnyeckoi ngeHtndumkaunn «FOHUCKAH/ITC1 PYC» Ha ocHO-
BE COOGCTBEHHOrO ayTeHTWYHOro NnepeBoAa Ha PYCCKWIA SA3blK MeXAyHapoAHOro CTaHgapTa, ykasaHHOro B
nyHkre 4

2 BHECEH TexHu4eckuMm KOMUTETOM Mo cTaHgapTu3aumumn TK 355 «TexHonormm asTomaTniecko naeH-
Tudpmkauum n cbopa faHHbIX 1 GriomeTpumsa»

3 YTBEPXOEH W BBEJEH B ,LI,EMCTBVIE Mprkazom PefepasbHOro areHTcTBa rno TeXHUYecKomy
perynupoBaHuio n MeTponorumn ot 24 okta6psa 2012 r. N9 554-ct

4 HacTosiwmii cTaHgapT MAEHTUYEH MexayHapoaHomy ctaHaapTy WCO/M3OK 19785-4:2010 «UHGop-
MaLMOHHble TexHonornm — EguHas cTpyktypa hopmaToB o6MeHa 6uomMeTpuyeckuMm AaHHbiMy — YacTtb 4:
Cneumndmkauns dpopmata 610ka 3awmtbl nHpopmauun» (ISO/IEC 19785-4:2010 «Information technology —
Common Biometric Exchange Formats Framework — Part4: Security block format specifications»).

HavmeHoBaHVe HacTosLWero ctaHjapTa M3MeHeHO OTHOCUTEIbHO HaUMEHOBaHUS YKa3aHHOro Mexay-
HapoAHOro cTaHgapTa ans npuesegeHus B cootseTcTeue ¢ FOCT P 1.5—2004 (nogpasgen 3.5).

Mpu NpUMEHeHNW HaCTOsLLEero cTaHAapTa pEKOMEHAYEeTCS NCNOb30BaTb BMECTO CChIIOYHbIX MEXAYHa-
POAHbIX CTaHAapPTOB COOTBETCTBYIOLME UM HaLMOHa/IbHblE CTaHAapTbl Poccuiickoii defepaunm, cBefeHuns o
KOTOpPbIX NPUBELEHbI B LONOHUTENIbHOM NPUAoXeHUn JA

5 BBEJEH BINEPBbIE

6 HekoTopble 3/1eMeHTbl HACTOSAILLETO CTaHAapTa MOryT 6bITb 06 beKTaMy NoyYeHUss NaTeHTHbIX Npas.
OpraHunzaumm NCO n M3K He HecyT OTBETCTBEHHOCTU 3a YCTaHOB/IEHNE NOA/IMHHOCTU Kakux-1mbo unm Bcex
Taknx naTeHTHbIX Npas

MHdpopmauus 06 M3MEHEHMSX K HACTOsILLEeMy CTaHaapTy ny6nkyeTCs B eXerofHo u3jaBaemMom
MHDOPMAaLMOHHOM yKa3aTe e «HauuoHanbHble cTaH4apThi». a TEKCT U3MEHeHU i NMoNpPaBoK — B exeMe-
CSIUHO M3AaBaeMbIX UH(POPMALMOHHBIX yKasaTensax «HaunoHasbHble CTaHgapThi». B ciyyas nepecMoTpa
(3aMeHbI) MM 0T MeHbl HACT 0SALLEro CTaHAapTa CooTBeTCTBYlOLLee yBegoMeHne 6yaeT ony6/IMKoBaHo
B ©XXEMECSYHO M34aBaeMoM MH(OPMaLOHHOM ykasaTene «HaunoHanbHble CTaHgapThi». COOTBETCTBY-
loLLasn MHpopmaums, yBoao/MOHUS U TEKCT bl pa3MeLaln T csl Takke B MH(OPMaLMOHHO cucTemMe o6LLero
Mofib30BaHUsl — Ha oMuManbHOM caiiTe ®efepasnblioro areHTCTBa Mo TeXHUYEeCKOMY peryvpoBaHuio 1
MeTposiorun B ce T HTepHeT

©CTaHpapTuHgopm. 2013

HacTosuii cTaHAapT He MOXEeT 6bITb NO/THOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MPOCTPaHEH B KayecTBe ohuLManbHOro usgaHus 6e3 paspelleHns ®efepasbHOIO areHTCTBa No TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorum
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BeBegeHve

Komnnekc ctaHgaptoB MCO/M3K 19785 nmeeT 06LmMii 3aronoBok «/HhopMaLMOHHbIE TEXHOMOTMN.
EavHas cTpykTypa chopmaToB 06MeHa 6MOMeTPUYECKUMU AaHHBIMUY U BKOYAET B Ce65 cregytoLme yactu.

- yactb 1. Cneyndukauus afieMeHTOB JaHHbIX;

- YacTb 2. lpoueaypbl 4eACTBUIA perucTpaurnoHHOro opraHa B o6n1actu 6uomeTpuu;

- yacTb 3. Cneuudukaumm hopmaToB BeayLeil opraHMsaumm;

- yacTb 4. Cneyudmkauus 610ka 3awmTbl MHQOPMaL UK.

BromeTpuryeckas sepudukauunsa n naeHTUnKaunsa ABAAITCA BaXHbIMU TEXHOOTUSAAMU, UCNOMb3YEMbI-
MW 4Na Bepudmkaumn uvnv naeHTudurkaumm NnYHocTu. BromeTpuyeckue AaHHble AN 6GMOMEeTPUYeCcKUx
Bepudmkaymm n ngeHTuduKaLmmn 4omKHbI 6biTb NONYYEHbI U3 NPOBEPEHHOTO NCTOYHMKA M ObITb 3aLLMLLEHBI OT
BO3MOXHOTO NOBPEXAEHUA B NpoLecce nepefayun gaHHbIX (4o/mkHa ObiTb 06ecneyveHa LLeIoCTHOCTbL Nepeja-
BaeMbIX AaHHbIX). LnpoBaHne MoxeT NPUMEHATLCA WM HE MPUMEHATHCA B 3aBUCMMOCTU OT TpeboBaHwuii
6e3onacHocTU. HacToAwWwmMii cTaHAapT ycTaHaBimBaeT TpeboBaHMsA KobecneyeHnto LenocTHOCTU U WwudpoBa-
HUI0 BOMETPUYECKNX faHHbIX.

[ns o6ecneyeHunss B3aumMoaeincTems 6MOMeTpPUYECKNX cCUCTEM TpeboBaHMS K e 4UHON CTPYKTYpe oopma-
TOB 06MeHa 6uomeTpryeckmumMm gaHHbimu (ECPOB /) ycTaHoBneHbl B MICO/M3K 19785-1 ¢ Luenbto accouumpo-
BaHWA AONOMHUTENbHBIX JaHHbIX C O4HUM WU HECKONIbKMMK 6/10kamun 6uoMeTpryecknx aarHHblx (6BA). bnok
3awuTbl nHpopmauum (b3U) obecneyrsaeT 3alnUTy 6UOMETPUYECKUX JaHHBIX B COOTBETCTBUN C TpeboBaHUA-
Mn WCO/M3K 19785-1, HO TpeboBaHUS K cofepxaHuio u cneundukaumm B3V B gaHHOM cTaHgapTe He
yCTaHOB/IEHbI.

Ecnu B dhopmarte BegyLueil opraHu3aum He npeAycMOTpeHo ncnonb3oaHne B3V, To B aieMeHTbl faH-
Hbix CBEFF_BDB_encryption_options n CBEFF_BIR_integrity_optk>ns po/mxHbl 6bITb YCTAHOBNEHbI 3HAaYe-
H1sA NO ENCRYPTION 1 NO INTEGRITY cooTBeTCTBEHHO.

Ecnu B dhopmarte BegyLeli opraHnsauny npeaycmMoTpeHo ncnonb3osaHne B3V, To MoXeT 6bITb NprMe-
HeH B3W. cneundmnkaLmsa KOTOPOro COOTBETCTBYET TPe60BaHUSAM HACTOSALLEro cTaHAapTa, wav 6o apyron
B3W. Kpome Toro, BanemeHTtax faHHbix ECOOB/] CBEFF_SB_format_owneruCBEFF_SB_format_type ycTa-
HaB/MBAlOT 3HAYEHUS, KOTOpble o6ecneynsatoT naeHTUdMKaLuio ncnonbsyemoro 3.

Kpome B3, Tpeb6oBaHMA K KOTOPbIM YCTaHOB/IEHbI B HACTOSALWEM CTaHAapTe, AonyckaeTcs UCNob30-
BaTb B3V1. npefHa3HauYeHHbIe A1 KOHKpeTHbIX Leneii. Hanpumep B3W. Tpe6oBaHMsa KKOTOPOMY YCTaHOB/IEHbI
B MICO/M3K 24713-3 gns fokymeHTa MOT*, yg0oCTOBEPSIOLLENO IMYHOCTL MOPSIKA.

B pa3gene 5 HacToswero ctaHgapTa ycTaHoBNeHbl TpeboBaHus k 53U obLiero npyumeHeHus, obecneun-
BaloLL,EeMy BO3MOXHOCTb NPYMEHEHUS pa3INyHbIX CMOCO60B 3aunTbl MHPOPMALMM C UCMONb30BaHNEM LIND-
poBaHus nLenocTHocTu, cootBeTcTByOWMX RFC 3852 Cryptographic Message Syntax (CMS)** c HeKOTOpbIMU
OT/IMYAKLWMUMKCA OT YCTaHOB/IEHHbIX B ;JAHHOM AOKyMeHTe TpeboBaHuamu K EnvelopedData. EncryptedData,
SignedData n Authenticated Data***. [lJaHHble M3MEHEHUS BBeAEHbl C Le/ibio 06ecrneyeHnss COOTBETCTBUSA
TpeboBaHWsIM K 3awute 6GUOMeTpuYeckoin uHpopmaunm ECOOBA. B cneuudmkaumm paHHoro B3U
npegycmoTtpeH Takke Authenticate Contextfor Biometrics (ACBio)*4. Tpe6oBaHNsi KKOTOPOMY YCTaHOBJ/IEHbI B
MCO/M3K 24761. ACBio TakkKe OCHOBaH Ha CXeMe CUHTakKcuca Kpuntorpaduyecknx coobLieHunii, onpeae-
nexHoi B RFC 3852. Micnonb3oBaHne ACBio no3BonsieT onpeaenvTb YPoBHM 6e30nacHOCTU cuctem, hopmMu-
pylLwmnx ayTeHTuduLMpoBaHHble 6rnomeTpuyeckne gaHHble. ACBio Takke Heobxogum gssi obecnevyeHus
(TAIC [3].

B pa3gene 6 HacTosLero ctaHjapTa ycTaHoB/eHbl TpebosaHuna k B3, koTopblil 06ecneynBaeT TONbKO
NpoCTble CNOCOO6bI 3aWmnTbl MHOpMaL M 1 NOAAEPKNBAET TONbKO LIEe/TOCTHOCTb.

CHOCKM B TeKCTe cTaHfapTa, Bble/leHHble KYPCUBOM, NpUBeeHb! /19 MOACHEHUS TEKCTa opuUruHana.

* MOT — MexayHapoaHas opraHusauma Tpyaa.

** RFC 3852 Cryptographic Massage Syntax (CMS) — pernameHTupyowmnii fokymeHT CneunanbHoOl Komuccumn
MHTepHeT-pa3paboTok (Internet Engineering Task Force. IETF), o6ecneunsatowmnii 3almuTy nipopmauyuv, nepesasae-
Mol B ceTu MHTepHeT.

*** EnvelopedData. EncryptedData. SignedData u AulhenticaledOata — ynakoBaHHble AaHHble, 3alwndpoBaHHbIe
faHHble, faHHble C 3N1eKTPOHHOW NOANUCLIO N faHHble N3 ay TEeHTUMPULNPOBAHHOTO NCT OYHINKA COOTBETCTBEHHO.

'* Authentication Contextfor Biometncs (ACBio) — ayTeHTuUdKauMoHHbIA cTaTyc gna 6uomeTpun (ACBKo).

** Teleblometric authentication infrastructure (TAI) — ayTeHTuduUKaymoHHas TenebuomeTpunyecksa uHdpa-
cTpykType.

\
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HALULMWOHANDBbHBLIN CTAHAOAPT POCCUNCKOMWN PELEPALUNMN

NHdopMaLMoHHble TEXHOI0TUN
BNOMETPUA
EAnHas cTpykTypa hopMaToB 06MeHa 6MOMETPUYECKUMUN JaHHbIMU
YacTtb 4

Cneundumkaumns popmata 6/10ka 3amnTbl MHGOOPMaLUnN

Information technology. Biometrics. Common Biometric Exchange Formats Framework.
Part 4. Security block format specifications

NataBBegeHns — 2013—01—Ot

1 O6nacTb NpUMeHeHus

HacTosiwuin ctaHgapT ycTaHaBnmBaeT TpeboBaHus K popmatam 63U (no MICO/M3K 19785-1), 3aperuc-
TpupoBaHHbIM B cooTBeTcTBUM ¢ MICO/MBK 19785-2 B kauecTBe hopmaToB, onpeaeneHHbIx 6UOMeTpUUECKOA
opraHuzaumnein ECOOB NCO/M3IK CTK1/MK37. a Takke TpeboBaHWs K NOpsAAKY NPUCBOEHWS 3aperncTpmpo-
BaHHOro ngeHtudukaropa copmara 63U.

NMpumeuyaHne — NaeHTudnkatop opmata B3N 3anucbiBaldT B CTaHAaPTHbIA GUMOMETPUYECKUil 3aronoBOK
(CB3) hopmata Beayuieii opranmsauynn ECO®OB[ unu ykasbiBatoT, 4TO MCnonb3oBaHue gpyroro 63V Henpuemnemo.

®opmart b3 o6uiero npuMeHeHus npegycmarpmeaeT BO3MOXHOCTb WwndposaHus BB/ n/ivwnun npumeHe-
HUSA MexaHU3MOoB npoBepku uenoctHocT Kk Cb3 u BB/, a Takke ncnonb3osaHma ACBIo (o NCO/M3K 24761).
[aHHbii B3V npegycMmatpmBaeT BO3MOXHOCTb UCMOMb30BaHNA BCEX HEOOXOANMbIX CNOCO60B 06ecneyeHuns
3aLMTbl MHhopmaLun, BKIOYas UCMosib30BaHme o bbiX NapaMeTpoB U asiropuTMOB LMPOBAHUSA U NPOBEPKN
LLe/I0OCTHOCTH.

Mpu chopmrpoBaHun B3W ana KOHKPETHbIX Leneli nporpaMmmMmHoe o6ecneyeHne NCcnosb3yeT pas/imyHble
a/IropuTMbl U NapameTpbl, Heob6xoaMMble AN nonb3osatens B3W. Komnneke ctaHgaptoB MCO/M3K 19785
He ycTaHaBnuBaeT Tpeb6oBaHuWii Kk anroputmam v napametpam oopmuposarHms 3.

dopmat B3W. ycTaHOBMEHHbIV B pa3gene 6 HacTosALWwero ctaHjapTa, aBnseTca 6onee orpaHUYeHHbIM 1
npocTbIM, He NpegycmaTpuBaeT ncnonb3oBaHusa ACBio u wudgposaHusa BB/,

2 HopmaTuBHbIE CCbIKN

B HacToAlem cTaHfapTe MCMo/b30BaHbl HOPMATMBHbBIE CCbISIKM Ha Cregylolme ctaHaapTbl U gpyrue
HOpMAaTMBHbIE [LOKYMEHTbI, KOTOPblE HEO6XOAMMO YUNTbLIBATL NPU UCMOML30BAHMN HACTOALLEro cTaHaapTa. B
c/yyae CCbI/IOK Ha [OKYMEHTbI, Y KOTOPbIX yKa3aHa faTa yTBepXeHus, Heo6XoAMMO Nob30BaTbCA TObKO
yKasaHHO pefakumeii. Bcnyyae, korga fjara yTBepxaeHus He npusegeHa, cnefyet nosb3oBaTbCa nocnefHelk
pefakumeii CCblOYHbIX JOKYMEHTOB, BK/OYas 106ble NONpaBKu U U3MEHEHUS K HUM:

NCO/M3K 8824 (BceuyacTun) WMHoOpMaLUOHHbIE TEXHOMOMMW. ABCTpaKkTHasA CMHTaKkcuyeckas HoTauus
Bepcun oguH (ACH 1) (ISO/IEC 8824 (all parts). ITU—T Rec. X.680—683, Information technology — Abstract
Syntax Notation One (ASN.1))

NCO/M3K 8825 (Bce wuactu) WHopmauuoHHble TexHonornu. [pasBuna kogupoBaHus ACH.1
(ISO/IEC 8825 (all parts). ITU—T Rec. X.690—693, Information technology — ASN.1 encoding rules)

N3paHne opuymnansHoe
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MCO/M3K 9798-6 VHdopmaLmoHHble TexHonorun. MeTtoapl 3awnTbl. AyTeHTUdUKALMA 06BEKTOB.
YacTtb 6. MexaHu3Mbl C NPUMEHeHNEM pyyHoi nepesayn gaHHbix (ISO/1EC 9798-6. Information technology —
Security techniques — Entity authentication — Part 6: Mechanisms using manual data transfer)

MCO/M3K 19784-1 WHpopMauuoHHble TexHonoruu. bromeTpuyeckunii nNporpamMmHbiil MHTepeiic.
YacTtb 1. Cneundmkauma 6nomeTpuyeckoro nporpammHoro uHtepdpelica (ISO/LEC 19784-1, Information
technology — Biometric application programming interface — Part 1: BioAPI specification)

MCO/M3K 19785-1 WHdopmaLMOoHHble TeXHONOorMu. EguHas cTpyktypa chopmatoB obmeHa 6uomerT-
puyeckumn paHHbiMU. YacTb 1. Cneumdpukauma anemeHToB faHHbix (ISO/IEC 19785-1, Information
technology — Common Biometric Exchange Formats Framework — Part 1: Data element specification)

NCO/M3K 24761 WHpopmauuoHHble TexHonornv. MeTofbl 3awuTbl MHpopmauun. AyTeHTuduka-
LUMOHHbI cTaTyc ans 6uomeTpum (ISO/IEC 24761, Information technology — Security techniques —
Authentication context for biometrics)

RFC 3852 Kpuntorpaduuyeckuin cuHtakcuc coobueHunin (RFC 3852. Cryptographic Message Syntax
(CMS), July 2004)

RFC 5911 Hosble mogynu ACH.1 ans kpuntorpadmyeckoro CMHTakcuca coobLieHnin n kpuntorpadu-
YecKo 3awmnTbl coobLweHnii anekTpoHHoi noutbl (RFC 5911. New ASN.1 Modules for Cryptographic Message
Syntax (CMS) and S-MIME, June 2010)

3 TepmuHbI 1 onpepeneHns

3.1 TepmuHbl, onpegeneHHble B MCO/M3K 19785-1

B HacTosiLem cTaHgapTe NpYMeEHeHbI crieayloLline TepMuHbl, onpeaeneHHoie B VICO/M3K 19785-1:
6uomeTpunyeckuii (biometric);

6uomeTpusa (biometrics),

6510k 6riomeTpuyecknx gaHHboix (66/) (biometric data block (BDB));

3anucb 6uomeTpuyeckoit nndopmaumm (36U) (biometric information record (BIR));
opraHusauns-ysyactHuk ECO®OB/[ (CBEFF biometric organization);

610K 3aWwuThl Hpopmauuu (B3W) (security block (SB));

dopmart 6n10ka 3awmuTbl UHDopmauun (security block format);

naeHTudmkatop chopmara 6s10ka 3alnTbl MHopMaumuu (security block format identifier);
Bnageney dopmata 6510ka 3awuTbl MHpopmauun (security block format owner);
CcTaHAapTHbI 6uomeTpuyeckmnii 3aronosok (CE3) (standard biometric header (SBH)).

3.2 TepMuHbI, onpegeneHHble B UICO/M3K 19784-1

B HacTosleM cTaHAapTe NPUMEHEH CriefyoLWnii TepMuH, onpegeneHHbiin B UICO/M3IK 19784-1:
MoZaynb BUoAMU (BioAPI Unit).

3.3 TepMuHbI, onpegenieHHble B ICO/M3K 24761

B HacToslLeM cTaHapTe NpUMeEHeEHbI cneaytole TepMUuHbl, onpegeneHHole B UCO/M3K 24761
otyeT ACBuno (ACBio instance);

ayTeHTUdMKaLMoHHbIN cTaTyc Ans 6uomeTtpum (ACBwmo) (authentication context for biometrics (ACBI0));
MOZyNb 06paboTkM GuomeTpuyeckux gaHHbix (MOBL) (biometric processing unit (BPU)).

3.4 TepMuHbI, onpeaenieHHble B ICO/M3K 9798-6

B HacTosLeM cTaHAapTe NPUMEHEH crieAyoLwWwuii TepMyH, onpeaenexHoliii B UICO/M3K 9798-6:
ayTeHTUdMKaLMOHHbIN ko4 coobLleHns (message authentication code).

4 OG603HAYeHUs1 1 COKpaLLEHNS

4.1 O603HavYeHns 1 cokpaleHmnsa no MCO/M3K 19785-1

B HacToslLeM cTaHapTe NpUMeEHeHbI cneayole 0603HavyeHuns n cokpatieHms no MCO/M3K 19785-1:
BB/, (BDB);

36U (BIR);

EC®OB/[ (CBEFF);

B3W (SB);

CB3 (SBH).
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4.2 O603HaueHuns n cokpalieHns no MCO/M3IK 24761

B HacTosWwem cTaHfapTe NpYMeHeHbI cregyloune o603HaqyeHns u cokpateHus no MCO/M3K 24761
ACBwuo (ACBto):

MOB/, (BPU).

4.3 O603Ha4vYeHuna u cokpatleHmsa no MCO/M3IK 9798-6

B HacTosilem cTaHAapTe NpYMEHeHO crieaytolee o603HaveHme no MCO/M3K 9798-6:
AKC (MAC).

4.4 O603HaueHMsa 1 cokpaleHns no RFC 3852

B HacTosilem cTaHfapTe NpMMEHEHO cneayiouee o6o3HaveHne no RFC 3852:
COC* (CRL).

5 dopmar 6/10Ka 3awmTbl MHPOPMaLVM O6LEro Ha3Ha4YeHns

5.1 Bnageney,
NCO/M3K CTK1/MK37
5.2 NaeHTudmkatop Bnagenbua

257 (0101Hex). [daHHbI unaeHTUGUKATOP MPUCBOEH 6GuomeTpuyeckoin opranmsauum KMCO/M3IK
CTK1/MK37 no MCO/M3K 19785-2.

5.3 HanmeHoBaHue

ISO/IEC JTC 1/SC 37 CBEFF general-purpose security block format

5.4 NpeHTudmkaTop

1 (0001 Hex). OaHHbli wnAaeHTUdMKATOP 3aperucTpupoBaH B COOTBETCTBUM C TpeboBaHWAMM
MCO/M3K 19785-2 ¢ ucnosnb3zoBaHnem DER(cm. NCO/M3IK 8825-1).

2 (0002 Hex). OaHHbIl wnaeHTUMKATOP 3aperucTpupoBaH B COOTBETCTBUM C TpeboBaHMAMMU
MCO/M3K 19785-2 c ucnonssosaHnem PER (cM. MICO/M3K 8825-2).

3 (0003 Hex). faHHbIi uMAEHTU(MKATOP 3aperucTpupoBaH B COOTBETCTBUM C TpebGOBaHUSAMM
MCO/M3K 19785-2 c ncnonb3osaHnem XER (cm. MICO/M3K 8825-3).

5.5 NaeHTudmkatopbl 06bekToB ACH.1 Ansa gaHHoro dpopmara

5.5.1 3anuck c ucnonb3oBaHnem DER

(iso registration-authority cbeff(19785) organizations(O) jtc-sc37 (257) sb-formats(3) generat-
purpose(O) der-encoding(1)}

WA 3HayeHne B HoTauum XML:

1.1.19785.0. 257.3.0.1

5.5.2 3anuck c ucnonb3osaHnem PER

(iso registration-authority cbeff(19785) organizations(O) jtc-sc37 (257) sb-formats(3) generat-
purpose(O) per-encoding(2)}

WA 3HayeHne B HoTauum XML:

1.1.19785.0. 257.3.0.2

5.5.3 3anuck c ncnonbsosaHnem XER

(iso registration-authority cbeff(19785) organizations(O) jtc-sc37 (257) sb-formats(3) general-
purpose”) xer-encoding(3)}

Wi 3HayeHne B HoTtauum XML:

1.1.19785.0. 257.3.0.3

5.6 O6nacTb NnpuMeHeHns

B3 obLwero npumeHeHMs NCMO/b3YOT NPY HEOH6XOAUMOCTN NPUMEHEHUS LeNO0CTHOCTU n/unu Lwndpo-
BaHuA. a Takke otyetoB ACBMo.

5.7 WpeHTudumkaTop sepcumn

®opmaTy B3W. ycTaHOBNEHHOMY B HACTOALEM pasfene, NPUCBOEH CeAyLWwnii naeHTugmkaTop Bep-
CuU: 0OCHOBHOe 3HavyeHne — (0). BcnomorartenbHoe 3HavyeHne — (0).

* CnucokoTo3BaHHbIX cepTucukaTos (COC) — certificate revocation list (CRL).
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5.8 Cneundukauus popmarta u Tpe6oBaHnsi K COOTBETCTBUIO

5.8.1 O6wWwme nonoxeHus
5.8.1.1 B HacTosiwem pa3gene 63U npegctasnsieT cob6oit Tun CBEFFSecurityBlock B HoTaumn ACH.1,
cocToswwmii n3 nocnegosatensHocTn TnoB CBEFFSecurityBlockElement B HoTauun ACH. 1.
CBEFFSecurityBlock ::= SEQUENCE OF CBEFFSecurityBlockElement
CBEFFSecurityBlockElement ::= CHOICE {
elementCBEFFSBContentinfoCBEFFSB.
subBlockForACBio SubBlockForACBio.
accumulatedACBiolnstancesACBiolnstances

5.8.1.2 AnAa }Tmna CBEFFSecurityBlockElementcywecTByeT TpnanbTepHaTusbl: ContentinfoCBEFFSB,
SubBlockForACBiIo n ACBiolnstances. ContentinfoCBEFFSB* cogepXut uHgopmaumio o LenoctHoctm Cb3 u
BB wim o wwudpoBaHun BBA. [lBa nocnegHux Tuna cogepxaT wHdopmaumio o6 ACBuo (cwm.
NCO/M3K 24761).
5.8.1.3 Tun ContentinfoCBEFFSB npeactaBnsieT coboii cnefyoLyto 3anmuch:
ContentinfoCBEFFSB ::= SEQUENCE {
contentTypeCONTENT-TYPE.&id({ContentTypeCBEFF}).
content [0] EXPLICIT CONTENT-TYPE.&Type
({ContentTypeCBEFF}{@contentType})

}

Mpumeuvanne — Tun CBEFFSecuntyBtockElement gonxeH 6biTb UCNONb30BAaH B KayecTBe 3aMeHbl Tuna
Contentinfo. Tpe6oBaHns kK KOTopomy ycTaHoBneHbl B RFC 5911. MepBbiit komnoHeHT Tuna CBEFFSecurityBlockElement
MOXeT coAepxaTb TO/MbKO 4YeTbipe upeHTudukatopa o6bekToB: k3-envelopeRelatedData. id-encryptionRelatedData.
Id-s*gnatureRelatedData. unu id-aumenticationRelatedData. B To Bpemsa kak Tun Contentinfo. Tpe6oBaHuA Kk KOTOpoMy
ycTtaHoBneHbl B RFC 5911. MoXeT cofepxaTb Takxe Apyrne naeHTndunkaTopsl 06beKTOB.

Tun ContentinfoCBEFFSB ncnonb3ytoTasaxabl npu 3anucn CBEFFSecurityBlock: nepsbliii pa3ansa noa-
[epXKN LLeNI0CTHOCTU, BTOPO — ANS NOAAEPXKMN WhpoBaHUS.

Tun ContentinfoCBEFFSB cocTouT 13 ByX KOMMNOHEHTOB: contentType 1 content, NnepBblil U3 KOTOPbIX
npencraBnsieT coboi naeHTUdrkaTop 06BbEKTA 418 AaHHbIX, COAEPXKALLUXCSA BO BTOPOM KOMMOHEHTE. 3Ha-
YyeHne contentType npefctaBnseTr co6oi OAWH U3  Ccnepywwux WUAeHTUUKATOPOB O6BLEKTOB:
id-envelopeRelatedData. id-encryptionRelatedData. id-signatureRolatedData wnu id-authenticationRelated-
Data. uTo cooTBeTCTBYeT Tekywemy onpegeneHunto Tmna ContentTypeCBEFF, cocTofilwemMy n3 yeTbipex
CONTENT-TYPEs. B HacTosiwem ctaHgapTe ana tuna CONTENT-TYPE npegycMmoTpeH naeHtudukatop
o6bekTa ¢ TMnom, 3anmcaHHbiM BACH. 1.

ContentTypeCBEFF CONTENT-TYPE ::={envelopeRelatedData | encryption Related Data |
signatureRelatedData | authenticationRelatedData}
envelopeRelatedData CONTENT-TYPE ::={
EnvelopeRelatedData
IDENTIFIED BY id-envelopeRelatedData

}

encryptionRelatedData CONTENT-TYPE ::={
EncryptionRelatedData
IDENTIFIED BY id-encryptionRelatedData

}

signatureRelatedData CONTENT-TYPE ::={
SignatureRelatedData
IDENTIFIED BY id-signatureRelatedData

}

authenticationRelatedData CONTENT-TYPE ::={
AuthenticationRelatedData
IDENTIFIED BY id-authenticationRelatedData

* B opuruHane WCO/M3K 19785-4 ponyuieHa owwnbka — BmecTo ContentinfoCBEFFSB  ykasaHo
CBEFFSecurityBlockElement.

4
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YeTblpeM Bblleyka3aHHbIM HavMeHOBaHWAM O6BLEKTOB MPUCBOEHbI criegylolune naeHTnduKaTopbl
06BEKTOB:
id-envelopeRelatedData OBJECT IDENTIFIER ::={
iso(1) standard(O) cbeff(19785) contentType(1) envelopeRelatedData{l)

?d-oncryptionRelatedData OBJECT IDENTIFIER ::={
iso(1) standard(O) cbeff(19785) contentType(1) encrypt»onRelatedData(2)

?d-signatureReIatedData OBJECT IDENTIFIER ::={
iso(1) standard(O) cbeff(19785) contentType(1) signatureRclatedData(3)

?d-authenticationReIated Data OBJECT IDENTIFIER ::={
Iso(1) standard(O) cbeff(19785) contentType(1) authenticationRelatedData(4)

id-envelopeRelatedData wnu id-encryptionRelatedData ucnonb3yldT B cocTaBe KOMMOHEHTa
contentType Tuna ContentinfoCBEFFSB B cnyyae, ecnu anemeHT gaHHbix CBEFF_BDB_encryption_options
(cm. NCO/M3K 19785-1) umeet 3HaueHne ENCRYPTION.
id-signatureRelatedData wnu id-authenticationRelatedData ncnonb3ywT B cocTaBe KOMMOHEHTa
contentType tuna ContentinffoCBEFFSB B cnyvae, ecnu anemeHT faHHbix CBEFF_BIR_integrity_options
(cMm.MICO/M3K 19785-1) umeeT 3HaueHne INTEGRITY.
5.8.1.4 [aHHble Tuna SubBlockForACBio npefHa3HauyeHbl Takxe Ans ucnosb3osaHus 8 MOB/, moaynsa
BuoATW. koTopblii reHepupyeT otueT ACBro. 3T gaHHblie oanH MOB/[ mogyns BuoAlrW nepegaet gpyromy
mogaynto. Tun SubBlockForACBio npesctaBnseT coboli creayioLLyio 3annch:
SubBlockForACBio ::= SEQUENCE {
bpulOIndex INTEGER,
acbhiolnstance ACBiolnstance

MepBbIi KOMMOHEHT AaHHoro Tuna — bpulOIndex npeacTtasnseTt coboli BPU O index' 6n1oka nHgopma-
uun npu nepegade ot ogHoro MOB[, apyromy. BTopoii KOMNOHEHT saBnsieTcs otyeTtom ACBKo reHepupoBaH-
HbIM nepBbiM MOB/[, (MCO/M3K 24761).

5.8.1.5 [aHHble Tuna ACBiolnstances npeacrtaBnseT coboil nocnegoBaTenbHOCTb 0T4eTOoB ACBMO
MCKIYas nocnegHunii, KOTopblidi 3anuckiBatoT B TMN SubBlockForACBio. TakKHM o6pa3om Tnn ACBiolnstances
npegcraenset coboii nocnegosatesbHOCTL TMNOB ACBiolnstance”.

ACBiolnstances ::= SEQUENCE OF ACBiolnstance

5.8.1.6 Takum o6pazom 36U moxeT obecneynBaTb BO3MOXHOCTb MCNOb30BaHUS:

1) wwndpoBaHuns, ecnu 3HayeHne ENCRYPTION  ycraHoB/ieHO B 3/leMeHTe  [aHHbIX
CBEFF_DBD_encryption_options unu ato siBnsietcs obs3atesibHbIM TpeboBaHneM hopmaTa Beayleii opra-
Hu3auuw;

2) uenocTtHoctTn, ecnun 3HayeHne INTEGRITY yCTaHOB/NIEHO B 3NeMeHTe  [aHHbIX
CBEFF_BIR_integrity_options nnu ato siBnsieTcs obs3aresibHbiM TpeboBaHNeM hopMaTa Beaylueli opraHu-
3auuu;

3) WwundpoBaHUs 1 LLesIOCTHOCTU UM OLHOT0 U3 3TUX KOMMNOHEHTOB, €C/N 3TO ABNSAETCA TpeboBaHneMm
dopmata BegyLeli opraHu3aLum.

5.8.2 WwndpoBaHue

Ecnn B anemeHTe paHHbix CB3 CBEFF_BDB_encryption_options ycTaHOBNEHO 3HayeHue
ENCRYPTION, 36U gomxHa cogepxatb Tun ContentinfoCBEFFSB. nepBbIM KOMMNOHEHTOM KOTOPOrO ABNSET-
ca id-envelopeRelatedData nnwm id-encryptionRelatedData. B cooTBeTcTBMU C TpeboBaHuamn 5.1.8.3. cogep-
XaHve BTOPOro KOMMNOHEHTa ycTaHaBvMBaeT nepBblii KOMNOHeHT Tuna ContentinfoCBEFFSB. To ecTb, ecnu
nepBbIM KOMNOHEHTOM siBnseTcs id-envelopeRelatedData. To BTopbiM flofmkeH 6b1Tb EnvelopeRelatedData. n,
ecnnm nepBbiIM  KOMMNOHEHTOM sBnseTca  id-encryptionRelatedData. TO BTOpbIM  OO/DKEH  ObITb
EncryptionRelatedData. BB/, BaToM cnyyae fomkeH cogepxaTb 6MomMeTpruyeckme faHHble B 3aingpoBaHHoO

thopwme.
MpumeyvyaHune 1— Pasnuuusa mexay komnoHeHtamun EnvelopeRelatedData n EncryptionRelatedData 3aBucar
OT cMcTeMbl ynpasneHus knwoyvamm (cm.RFC 3852).

* BPU/Oindex — cu. NCO/M3K 24761.
B opurnHane NCO/M3K 1978&-4 BmecTo ACBiolnstance own6o4Ho ykaszaHo ACBiolnstances.
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MpumeyvyaHne 2— SneMeHTbl AaHHbIXx C63 cofepxaT 3HaYeHWsi, onucbiBawlWme HesawundpoBaHHblli B6[
(Ao npoBefeHus WK pPoOBaHNA), N He ONUCbIBAIOT aTpubyThl 3awmndpoBaHHoli BB/,

5.8.2.1 CogepxaHue Tuna envelopeRelatedData

5.8.2.1.1 CogepxaHue Tuna envelopeRelatedData ycTaHaBnuBaeT wuaeHTUUKATOP O06BEKTA
id-envelopeRelatedData B cooTBeTcTBUM € TUNomM EnvelopeRelatedData B HoTtauun ACH.1 (cm. 5.8.1.3).

a) EnvelopeRelatedData cogepxuT nHgopmaumnio 06 anroputme WMGPOBaHUSA U 3alunpOBaHHbIX
Ktovax WwudpoBaHusa 415 OAHOTO WU HECKONIbKMX NonyyaTteneii. 3awmndpoBaHHble 6rioMeTpuyeckme gaHHble
HaxoasTcs B BB/l BuomeTpuyeckne gaHHble MOryT 6bITh 3atpoBaHb! /159 NPOU3BOJILHOIO YMCAa nosyyare-
neli c NOMOLLbIO 060N 3 NoALEPXKMBAEMbIX TEXHONOTMI YNpaB/eHNs KnoYamy WudpoBaHns A5 KaKA0ro
nosb3osarens.

MpumeuvaHnune — NoagpobHas MHpopmauua o cucteme ynpasieHWs Knw4vyamu wWudpoBaHWA npusefeHa B
RFC 3852.

b) Monb3oBaTenb paclngpoBbiBaeT OAVMH M3 3alUMPOBaHHbIX KNoYel WNdpoBaHNs, BXOAALMUX B
cocTaB flaHHbIx Tuna EnvelopeRelatedData. a 3aTem ¢ NOMOLLbIO A@HHOTO KoYa pacwndposbiBaeT 6romeT-
puyeckue faHHble. HaxogAawmecs B BB/,

5.8.2.1.2 Twun EnvelopeRelatedData npeacTtaBnseT coboii cnefyoLyto 3anmcb:
EnvelopeRelatodData::= SEQUENCE {

version CBEFFSBVersion DEFAULT vO.
originatorinfo (0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos.

contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

a) mosne version npegHasHavyeHo ansa ykasauusa sepcumn tuna CBEFFSBVersion n npegcraBnset coboit
cnepyoLLyto 3anuch:

CBEFFSBVersion ::= INTEGER {v0(0)} (vO....)

b) none originatorinfo Tna Originatorinfo npegHa3HavyeHo 4N ykasaHma nHgopmanmm o6 ycTpoicTee,
creHepupoBaBwnm B3W. laHHOe nonie npucyTCTBYEeT TO/ILKO B TOM C/lyyae, ecain 3Toro TpebyeTt anroputm
ynpaeneHus knwouvamu. [laHHoe nofe MoxXeT cogepxaTb cepTudmkatel u COC. TpeboBaHua K Tuny
Originatorinfo yctaHoBneHsl B RFC 3852 n RFC 5911;

¢) none recipientinfos Tuna Recipientinfos npegrasHayeHo Ansa 3annucu MHOPMaLMOHHbIX 6/10KOB O
nonyvyarensax. f[laHHoe mnone [O/KHO cofepxaTb He MeHee OAHOro WHdopmaunmoHHoro 6soka. Tun
Recipientinfos npeacrtaBnsetr cob6oii nocnefgoBatesibHOCTL TUNOB Recipientinfo. Tpe6oBaHuua k Tuny
Recipientinfo yctaHoBneHbl B RFC 3852 n RFC 5911;

d) nonecontentEncryptionAlgorithm npegHasHauyeHo 415 ykasaHvs anroputma WudgpoBaHns n BCNomo-
ratesibHbIX NapaMeTpoB. MCNOb30BaHHbIX A5 WKPOoBaHNUA BUOMETPUYECKUX AaHHbIX. 115 BCeX Nofb3oBa-
Tenew ykasblBaloT e 4UHbIA anropuTM 1 KoY WrdpoBaHus.

5.8 2.2 TnnencryptionRelatedData

5.8.2.2.1 MHdopmaumoHHoe cogepxnmoe Tuna encryptionRelatedData npeacTtasnseTt co6oit nageHTH-
hukatop obbekTa id-encryptionRelatedData B cooTBeTCTBMM C TUNOM EncryptionRelatedData, 3anucaHHbIM B
HoTauum ACH.1 (cm. 5.8.1.3):

a) BoTanyue ot Tuna envelopeRelatedData, Tun encryptionRelatedData He cogepxuT nHcopmauuu o6
anroputMe WngpoBaHus 1 3awndpoBaHHbIX KNvax WudposBaHnsa s noayyaTeneil. YnpasneHue kaovamm
LWINDPOBAHNSA AO/MKHO OCYLLLECTBAATLCA APYTMMY crocobamu.

NMpumeyaHune — NHdopmaunmoHHoe cogepxumoe Tuna encryptionRelatedData ncnonb3yoT npu wudposaHum
6VIOMeTpl/IHeCKVIX AaHHbIX 4NA NOKasIbHOTO XpaHeHnsA, Npu 3TOM K/1l04u UJVICprBaHMﬂ nony4vyarwT c NnoOMOLW b0 naponel?l;
b) Tn EncryptionRelatedData npeactaBnseT co60ii criefyoLyto 3anmchb:
EncryptionRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT vO.
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

5.8.3 LenocTHoCTb

Ecnn B anemeHTe pgaHHbIX CBEFF_BIR_integrity_options ycTtaHoBneHo 3HauveHue INTEGRITY.
36U gonxeH cogepxatb Tun ContentinfoCBEFFSB. nepBbiIM KOMMOHEHTOM KOTOPOro sBAsieTCA
id-signatureRelatedData nnu id-authenticationRelatodData. B cooTBeTcTBUM ¢ TpeboBaHuaMmM 5.1.8.3 cogep-

6
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XaHue BTOPOro KOMMOHEHTa ycTaHaB/vMBaeT nepsblii KOMNOHeHT Tuna ContentinfoCBEFFSB, To ecTb, ecnu
nepBbIM KOMMOHEHTOM ABAseTcs id-signatureRelatedData. To BTOpbIM flo/keH 6bITb SignatureRelatedData, u,
ecnnm nepeBbIM KOMMOHEHTOM saBAsetcs id-authenticationRelatedData, TO BTOpbIM [O/MKEH ObITb
AuthenticationRelatedData. Takum o6pasom, Tun SignatureRelatedData ncnonb3yoT B TOM criyyae, ecnv 4s
obecrneyeHns LENOCTHOCTM OUOMETPUYECKMX [AaHHbIX WCMNOMb3yT LUPOBYHD NOAMUCH, W TUN
authenticationRelatedData fgo/mKeH 6bITb UCNOMb30BaH, ecin GuomeTpuyeckme gaHHble 3awmuieHsl AKC.
Lindpposyto nognuce n AKC 3anuceiatoT B Cb3 unu B 6B/, (B TOM Yncre 3aingppoBaHHOM).

5.8.3.1 CopgepxaHue Tuna SignatureRelatedData

5.8.3.1.1 CopgepxaHue Tuna SignatureRelatedData ycTaHaBnuBaeT wAeHTUdUKaATOP 06BbEKTA
id-signatureRelatedData B cooTBeTcTBUM C TMNom SignatureRelatedData. 3anucaHHbiM B HOoTauun ACH.1
(cm. 5.8.1.3).

a) SignatureRelatedData npegctaBnsieT co6oii 0aHY WU HECKOMbKO LuMcpoBbIX noanuceit. flio6oe
KONIMYeCTBO NOAMUCLIBAIOLLNX MHCTAHLUWI (fanee — NOAMMCAHTOB) MOTYT NapasniefibHo UCNosb30BaTh Lnd-
pOBYIO NOANMCH AN NOCef0BaTeIbHOCTM AaHHbIX CBE3 n ana 3anvcm BB/, (B ToM uncne 3awmnpoBaHHoro).
B otnnune ot Tuna SignedData (cm. RFC 3852 n RFC 5911) Tun SignatureRelatedData He cofepXuT faHHbIX, K
KOTOPbIM Gbl/1a NPUMEHeHa Ludposas NoAnucCh;

b) npouecc co3gaHus SignatureRelatedData BkntouaeT B ceba crnegytoLyme atanbl, N306paxeHHble Ha
pucyHke 1cnesa:

1) AansaKaxgoro nognucaHTa ganmxecT coobLleHmns (MnuxeLl-3HadyeHne) BbIYMCAT U3 nocneaosa-
TenbHOCTU faHHbIX CB3 1 3anucu BB/, (B TOM uncne 3almgpoBaHHOIA) ¢ UCNONb30BaHMEM CneLMgnyeckoro
ANns faHHoro nognucaHTta anroputma (CATMC*). PesynbTatom siBNsieTcs cOPMUPOBAaHHbLIN falifi)xecT co06-
weHuns (4C**);

2) [nsKaxaoro nognucaHTta, KaanakecTy coobLeHns NPUMEHS0T LM poByo NOANNCH CUCMOSb30-
BaHMeM 3akpblToro knwova nognucunka (3KM***) n cneuudpmyeckoro anroputma noAnucu nognucumka
(CAMMN*4);

3) ANs Kkaxgoro nognucaHTa 3HavyeHune ymdposoii nognvcu (LiM) napyrue gaHHble SBNAIOTCA 3HaYe-
Hunem Signerinfo. Tpe6oBaHns kkoTopomy ycTaHoBeHbl B RFC 3852 n RFC 5911. CepTtudmkarbl n COC kaxao-
ro nognuncaHTa, a Takxe Apyrne AaHHble, He OTHOCALLMECS KKakoMy-Nnbo 4pyromMy NoAnnCcaHTy, COXpaHaoTCs
Ha flaHHOM aTane:

4) cneymduyeckme anropuTMbl gaixecta coobLeHns n CooTBETCTBYOLWMe 3HavyeHns Signerinfo
BCEX NOAMUCAHTOB B CBOK 0OYepeb CTAHOBATCA 3HauyeHneM SignatureRelatedData:

c) npouecc Bepudukaunm SignatureRelatedData BkitouaeT B cebsi HECKO/IbKO 3TanoB (CM. cnpasa Ha
pucyHke 1). MonyyaTenb BbluMCAAET gaingpxecT coobuieHuns (AC*5) n3 nocnenoBatenbHOCTU AaHHbIX CB3 1
3anucy BB/ (B ToM uncne 3awmndpoBaHHoOl), NCNOAb3ya cneuudryecknii anroputm gangxecTta coobLieHus
(CAAC). faHHbI gaigxecT coobLieHnsa u oTKpbIThIi kntoy nognucanTa (OKIM*6) ncnonb3yoT ANS NpOBepK/
3HauyeHus uudposoli nognucu (LIM) nyTem cpaBHeHUA gangxecta coo6LLeHMs, BbIYMCIEHHOrO B npouecce
Bepudchmkauum (A4C) n paligxecta coobuwennsa nognucarTta (4CJ. 3HaveHne AC' HaxogsAweecsa B LpoBoi
nognucu (LIM), pacumdpoBbIBatOT C NOMOLLLIO OTKPLITOro Ktova nognucaHta (OKIM) n cneunduyeckoro anro-
putma nognucu nognucanta (CAMM*7). OTKPbITLIA KNKOY NOAMNMCAHTA ONpefensaoT C MOMOLLbI HAMMEHOBaHNA
N OpPUTUHANBLHOIO CepuitHOro HoMmepa opraHm3alMmn-paspadboTyrka JaHHOoN cucTembl LMPOBOI NoANNCY UNUC
NOMOLLbI0 MAEHTUUKALMOHHOIO KloYa AN OA4HO3HAYHOW uaeHTUdMKauum ceptudmkaTa noanucaHTa,
cofepxallero OTKpbITbIA Ktod. CepTudhmkaT nognucaHta MoOXeT ObiTb BK/OYEH B COAEPXMMOE Moss
certificates Tna SignatureRelatedData.

Ha pucyHke 1 nyHkTupHOW nuHuei ot 3K k nonto «certificates» ykasaH cnoco6 BkIYeEHUS B none
«certificates» cepTudmkaTa OTKpPbITOro KNo4a, OTHOCALLEroCs K 3aKpbITOMY K/TH04Yy nofnucaHTa.

* CAAC (cneyndmnyeckuit anropuTm gaiifxecTa coobuenna) — signer-specific message-digestalgorithm (DA).
** NC (pmaipxecT coobweHne) — message digest (MD).

*** 3KMM (3akpbl ThIil KNOY Nognucymka) — signer's private key (PrK).

** CAMM (cneyndmnyecknitanropuT™ nognucu nognucaHTa) — signer-specific signature algorithm (SA).

*5 B opurnHane MCO/M3IK 19785-3 gonyuweHa oneyaTka — BMeCTO cokpaleHus DS ykazaHo cokpauieHune DS'.
*® OTKpPbITHIN KAOY noagnucaHTa (OKM) — signer's public key (PbK).

*7 B opuruHane NCO/M3K 19785-3g0onyujeHa oneyaTka — BMECTO cokpalieHus SA yka3aHo cokpaljeHune DS.
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npouecc cozaanus LM npouecc Bepudukaumumn LM

5.8.3.1.2 Twun SfgnatureRelatedData npeactaBnseT co60ii cneaytoLLyto 3anuch:
SignatureRelatedData ::= SEQUENCE {
version CBEFFSBVersion DEFAULT VO,
digestAlgorithms SET OF DigestAlgorithmldentifier.
certificates [0] IMPLICIT CertificateSetOPTIONAL,
cds [1] IMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos

a) version npegcrtasnseT coboil Homep Bepcuu cneuudukauum 61oka 3awuTbl MHpopMaLun Tuna
CBEFFSBVersion n05.8.2.1.2:

b) digestAlgorithms npegctaBnsier co6oin 3HayeHne Tuna DigestAlgorithmlidentifiers. cogepxaiero
Habop maeHTUnKaTopoB crneuncryecknux anropuTMoB JaiaxecTta coobleHns. Kaxablii ngeHtudgukaTop
npeAcTaBsieH BMecTe C A0MNO/IHUTE IbHbIMY napamMeTpamyn O4HOr0 WM HECKO/IbKMX NOANNCAHTOB. [aHHbIi
Habop cogepxuT ngeHtudmkaropol Bcex CAC Bcex nognucaHToB B /1l060M nopsagke. Hactoawwmii ctaHgapT
He ycTaHaBnuBaeT TpebOBaHW K MCMOMb30BaHWIO ONpefeneHHOro anropuTma  kpuntorpadmyeckoro
XeLnpoBaHus;

c) certificates npegcraenset coboii Habop cepTudrkatos. Heo6xoanMo, YTOGLI 3TOT HAGOP codepx)as
Heo6xoaMMyl MHopMaLno 0 NocnefoBaTENbHOCTU OT «KOPHEBOro» cepTudiMkara unu ceptudmkaTa ot
opraHa, BblAalLlero ceptugurkarbl 0 cepTMdrKaToB NOAMMCAHTOB, 3anMcaHHbIX B nose signerinfos. Yncno
cepTumKaToB MOXeT 6bITb 60/bLUIE, YEM HEOOXOAMMO: BO3MOXHO Ha/lMune ceptumkaToB, 4OCTATOUHbIX ANS
XpaHeHus nocnefoBaTe/lbHOCTU CepTUMNKATOB OT ABYX U 60/ee He3aBNCUMbIX OPraHOB BbICLLEro YPOBHS,
BblgaoLLmx cepTudunkatbl. CepTudrkaTos MoXeT OblTb MEHbLLE B C/lyvae, ecnun npeanonaraeTcs, 4toy nosny-
yaTesnei ecTb albTepHaTMBHbIE CMOCOObI NOyYeHNA HE0BX0AUMbIX cepTUdUKATOB (Hanpumep, U3 npeablay-
wero Habopa). CepTudmkar nognucaHTa Takke MOXeT ObITb BK/IIOYEH B HAGOP CEPTUINKATOB;

d) crls npeactaBnsieT coboli MHpopMaLmio 06 O0TO3BaHHbLIX cepTudukaTax. [daHHas MHopmauus
no3BonseT onpeAennTb, AeNCTBUTE bHbI N cepTudukaTbl, 04HaKo AaHHas MHopmaLuus He ABnseTcs 06A3a-
TenbHol. Cnuckn 0To3BaHHbIX cepTudmkatos (COC) ABNSAOTCA OCHOBHbIM MCTOYHUKOM MHADOpMaLMm 06 0TO-
3BaHHbIX (HefenCcTBUTENbHbIX) cepTudurkarax. YUncno COC MoxeT 6ObiTb Kak 60/blie, Tak U MeHbLUe, YeMm
Heo6xo0Anmo:

e) signerinfos npeactaBnsieT coboil Habop MHhOPMAaLMOHHBIX 3/IEMEHTOB O NoAnucaHTax. B gaHHoOM
KOMMOHEHTe MOXeT ObiTb /1t060e KO/IMYeCTBO 3neMeHTOoB. TpeboBaHua k Tuny Signerinfo ycTtaHoBNEeHbI B
RFC 3852 n RFC 5911.

8
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5.8.3.2 CogepxaHue Tnna authenticationRelatedData

5.8.3.2.1 CogepxaHne Tuna authenticationRelatedData ycTtaHaBnvBaeT uaeHTUUKATOP O6BLEKTA
id-authenticationRelatedData B cootBeTcTBUM ¢ TUNoM AuthenticationRelatedData. 3anucaHHbIM B HOTauumn
ACH.1 (cm. 5.8.1.3):

a) Tun AuthenticationRelatedData cocTonT ns ayteHTUMKaLnoHHoro koga coobueHums (AKC) n sawmd-
POBaHHbIX ayTEHTUMUKALMOHHBIX K/OYei, npegHasHayeHHbIX 418 OAHOIO WA HECKOMbKUX nonydvatenei.
KombuHaums AKC u ogHOro ayTeHTUdUKaLMOHHOroO Kaoya HeobxoAuma nosyyatesnto A8 NpoBepku
LenocTHocT nocnegosatensHocT Cb3 n BBJ (B TOM yncne 3awmndpoBaHHOro). B oTanumne oT cogepxaHns
Tmna AuthenticatedData. yctaHoBneHHoro B RFC 3852, Tun AuthenticationRelatedData He cogepXuT AaHHbIX,
KOTOpble AO/MKHbI ObITb ayTEHTUULMPOBaHbI;

b) npouecc co3gaHua AuthenticationRelatedData BkntoyaeT B ce65 criegytoLiue stansbi:

1) reHepupoBaHue cnyyaliHbiM 06pa3oM ayTeHTUMKALMOHHOIO Kioya coobLleHns ans onpege-
NIEHHOr0 ayTeHTUVKALMOHHOrO anropuTMa coobLLeHus;

2) wudppoBaHue ayTeHTUMKALMOHHOIO Koya coobleHns Ans kaxgoro nonyyarens. Cnoco6b
LIMPPOBaAHUS 3aBMCUT OT UCNOJIb3YEMOro asiroputTMa ynpasieHus knovamu;

3) BHeceHue B Recipientinfo (Tpe6oBaHne k ucnonb3oBaHuio Tna Recipientinfo yctaHoBneHbl B
RFC 3852 1 RFC 5911) 3aluncpoBaHHOro ayTEHTU(UKALMOHHOIO KYa CO06LLEHUS 1 ApYToii cneundmnyec-
KoM Ansa nonyyarens nHpopmaumu;

4) Bbluncnexve otnpasutesniem AKC ¢ ncnosib3oBaHmeM ayTEHTUMKALMOHHOIO K/Ito4a coobLweHuns
Ha OocHOBaHuW nocneposaTtesibHocTM CB3 u BB/[, (B TOM unucne 3awmdpoBaHHOro). AKC 3anucbiBaloT B
none mac.

5.8.3.2.2 Twun AuthenticationRelatedData npeacTtaBnsieT coboii cnesytoLLyto 3anuch:
AuthenticationRelatedData ::= SEQUENCE {

version CBEFFSBVersion DEFAULT vO,
originatorinfo (0) IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos.
macAlgorithmMessageAuthenticationCodeAlgorithm,
mac MessageAuthenticationCodo

a) version npeacTtasnseT coboil Homep Bepcum cneymdmkauun B3U;

b) originatorinfo npegHasHayeH gnA 3anucu nHopMaLuM O reHepupylolem ycTpolicTBe. [JaHHas
MHhbopmauma Heobxoanma B c/iyyae, ecnun 3Toro TpebyeT airopuTM ynpasneHns Koyamm,  MOXeT BKTlovaTb
B cebs cepTudmkatbl, aTpnbyTUBHbLIE cepTudmkatsl n COC.

c) recipientinfos npegHa3sHauyeH ansa Habopa vHdopmMauuu o nonyyartesne. B gaHHom Habope JoskeH
6bITb, K&K MUHUMYM, OAVIH 3NIEMEHT:

d) macAlgorithm npegctaBnsieT co6oit naeHTMdMKaATOP anropuTMa ayTeHTUrKaLnoHHOro koga coob-
weHunsa (AKC), ngentndunumupyowmii anroput™ AKC ncBs3aHHbIe C HUM NapaMeTpbl, MCNOo/b3yeMble reHepupy-
lowum yctpoiictBom. CogepxaHue nona macAlgorithm npepgHasHayeHo Ans ob6neryeHnss ofHONPOXOAHOM
06paboTKN faHHbIX Nonyyarenem;

e) mac npegcTasnsieT coboii AKC.

5.8.4 WundpoBaHue 1 NpoBepkKa LLe/I0OCTHOCTH

5.8.4.1 Ecnun anemeHTbl gaHHbix CBEFF_BDB_encryption_options 1 CBEFF_BIR_integrity_options
noagepxusatotca Cb3 n ux sHavyeHnamu asnatotcad ENCRYPTION n INTEGRITY cooTtseTcTBeHHO. B3V fon-
XEH coflepXaTb 3/1IeMeHTbI LUMGPOBaHNA 1 MPOBEPKK LIe/IOCTHOCTU.

5.8.4.2 lWudposaHne [0/MKHO ObITb NPOBEAEHO A0 NPOBEPKM LieNoCTHOCTW. ocnefosBaTenbHOCTb
[elicTBUiIl fo/MKHA ObITb CNeayoLei:

1) 6uomeTpuyeckue gaHHble (6B/) 3awmngpoBbiBatoT U 3anvcbiBatloT B none BB/,

2) reHepupyloT faHHble TunoB EnvelopeRelatedData unu EncryptionRelatedData n BHocAT ux B B3U;

3) 3 nocnepoBatensHocT CBE3 u BB/[, reHepupyloT OA4HY WM HECKOJIbKO LMPOBLIX MoAanuceit
nnn AKC:

4) reHepupyloT gaHHble TuNoB SignatureRelatedData nnu AuthenticationRelatedData v BknovatT ux
B B3W.

5.8.4.3 TpoBepky LEeNOCTHOCTU NPOBOAAT A0 Mpolecca pacwungposbiBaHus. NocnefoBaTeNbHOCTb
[elicTBUIA foMKHA BbITb CNeaytoLei:

1) ogHy wnu Heckonbko uucppoBbix noanuceid uanm  AKC  nonyvalwT U3 [aHHbIX  TUMNOB
SignatureRelatedData nnu AuthenticationRelatedData B3U;

2) npoBepkKy LenocTHOCTV nocnegosatensHocT Cb3 n 3awmndposanHoro 6B/ npoBoAAT C NOMOLLbIO
uncposoii nognucu nnn AKC;
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3) vHdopmaumio 0 WwudpoBaHMM MnofydalT M3 AaHHbiXx TunoB EnvelopeRelatedData wm
EncryptionRelatedData B3W;

4) pacwudposbliBaloT BB/ Ansa nonyyeHusa ncxogHoro bbA,.

MpoBepka L,eIoCTHOCTN MOXET 6bITh BbINONIHEHA 6€3 paclungpoBbIBAHNS.

5.9 3anucb abCTpPakTHbIX 3HaYEeHWN

3anuck gaHHbIx B3 npoBoaAT cnegytowmm o6pasom:

a) nobutosyto 3annce C53 NpoBOAAT BCOOTBETCTBMM C TPEOHOBAHUAMM UCMOb3yeMoro oopmarta Beay-
el opraHnsauuu;

b) mo6utosyto 3anucb BB/l NpoBOASAT B COOTBETCTBMM C TpeboBaHUsAMY cneundukaymm popmata BB/A;

c) 3anucb CBEFFSecurityBlock npoBogAT B COOTBETCTBUYM C Nnogpasaeniom 5.5 nnpunoxeHmem A HacTo-
Auero ctaHgapra.

6 dopmat 6110ka 3awmnTbl MHOPMaL MK, UCNO/b3YIOWMNIA TONLKO
uMdppoByro NoAnnCh

6.1 Bnapgeney,
NCO/M3K CTK1/MK37
6.2 NpeHTndmkaTop Bnagenoua

257 (0101 Hex). AaHHbIl naeHTudukatop nNpuCcBOEH 6MOMETpPMUECKO opraHusauum
MNCO/M3K CTK1/MK37 B cooTBeTCcTBUYM C TpEGoBaHmamMn MCO/MIK 19785-2.

6.3 HammeHoBaHue
ISO/IEC JTC1/SC 37 signature-only security block format
6.4 NpeHTndmkatop

4 (0004 Hex). OaHHbIi wnAeHTUMKaATOp 3aperncTtpupoBaH B COOTBETCTBMM C TpebGoBaHUSMU
MCO/M3K 19785-2 gns kogupoBaHus ¢ ucnonb3osaHmem DER (cm. MICO/M3K 8825-1).

5 (0005 Hex). [aHHbIi unaeHTUMKATOP 3aperucTpupoBaH B COOTBETCTBUM C TpeboBaHUAMU
MCO/M3K 19785-2 ons koanposaHms ¢ ucnonb3osaHnem PER (cm. MICO/M3K 8825-2).

6 (0006 Hex). [aHHblli uWAEHTUMKATOP 3apPerucTpupoBaH B COOTBETCTBUM C TpeboBaHUAMMU
MCO/M3K 19785-2 ans koguposaHus ¢ ucnonb3osaHmem XER (cm. MICO/M3K 8825-3).

6.5 NpeHTndmkaTopbl 06bekToB ACH.1 ANns gaHHOro dpopmata

6.5.1 3anuchb c ucnonb3osaHnem OER

(iso registration-authority cbeff(19785) biometric-organization(O) jtcl-sc37(257) sbformats(3)
signature-only{2) der-encoding(1)}

Unu 3HavyeHune B Hotauum XML.

1.1.19785.0. 257.3.2.1

6.5.2 3anuck c ucnonb3osaHnem PER

(iso registration-authority cbeff(19785) biometric-organization(O) jtc1l-sc37(257) sbformats(3)
signature-only(2) per-encoding{2)}

Unu 3HavyeHune B Hotauum XML;

1.1.19785.0. 257.3.2.2

6.5.3 3anuck c ucnonb3osaHnem XER

(iso registration-authority cbeff(19785) biometric-organization(O) jtcl-sc37(257) sbformats(3)
signature-only{2) xer-encoding(3)}

Unu 3HavyeHune B Hotauum XML;

1.1.19785.0. 257.3.2.3

6.6 O6nacTb NpUMeHeHUsi

BoK 3aWwuTbl MHGOPMAaLMK, NCNONbL3YIOLWNUIA TONLKO LMGPOBYIO NOAMUCH, MPUMEHSIIOT B Cly4asnX, koraa
TpebyeTcs TONbKO LMdpoBas NoAnucb U He TpebyeTcs WwndpoBaHve. [aHHblii hopmaT npegocTaBiseT BO3-
MOXHOCTb MCNO/b30BaHNA (DOPMaTUPOBAHHbIX C NOMOLLLbH CUHTaKCMCa KpUNTorpadnyecknx cCoobLeHnn faH-
HbIX. NOAMUCAHHbIX C UICNO/b30BaHNEM JIMYHON MHOPMaL KN 6e3 MPUMEHEHNS [0NONHUTENbHbIX MEXaHN3MOB
3awWwmTbl UHDOpMaL M. BNok 3almTbl MHhopMaLum, NCNONb3YIOLLNIA TONBKO LM POBYIO NOANUCH, HE NogAep-
XMBaeT ncnonb3oBaHne otyeToB ACBMO. a Takke MHOXECTBEHHbIX LM pOBbIX MOAMMUCEN.

NMpumeyvyaHune — [laHHbll hopmaT cooTBeTCTBYET TpeboBaHusam (4J.

10
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6.7 WNpeHTudmkartop Bepcumn

dopmaty 36M. ycTaHOBNEHHOMY B HACTOALWEM pasaesie, NPUCBOEH CreayrLWuiA nageHTudgmrkaTop Bep-
Cun: OCHOBHOE 3HaveHne — (0). BcnomoratenbHoe 3HavyeHne — (0).

6.8 Cneuudukauymsa popmata n TpeboBaHMSA K COOTBETCTBUIO

Bnok 3awuTbl MHGOPMAaL MK, NCNOL3YIOLLNI TONTbKO LMK POBYIO NOAMUCH, AO/IKEH NPeACcTaBNsATL CO60i
3anuncb, COOTBETCTBYOLWYIO TpeboBaHmaMm RFC 3852. nnu gaHHole Tuna SignedData B HoTaumn ACH.1. cooT-
BETCTBYOLLUME TpeOOBAHNAM BbilLeyKa3aHHOr0 JOKyMeHTA.

MpunmeuaHune — B RFC 3852 ycTaHoB/neHO TpeboBaHMWe K UCMONb30BaHUID 0TAnYuTEeNbHbIX (DER) npasun ko-
auvposaHua (MCO/M3IK 8825-1*)anqa 3anucu SignedData.

LincppoByto nognunce NpMMEHSIIOT K 3anncu, COOTBETCTBYoLW el TpeboBaHnam ECPOB/, (CBE3 n BB/A) 3a
ucknoveHnem 63U, ucnonb3ytowero ToNbKo LMGPOBY NOAMNUCH.

[JaHnHbili dhopmat B3V gomkeH COOTBETCTBOBATb ClefylolyM Tpeb6oBaHWAM, YCTaHOB/IEHHbIM B
RFC 3852:

- 3HavyeHuem CMSVersion f0/MKHO 6bITb V3;

- encapcontentinfo He gomkHO cogepxatb nons eContentfield;

- none certificates LO/MKHO UMETb HY/IEBOE 3HAYEHMEe UK cofepxaTtb ofuH certificate (ecnu Takoe Tpe-
60BaHMe YCTaHOB/IEHO KOHKPETHbIM NPUMEHEHMEM), KOTOPbIA UCNOMb3YIOT A9 NPOBEPKM signature 3anucaH-
Horo B none Signerinfo:

- none crls He ncnonb3yioT;

- none signerinfos gonxHo cogepxartb oguH Signerinfo;

- Signerinfo gonxeH cogepxaTtsb:

- 3HauyeHue issuerAndSerialNumber ansa anemeHTa Signerldentifier:
- aTpubyT MossageDigest ana xelw-3HavyeHnsa nocnegosatensHoctn Cb3 n BB/,

* B opurnHane NCO/M3K 19785-4 BmecTO ISO/1EC 8825-1 own604HO ykaszaHo 1ISO 8825-1.
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MpunoxeHune A
(o6a3aTenbHoOe)

Mogpynb ACH.1 ans dopmaTta 610Ka 3awmnTbl MHOpMaLnn

[aHHblili Moaynb ACH.1 6bin1 NpOBEPEH HA Hannune oW NMBOK C NOMOLLbI0 cneynanbHOro MHcTpymeHta ACH.1.npeg-
Ha3HaYeHHOTrOo 415 CUHTAKCUYECKO NPOBEPKN.

CBEFF-GENERAL-PURPOSE-SECURITY-BLOCK
{180(1) standard(O) cbeff(19785) module(O) sb(16) rev(O)}
DEFINITIONS AUTOMATIC TAGS :*>BEGIN
IMPORTS
-- RFC 5911 ASN.1 Module for RFC 3852 Cryptographic Message Syntax
ContentEncryphonAlgorithmldentifier,
Signerinfos. MessageAuthentlcationCodeAlgorlthm.
DigestAlgonthmlidentifier. AuthAttnbutes. MessageAuthenticationCode.
Orlginatorinfo. Recipientinfos
FROM CryptographicMessageSyntax2004 {
iso(1) memoer-body(2) us(840) rsadsl(113549)
pkcs(1)pkes-9(9)smime(16)modules(0)cms-2004(24)}
-- ISO/IEC 24761 Authentication context for biometrics
ACBiolnstance, CertiflcateSet. RevocaboninfoCho»ces
FROM AuthenticationContextForBiometrics {
Iso(1) standard(O) achio(24761) module(1 )acbio(2) rev(O)};
CONTENT-TYPE ..=TYPE-IDENTIFIER
CBEFFSecurityBlock SEQUENCE OF CBEFFSecuntyBlockElement
CBEFFSecurityBlockElement CHOICE {
elementCBEFFSB ContentinfoCBEFFSB.
subBtockForACBio SubBlockForACBIo.
accumulatedACBiolnstances ACB.olnstances

ContentinfoCBEFFSB ::= SEQUENCE {
contentType CONTENT-TYPE.&id({ContentTypeCBEFF)).
content(0) EXPLICIT CONTENT-TYPE.&Type
({ContentTypeCBEFF}{@ contenlIType))

ContentTypeCBEFF CONTENT-TYPE .:= {envelopeRelatedData (encryptionRelatedData |
signatureRelatedData | authenticationRelatedData)
EnvelopeRelatedData::* SEQUENCE {
yer3ton CBEFFSBVersion DEFAULT vO,
origmatorinfo (0) IMPLICIT Orlginatorinfo OPTIONAL,
recipientinfos Recipientinfos.
contentEncryptionAlgorithm ContentEncryptionAlgorithmldenhfier

CBEFFSBVersion INTEGER {v0(0)}(vO....)

EncryptionRelatedData ::= SEQUENCE {
yerston CBEFFSBVersion DEFAULT vO,
contentEncryptionAlgorithm ContentEncryptionAlgorithmlidentifter

SignatureRelatedData SEQUENCE {
yerston CBEFFSBVersion DEFAULT vO.
digestAlgorlithmsSET OF DigestAlgonthmldentlfier.
certificates (0) IMPLICIT CertiflcateSet OPTIONAL,
crls [LJIMPLICIT RevocationinfoChoices OPTIONAL,
signerinfos Signerinfos

AuthenticationRelatedData ::= SEQUENCE {
yer3ton CBEFFSBVersion DEFAULT vO,
orlglnatorinfo (0) IMPLICIT Orlginatorinfo OPTIONAL.

12



FOCT P NICO/M3K 19785-4—2012

recipientinfos Reciplentinfos.
macAlgonthm MessageAuthenticationCodeAlgorithm,
mac MessageAuthenticabonCode

}

SubBlockForACBioSEQUENCE {
bpulOIndex INTEGER,
acbloinstance ACBIlolnstance

}ACBiolnstances SEQUENCE OF ACBiolnstance
- - contentType object Identifiers
«d-envelopeRelatedData OBJECT IDENTIFIER (
iso(1) standard(O) cbeff(19785) contentType{l) envelopeRelatedData(1)

»d-encryptionRelatedDala OBJECT IDENTIFIER {
iso(1)standard(0)cbeff(19785) contentType(1l)encryptionRelatedData(2)

>
«d-slgnatureRelatedData OBJECT IDENTIFIER :*>{

iso(1)standard(0)cbeff(19785)contentType(l)signatureRelatedData(3)

«d-authenticationRelatedData OBJECT IDENTIFIER {
Iso(1) standard(O) cbeff(19785) contentType(1) autbenticationRelatedData<4)

- - ContentT ype objects

envelopeRelatedData CONTENT-TYPE :={
EnvelopeRelatedData
IDENTIFIED BY >d-envelopeRelatedData

encryptionRelatedData CONTENT-TYPE (
EncryptlonRelatedData
IDENTIFIED BY »d-encryptlonRelatedData
iignatureReIatedData CONTENT-TYPE {
StgnatureRelatedData
IDENTIFIED BY «d-slgnatureRelatedData

}
authenticationRelatedData CONTENT-TYPE {
AuthenticationRelatedData

IDENTIFIED BY »d-authenticationRelatedData

END --CBEFF-SECURITY-BLOCK

13
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MpunoxeHune B
(cnpaBouHOE)

O1/inmuma TMNOB, ycTaHoBJ/IEHHbIX B RFC 5911

BO/IbWMHCTBO TUNOB, BXOAAWMUX B HoTauuio ACH.1. ucnonb3yembiX B HAcTOsIWEM CTaH4apTe, yCTaHOB/EHbl B
RFC 3852. 04HaKO HEKOTOPbIE TUMbI 3aMEHEHbI HA aHA/IOTMYHbIE. B aHHOM MPUIOXEHUN YKa3aHbl OT/INYNS MEeXAY 3TUMK
TMnamm.

B.1 Otnunuune EnvelopeRelatedData ot EnvelopedData

EnvelopeRelatedData no HacToswemy cTaHfapTy oTnmyaeTtcsa oT EnvelopedData. Tpe6oBaHMs K KOTOPOMY ycTa-
HoB/eHbl B RFC 5911.
EnvelopedData npegctaBnseT co6oii.
EnvelopedData ::= SEQUENCE {
version CMSVerslon,
orlginatorinfo (0] Orlglnatorinfo OPTIONAL,
recipientinfoe Recipientinfos.
encryptedContentinfoEncryptedContentinlo.
unprotectedAttrs (1J UnprotectedAttributes OPTIONAL

EnvelopeRelatedData npeactaBnseT coboii:
EnvelopeRelatedData::® SEQUENCE {
version CBEFFSBVersion DEFAULT vO.
ongmatorinfo (0) IMPLICIT Orlginatorinfo OPTIONAL,
recipientinfos Reopientinfos,
contentEncryptionAlgorithm ContentEncryptionAlgorithmldentifier

OTnunune EnvelopeRelatedData ot EnvelopedData 3aknioyaeTca B TOM. YTO NepBblii He BkAYaeT B ceb6a nons
encryptedContentinfo* n nonsa unproctectedAttrs. CornacHo Tpe6osannam RFC 5911 3awmndpoBaHHble faHHble noMelya-
10T B none encryptedContent Tuna EncryptedContent. B kotopom EnvelopedData mMoxeT 6bITb NpeAcTaBieHa B BUje Bno-
XEHHOW CTPYKTYpbl. B cnyyae ncnonb3oBaHua ECP®OB/[ 3awngpoBbiBaloT TOSIbKO GUOMETpUYEcKne faHHble N COXPaHsaoT
nx B BB/l. N03TOMY HEeT HE06XOAMMOCTU UX NPefCTaBNEHUNA B BUAE BIOXEHHOW CTPYKTypbl. Mpu pacwudgpossiBaHun BBJ
HeobxoAaumo Hanuune nona contentEncryptionAlgorithm tuna ContentEncryptionAlgorithmldentifier. koTopoe siBnseTca
nocnegHum B3anucu Tuna EnvelopeRelatedData.

B.2 OTtnunuune EnvelopeRelatedData ot EncryptedData

OnpegeneHne  EncryptionRelatedData. npepcTaBneHHoe B HacTosiuleM  cTaHAapTe, OCHOBAHO  Ha
EncryptedData.Tpe6oeaHHB k koTopomy ycTaHoBneHbl B RFC 5911.
EncryptedData npeactaBnseT co6oii:
EncryptedData ::* SEQUENCE {
version CMSVerslon,
encryptedContentinfo EncryptedContentinfo.
unprotectedAttrs (1) UnprotectedAttributes OPTIONAL

EncryptionRelatedData npeactasnseT co6oii:
EncryptionRelatedData ::* SEQUENCE {
version CBEFFSBVersion DEFAULT vO,
contentEncryptionAlgorithm ContentEncryptionAlgorithmlidentifier
OTtnuune EncryptionRelatedData ot EncryptedData aHanorn4yHo ykasaHHomy B 8.1.
B.3 Otnuune SignatureRelatedData o1 SlignedData

Onpepgenenne SlgnatureRelatedData, npefgcTtaBneHHoe B HAaCToAWEM cTaHgapTe, 0OCHOBaHO Ha SignedData. Tpe-
60BaHNA K KOTOPOMY ycTaHoBneHbl B RFC 5911.

* 6 opuruHane MCO/M3IK 19785-4 BmecTo0 encryptedContentinfo own6o4Ho ykasaHo encrypuonContentinto.
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SignedData npeacTtaBnsiet co6oii:

SignedDataSEQUENCE {

version CMSVersion.

digestAlgoritnms SET OF DigestAlgorithmldenbfier.

encapContentinfoEncapsulatedContentinfo.

certificates [0] CertiflcateSet OPTIONAL,

crls (1) RevocationinfoChoices OPTIONAL,

signertnfos Slgnerinfos

SignatureRelatedData npegctasnset co6oii:
SignatureRelatedData .*= SEQUENCE {
version CBEFFSBVersion DEFAULT vO.
digestAigorithms SET OF DigestAlgorithmldenLfier.
certificates [0) IMPLICIT CertiflcateSet OPTIONAL,
crls (LJIMPLICIT RevocationinfoChoices OPTIONAL,
signertnfos Slgnerinfos

OTnnune mexnay SignatureRelatedData n SignedData 3akntouyaetca B ToMm. uto SignatureRelatedData He BkioyaeT B
cebs nons encapContentinfo. B cootBeTcTBUM ¢ Tpe6oBaHnem RFC 5911. faHHble ¢ uupoBOii NOANUCHID NOMeLWLaloT B
none encapContentinfo Tuna EncapsulatedContentinfo. B koTopom SignedData moxeT 6bITb NpeacTaBneHa B BUAe BO-
XEHHOW cTPYKTYypbl. OAHaKo B caiydyae ncnonb3oBaHua ECOOB/, undpoBy Nognncb NPUMEHAT ToNbko K CE3 n BB/
(BO3MOXHO, 3aWIM(POBAHHOI0), KOTOPbIE COXPAHATCHA COOTBETCTBEHHO B KaXA0M 6/10Ke, NO3TOMY He TpebyeTcs ux npeg-
cTaB/ieHVe B BUAE B/IOXEHHOU! CTPYKTYpbl.

B.4 Otnnuune AuthenticatlonRelatedData ot AuthenticatedData

AuthenticationRelatedData. npefctaBneHHoe B HacToAlWeM cTaHgapTe, ocHoBaHo Ha AuthenticatedData. Tpe6oBa-
HNA K KOTOPOMY ycTaHoBeHbl B RFC 5911.
AuthenticatedData npegcraBnseT co6oii:
AuthenticatedData ::= SEQUENCE {
version CMSVersion.
ongmatorinfo(O) IMPLICIT Origmatorinfo OPTIONAL,
recipientinfos Reciplentinfos.
macAlgorithm MessageAuthenticationCodeAlgonthm.
digestAlgorithm J1JDigestAlgonthmldentlfier OPTIONAL.
encapContentinfo EncapsulatedContentinfo.
authAttrs (2] AuthAttnbutes OPTIONAL,
mac MessageAuthenticabonCode.
unauthAttrs (3) UnauthAttributes OPTIONAL

AuthenticationRelatedData npeactaBnseT co60ii.
AuthenticationRelatedData ::= SEQUENCE {
version CBEFFSBVerslon DEFAULT vO.
origmatorinfo [0] IMPLICIT Origmatorinfo OPTIONAL,
recipientinfos Reciplentinfos.
macAlgorithm MessageAuthenttcationCodeAlgonthm,
mac MessageAuthenticabonCode

OTnnuune Mexay AuthenticationRelatedData n AuthenticatedData 3aknyaeTca B TOM, uTo
AuthenticationRelatedData He BkntoyaeT B ceb6s nona encapContentinfo. B cooTBeTcTBUYK ¢ Tpeb6oBaHnem RFC 5911. cre-
HepupoBaHHbIi AKC nomewatoT B none encapContentinfo Tuna EncapsulatedContentinfo. B kotopom AuthenticatedData
MOXeT 6bITb NPpeAcCTaBeHa B BUAE BIOXEHHO! CTPYKTYpbI. 8 cnyyae ucnonb3osanuss ECO®OB[ ungposyo noanuch npu-
MeHsT Tonbko K CE3 n BB/l (BO3MOXHO, 3allMdPOBAHHOI0), KOTOPbIE COXPAHATCA COOTBETCTBEHHO B Kaxaom 610ke,
noaTomy He TpebyeTcs ux npefcTaBneHne B BUAe BAOXEHHON CTPYKTypbl. N5 npefcTaBneHns 6uomeTpuyeckoii MHpop-
Mauuun B cooTBeTcTBUMN C TpeboBaHuamu ECOOB/[ He TpebyeTcsa ncnonb3oBaHne nonei authAttrs u unauthAttrs. noatomy
oHM He BX0AAT B cocTaB AuthenbcationRelatedData. Kpome Toro. AuthenticationRelatedData He cogepxut nons
digestAigonthm. Tak kak OHO MCNONb3yeTca TOMLKO NpW Hanuuum nons authAttrs (cm. RFC 5911).

15



FOCT P NCO/M3K 19785-4—2012

Mpunoxexnune JA
(cnpaBoyHOe)

CBefeHNsi 0 COOTBETCTBUM CChIZTOYHBIX MEXAYHAPO4HbIX CTaH4apToB
CCbIZTIOYHBIM HaLMOHabHbLIM cTaHAapTam Poccuiickoii ®egepaunm

Ta6nuuya [JA1L

O603Ha4YeHne CCbINIOYHOro CreneHb
O603HaveHne 1 HaVMeHOBaHWEe COOTBETCTBYIOLLEH HALMOHANbHO CTaHaapTa

MeX/yHapoAHOro ctaHaapTa COOTBETCTBUSA

MCO/M3IK 8824-1:2008 0T FOCT P NUCO/M3K 8824-1—2001 «WHopmaLnoHHas TexHONorus.
Ab6cTpakTHaa cuHTakcmuyeckas HoTauus sepcum ogmH (ACH.1). Yactb 1.
Cneuyndukauma 0OCHOBHOW HOoTauum»

NCO/M3IK 8824-2:2008 0T FOCT P NUCO/M3K 8824-2—2001 «WHpopmaynoHHAs TexXHONOorus.
A6CcTpakTHaa cMHTakcuyeckas HoTauua sepcumn oguH (ACH.1). Yactb 2.
Cneuundukaumna MHOOpMaLNOHHOTO 06bekTa»

NCO/M3K 8824-3:2008 T FOCT P NCO/M3K 8824-3—2002 «WHpopmaynoHHAA TexXHONOorus.
A6CcTpakTHaa cMHTakcuyeckas HoTauua sepcumn oguH (ACH.1). Yacte 3.
Cneuyndnkaumnsa orpaHnyeHmna»

NCO/M3IK 8824-4.2008 0T FOCT P NCO/M3K 8824-4—2003 «UMHpoOpMaLMOHHAA TeXHOMOrus.
AbGCTpakTHaa cMHTakcuyeckas HoTaumsa sepcun oguH (ACH.1). YacTb 4.
MapameTpusayna cneyndukaymm ACH.1»

NCO/M3K 8825-1:2008 0T FOCT P NCO/M3K 8825-1—2003 «WHpopmaunoHHas TeXHOMorus.
Mpasuna koguposaHua ACH.1. Yactb 1. Cneuyudpukauma 6a3oBbix
(BEA), kaHOoHuYeckux (CEA) n otnnuntenbHeix (DER) npaBun kogupo-
BaHNA»

MCO/M3K 8825-2:2008 0T FOCT P NCO/M3K 8825-2—2003 «WH(popmaynoHHas TeXHONOrns.
Mpasuna koguposauua ACH.1. Yacte 2. Cneyndukaymnsa npasua ynaoT-
HeHHoro kogupoBauusa (PEA)»

NCO/M3IK 8825-3:2008 - b

MNCO/M3K 8825-4.2008 0T FOCT P NCO/M3K 8825-4—2009 «WHpopmaynoHHas TexXHONOorus.
Mpasuna kopguposaHua ACH.1. YacTte 4. Mpasuna XML kognposaHus
(XESA)»

NCO/M3K 8825-5:2008 — -

NCO/M3K 8825-6:2008 - b

NCO/M3K 9798-6 - -

MCO/M3K 19784-1 0T FOCT P UCO/M3IK 19784-1— 2007 «ABTOMaTU4YecKas ngeHTudnkaymns.

NaeHTunkayns 6uometTpuyeckas. bruomeTtpuyecknii NporpamMmMHbIii UH-
Tepgelic. Yactb 1. Cneundukaums 6MOMeTPUYECKOro NporpaMMHOro
nHTepdeiica»

NCO/M3K 19785-1 0T FOCT P UCO/M3IK 19785-1—2007 «ABTOMaTU4eckaa naeHtudukayus.
NpoeHTudukaumna 6nometpuyeckas. EanHas cTpyktypa gpopmaTtoB o6me-
Ha 6uomeTpuyeckumu gaHHbiMu. YacTtb 1. Cneundukayns aNemMeHToB
[aHHbIX»

NCO/M3K 24761 — -

* COOTBETCTBYIOLW NI HALMOHANbHbIN cTaH[apT OTCYTCTBYeT. [lo ero yTBepxX/AeHUsi peKoMeHAyeTcs NCNonb30BaTh
nepeBO/, Ha PYCCKUii S3blK AAHHOTO MeXAyHapoA4Horo ctaHgapTa. MepeBos AAHHOTO MeXAYyHapoAHOro cTaHfapTa Ha-
xoamuTcs B ®efepanbHOM MHGPOPMALMOHHOM POHAE TEXHUYECKUX pPernamMeHTOB U CTaHAAPTOB.

MpumeuaHne — 38 HaCTOﬂU.l,eVI Tabnuue ncnonb3oBaHO cregylolee ycioBHoOe 0603HaYeHne CTeNeHn cooT-

BETCTBUS CTAHAAPTOB:
- IOT — uAgeHTU4YHblIEe CTaHAAapThI.
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