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rOCT P UICO/M3K 7816-8—2011
Mpeaucnosune

Llenn v npvHumnsl cTaHgapTm3auun B Poccuiickoin ®efepauun yctaHoBeHbl defepasibHbIM 3aKOHOM
0T 27 pekabps 2002 r. No 184-93 «O TeXHMYECKOM perynvpoBaHum», a npasuia NpUMMeHeHUss HaunoHaIbHbIX
cTtaHgapToB Poccuiickoin ®egepauun — FOCT P 1.0—2004 «CTtaHaapTusauua B Poccuiickoli ®egepauun.
OCHOBHbIE NONOXEHUSA»

CBejeHusi o ctaHgapTte

1 NOATOTOBJ/IEH depepanbHbiM roCyAapCTBEHHbIM YHUTApHbIM NpeanpusaTneM «Bcepoccuiickuii
Hay4YHO-UCCnefoBaTeNbCkUii  UHCTUTYT — cTaHgapTv3aumm 1 cepTudukauum B MalMHOCTPOEHUU»
(BHUMHMALL) n TexHnyeckum koMuTeToM no cTaHgaptusaummn TK 22 «/HopMaLnoHHbIe TEXHOMOMMN» Ha
OCHOBe CO6CTBEHHOTO ayTEHTUYHOIO NepeBoAa Ha PYCCKUIA A3blK CTaHAapTa, YKasaHHOro B NyHkTe 4

2 BHECEH TexHuuyeckum KoMUTETOM Mo cTaHgaptusaunu TK 22 «HdopmMaLoHHble TeXHOM0rMmn»

3 YTBEPXJEH W BBEJEH B AENCTBWE [pukasom defepansHOro areHTCTsa No TEXHUYECKOMy
perynupoBaHuto 1 meTponorum ot 13 neka6bps 2011 r. Np 1009-cr

4 HacTosiwniA cTaHAapT MAEHTUYEH MexayHapogHoMmy cTaHaapTy WCO/M3K 7816-8:2004 «KapTbl
naeHTUdurKaunoHHble. KapTbl Ha MHTerpasbHbiX cxemax. YacTb 8. KomaHAabl AnA onepauuii no sawute
nHpopmauum» (ISO/IEC 7816-8:2004 «Identification cards — Integrated circuit cards — Part 8: Commands
for security operations»).

Mpy NpYMeHeHnn HacTosALLero cTaHgapTa pekoMeHAyeTCs UCNob30BaTb BMECTO CCbI/TOYHbIX MexXay-
HapoAHbIX CTAHAAPTOB COOTBETCTBYIOLIME MM HaLMOHaNbHble cTaHAapTbl Poccuiickoii depepauuu, ceege-
HVA O KOTOPbIX NpUBEAEHbI B AOMNOMHUTE/IbHOM NPUioxeHun A

5 BBEJEH BIEPBbIE

6 HekoTopble NONOXEHNS MEXAYHAPOAHOTO CTaHAAPTa, YKazaHHOro B MyHKTe 4. MOTYT ABAATLCS 06b-
eKTaMm NaTeHTHbIX Npas. MexayHapoaHas opraHu3auus no ctaHAapTM3auun He HeceT OTBETCTBEHHOCTL 3a
UAEHTUMKALMIO NOAO6HBIX NAaTEeHTHbIX NPaB

MHdopmauns 06 nsMeHeHnsax K HacTosileMy cTaHgapTy nybnvkyeTcs B eXerogHo nsgasaemom
NHOpPMaLMOHHOM yKasaTene «HaunoHanbHble CTaHAapThi», @ TeKCT U3MEHEHUI 1 MONPaBOK — B eXe-
MeCcsSYHO M3faBaeMblX UH(OpPMAaLUOHHbLIX yKasaTenax «HauuoHanbHble cTaHgapThl.-. B cnyvae nepe-
cMOTpa (3ameHbl) WM OTMEHbl HAcTOAWEro craHjapTa COOTBeTCTBYWLlee yBefoMeHNne OygeT
0ony6/NKOBaHO B €XXEMECSAYHO N3[aBaeMoM MHDOPMAaLMOHHOM yKa3zaTene «HaunoHanbHble cTaHaapThi».
CooTBeTCTBYylOWas uHhopmauns, yBefoMaeHne n TeKCTbl pasMellalnTCsa Takke B MHOPMaLMOHHON
cMcTeme o6Lero nonb3oBaHnsa — Ha ohuumnanbHOM caiiTe defepasibHOro areH TCTBa N0 TEXHUYECKOMY
peryimpoBaHuio 1 MeTponoruv B ceTu VIHTepHeT

© CtaHgapTuHgopm. 2013

HacTosiuii cTaHAapT He MOXEeT GbITb NOSIHOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MPOCTPaHEH B kayecTBe ohuLmanbHOro nsganus 6e3 paspelleHns ®efepasbHOrO areHTCTBa No TEXHUYECKO-
MY perysimpoBaHuio 1 MeTposorim
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rOCT P ICO/M3K 7816-8—2011
BeBegeHve

Cepus ctaHgaptoB MCO/M3K 7816 onpegenset TpeboBaHNs Kk napamMeTpam KapT Ha MHTerpasibHbIX
cxemax ¥ cnocobbl UX UCMONb30BaHMSA B paMKkax MexayHapoAHoro o6MeHa nHopmaumeid. laHHble naeHTH-
dvKaLMOHHbIE KapTbl NpeAHasHaveHbl 4158 o6mMeHa nHopmaumeid, OCHOBAHHOTO Ha COrNacoBaHUAX Mexay
BHELUHUM WCTOYHMKOM W UHTErpasibHol CXemoil kapTbl. B pesynbTarte MHOpMauMOHHOTO obmMeHa kapTta
BblaeT MH(opMauuio (pesynbTaT BbIYUC/IEHWIA, XpaHUMble AaHHble) UW/WAn U3MeHsieT CBOE COAEPXUMOeE
(MamMATb AaHHbIX, NamMATb COObITHIA).

MATb cTaHAapTOB OTHOCATCA K KapTaMm C ra/ibBaHUYECKUMUN KOHTaKTamu, TPU 13 HUX ONpeaensioT anek-
TpUYeCKunin nHTepdeiic:

MCO/M3K 7816-1 — onpegfenseT om3nyeckne xapakTepucTukn KapT C KOHTakTamu:

MCO/M3K 7816-2 — onpegenseTt pasMmepbl U pacnosioXeHne KOHTaKTOoB;

NCO/M3K 7816-3 — onpepensieT afieKTpuyeckuini uHtepdeiic n npoToko bl Nnepegayn AN acHXPOH-
HbIX KapT;

MCO/M3K 7816-10 — onpegenseT 3N1eKTpUYecknii UHTepgenc n oTBeT Ha BOCCTAHOB/IEHME AN CUH-
XPOHHBbIX KapT;

NCO/M3K 7816-12 — onpegensieT afiekTpuyecknii nHtepdeiic n padboune npoueaypbl anas USB kapT.

Bce ocTanbHble cTaHAapTbl HE 3aBUCAT OT TEXHONOMMK husnyeckoro nHTepdeiica. OHN NPUMEHSIIOTCA K
KapTam, noAkIYaeMbIM Npy NMOMOLLM KOHTAKTOB W/WAN pagnmoyacToThl:

NCO/M3K 7816-4 — onpepensieT opraHusauuio, 3awuTy n KOMaHabl 415 o6MeHa uHdopmMalmeil;

NCO/M3K 7816-5 — onpepensieT perncrpayluvio npoBaingepos npuknagHbiX nporpamm;

MCO/M3K 7816-6 — onpefensieT afieMeHTbl AaHHbIX 418 MeX0Tpac/eBoro obmMeHa;

NCO/M3K 7816-7 — onpefenseT KOMaHAbl AN15 A3blka CTPYKTYPMPOBAHHbIX 3aMpoCoB A5 KapThl;

NCO/M3K 7816-8 — onpepenseT komaHfbl, obecneynsaroLyme onepauun no sawmte nHdopmalmu;,

MCO/M3K 7816-9 — onpegenseT KOMaHAbl 415 yNpaB/ieHUa KapTamu;

MCO/M3K 7816-11 — onpegensieT yA40CTOBEPEHME NIMYHOCTU BUOMETPUUYECKUMMN METOA4AaMU;

NCO/M3IK 7816-15 — onpeaensieT NnpuioxeHne ¢ Kpuntorpaduyeckoit MHhopmaumeii;

MNCO/M3K 10536 onpegensetr 06MeH [JaHHbIMM MpU  MOMOLM MNOBEPXHOCTHOrO AeicTBUS.
MCO/M3K 14443 n 15693 onpefensioT paanovacToTHbI 4ocTyn. Takue KapTbl U3BECTHbI KaK 6ECKOHTaKTHbIE
KapTbl.

MexayHapogaHblii ctaHaapT MCO/M3K 7816-8 noarotoBsieH nogkomuteTom Ne 17 «KapTbl U ngeHtTugm-
Kaums IMYHOCTM» COBMECTHOro TexHuyeckoro kommreta N9 1 MICO/M3K «MHopMaunoHHbIe TEXHONOTNN.



FOCT P NCO/M3K 7816-8—2011

HALULMWOHANBHDLBINK CTAHOAPT POCCUNCKOMN GELEPALUMN

KapTbl ngeHtTudukaynoHHble
KAPTbl HA UHTEIPAJTbHbIX CXEMAX
YacTtb 8

KomaHabl Ans onepauunii no 3awmute nHopmaymm
Identification cards. Integrated circuit cards. Pan 8. Commands for Information security operations

fNata BBegeHns — 2013—01—01

1 O6nacTb NpUMeHeHUs

HacToswuini ctaHgapT onpeaensieT MexoTpacseBble KOMaHAbl ANs KapTbl, KOTOpble MOryT ObiTb
MCMosib30BaHbl A1 onepayuii kpuntorpaduu.

BbI60p 1 yCIOBUS MCMO/Ib30BAHUSA MEXAaHU3MOB KpunTorpaduy MoryT BAWSATL Ha 3KCMOPTHbIE BO3MOX-
HOCTW KapTbl.

HacTosAwmii ctaHgapT He ycTaHaBNnBaeT TPe60OBaHNS K OLLeHKe MPUEMIEMOCTMN anropuMTMOB 1 NMPOTOKOB.

HacTosiwuii cTaHaapT He pacnpocTpaHaeTcsl Ha peanu3auunio o6MeHa AaHHbIMU BHYTPU KapTbl u/mnu
BHELLHEr0 OKPY>XEHMS.

2 HopmaTtuBHbIe CCbISIKU

B HacTosLeM cTaHgapTe UCNo/b30BaHa HOPMaTKBHAS CCblIKa Ha CeAyoLWwnii MexayHapoaHblli CTaH-
fapt:

MCO/M3K 7816-4:2005 WpaeHTUMKALNOHHbIE KapTbl. KapTbl Ha UHTerpanbHbix cxemax. OpraHusa-
uMs. 3almTa n komaHabl 15 obmeHa nHcopmauwmeli (ISO/IEC 7816-4:2005. Identification cards — Integrated
circuit cards — Part 4: Organization, security and commands for interchange)

3 TepmMmuHbI 1 onpepeneHns

B HacTosiwem cTaHgapTe npumeHeHbl TepMuHbl o MCO/M3K 7816-4:

31 meTon acMMMeTpUYHOro kpunrtorpaduyeckoro anroputma (asymmetric cryptographic
technique): Kpuntorpaduueckuini MeTos, KOTOpbIA MCNONb3yeT ABe CBsi3aHHblE MeXAy cOo60ii onepauuu:
06LeA0CTYNHY0 onepauuio, onpeAesieHHylo 06LWe0CTyNHbIM HA60POM YMCes WU OTKPbLITBIM K/THOHOM, U
3aKpbITYl0 onepauuio, onpegesieHHy0 3akpbiTbiIM HA60POM YMCEN UMW CEKPETHBIM K/IHOHOM.

MpumeuaHune — [lee onepaynu o61agaT TakuM CBOWNCTBOM, 4YTO NPU HaNUYMM 06LWEAOCTYNHOW onepaynu
HEBO3MOXHO NPOM3BECTU 3aKPbITYIO Oonepawuuio.

3.2 ceptudukart (certificate): Linchposas noanuck, cBsA3bIBaKOLAaA ONpeAeneHHblli cy6bekT i 06b-
€KT C ero CBSAI3aHHbIM OTKPbITbIM K/THOHOM.

NMpumeuyaHune — OpraHnsauus, Bolgalolias cepTUgUKar, Takke BbICTynaeT B KayecTBe opraHa pacnpegesne-
HWUA Tera no OTHOWEHUIO K 3/IeMeHTaM JaHHbIX B cepTuukare.

3.3 uundposas nognucs (digital signature): MpucoegnHeHHbIe AaHHbIe UK KpUNTorpaduyeckoe npe-
o6pa3oBaHMe CTPOKOBbIX faHHbIX, KOTOpble A0Ka3biBalOT NOA/MHHOCTb U LLeIOCTHOCTb CTPOKOBLIX AAHHbIX U
3alWmMTy OT NOAAENO0K, Hanpumep, nonyyartesieM CTPOKOBbIX AaHHbIX.

3.4 kntoy (key): MocnepoBaTenbHOCTbL CMMBOJIOB YyMpaBieHus Kpuntorpadmyeckoli onepaume
(Hanpvmep, WKdpoBKa, paclungpoBka, 3akpbiTas UM o06LWeA0CTyNHasA onepayus B AMHAMUYECKOW ayTeHTH-
dvkaymun. nognmucu NponsBoLCTBa, Bepudukauma nognmcn).

3.5 6e3onacHbIli 06MeH coobeHnsmMuU (secure messaging): COBOKYNHOCTb CPeACTB 415 KpunTorpa-
donyeckoii 3awmnTbl Napsl (YacTein Nnapbl) KOMaHAa-0TBeT.

N3paHne opuymnanbHoe
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4 O603Ha4YeHMA N COKpaLLeHs

B HacTosiLem cTaHAapTe NPUMEHSIOT CneayloLmMe CoKpaLleHns:

CCT — wabnoH kpunTorpadMyeckoli KOHTponbHOW cymmbl (control reference template for
cryptographic checksum):

CRT — wabnoH KOHTPONbLHOTO ynpaeneHus (control reference template);

CT — wabnoH KoHungeHuynanbHocTu (control reference template for confidentiality):

DSA — anroput™ undposoii nognucm (digital signature algorithm);

DST — wabnoH yndgposoii nognucu (control reference template for digital signature):

ECDSA — anroputm undpoBoii nognucy Ha 6ase maTeMaTnyeckoro annapara a/IMNTUYECKUX KpUBbIX
(elliptic curve digital signature algorithm);

HT — wabnoH xaw-koga (control reference template for hash-code);

MSE— «komaHaa YMPABJIEHVWE CPELOW 3ALINTbI (MANAGE SECURITY ENVIRONMENT
command);

PK — oTkpbIThIl Koy (public key);

PSO— komaHga BbINONHUTbL OMEPALINIO 3AWNTbI (PERFORM SECURITY OPERATION
command);

GQ — Iwity n Kuckatep (Guillou and Quisquater);

RFU — 3apesepBupoBaHo gnsa éyagyuwero ncnonb3osaHus (reserved for future use);

RSA — kputocuctema PaiiBecta—LlLamupa—AgnemaHa (Rivest. Shamir. Adleman);

SE — cpepa 3awumThl (security environment):

SEID — unaeHTMdUKaTOp 3alMTHO cpeabl (security environment identifier).

5 MexoTpacneBble KOMaHAbl A/1s1 KpUnTorpadgmyecknx onepawmii

HacTosiwmii cTaHgapT He ycTaHaB/MBaeT 06si3aTesibHoe TpeboBaHue K CO6/104EHNI0 BCEX HUXenpuBe-
[EHHbIX KOMaHA, UN Bcex napaMeTpoB NOAAEPXUBAEMbIX KOMAHA A5 KapT, COOTBETCTBYIOLLMX HACTOSLLEMY
cTaHpapTy.

51 Komanga FEHEPVIPOBATb MAPY ACUMMETPUYHbIX K/TKOYEN (GENERATE
ASYMMETRIC KEY PAIR)

Komanga GENERATE ASYMMETRIC KEY PAIR nvu6o 3anyckaeT reHepauuio 1 XxpaHeHne acuMMeTpuy-
HOIN Mapbl Klo4Yein B KapTe, T. €. OTKPbITOrO K/l0Ya U CEeKPEeTHOro K/t4a, Mbo nosyyaeTt f4OCTYN K acMMMeT-
puUYHOli Nape KOYei, co3gaHHol paHee B kapTe (cM. Tabnuuy 1).

[aHHaa komaHaa MoxeT npegwecTtsoBatb komaHae MANAGE SECURITY ENVIRONMENT c uenbto
YCTaHOBUTb reHepaLuio K4ei CBA3aHHbIX NapaMeTpoB (Hanpumep, CnpaBoYyHMK No anroputMam). KomaHga
MOXEeT 6bITb BbINOSIHEHA B OAUH WU/IM HECKOJ/IbKO 3TanoB, BO3MOXHO, C UCMO/Ib30BAHUEM LLEMOYK KOMaHz (CM.
NCO/M3K 7816-4).

Ta6nuya 1— MapakomaHga-oteeT GENERATE ASYMMETRIC KEY PAIR

CLA Kak onpegeneno e UCO/M3IK 7816-4

INS «46» nnn «47»

P1 YnpaBneHue reHepauuneii B COOTBeTCTBUM € Tabnuueli 2

P2 «00» (MHopmauma He NpefoCTaB/ieHa) UNKN CCblIKa Ha K4y 6yaeT creHepupoBaHa
Mone L, OTcyTtcTByeT gnsa kogmposaHus Nc = 0, npucytcTeyeT ANnsa koguposaHus Nc > 0
Mone faHHbIX OTcyTcTBYET UMN

npeactaBnsieT co6oi 3akpbiThle AaHHble, ecnn P1-P2 yctaHoBneHo kak «0000», nnu
oAvH nnn 6onee wabnoHoB CPT. cBA3aHHbIX C reHepaumneii knwya, ecnu 3Havenme P1-P2 oTnnyHo
oT «0000» (cm.npumevaHue)

Mone LO OtcyTtcTByeT AnAa koguposaHua Ne * 0. npucyTcTByeT Ana KoguposaHus Ne > 0

Mone gaHHbIX OTcyTCcTBYET unn
npeAcTaBnseT co60i OTKPbITLIA K04 B BUAE MOC/Nef0BaTe/IbHOCTU [JaHHbIX 31€MEHTOB N60 06b-
€KTOB flaHHbIX Nnn
nocnepoBaTeslbHOCTb 06BEKTOB AaHHbIX B COOTBETCTBUMN C PaCIMPEHHbIM CMUCKOM 3aro/1oBKOB

SW1-SW2 CMm. NCO/M3K 7816-4, Tabnuubl 5 n 6. rge cooTBeTcTBMe, Hanpumep 6985

MpumeuvaHune — Ecnu napa knwueli creHepupoBaHa AN HECKONTbKUX NOJIb30BaTeNeid, TO UMEEeTCA HECKOb-
ko wabnoHoB CRT. B none gaHHbix wa6noH CRT MOXET UMeTb HYNEBYIO AIUHY.

2
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Tab6nuua 2— YnpaBneHue reHepauueit s P1

b8 b7 b6 b5 b4 b3 b2 ™ CMbIC/I0BOE 3HauYeHne
0 0 0 O O O 0 WHdopmauma He npegocTaBneHa
1 0 O 0 X X TpepoctaBneHa gonosHuTeNnbLHas nHpopmayma
1 0 0 — — X TeHepayus knwua:
X 0 -reHepauva acCMMMETPUYHON napbl Kntoyei
X 1 - p[oCTyn K Cyuw,ecTBylolw el nape OTKPbITbIX Kouei
1 0 0 0 O X dopmaTt BO3BpaULEHHbIX JAaHHbIX OTKPbLITOTO KtoYya:
0 X - 3aKpbiTblii hopMaT AaHHbIX OTKPLITOrO Kaloya
X 1 X -BbIXOAHON (hopMaT JaHHbIX OTKPbLITOrO KN04Ya B COOTBETCTBUMN C PACLINPEHHbIM 3a-
ro/1I0BKOM
1 0 0 0 0 X — _— BbIXxogHOW MHAUKATOP:
0 X X - jaHHble OTKPbITOTO KAlOYa B NOMe faHHbIX OTBETa
1 X X - HeTjaHHbIX OTBETa, ecnun nosie LOOTCYTCTBYET, UK 3aKPbIThIE JlaHHble, eC/TN UMe-

etcsa none LB

Nlio6oe apyroe 3HayeHne 3ape3epBUpPOBaHO ANs Gyayuiero ncnonb3oBaHusa ISO/IEC JTC1/SC17

[nsa reHepauun napbl kKNYen Npyu oTCyTCTBUM NoNns Ll napa kiouvein XxpaHUTCA B KapTe, BO3MOXHO, B
dhaiine EF, ccbinika Ha KOTOPbIV N3BECTHA 0 NOoAayn KOMaHAbI.

[nsa opraHn3auum fgocTyna K nape knouei (6e3 reHepauum) nose AaHHbIX KOMaHAbl MOXeT ObITb NyCTbIM.

B 3aBMCMMOCTM OT YeTHOCTM Koga INS (cM. MCO/M3IK 7816-4) oTKpbIThI/ KOY B NoJe AaHHbIX OTBETA
npegcTtaBnseT coboil NMbo nocnefoBaTe/IbHOCTb 3/1IEMEHTOB AaHHbIX («46»). NMM60 nocnegoBaTeNbHOCTb
06BEKTOB flaHHbIX («47»).

Ecnun pacluimpeHHblii CNMCOK 3aro/I0BKOB ONMCbIBAET Mosie AaHHbIX OTBETA, TO OH HEABHO U3BECTEH A0
nogaun komaHgbl. OH oxBaTbiBaeT OTKPbITHIA K104 0OBLEKTOB AaHHbIX U Apyrvie 3anpalivBaemble 06beKTbl
[JaHHbIX.

Korga 61T 1yctaHaBnuBaetcs Kak eguHuua B INS, 1. e. INS ycTaHaBnuBaeTCsl B 3HauYeHue «47», u
OTKPbITbIV K104 BO3BpaLLaeTcs B Nosie AaHHbIX OTBETa, Torga MexoTpac/neBoi WwabsioH ncnonb3yeTtcsa 4ns
B/IOXEHUSI 04HOr0 COOTBETCTBYIOLLLEr0 Habopa OTKPbITLIX K1toUell 06bEeKTOB AaHHbIX B COOTBETCTBUM C Tabnu-
ueit 3. Ecnn anroputM He ykasaH B KOMaHze, TO OH U3BECTEH A0 nojaun KomaHAbl. B wabnoHe OTKpbITOrO
K/itoya KOHTEKCTHO-3aBUCKMbI Knacc (nepBblii 6aiT oT «80» A0 «BF») npegHasHauyeH an1a OTKPbITOro Kiua
06BbEKTOB JaHHbIX.

Ta6nuya 3— OTKPbLITbIA KNOY 06BEKTOB JaHHbIX
Tet CMbIC/I0BOE 3HaYeHne
«TP49» MexoTpacneBoii WwWabnoH ANA BNOXEHNS OLHOro Habopa 06bEKTOB aHHbIX OTKPbITbIX KNtoYeli co cneay-
oWMMn Teramm
«06* WNpgeHTudukatop o6bekTa anroputma, LONONHUTENBHO

«80»  CCbIJIOYHbIN anropuTM, NCMONb3YEMbI B KOHTPOJIBHOM ynpaB/ieHU 06bEKTOB AAHHbIX 4151 6€30NacHOr0
o6MeHa COO6LeHNAMN, JONONHUTENBHO

COBOKYNHOCTb 06BEKTOB fJJaHHbIX OTKPbLITOrO katova ana RSA
«81» Mogynb (4ucno o603HavaeTCa Kak 1. kogupyeTtcsa B X 6aiitax)
«82»  OTKpbITas aKkCnoHeHTa (4ncno o6o3HavaeTcs Kak v, Hanpumep. 65537)
COBOKYMHOCTb 06bEKTOB flaHHbIX OTKPbITOTO knto4ya ans DSA
«81l» TepBoe npocTtoe (Yncno o603HaYaeTCa Kak p. kogupyetca By 6aiTax)
«82» BTopoe npocTtoe (4Mcno o603HavaeTca Kakg. genutens AnsA p-1, Hanpumep 20 6aliT)
«83» OcHoBaHue (4ncno o6o3HavaeTcsa kak A4 nopsgka g. kogupyetca By 6aiitax)

«84»  OTKpbITbIN KMOY (4NCN0 0603HAYAETCS KaK y. paBHOE A B CTEMEHW X Ha MOAYNb p, TAe X — 3aKpbiTbli
KN4, KogupyeTcs ay 6alitax)
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OkoHuaHue Tabnuubl 3

Tor

«81»
«82»
*83*
*84»
«85*
*86»

«87*

«81»
«83»

«84»
«A3K

CwMbIC/I0BOE 3HAYeHne

COBOKYNHOCTb 06BbEKTOB AaHHbIX OTKPbLITOro kntoua gna ECDSA

MpocToe (4ncno o603HavaeTCa Kak p. kKogupyeTca B r 6alitax)

MepBblii kKO3 puuneHT (Yncno o6o3HavaeTca kak a. kogupyeTcs B r 6alitax)

BTopoit koadppuumeHT (Yuncno obo3HavaeTcs kak b. kogupyeTtcsa B I 6aiTax)

FeHepaTop (TOYKa Ha KpuBOii 0603HavaeTcsa kak PB Ha kpuBoii, kogupyeTca B 2r unu r * 1 6aitax)
Mopapgok (npoctoe yncno, o6o3HavaeTcs Kak 4. NopsAok reHepaTtopa PB, kogupyeTcs BT 6aiitax)

OTKPbIThIV KNtOY (TOYKA Ha KPUBOIA, 0603HavaeTcs kak PP. paBHa X. yMHOXEHHOMY Ha PB.rge x — 3akpbi-
ThIli KNtOY, KOgUPYeTcA B 2r unm r * 1 6aitax)

Kodhaktop
COBOKYNHOCTb 06BbEKTOB faHHbIX OTKPLITOro kntva gna GQ2
Mogynb (uncno o6o3HavaeTca Kak n. kogupyeTcs B x 6ainTtax)

KonuyecTtBo OCHOBHbIX Yncen (4ncna o6o3HavaloT Kak T. kogupytotcs B 1 6alite). Ecnu Ter «83* npucyr-
CTBYeT. TO Ter «A3» A0/IXEH OTCYTCTBOBATb U T OCHOBHbIX 4Yncesn, 0603HAYEHHbIX KaK A. A: .....4N0 ABNA-
l0TCS NMepBbIMU T NpoCcTbiMK yncnamu 2. 3.5.7,11 ..)

MapameTp Bepudmnkaumm (Uncno o6o03HavYaeTca Kak K. kogupyetcs B 1 6aiTe)

MHOXEeCTBO T OCHOBHbIX YNCEN 0603HaYaeTCs Kak f. A2..... AT Kax/blii N3 KOTOPbIX KOANpPOBaH B 1 6aiiTe
c Terom «80». (Ecnu Ter «A3» nNpuUCyTCTBYeT, TO Ter «83* fONXEH OTCYTCTBOBATb)

B gaHHoM cnyuae ISO/IEC JTC 1/SC 17 pe3sepBupyeT no60i apyroil 06bEKT AaHHbIX KOHTEKCTHO-3aBUCUMOTO
knacca (nepBblii 6aliT B gnanasoHe oT «80» [0 «BF*)

5.2 Ko

MaHga BbIMOMHUTbL OMEPALUIO 3AWWNTLI (PERFORM SECURITY OPERATION)

KomaHga PERFORM SECURITY OPERATION 3anyckaeT criegylolwme onepauum 3alutbl B COOTBET-
CTBMM C 0ObEKTAMU AaHHbIX, ONpefesieHHbIXx B P1—P2 (cM. Tabnuuy 4):

- BblYMCMIEHME KpUNTOrpatnyeckoi KOHTPOSIbHOWN CyMMBbl;

- BbluMcneHne LMdpPoBOI noanuc;

- BblYMCNEHNE X3LW-KOAa,;

- BepudvKaumsa KpunTorpadunyeckoin KOHTPOSIbHOW CYMMBbl;

- Bepudwmkauus undpoBoii nognucy;

- Bepudumkauus xaw-koaa;

- WKnpoBKa;

- paclmgpoBska.

Ta6bnuua 4
CLA

INS

P1

P2

Mone Lc
Mone gaHHbIX

Mone L,

Mone gaHHbIX

SW1-SwW2

Ecnv on

— Mapa komaHga-oteeT PERFORM SECURITY OPERATION

Kak onpeseneHo e UCO/M3IK 7816-4

«2A»

Ter (Nnone fAaHHbIX OTBETA B 3/IeMEHTE [aHHbIX, €CNn NpucyTcTByeT) unu «00» (nNone faHHbIX oTBETA
Bcerga otcytcTByeT); «FF* = PFU (3ape3epBupoBaHo Ans 6yayliero ncnonb3oBaHns)

Ter (none AaHHbIX KOMaH/Abl @ 3/1eMEHTEe JaHHbIX, eCN NpucyTcTByeT) unn «00» (none AaHHbIX KO-
MaHAbl Bcerga otcyTcTByeT); «FF* = PFU (3ape3epBupoBaHO Ans GyAylero ncnonb3oBaHus) 40§
ISO/IEC JTC1/SC17

OTcyTtcTByeT gnsa koguposaHus Nc = 0. npucyTtcTByeT Ansa koguposaHusa Nc > 0
OTCcyTCTBYET UMM UMEeeT 3HayeHNe 06beKTOB AaHHbIX, 3afjaHHbiX B P2

OTCyTCTBYeT 4/ koAgupoBaHusi Ne = 0. npucyTcTByeT ans koguposaHus Ne > 0

OTCyTCTBYeT UMM MMeeT 3HauyeHne 06bEKTOB AaHHbIX, 3afaHHblix B P1

Cm. NCO/M3K 7816-4, Tabnuubl 5 1 6. rge cooTseTcTBue, Hanpumep 6985

epayunsa 3awunTbl Tpe6yeT BbIMNO/THNTb HECKOJIbKO KOMaHz, TO HeOﬁXO,D,VIMO NMPUMEHATL Leno4Ky

KomaHg (cM. MICO/M3K 7816-4).

4



FOCT P NCO/M3K 7816-8—2011

KomaHga PERFORM SECURITY OPERATION moxeT npepwecTtsoBaTb komaHae MANAGE
SECURITY ENVIRONMENT.

Hanpumep, CCbINOYHbIV K04, @ TakkKe CCbUIOYHBIA anroputm AO/MKHbI 6biTb MG0 HEABHO U3BECTHBI,
nn6o 3agaHbl B WabnoHe CRT B komaHae MANAGE SECURITY ENVIRONMENT.

Takas KomaHAa MOXeT 6bITb BbINOMIHEHA, TONbKO €C/N 3alUTHbIA cTaTyc yA0BneTBOpsAeT atpubytam
CeKpeTHOCTW onepauun. YcnewHoe BbINO/HEHNE KOMaHbl MOXET 3aBWCeTb OT YCMELHOro 3asBeplueHus
npeablayliein komanasl (Hanpumep. VERIFY (MPOBEPWTbL) nepep BbluucneHneM LudpoBoii nognucu).

Cnuncok 3aro/I0BKOB WM paclUMPeHHbIli CCOK 3aro/I0BKOB onpegenseT nopsafok v MyHKTbl AaHHBIX,
KoTOpble hOPMUPYIOT BXOA AN onepauuii 3auTbl.

KomaHga PERFORM SECURITY OPERATION ucnonb3yeT Wwab/ioHbl BX0Aa, NepeyncieHHble B Tabm-
ue 5. 31 wabnoHbl ABNATCA OCHOBHbIMU 06beKTaMu AaHHbIX 4715 6e30nacHOro o6MeHa coobLeHnaMn (Cum.
NCO/M3K 7816-4).

Ta6nuya 5— BxogHble WabnoHbI

Ter 3HaueHne

«AO» BxoAHOW wabnoH gnsa BbluncneHna xaw-koga (WabnoH xawnposaH)

«A2» BxoAHOW wabnoH gna nposepku KpunTorpacnyeckoin KOHTPONbHOW CyMMbl (Wabn0H NHTErpupoBaH)
0A8» BxoaHoW wabnoH gna nposepku umdposoi nognucu (wabnoH nognucan)

«AC» BxoAHOW wabnoH gnsa BbluncneHna uucpoBoil nognucy (CBSI3aHHbIe NONA 3HAYEHWI NoANMUCaHbl)
«AE» BxoaHoi wabnoH Ana npoBepkn cepTudunkarta (cBA3aHHble NONA 3HAYEHUH cepTUdULMPOBaHbI)
«BC» BxoaHo wabnoH Ana Bbluncnenna undposoii nognucy (wabnoH nognucax)

XBE» BxoaHOW wabnoH gna nposepku ceptudukata (wabnoH cepTuduymposaH)

BxogaHble WabioHbl, KOHTEKCTHO-3aBUCHMBIN Kiacc (nepBblii 6aiiT B guana3oHe oT «80» Ao «BF») 3ape-
3epBUPOBaHbl AN BXOAHbLIX 06BbEKTOB AaHHbIX. B Tabnuue 6 nepeuncneHbl 06bEKTbl AaHHbIX BO BXOAHbIX
wabnoHax.

Ta6nuya 6 — BxogHble 06bEKTbI AAHHbIX

Ter 3HaveHve +AO» *A2» «AB» «AC». «BC» «AE».«BE»
«80» fiBHOe 3HaueHune X X X X X
«8E» Kpuntorpaduueckaa KOHTposibHasa cymma X
«90» Xaw-kog X X X X
«92» CepTtudukar X
«9C» OTKpbITbIN KoY X
«9E* Lindpposas nognuch X X

5.3 Onepauns BbIYNCNEHNE KPUMTOTPA®UYECKON KOHTPOJ/IBHOW CYMMbl (COMPUTE
CRYPTOGRAPHIC CHECKSUM)

Onepauuss COMPUTE CRYPTOGRAPHIC CHECKSUM 3anyckaeT BblYMCeHWe KpunTorpadmyeckol
KOHTPOJIbHOW CyMMbl (CcM. Tabnuuy 7).

Ta6nunya 7— MapameTpbl 1 nona gaHHbix ana onepauynn COMPUTE CRYPTOGRAPHIC CHECKSUM

P1 «8E»
P2 «80»
KOMaHAHOe AaHHble, ANA KOTOPbIX AO/DKHA ObITb BblUNCIEHA Kpl/ll'lTOFpadJVIHeCKaﬂ KOHTpPO/IbHasA cymma

none faHHbIX

OTeeTHoe none Kpuntorpauuyeckas KOHTPO/bHas CyMMa
DaHHbIX
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5.4 Onepauus BbIUNCNEHVNE LUNOPOBOW NOAMNNCU (COMPUTE DIGITAL SIGNATURE)

Onepauusa COMPUTE DIGITAL SIGNATURE 3anyckaeT BblunicneHne uudpoBoit nognucu (cM. Tabnm-
uy 8). AnroputM MOXEeT npeAcTaBnsiTb co6oi NM6GO anroputMm UMcPoBOI noanucu, NM60 KOMOMHaLUI0
X3LW-anroputma u anroputma uucposoii nognucu. B npunoxeHnn A npuegeHsl NpyMepbl onepauuii uudgpo-
BOV moanucum.

[Lnsa BbluMcneHns UncpoBoi NoANMUCK faHHble, KOTOpbIe A0/MKHbI GbiTb NOANUCAHBI NN UHTETpPUpoBa-
Hbl B Npouecc nofnucaHusa, nepefalwnTcs B KOMaHAHOE Mofie JaHHbIX WX OTNPAaBASATCA B NpefblayLiyto
KoMmaHgy, Hanpumep PSO: HASH. B P2 undposas nognuck onpegensetca teramMm «9A». «AC» unum «BC» B
COOTBETCTBMM CO CTPYKTYpoOli Ha Bxoae (cM. MCO/M3K 7816-4).

Ecnun BcnomoraTenbHble AaHHble AO/MKHbI 6biTb BKIHOYEHbI BO BBOA LMKpoBOi Nognmcu, TO cCbiika
O0/MKHA 6bITb NpeAcTaBneHa B wabnoHe CRT (cM. NCO/M3K 7816-4). Ecnu nmeeTtcs nyctas ccbiika Ha 06b-
eKT AaHHbIX A719 BCNOMOraTesibHbIX faHHbIX, TO Torja Bcnomorate/ibHble faHHble A0/KHbI OblTb BCTAB/EHbI
KapToii. BcnomorartenbHble faHHble, KOTOPbIe NPUCYTCTBYIOT UM K KOTOPbIM O6paliatoTcst B Nose AaHHbIX,
MMeloT NpuopuTeT Hag Nto6bIM CNCKOM 3aro/ioBKa.

3HaueHve, nognexaliee Bo3Bpaty kapTon, ansetca uudposoit nognucbio (P1 = «9E»),

Tab6bnuye 8 — MNapameTpbl 1 NONA AaHHbIX Ana onepaumn COMPUTE DIGITAL SIGNATURE

P1 «9E»
P2 «9A», «AC» nnun «BC»
KomaHaHoe OTCyTCTBYET (AaHHbIe yXe B KapTe) unu

none AaHHbiXx  ecnm P2 = «9A». faHHble AOMKHbI GbiTb NOANUCAHbI MU MHTETPUPOBAHbLI B NPOLECC NOANUCAHUS,
ecnmn P2 = «AC», 06beKTbl JaHHbIX, 3HAUYEHNUS NOoMeil KOTOPbIX MOANUCAHbI UM MHTErPUPOBAHbLI B NPO-
LLecc noanucaHus, uim
ecnn P2 ®«BC», 06beKTbI faHHbIX JOMKHbI GbITb NOANUCAHbI UM UHTETPUPOBAHbLI B NpOLEcc nognuca-
HUs

OTBETHOE Lmndposas nognuck
none AaHHbIX

NMpumevyaHune — Tern «<AC» n «BC» He UHTerpupoBaHbl BO BBOA LM POBOK nognucu.
5.5 Onepauusa XSWNPOBATb (HASH)

Onepauuss HASH 3anyckaeT BbluMC/ieHne Xall-kofda AByMs cnocobamu (cM. Tabnuuy 9):

- MOJIHOE BblYUC/IEHNE BHYTPU KapTbl Uan

- 4aCTWMYHOE BblYWC/IEHNE BHYTPU KapTbl (Hanpumep, NOCNeAHUA LKA X3LWNPOBaHUS).

LWa6noH xaw-koga HT («AA». «AB») yka3bliBaeT CCbI/IOYHbI arOpuUTM AN BblYMCAEHUS XaLw-koda (CM.
NCO/M3K 7816-4).

BxofHble faHHble AO/KHbI OblTb NPeACcTaB/eHbl kapTe B BUAe nocnefoBaTesibHbIX 6/10Kk0B (OAWNH nan
60nee oiHOBPEMEHHO). B 3aBMCMMOCTM OT anroputTMa X3WNPOBaHUA NOCAefHNE BXOAHbIE AaHHble UMET
ONVIHY, PaBHYIO MW MEHbLUYIO0 A/IMHbI 6/10Ka. 3anonHAKLWWI anropuTm, ecim aTo LenecoobpasHo, ABnseTcs
4yacTbio onpejenieHns anroputTMma XaWwnpoBaHus.

Ona nocnegytowein 06paboTkn BbIYNCIEHHOTO X3LU-KOAA cnedyeT pasnivyaTh cregyolme gsa ciyyas:

- BbIYUC/IEHHBIW X3LW-KOA XPaHWUTCA B KapTe W JOCTyNeH ANS UCN0o/b30BaHNA B 60/1ee No3AHel KoMaH-
[e; Torga none Le otcyTcTByeTt Moo

- X3LW-KofA AOCTaB/AeTCA KapToil B 0TBETe; Torga nose LcAo/MKHO 6biTb YyCTAHOB/IEHO HA COOTBETCTBY-
IOLLYI0 AJINHY.

Ta6nuuya 9— MapameTpbl ¥ Nofe gaHHbIX A4ns onepauun HASH

P1 «90»
P2 «80» unun «AO*
KomaHgHoe Ecnn P2 = «80». flaHHble ANA X3WNPOBaHUA

none AaHHblx  Ecnu P2 = «AO», 06beKTbl fJaHHbIX, UMK e OTHOWEeHNE K X3WnpoBaHnio («90» Ana NpomMeXxyTo4Ho-
ro xaw-koga. «80» gna nocnegHero 610ka)

OTBEeTHOE X3alw-koa unm oTcyTcTByeT
nosne AeHHbIX
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5.6 Onepauusa MPOBEPUTb KPUMTOTPAPNYECKYHO KOHTPOJIbHYIO CYMMY (VERIFY
CRYPTOGRAPHIC CHECKSUM)

Onepauus VERIFY CRYPTOGRAPHIC CHECKSUM 3anyckaeT npoBepky Kpuntorpauyeckoi KoH-
TPObHOI CyMMbI (CM. Tabnuyy 10).

Ta6nuya 10— MapameTpbl 1 none gaHHbix gna onepauyun VERIFY CRYPTOGRAPHIC CHECKSUM

P1 *00»
P2 «A2»
KomaHgHoe 06beKTbl AaHHbLIX, UMelol|Me OTHOLIEHNEe K onepauun (Hanpumep. «80». «8E»)

none AaHHbIX

OTBETHOE OTcyTcTBYyeT
nosie faHHbIxX

MpumeuyaHune — MNose3HauYeHNi NPOCTOro 3HaYeHUs 06bEKTA faHHbIX (Ter «80»}cOAepXMUT AaHHbIe (3NeMeH-
Tbl AAHHBIX UM 06bEKTbI AAHHBIX), 3aLULEHHbIE KPUNTOTPANYECKO/ KOHTPOIbHON CYMMOIA.

5.7 Onepayusa MPOBEPUTb LIM®POBYIO NOAMNCH (VERIFY DIGITAL SIGNATURE)

Onepauusi VERIFY DIGITAL SIGNATURE 3anyckaeT npoBepKy LugpoBoi nognucu, kotopas nepega-
eTCs Kak 06beKT JaHHbIX B N0/1e AaHHbIX KOMaHAbl (CM. Tabnuuy 11). ipyrve faHHble, MeloLLmMe OTHOLWEHME K
nposepke, NM60 nepefarTca B npouecce HOPMUPOBAHUA LENOYKM KOMaHz, NM60 NpUCYTCTBYIOT B KapTe.
ANropuTM MOXeT MnpefcTaBnsATb cob60i NM6O TONLKO anropuTM UMGPOBOIA Noanucu, NM60o KoMOuHauuio
X3lW-anroputMa u anroputMa uudposoli nognucu. B npunoxeHun A npuBedeHbl NpvMepbl onepawuii
LMncpoBoi nognucy.

OTKPbITbIV KNHOY, @ TaKKe aniroput™M MoryT 6biTb:

- WIN HESABHO U3BECTHbI,

- UK K HAM obpauatotcs B WabnoHe DST («B6») komaHabl MANAGE SECURITY ENVIRONMENT.

- WM JOCTYMHbI Kak pe3ynbTar npegwecTsyowein onepaumn VERIFY CERTIFICATE (MPOBEPUTb
CEPTU®UKAT).

Ecnun ccbinoyHbIli anroputm B kapTe 06bSABASET TOMbKO anroputM MoAnucK, TO AaHHble COCTOAT U3
X3l-Koga wnv nognuck npeacTtasnseT coboii coobuieHne Tuna BoccTaHoBnieHne (cMm. MCO/M3K 9796).
B NpoTvBHOM cny4ae BblYMCEHME X3L-KOAa OCYLLeCTBASeTCH B KapTe W CCbINOYHBIA anropuTMm 40NOSHK-
TeJIbHO COAEPXMUT CCbIIKY Ha a/ifOPUTM X3LLUVPOBaHUSA.

Ta6nunya 11— MapameTpbl v none gaHHbix ans onepaunn VERIFY DIGITAL SIGNATURE

P1 «00»

P2 «A8»

KomaHgHoe O6beKkTbl AaHHbIX, UMellUMe OTHOWeEeHNe K onepauun (Hanpumep, Nn60 «9A». «AC», nn6o «BC» u
none gaHHbix  «9E»)

OTBeTHOE OTcyTcTBYET

none AaHHbIX

Ecnv none gaHHbIX KOMaHAbl COAEPXUT ﬂyCTOVI 06bEKT AaHHbIX, TO NpegnosiaraeTcd, YTo KapTa 3HaeT
€ero 3HayeHuna ansa ncnosib3oBaHUA B NpoOBepPKe.

5.8 Onepauyusa MPOBEPUTb CEPTU®UKAT (VERIFY CERTIFICATE)

[na npoBepkn cepTuchrkaTta B kapTe (CM. npunoxeHue B) undposas nognuck ceptudmkarta, nognexa-
Las Nnposepke, nepefaeTcsa kak 06beKT AaHHbIX B N0/ faHHbIX KOMaHAbl. OTKPbITbIV K104 OpraHa no cepTu-
dvKaumun. KOTOpbIV NPUMEHSETCS NP NPOBepKe, MH0 HaXoANTCA B kapTe, N0 BbiIGUpaeTcs HeABHO, NGO K
HEMY MOXHO 06paTnTbcs B wabnoHe DST. ucnonb3ys komaHgy MANAGE SECURITY ENVIRONMENT (cwm.
Tabnvyy 12). Anroput™M, KOTOPbIA A0/IKEH NMPUMEHATLCS, HEABHO U3BECTEH WU/IM K HEMY MOXHO 06paTuthCs B
wabnoHe DST. Ecnu ecTb Apyrne 06beKTbl AaHHbIX, KOTOPbIE AO/MKHbLI UCMOMNb30BaTLCS B NpoLiecce NpoBep-
Kn (HanpuMep, X3Ll-KOA), TO OHU [O/DKHbI HaxOAUTLCA B KapTe WM nepefasBaTbCs, WMCNO/b3ys npoLecc
hopMUpPOBaAHUA LIENOYKN KOMAaHA,
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Heo6xoaumo pasnuuatb cnegylolue asa ciayyas:

- ecnu cepTudmkar He TpebyeT JONONHMTENbHOTO onucaHnsa (P2 = «BE»), To kapTa u3BfiekaeT OTKpbI-
ThI K/HOY, YCTAHOBEHHBI MO ero Tery, B (BOCCTAHOB/IEHHOM) COAepXaHun cepTudukaTa:

- ecnu cepTndmkat TpebyeT AONONHUTENBHOTO onucaHnsa (P2 = «AE»), TO kapTa U3BnekaeT OTKPbITbIi
KN4 B cepTUdmkaTe HESBHO WU IBHO, UCNO/b3Yst TEr OTKPLITOrO Ko4a B CNMCKe 3aro/ioBka, OnuchiBatLLe-
ro cogepxaHue ceptudmkaTa.

ECnun OTKPbITHINA KU XpPaHUTCA B NaMATK, TO OH ByAeT K/IYOM Mo YMONYaHuio AN nocneaytouein one-
pauun VERIFY DIGITAL SIGNATURE.

Tab6nuuyua 12— MapameTpbl 1 None AaHHbix Ans onepauun VERIFY CERTIFICATE

P1 «00»
P2 «92». «AE» nnn «BE»
KOMaH,ﬂ'HOe DNnemMeHThl AaHHbIX UNn 06DbEKTHI AaHHbIX, MEeKLWMNX OTHOWEeHe Konepauyun

none faHHbIX

OTBeTHOE OTcyTcTBYyeT
nose AaHHbIX

MpumeyaHne — ECnm Ucnonb3yeTcs cxema 4acTUYHOTO BOCCTAHOB/IEHUSA COOBOLWEHNS U HYacTb MHhopMaLmmn
yXe 3anucaHa B kapTe, To 06beKT AaHHbIX A48 BCNOMOTaTeNbHbIX JaHHbIX ,O/I)KEH NOCbINATbCs NYCTbIM, & AaHHbI€ JOKHbI
6bITb BCTaB/IEHbI KapToli No3gHee.

5.9 Onepayus WNPPOBKA (ENCIPHER)
Onepauusa ENCIPHER wudpyeT gaHHble, nepefaHHble B Nose AaHHbIX KOMaHabl (cMm. Tabnuuy 13).

MpumeuyaHune — IDTa onepayns MOXeT MCNONb30BATLCA ANA reHepauuy pasnnyHbIX KNYen.

Tab6nunua 13 — MapameTpbl 1 none gaHHbiXx Ansa onepaunn ENCIPHER

P1 «82». «84*, «86» (KpuntorpamMma)
P2 «80» (NpocToe 3HayeHue)
KomaHgHoe OTCcyTCTBYeT (AaHHble yXe B kapTe) UNn AaHHble, nognexative wugposke

nosie gaHHbIX

OTBeTHOE 3awndpoBaHHble faHHble
none AaHHbIX

5.10 Onepauusi PACLIM®POBKA (DECIPHER)

Onepauuna DECIPHER pacwudpoBbiBaeT gaHHble, nepefiaHHble B None AaHHbIX KoMaHabl (CM. Tabnu-
uy 14).

Tab6nunua 14 — MapameTpbl 1 None gaHHbiX AnsA onepaunn DECIPHER

P1 «80» (MpocToe 3Ha4yeHue)
P2 «82». «84». *86» (KpunTorpamma)
KomaHgHoe [aHHble, nognexauime paclingposke

none aaHHbIX

OTBeTHoe OTcyTcTBYeT (paclwndpoBaHHble AaHHble 0CTalTCA B KApTe) WK 3allngpoBaHHble AaHHble
nose AaHHbIX
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MpunoxexHne A
(cnpaBouHoe)

MpuMepbl onepaymii, cBsiI3aHHbIX C LU POBOI NOANKCHIO

A.l MocnepoBaTeNbHOCTb KOMaHA As YNpaB/ieHUs CPefoii 3alnTbl

8 Tabnuue A.l1 npeactaBneHa nocnegosatenbHocTb komaHa MANAGE SECURITY ENVIRONMENT gna komno-
HeHTOB SET DST. CCT, CT Tekyweii cpeabl 3awutel nana STORE (XPAHEHWE)c naeHtudunkatopom 3alnTHOR cpebl
SEID. yka3aHHbIM B P2.

Tab6bnunmuya Al — YcTaHOBKA KOMMNOHEHTOB cpeAbl 3alinThbl

KomaHpga Onepauus P1-pP2 Mone gaHHbIX KoMaHpl
MSE SET DST «41» — *B6» {034» — L — Ccbl/IO4HbIA ko4 } — {*91» — L = 0)
MSE SET CCT «41» — *B4* {*83» — L — CcCbI/I0YHbIN KoYy } — {*87» — L — 3HauyeHue
MHULManusaunm)
MSE SET CT «41» — *B8* {«83» — L — Ccbl/IOYHbI KntoY }
MSE STORE (SEID =1) «P2» — *01* —

Onepauns SET DST ob6pauiaetcs K OTKPpbITOMY K04y NpyY UCNOMb30BaHUN BbIYMCNEHUA NOANUCU W onpeaensieT
MHTerpupoBaHune cnyyaiHoro yncna Bo Bxog undposoii nognucu. Onepauyns SET CCT o6pawjaetcs K 3akpbiTOMY K04y U
HayasbHOMY 3HAYEHWIO NMPU UCMNOb30BAHNUM BbIUNCNEHUA KPUNTOrpachnyeckoil KOHTPONbHOW cymmbl. Onepauna SET CT
o6paljaeTcsi K CECCUUN 3aKPbITOrO Ka4a Npyu UCNONb30BAHUN KOH(PUAEHLNANTBHOCTH.

A.2 MocnepoBaTenbHOCTb KOMaHA A8 BblYMCNEHNS LU POBOA noannucu

BTa6nuue A.2 nokaszaH CUHTAKCUC 41 CO3AAHNSA LMD POBOI NOANMUCY NPU NCMOMbL30BAHUMU CXEMbI MOAMUCY C NPUIO-
XeHueMm. BBOAOM SIBASIETCA X3LW-KOA C 3anoNHALWMMY 6aiiTaMn. STOT NpUMEpP UANIOCTPUPYET BblYUCIEHNE LU POBOI
noanucK c 06bEAUHEHHbIM aNTOPUTMOM, BK/IIOUHAS ONepaynio XalWmnMpoBaHus. B faHHOM cinydae X3wW-BX0o4 NocTynaeTt Ha
KapTy.

Ta6nunya A.2— lMepsblii npuMep cxembl LU POBOKA NOANNCHU C NPUIOKEHNEM

KomaHaa Onepauus P1-P2 [one gaHHbIX KOMaHbl MNone gaHHbIX OTBETA
MSE RESTORE" «F3» — «01* — -
PSO COMPUTE DIGITAL SIGNATURE «9E* — «9A» X3W-Kog € 3an0o/IHALWUMN Lundposas
6ainTamu noanucek

0 BOCCTAHOBNEHME.

MpumeyaHune — ITOT Npumep ABASETCA YUCTO WAMIOCTPATUBHBIM, U €r0 NMPUMEHEHWE OTPaHUYEHO C TOYKM
3peHns peanusalnu 3KCNOPTHbIX BO3MOXHOCTe, KOTOpble MOTYT NPUMEHSATLCA, U No npuuuHam obujeii 6esonacHocTu
(B HEKOTOPbIX 06CTOATENbCTBAX XenaTeNbHO n3beratb NOBTOpPa nognuceit).

B Ta6nuue A.3 nokasaH CMHTaKCWUC ANS CO34aHuA LMdpPoBOI NognucK ¢ npunoxexHnem. Beog umudpoBoit nognucu
COCTOMUT U3 X3W-Koaa 6e3 3anonHALWMNX 6aiiToB.

Ta6nuya A3 — BTopoil npumep cxembl LU POBOA NOANUCK C NPUNOXEHNEM

KomaHnga Onepauusa P1-P2 [None gaHHbIX KOMaHbl MNone gaHHbIX OTBETA
MSE RESTORE «F3* — «01* — -
PSO COMPUTE DIGITAL SIGNATURE  «9E* — *9A* Xaw-koa 6e3 3anoNHAOLWMNX Linchposas
6aliToB nognuckb

NMpumeuyaHne 1— [ns TOro 4TO6bl N36€XaTb OrPAHNMYEHUII HA IKCMOPT, MOXHO UCMNONbL30BaTh 06bEANHEHNE
NoOANUCU 1N X3LW-anroputma.

MpnmevyaHune 2— BHeKOTOPbIX C/lyyasx n3bexarb NOBTOpPeHUe nognuceil He ypaeTtcs.
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8 Tabnuue A.4 nokasaHa cxema NoAnucKU C NpunoxeHuem. BBog uudpoBOW NOANUCK COAEPXUT Xaw-kof 6e3
3anonHaWmnx 6aliiTos, KOTOpbIV NepefaeTcsa B KapTy, U KapTa 3anpalinBaeTca A4Na Toro, 4Tobbl creHepupoBaTtb Cny4vaii-
HOe YNC/O, KaK yKa3aHo B paclUMPeHHOM CnucKe 3aronoBKoB WabnoHa undpoBoii nognucu DST B none AaHHbIX KOMaHAbI

Ana komaHabl MSE.

Tab6nuua A.4— TpeTuit npumep cxembl LUEGPOBOK NOANUCK C NPUNIOXKEHNEM

Mone paHHbIX

KomaHaa Onepauys P1-P2 Mone faHHbIX «OMaH/b! oTBeTa
MSE SET> «41* — «B6* («40» — L — («90» — L— «91» — L =0)} — —
— («84» — L — CCbINOYHbIA KNtoy)
PSO COMPUTE DIGITAL «9E» — «BC» («90» — L — Xaw-kop) Lincdpposas
SIGNATURE nognuce
" YCTAHOBWUTb.

B Ta6nuuye 5 nokasaH CUHTaAKCUC AN UM POBOIA MOANUCK C OTPAHUYEHHBIM BOCCTAHOBNIEHUEM CcOO6WeHNUs. JaH-
Hble N4 NOANUCU CKOH(UTYPUpPOBaHbl B COOTBETCTBUMU CO CXEMOI noanucu, 3agatlleii orpaHnyeHHoe BOCCTaHOBIEHNEe
coobLUeHns, UCNoMNb3ys 06beKTbl AaHHbIX, NPEACTaB/eHHbIE a NoJie JaHHbIX KOMaHAbl, B pe3ynbTaTe Yero cueTYuk uud-

pOBOIi NOANUCKU UCNONbL3YETCA Kak BHYTpeHHee cooblieHne, NpesocTaBnsieMoe KapTon.

Ta6nuya A.5— YeTBepTblii npuMep cxemMbl LU POBOKA NOANUCK C NMPUTOKEHNEM

KomaHga Onepauus P1-P2 Mone faHHbIX «OMaH/bl Mone gaHHbIX oTBETA
MSE RESTORE *F3» — «02» — —
PSO COMPUTE DIGITAL SIGNATURE  «9E* — «AC» («90» — L — Xaw-kop) Lindposasa nognuce

MpumeyaHune —3anosiHeHne ANSA BbIYNCAEHNA X3LW-KOAA, a Takxe LUUPoOBO/ NoANUCK OCYLLeCTBNAETCS B
cooTBeTcTBUYU ¢ NCO/MIK 9796-2.

B Ta6nuue A.6 nokasaHo, Kak KapTa BbIMONHAET X3WMPOBaHue (UM NoCNeAHUIA LKA BbIUNCNEHUI C X3WMPOBaHU-
eM). BBog ungposoit nognvucu octaetcs nyctoiM B onepayun COMPUTE DIGITAL SIGNATURE, T. K. BCe BXOAHbIE AaH-
Hble NPUCYTCTBYIOT B KapTe.

Tab6nuua A.6— lMATbI NpUMep cxembl LU POBOA NOANUCK C NPUMIOXKEHUEM

KomaHpga Onepauusa P1-P2 Mone faHHbIX «OMaHb! MNone paHHbIX OTBETA
MSE RESTORE *F3» — «01» — —
PSO HASH «90» — «80» [laHHble ANS X3WWpoBaHUsa —
PSO COMPUTE DIGITAL SIGNATURE  «9E» — «9A» _ Linchposas nognnck

A.3 MocnepoBaTenbHOCTb KOMaHA ANA NMPOBEPKN LU poBOA nognucu

B tabnnue A.7 nokasaHo, kak pacllMpeHHbI# CNUCOK 3aro/0BKOB onpeAensieT CTPYKTypy cepTudukata, Tpebyto-
ero A0N0JHNTENBHOTO ONucaHna (CM. Npuaoxexue B), BBOA LNGPOBOI NOANUCH COCTONT U3 3/1IEMEHTOB laHHbIX. One-
pauna VERIFY CERTIFICATE BbinonHAeTCA, UCNONb3Ys LEeno4YKy KOMaHpg.

Ta6nuya A.7— Mepsblii npumMep NpoBEPKN LUGPOBOIA noanucu

KomaHga Onepauus P1-P2 Mone gaHHbIX KOMaHpl
MSE SET DST «41» — «B6» («40» — L — («42» — L — «5F20» — L — «5F49* — L)}
— («83» — L — CcCbI/IOUHBIN KNOY)
PSO VERIFY CERTIFICATE «00* — «AE* {«<5F4E» — L — CogepxaHue cepTudukarta)
(CLA = «1X»)
PSO VERIFY CERTIFICATE «00» — «AE» («5F37» — L — Lundposas noannck ceptudukara)
(CLA = «0X»)
PSO HASH «90* — «80* BBofA Cc xawwnpoBaHuem
PSO VERIFY DIGITAL SIGNATURE «00» — «A8» («9E» — L — Uundcposas noanucob)

10
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Ha nepBom aTane npefocTaBafeTca 06bEKT AaHHbIX COAepXaHns ceptTudukaTa (CuenneHne aeMeHTOB JaHHbIX:
NAEeHTUMNKALNOHHBIE HOMep aMUTEHTa (Ter «42»). nMa gepxatens kapTbl (Ter «5F20») MOTKPbIThIN KNOY AepxaTens kap-
Tbl («5F49%»)). KapTa BbINONHAET X3lWMPOBaHNE, UCNONb3YA coAepxaHue cepTudnkara B kKayecTBe X3WNPOBAHHbIX BXO[-
HbIX AaHHbIX.

Ha BTOopom 3Tane yudpoBas nofgnuchb, NpuHagnexauas ceptudukaTy, Bo3BpallaeTcs B NpexHee COCTOAHUE, U
pe3ynbTaT cCpaBHUBAETCSA C X3LW-KOAOM, BbIYNCNEHHbIM paHee. 3aTeM BbinonHsaeTca onepauna HASH. Ana nposepku uud-
pPOBO NOAMNMCYK OTKPbITBIN K/HOY [O/KEH ObITb YXXe U3BNeYeH M NpoBepeH Npeabiayuieil komaHgoii VERIFY CERTIFICATE.
BBO/ X3WMNPOBAHHbIX JaHHbIX 3aBUCUT OT anroputma XaWwmnpoBaHusa, Nn6o OT NPOCTOro 3Ha4YeHMs, BO3MOXHO, NpejcTas-
NIEHHOTO L,enoy4koit komaHa, NM6o oT NnpeaBapuTeNibHO 06pa6oTaHHOro X3lW-KoAa, EC/IN KapTa BbINO/THAET TO/IbKO nocnea-
HUIA UMK BbIYNCNEHWUA C X3WMNPOBAHNEM.

Ha nocnepHem aTane BbinonHaetcsa onepaunsa VERIFY DIGITAL SIGNATURE.

B Tabnuue A.8 nokasaHa npoBepka cepTudukaTa, He TpebyloLWero 4ONONHUTENbHOTO oNucaHna (CM. NpunoXeHne
B): BBOA UuMchpoBOIi NOANUCU COCTOUT N3 06bEKTOB faHHbIX. Onepauua VERIFY CERTIFICATE ucnonb3yeT Lenoyky
KomaHA. Ha nepBom aTane NnpeAcTaBiAalOTCA 06bEKTbl JaHHbIX, UHTErpUpOBaHHbIe B cepTudukat (Hanpumep, obpaljeHune
K OpraHy no ceptudukaymm, UMa gepxartens KapTbl W OTKPbITbIV KNOY AepxaTtensa kapTbl). KapTa ucnonb3syet aTo 06beau-
HEHMe B KaYeCTBe X3WMNPOBAaHHbIX BXOAHbIX flaHHbIX. [lanbHellwne aTanbl MAEHTUYHbI TEM. YTO ONUCaHbl B NpeAbiAylem
npumepe.

Ta6nuua A 8— BTOpPOi Nnpumep NpoBepkn LU pPOBOI Nognucu

KomaHga Onepauus P1-P2 Mone gaHHbIX KOMaHpl

MSE SET DST «41» — «B6» («83» — L — CcCblNOYHbIN KNtoY)

PSO VERIFY CERTIFICATE «00» — «BE» {«42» — L — NpeHTudunkaunoHHbli HOMep
(CLA=«1X*) amuteHTa) — {«SF20» — L — ma gepxartens

KkapTbl) — {«5F49» — L — OTKpbITbI/ KAOY AepxaTens kapTbl)

PSO VERIFY CERTIFICATE «00» — *AE* {«5F37» — L — Uwndcposasa nognucb ceptudmkarta)
(CLA= kOXo)

PSO HASH «90» — *80« BBog Cc xawwnpoBaHnem

PSO VERIFY DIGITAL «00» — «A8» («:9E» — L — LindpoBas noanucs)
SIGNATURE

B Ta6nuue A.9 nokasaHO UCNOMb30BaHNE OTKPbLITOrO KAt4a, YCTAHOB/IEHHOTO B KapTe.

Ta6nuya A.9— TpeTuili npumep NpoBEPKN LU POBOI nognucu

KomaHga Onepauus P1-P2 Mone AaHHbIX KOMaHab!
MSE SET DST «41» — «B6» («83» — L — CCbINIOYHbIN KtOY)
PSO HASH «90» — «A8* BBoj c xawmpoBaHuem
PSO VERIFY DIGITAL SIGNATURE «00» — «A8* {«9E» — L — Uwncpposas nognuce)

11
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MpunoxeHune B
(cnpaBouHOE)

MpumMepbl cepTURMKATOB, UHTEPNPETUPOBAHHbLIX KapToii

B.1 O6beKkTbl faHHbIX AN cepTUUKaATOB, BEPUPULUPYEMbIX KapTOi

B ta6nuuye B.1 nokasaHbl 06bEKTbI faHHbIX, UMEKLLUX OTHOWEHME K cepTudmuKkaTam, BepupuumnpyemMsiM KapToii.

Ta6nuya B.1— MexoTpacnesble 06bEKTbI AaHHbIX (MPUMeEPLI) 4NA cepTUudnKaTos, BepuduLmpyemMblx KapToi

Ter OnemMeHT [aHHbIX
«42c NaeHTNMNKALNOHHBI HOMEP AMUTEHTA
n5F20* ma pepxatens kapTbl
*5F37» CTtaTnyeckas BHYTpeHHAS ayTeHTudukauma (nognuce ceptudmnkara, nponssBeeHHas aMUTEHTOM)
«5F49» OTKpbITbI KNKOY gepxaTtens KapTbl
*5F4C* CepTudukaTt nosHOMOUYMA Bnagenoua
«5F4E* CogepxaHue ceptudukaTa
«TF21» CepTudimkat gepxatens Kaprhbl

OMUTEHT MOXET onpefensaTb fanbHelilwne 06bekTbl AaHHbIX, Takne Kak cepuiiHblii HoMep cepTudukata, Homep
BEpCcUMN, fata UCTeyeHusa cpoka AeincTeus u T. 4.

CnepyeT pasnuuaTth fBe CTPYKTYpbl CEpTUUKATOB, BEPUDULUPYEMbIX KApTOii:

- cepTudukat, Bepuduumpyemblii KApTo 1 He TPeBY LW NI LONONHUTENIbHOTO ONUCAHUA, COCTOUT M3 06beAUHEHMNA
BER-TLV 06beKTOB flaHHbIX;

- cepTudukart, Bepuduumpyemslii kaptoil u Tpebytowmnii LONONHUTENBHOTO ONUCAHWS, COCTOUT U3 06beAUHEHMNS
3/1€MEHTOB JaHHbIX.

B.2 CepTudukatsl, Bepucduumnpyembie KapToil 1 He Tpebywow e JONOTHUTENLHOTO ONUCAHUA

Ons noagnucaHus cepTudumkata MOXeT UCNONb30BAThLCS Cxema LndpoBoii noanucu ¢ unu 6e3 BOCCTAHOBIEHUS
coobueHns. B Tabnuue 8.2 nokasaH npumep ceptudnkata, BepuuLNpyeMoro kapToi 1 He Tpebylowero 4oNoNHUTENb-
HOTO OMncaHus, Co CXemoi UM pPoBOA NOANNCK C BOCCTAHOBIEHNEM COOGLEHUS.

Ta6nuya B.2— Ceptudukar gepxaTens kapTbl, Bepuduumpyemblii KapToil n He Tpebyl WUl [ONONHUTENbHOTO
onucaHusA(npumepsbl)

o7TF21* AnunHa 3HayeHue nocnefoBaTelbHOCTN 06LEKTOB AaHHbIX

(«42» — L — NAEHTUdUKALNOHHbIN HO- {«5F37» — L — LncpoBas noanucb}
mep amuteHta} — {«5F20* — L — Umsa

Aepxartens KkapTbl} — {«5F49s* — L —

OTKPbITbIA KNOY fepxaTens kapTbl}

Ter OnvHa 3HavyeHue cepTudukarta, cocrtosawero n3 O6BEKTbI AaHHbIX A4NA NOAMNUCH:

cepTudukata cepTu- 06bEKTOB [aHHbIX, WHTErpupoBaHHbIX B («42* — L — VIAeHTU(UKALNOHHbIK  HOMeEp

(cocTaBneH- dukata uudpoByl Noanucb (MMeeTcs TONbKO NMPU  3aMuUTeHTa}

HbIiA) OTCYTCTBMM BOCCTAHOB/IEHUs coobuenunit) {«5F20» — L — Mms gepxartens kapTbl)
{«5F49» — L — OTKpbITbI/ KNOY gepxartens
KapThbl}

MpumevyaHune 1— VgeHTUdMUKALNOHHbIE AaHHbIE OpraHa No cepTuduKauum MoryT ccbiflaTbCa Ha CBOI OT-
KPbITbIA KoY.

NMpumeuyaHne 2— NaeHTUDUKALNOHHbIE AaHHbIE fepXaTesns KapTbl MOTYT 6biTb UCMOMb30BAHbI 4151 yNpaB-
NeHns npaBamu JOCTyna K AaHHbIM, XpaHsLWNMCS B KapTe.

NMpumeuaHne 3— OTKPLITLIA KNIOY BNaAeNbLa KapTel MOXET 6bITb UCNO/Ib30BAH B NOC/Aeaylow el onepaymn
VERIFY DIGITAL SIGNATURE.

12
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B.3 CepTudukartsl, Bepuduuynpyemsie kKapToil n Tpebyloume AONONHNTENBHOTO ONUCaHus

O6bekT faHHbIX pacllMPeHHOro cnucka 3aro/10BKOB MOXET HaxoA4MTbCA B KapTe ANA TOro, YTo6bl NPOBEPUTL 3TOT
TWN cepTudmKaTa: C APYroil CTOPOHbI, OH JOJ/IXEH GblTh 3alMLLEeH NPY Nnepeaaye ero BkapTy. O6bekT faHHbIX PaclUiUPEeHHOo-
ro cnucka 3aronoskoB (ter B400, cm. NCO/M3K 7816-4) onncbiBaeT 06beANHEHNE 3/1IEMEHTOB AaHHbIX N0 Napam Ter.'gnu-
Ha B TOM Xe nopsfgke, 4to u B uudposoii nognucu (cm. Tabnuyy B.3).

Ta6nuya B.3— CepTudukar gepxarens kaptbl, Bepuduuympyemslii kaptoii n Tpebyowmnii 4ONONHUTENbHOTO onuca-
HUA (Nnpumepsbl)

«7F21» OnuHa 3HayeHne nocnefoBaTe/lbHOCTU 06LEKTOB AaHHbIX
{4D'— L — (42'— {K5P4Ex — L - {«5F37» — L — Liucposas
L— 3F20'— L — NAeHTUdKaLNoHHbIF HoMep noanuce)
m5F49' — L)) aMuUTeHTa —

- WmMsa gepxartens kapTol —
- OTKPbITbIN KNtOY Aepxatens

KapTbl)
Ter AnvHa PacwupeHHblii cnu- O6bekT AaHHbIX COAEPXaHUA cep- 3NeMeHTbl JaHHbIX ANA NoA-
cepTudumkata ceptu- CoK 3arofI0BKOB  TUdmKata. WHTErpMpoBaHHbI B  nucu:
(coctaBneH- hukaTta (NpucyTCcTBYET TOMb- MNOANUCH (MMEETCA TOMbKO NPU OT- - UAEHTU(UKALNOHHbIN HO-
HbI) KO. eCcnu CTpyKTypa CyTCTBMM COOGLIEHWA BOCCTAHOB- MeEp aMuTeHTa:
cepTudukaTa M3- JIeHUS. OH COAEPXWUT 3NeMeHTbl - UMSA AepxaTens kapThbl;
BECTHa ABHO) [aHHbIX B COOTBETCTBMM C paclin- - OTKPbITbIA K4 gepxaTtens
PEHHbIM CMWCKOM 3aro/sI0BKOB) KapTbl

13
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Mpunoxenune C
(cnpaBouHOE)

MpuMepbl UMAOPTa/akcnopTa acMMMETPUYHOTO KoYa

C.1 Wcnonb3oBaHue KomaHabl GET DATA (M3B/IEYb LAHHBIE) ans akcnopTa OTKPbITOrO Kalua
MpegnonaraeTtcs, YTo 06bEKTLI faHHbIX, ONUCbIBalOLWME OTKPbITLIA kntoy (PK), HaXoAATCA B kapTe v 3akoaupoBa-
Hbl B (hopme, nokasaHHol B Tabnuue C.1.

Ta6nuya C.1 — KogupoBaHue ans o6bekTa faHHbIX OTKpbITOro kntoya (PK). HaxoasAwerocs B kapte

«A8» | L Mapa T— L gna ykasanua wabnoHa Ana nposepku Luudposoi nognucu
«B6» L DST
«83» L CcCbINOYHbIA KNOY Ha OTKPbITLIA KNty (PK.CH.DS)
«TF49» L O6bekT AaHHbIX OTKPbITOTO Ka4a
«81» L  Mogyne
«82» L OTKpbITas 3KCNOHEHTa

«9E* L Lincbposasa nognuce (Bce 6aiThl WwabnoHa npoBepkn UUpPoBO noanucu
npeawectByouero tera «9E» co 3Hakom)

C nomouwbio KomaHabl MSE Bbl6upaeTcs OTKpbITbI kntou PK. koTopblii gonxeH 6biTb BOCCTaHOBNEeH. [lanee
KkomaHaa GET DATA (HeueTHblid INS. P1-P2 * «3FFF») ncnonb3yetcs B 33Tana, B COOTBETCTBUMN C KOTOPbIMU NOMA faH-
HbIX. NOKa3aHHble B Tabnmyax C.2—C.7. oCyLWecTBAATCA B UHTepd elice KapThl.

Ta6nuuya C.2 — MNone gaHHbix KOMaHabl GET DATA, atan 113 3

«4D» | OB PaclvpeHHbli cnUCcoK 3arofI0BKOB
«A8» 09 Mapa T — L Aansa ykasaHus wabsoHa 4N NpoBepku LM poBoit nognucu
«B6» 02 Mapa T — L. koTopas yka3biBaeT 06beKT gaHHbIx DST
«83» OO MapaT — L.koTopas ykasbiBaeT CCbIJIKY Ha OTKPbITbIA K04
«7TF49» 02 Mapa T— L koTopas yka3biBaeT 06beKT AaHHbIX OTKPbITOTO Katova

«81l» 00 Mapa T — L. KoTopasA ykasbiBaeT MOAY/b

Ta6nuya C.3— MonepaHHbix oTBeTa GET DATA, atan 1u3 3

«A8» | L
«B6» L DST
«83» L CcbinoyHblit knoy PK.CH.DS
«7TF49» L OTKPbITbIA KNtOY

«81» L Mogynb

Tab6nunuya C.4— MNone gaHHbix kKomaHabl GET DATA, atan 2 n3 3

«4D» | 07 PaclunpeHHblii CNMCOK 3aro/0BKOB
«A8» 07 Mapa T-- L gnAa ykasauus wabnoHa g4ns npoBepkn Lugposoil nognucu
«7F49» 02 Mapa T — L, koTopas ykasbiBaeT 06beKT flaHHbIX OTKPLITOrO Ka4a

*82» | 00 | Mapa T — L. koTopas ykasbiBaeT MOAY/Nb

Tab6nuua C.5— MNone gaHHbix oTBeTa GET DATA, 3atan 2 u3 3

«A8» | L
«7F49» | L OTKpPbITHIA KntoY

«82» | L | OTKpbITaaA 3KCNOHeHTa

14



FOCT P NCO/M3K 7816-8—2011

Tab6bnuuya C.6— MNone gaHHbiXx KomaHabl GET DATA, atan 3 u3 3

«40» | 04 PaclwupeHHbIi cnMCcoK 3aroN0BKOB
«A8» 02 Mapa T — L ans ykasauusa wabnoHa gns npoBepkn LU poBoin nognucu

«9E» Q0 Mapa T — L. koTopas ykasbiBaeT 06beKT AaHHbIX LN poBOA nognuncu
Tab6nuya C.7— None gaHHbix oTBeTa GET DATA, atan 3 n3 3
«A8» | L

«9E» | L | Undposas nognuce

C.2 Ncnonb3oBaHne komaHabl PUT DATA (MOMECTUTb AAHHbBIE) ana nmnopTta 3akpbiTOro knwya

MepBoHayanbHO KOMaHAa MSE fo/XHa OTNPaBUThL CCbINIKY HA COOTBETCTBYOLL NI 3aKPbITbli KN1OY (T. €. CCbINOYHBbIN
KN10Y y)xe nssecTeH kapte) (cm. Ta6nuuy C.8). lanee ncnonb3yoTkomaHgy PUT DATA (HeueTHblii INS. P1-P2 = «3FFF »)c
nosem AaHHbIX KOMaH/bl, Kak nokadaHo B Tabnuue C.9.

Ta6nuya C.8— PacwupeHHblli CNUCOK 3aroN0BKOB, ONUCbLIBaKLWNIA 06bEKT 3aKpbITOrO Kaya

«40» OB  PaclwupeHHblii CIMCOK 3aro/I0BKOB

«A8» L Mapa T — L ans ykasaHua wabnoHa 4ns npoBepku undposoii nognucm
«B6» L Mapa T — L anAa ykasaHua DST
*84» L MapaT — bana ykaszaHua ccbinoyHoro knya Ha SK.CH.DS

«7F48» L Mapa T — L Ans ykasaHua o6bekTa AaHHbIX 3aKpbITOro Kaya
«81» 00 Mapa T — 1, koTopas yka3biBaeT MOAY/b
«92» L Mapa T — L agnsa napameTpa p
«93» L Mapa T — L gna napameTtpa q
«94» L Mapa T — L gns napameTtpa Uq mod p
«95» L Mapa T — L agna napametpa d mod (p - 1)
«96» L Mapa T — L agna napametpa d mod (g-1)

«9E» L Mapa T — L Ansa ykasaHua undgposoit nognucu

Tab6nuuya C.9— None gaHHbix kKoMaHabl PUT DATA

«40» L PaclinpeHHbli cNnMCcoK 3arofioBKOB
«A8» L Mapa T — L agna ykasaHus wa6noHa g4ns nposepku LnudposBoit nognucu
«B6» L Mapa T — L ana ykasaHua DST
«84» L Mapa T — L ana ykaszaHusa ccblnovyHoro knwva Ha SK.CH.DS

«7F48» L Mapa T — L Ans ykasaHua o6bekTa faHHbIX 3aKpbITOro kaya
«92» L Mapa T— L gns napametpa p
«93» L Mapa T — L gna napametpa q
«94» L Mapa T — L gns napameTtpa Ug mod p
«95» L Mapa T — L gna napameTpa d mod (p —1)
«96» L Mapa T — L gna napametpa d mod (q-1)
«9E» L Mapa T — L gns ykasaHusa undposBoit nognucu

«5F48» L O6befnHEeHVe 3/1eMEHTOB AAHHbIX NapaMeTpPOB K/l04a B COOTBETCTBUM C PACLUMPEHHBIM CMCKOM 3aro-
JTOBKOB. DNIeMeHTbI JaHHbIX, KOTOPbIE CBA3aHbl C Hano/iHeHneM TeroB «00» B pacllMpeHHOM cnucke 3a-
r0/I0BKOB, CUUTBIBAIOTCS, HO MPKU 3TOM UTHOPUPYOTCS

«9E» L Lindpposas nognuce
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Mpunoxexnne AA
(cnpaBouHOeE)

CBefieHVs1 0 COOTBETCTBUMN CChIJTIOYHbIX MeXAYHAPOAHbIX CTaH4APTOB CCbITOYHBIM
HauMoHaNbHbLIM cTaHgapTam Poccuiickoii Pegepaymm

Tab6nunuya JA1L

O603HayYeHne CCbINIOYHOTO CreneHb O603Ha4eHVe 1 HavMeHoOBaHKe COOTBETCTBYHOLLEro HaLMOHa/IbHOTO
MeXayHapOoaHOro cTaHaapTa COOTBETCTBUSA cTaHfjapTa
NCO/M3IK 7816-4:2005 T FOCT P NCO/M3K 7816-4—2004 «WHtopmaunoHHasa TexXHONOrus.

KapTbl ngeHtTudukaynoHHble. KapTbl Ha UHTErpanbHbiX CXeMax C KOH-
TakTamu. Yactbe 4. MexoTpacneBble KOMaHAbl 415 06MeHa»

MpumeuyaHue — B HacTosAwen Tabnumue NCnNonbL30BaHO cregylolee yCN0BHOe 0603HAYEHME CTENEHN Co-
OTBETCTBUSA CTAHAAPTOB:

- lOT — nAaeHTUYHbIEe cTaHgapThl.
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(53

(63

MNCO/M3K 7816

(BCe yacTtu)

ISO/IEC 7816 (all parts)
NCO/M3K 9796

(BCe yacTtn)

ISO/IEC 9796 (all parts)

NCO/M3K 9798-5:19991)

ISO/IEC 9798-5:1999

MNCO/M3K 10536

(BCe yacTn)

ISO/IEC 10536 (all parts)
NCO/M3K 14443

(BCe yacTm)

ISO/IEC 14443 (all parts)
MNCO/M3K 15693

(BCe 4yacTn)

ISO/IEC 15693 (all parts)

FOCT P NCO/M3K 7816-8—2011
Bubnunorpadus
KapTbl naeHtTudukaLmoHHble — KapTbl Ha UHTerpasibHbiX CXeMax C KOHTakTaMu

Identification cards — Integrated circuit cards

VNHdopmaLnoHHaa TexHonorna — MeToabl 3awmnTel — Cxema LM poBoii nognucu ¢
BOCCTaHOB/IEHNEM coobLWweHns

Information technology — Security techniques — Digital signature scheme giving
message recovery

VHdopmaynoHHble TexHonorum — MeToabl 3awutel — AyTeHTudukauma obbek-
ToB — YacTb 5: MexaHu3mMbl C NPUMEHEHNEM METOA0B C «HY/1IeBblM 3HaHUeM*
Information technology — Security techniques — Entity authentication — Part 5:
Mechanisms using zero knowledge techniques
KapTbl upaeHTUdMKauMoHHble — KapTbl Ha
Hble — KapTbl NOBEPXHOCTHOTO AeicTBuA
Identification cards — Contactless integrated circuits cards — Close coupled cards

WHTerpasbHbIX cXemMax O6eCcKOHTakKT-

KapTbl wnpeHTUudnKaynoHHble — KapTbl
Hble — KapTbl 6113K0ro gencrema

Ha WHTerpanbHbIX cXemax 6eCKOHTaKT-

Identification cards — Contactless Integrated circuits cards — Proximity cards

KapTbl wnpaeHTUdMKaLMOHHbIe — KapTbl
Hble — KapTbl yAaneHHoro geicrens

Ha WHTerpanbHbiX cxemax 6eCcKOHTakT-

Identification cards — Contactless integrated circuits cards — Vicinity cards

OTmeHeH. fleiicTByeT MICO/M3K 9798-5:20009.
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YAK 336.77:002:006.354 OKC 35.240.15 246 OKIM 40 8470

KntoueBble cnoBa: ob6paboTka AaHHbIX, 06MeH uHdopmauuen, naeHTUUKaLMoHHble kapTbl. IC — kapTbl,
Co06LLEeHNs, CNOCo6bI 3awmnThbl, ayTeHTUdKauns
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