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Mpeancnosune

Llenn n npuHunnel ctaHgapTusaunn B Poccuiickoil ®egepalnumn yctaHoBAeHbl PefepanbHbiM 3aKOHOM OT
27 pexabpsa 2002 r. Ne 184-93 «O TexHMYECKOM perynpoBaHun», a npasuia NPUMEHeHUs HauoHalbHbIX CTaH-
naptoB Poccuiickon ®egepaunn — FOCT P 1.0—2004 «CtaHgapTusaumnsa B Poccuiickoli degepauun. OCHOBHblE
NOJIOXEHNA»

CeejeHus o cTaHgapTe

1 MNOArOTOBNEH O6LwecTBOM C OrpaHU4YeHHOl OTBETCTBEHHOCTbIO «Hay4YHO-Npou3BoAcTBeHHas mupma
«Kpuctann» (OO0 «HM® «Kpuctann»), PesepanbHbiM rocyfapCTBEHHbIM yupexaeHnem «l ocyAapCTBEHHbI
Hay4HO-Ucce0BaTeNbCKUiA UCNbITaTe IbHbIA MHCTUTYT NPO6EM TEXHUYECKON 3awwuTbl nHhopmauun degepanb-
HOUi CNYX6bl MO TEXHUYECKOMY U 9KCMOPTHOMY KOHTpoo» (Pry «THUNW NT3N ®CTI3K Poccun») Ha ocHoBe
CO6CTBEHHOr0 ayTEHTUYHOIO NepeBoa MexyHapo4HOro cTaHjapTa, ykasaHHOro B nyHKTe 4

2 BHECEH YnpaBneHnem TeXHUYECKOro peryiupoBaHuma n ctadgaptusanmm ®egepasnbHoro areHTcTaa no
TEXHUYECKOMY PEryNMPOBaHNIO N METPOIOTUN

3 YTBEPXX/AEH /I BBEJIEH B JEVCTBWE Mpukasom GenepannHOro areHTCTBa N0 TEXHUYECKOMY pery-
nvpoBaHuio n meTposiornn ot 30 HOA6ps 2010 r. N9 632-cT

4 HacTtoswwuii cTaHAapT AeHTUYeH mexayHapogHomy ctaHgapTy MCO/M3K 27005:2008 «MHgopmaLnoH-
Has TexHonorusa. MeToAbl U cpefcTBa o6ecnevyeHnsa 6esonacHocTu. MeHeKMEHT pycka MHOpMaLMoHHO 6e30-
nacHocTu» (ISO/IEC 27005:2008 «Information technology — Security techniques — Information security risk
management»).

HanmeHoBaHuWe HacToSALero cTaHgapTa M3MeHeHo OTHOCUTE/IbHO HAUMEHOBAaHWS YKa3aHHOTo MeXxayHapos-
HOro cTaHfAapTa A4n1s npuBeAeHns B cootBetctBme ¢ FOCT P 1.5 (nyHKT 3.6).

Mpy NpyMeHeHnn HacTosLero cTaHgapTa PeKoMeHAyeTCs UCNOob30BaTb BMECTO CChI/TOUYHbIX MeXAYHa-
pPOAHbIX CTaHAAPTOB COOTBETCTBYIOLWME UM HaLMOHabHble CTaH4apThl Poccuiickoin ®efepauuun, cBegeHuns o Ko-
TOPbIX NPUBEEHbI B [OMO/IHUTE/IbHOM MPUIOXeHUN JA

5 B3AMEH FOCT P UICO/M3K TO 13335-3—2007 uFOCT P MCO/M3K TO 13335-4—2007

MHdopMauus 06 n3MeHeHUsAX K Hac T osLLeMy CTaHAap Ty nyb/mkyeTCs B XerofiHo n3gaBaeMoM WH-
chopmaunoHHOM ykasaTene «HauyoHanbHble CTaH4apThi», a8 TEKCT U3MEHEeHU 1 NoNpaBOK— B EXXeMeCHYHO
n3gasaemMbixX MHPOPMAaLMOHHbIX yKa3aTensax «HaunoHanbHble cTaHAapThi». B cnyyae nepecMoTpa (3ameHbl)
NN 0T MEeHbl HACTOALLLEr0 CTaHjapTa cooTBeTCTBYLee yBefjoMeHne 6yeT ony6/MKOBaHO B exeme-
CAYHO U3JaBaeMOM MHpopMaLMOHHOM YKa3aTe e «HaunoHasbHble cCTaHaapThi». COOTBeTCTBYLWAas UH-
hopmauyus. yBefJoMNIeHNA U TEKCT bl pasMeLlalo T CA Takxe B MHOpMaLoHHON cucTemMe o6LLero nosib3osa-
HMA — Ha othmumanbHOM caii Te dPeflepasbHOro areH TCTBa N0 TeXHUYECKOMY PeryipoBaHuio U MeTPOoorum
BCeTUVIHTepHeT

©CTaHfapTuHgopm. 2011

HacTosiwuii cTaHfapT He MOXeT 6blTb NOMIHOCTLIO UM YACTUUYHO BOCNPOU3BEAEH, TUPAXMPOBAH U pacnpo-
CTpaHeH B kauecTBe ohuLMaNbLHOTo n3gaHus 6e3 paspelleHus defepanbHOro areHTCTBa No TEXHUYECKOMY pery-
NNPOBaAHWIO U METPOIOTUN

K



FOCT P NCO/M3K 27005—2010
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Mpepgnocbikn co3gaHusa ctanjapTa
O630p npouecca MeHeAXMeHTa pucka HOpMaLMOHHO 6e3onacHoCTH
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BeepgeHune

HacTosiwuii ctTaHfapT npeAcTaBnsieT PyKoBOACTBO MO MEHEMKMEHTY prcka MHOpMaLMoHHO 6e30nacHo-
cTn (UB) B opraHusauuun, nogaepxunsas, B HaCTHOCTH, TPe6OBaHUA KCUCTeMe MeHeAXMeHTa NHopMaLMOHHO
6e3onacHocTn (CMWB) B cooTBeTcTBUM ¢ MCO/M3K 27001. OgHaKo HacToAWMI cTaHAapT He NnpegocTaBaseT
KakKoi-nn6o KOHKPETHOW MeTo4010rnY N0 MeHeA)KMEHTY pucka MHhopmaLunoHHo 6e3onacHocTU. Bbi6op nogxo-
[a K MeHe)XMEHTY pucka OCcyLLecTBNAETCS opraHu3auneii u 3aBucuT, Hanpumep ot o6nacTu npumeHenns CMUB.
KOHTEKCTa MeHeXXMeHTa pucka unu cipepbl AesiTeNbHOCTU. Psf cylwecTBYOWUX METOLO/IOTUIA MOXET UCMNOb-
30BaThCs B pamkax CTPYKTYypbl, ONMCaHHOM B HAaCTosIWeM cTaHAapTe ANs peanusayum TpebosaHuii CMUB.

HacTosAwwmii cTaHgapT NnpeAHasHayveH ANa pykoBoauTeneil u nepcoHana, 3aHMMarLWwerocs B opraHnsaunm
BOMpocamy MeHe[XMeHTa pucka MH(OpPMaLMOHHOK 6e30MacHOCTK, a Takke, NP He06X0AMMOCTH, A1 BHELIHMX
CTOPOH, MMEILLNX OTHOLEHNE K 3TOMY BUAY AeATETbHOCTU.
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HAUMWOHA/NBbHBLIW CTAHAOAPT POCCUNMNCKOWN SGELEPALUNMN

NHpopMaunoHHas TexHonorus
METOAbI N CPEACTBA OBECIMNEYEHUNA BE3OMACHOCTU

MeHeaXMEHT pycka MH(POPMaLLMOHHOIT 6e30MacHoOCTr

Information technology. Security techniques. Information security risk management

[ara BBegeHna — 2011 — 12— 01

1 O6nactb NPUMEHEHUS

HacToswwmii ctTaHfapT npeacTasnaeT pykoBOACTBO N0 MeHeAXMEHTY pucka nHopmMaLoHHoii 6e3onac-
HOCTW.

HacTtoswwnii ctaHpapT NnoaaepXvBaeT o6 me KoHuenuuu, onpegeneHHsle B MICO/M3K 27001. n npegHasHa-
YeH ANnAa coaelicTBmA afiekBaTHOro obecnevyeHnsa MHhopmaLMoHHOW 6€30NacHOCTH Ha OCHOBE NoAX0Aa, CBSA3aH-
HOrO C MEHe)XMEHTOM pucKa.

3HaHue KoHuenuuii, mopgeneit, NpPoueccoB W TEPMUHOMNOIMU, WU3NOXEeHHbIX B MCO/M3K 27001 un
MNCO/M3K 27002. BaXHO 419 NOMIHOTO NOHMMAaHWS HaCcToALLero ctaHgapTa.

HacToauwuii cTaHgapT NpUMeHUM A1 opraHu3auunii Bcex TMNoB (Hanpumep, KOMMepUYeckux NpeanpuaTui,
rocyiapCTBEHHbIX yUYpeXAeHUil, HEKOMMePYECKUX OpraHn3aLunii), NIaHNpYoLWnX OCYLLeCTBAATL MEHeAKMEHT
PUCKOB, KOTOPbIE MOTYT CKOMNPOMETUpoBaTb MHPOPMAaLMOHHY 6€30NacHOCTb OpraHm3aunu.

2 HopmaTuBHbIE CCbI/IKA

B HacToslem cTaHAapTe UCNOb30BaHbl HOPMAaTUBHbIE CCbINIKU Ha cneayolne ctaHaapThl:

MCO/M3K 27001:2005 NHhopmaymoHHas TexHonorusa. Metoabl n cpegctea obecneveHnss 6e3onacHocTu.
CuctemMbl MeHegXMeHTa MHopmMaLMoHHOW 6e3onacHocTu. Tpe6oBaHusa (ISO/IEC 27001:2005. Information
technology — Security techniques — Information security management systems — Requirements)

MCO/M3K 27002:2005 NHhopmaumoHHasa TexHonorusa. Metoabl v cpegctea obecneveHnss 6e3onacHocTu.
CBof NpaBu/ N0 MEHEAXMEHTY MHChopMaLMoHHO 6e3onacHocTu (ISO/1IEC 27002:2005. Information technology
— Security techniques — Code of practice information security management)

MpumeyaHue — lMp1 N0/Ib30BAHNM HACTOALLYM CTAHAAPTOM Lies1ecoo6pasHo NPOBEPUTL AeiCTBUE CCbIIoY-
HbIX CTaHAAPTOB B MHCDOPMALWOHHONM CUCTEME OBLLETO MO/b30BaHMS Ha OhMLMaNbHOM caliTe defepasibHOT0 areHT-
CTBa MO TEXHUYECKOMY PEry/IMpoBaHWi0 N METPOIOTUM B CETU VIHTEPHET WM MO eXEroAHo M3LaBaeMoMy MHGOPMALOH-
HOMY ykasaTesio «HaunoHalbHble CTaH4apPTbl», KOTOPbIM ONy6/IMKOBaH MO COCTOSIHMIO HA 1 AHBaps TEKyLLero roga, v no
COOTBETCTBYIOLLMM EXXEMECSUHO U34aBAEMbIM UH(OPMALMOHHBLIM YKa3aTe isiM, ony6/IMKoBaHHbIM B TekyLuem rogy. Ecim
CCbI/IOYHbIN CTAHAAPT 3aMEHEH (M3MEHEH), TO MPU NO/Ib30BaHUM HACTOALLMM CTaHAAPTOM, C/ieflyeT PyKOBOACTBOBATLCS
3aMeHSIOLLMM (M3MEHEHHbBIM) CTAHAAPTOM. ECNM CCbIOYHbIA CTaH4ApT OTMEHeH 6e3 3aMeHbl, TO MOJIoXeHue, B KOTo-
pOM fjaHa CCbIfIKa Ha Hero, NPUMEHSIETCS B 4aCTU, He 3aTparuBaroLLeii 3Ty CCbi/ky.

3 TepMUHbI 1 onpeaesneHns

B HacToswem cTaHAapTe NnpuMeHeHbl TepMuHbl No MCO/M3K 27001. MCO/M3K 27002. a Takxe cneayto-
LiMe TEPMUHBI C COOTBETCTBYIOLWUMMN ONpPefesieHnAMN:

M3paHne ouymansHoe
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3.1 BnusHue (impact): He6naronpmaTHoe n3mMeHeHmne ypoBHA AOCTUTHYTbIX GU3Hec-Lene.
3.2 puck nHthopmaLMoHHOW 6e3onacHocTu (information security risk): Bo3M0OXHOCTb TOr0, 4TO AaHHas
yrpo3a cMOXeT BOCMO0/1b30BaThbCHA YA3BUMOCTbIO akTBa UM rpynnbl akTUBOB M TEM CaMblM HaHeceT yuepb opra-

HU3aLmm.
NMpumeyaHne — OH U3MEPSETCA UCXOAA N3 KOMOMHALMN BEPOSTHOCTH COBbLITUS U ero NocneAcTBuS.

3.3 npepoTBpaweHne pucka (risk avoidance): PeweHune He 6bITb BOB/IEYEHHBIM B PUCKOBAHHYIO CUTya-

LU0 nnau geiictene, npegynpexaarllee BOBeYEHNE B Hee.
[NCO/M3K PykoBogacTeo 73:2002]11

3.4 KOMMYHuKauua pucka (risk communication): O6mMeH MHOpMaLmeit o pucke UM COBMeCTHOe uc-
nosib30BaHne 3Tol MHopMaL MM INLLOM, MPUHMMAIOL UM PeLleHne, U APYTUMU NPUYACTHBIMU CTOPOHAMU.
[NCO/M3K PykoBoacTBo 73:2002]

3.5 konnyecTBeHHas oueHka pucka (risk estimation): Mpouyecc NPUCBOEHUA 3HAYEHUIA BEPOATHOCTU U

nocneacTBuii pucka.
[MCO/M3K PykosopcTeo 73:2002]

MpumevaHunsn
1 B KOHTEKCTe [aHHOro HauvoHasIbHOro cTaHAapTa KoMYecTBEHHAs OLEHKa pucKa paccMaTpuBaeTCca Kak aes-

TefIbHOCTb (activity), a He Kak npouecc (process).
2 B KOHTeKCTe AaHHOro HalyOHa/IbHOro CTaHAapTa NPUMEHWUTENIbHO K KO/TIMUYECTBEHHON OLieHKe pucka BMeCTO

TepMMUHa «BO3MOXHOCTb, BEPOSITHOCTL» (probability) ncnonb3yetcs TepmMunH «BepoATHocTb» (likelihood).

3.6 ugenTndukauma pucka (risk identification): Mpouecc HaxoxaeHUs, cocTaBeHNs NePeYHs n onuca-

HUSI 91EMEHTOB puCKa.
[MCO/M3K PykoBoacTBo 73:2002]

MprmeyaHne — B KOHTEKCTE JaHHOIO HaLMOHa/IbHOTO CTaHAapTa NPUMEHUTENBHO K MAEHTUUKALMK prcKa
BMECTO TEPMMHA «MPOLLECC» (Process) UCMOb3yeTc TEPMUH «AesATeNbHOCTb» (activity).

3.7 cHuxeHune pucka (risk reduction): leiicTBua, npefnpuHATbIE N8 YMEHbLIEHNA BEPOATHOCTHU, Hera-
TUBHbIX NOCNEACTBUIA UK TOTO M 4PYrOro BMecTe, CBSA3aHHbIX C PUCKOM.
[MCO/M3K PykosopcTeo 73:2002]

MpuMeyaHne — B KOHTEKCTE AAHHOMO HALIMOHAUIBHOTO CTaHAAPTa NPUMEHUTESIBHO K KONMYECTBEHHOI OLeHKe
pucka BMeCTO TepMMHa «BO3MOXHOCTb, BEPOATHOCTb» (probability) ncnonbsyetca TepmuH «BeposiTHocTb» (likelihood).

3.8 coxpaHeHue pucka (risk retention): MpuHATME GpemMeHn NOTEPb WU BbIFO[ OT KOHKPETHOrO pucKa.
[MCO/M3K PykosoacTBo 73:2002]

MpunmeyvyaHne — B KOHTEKCTE PUCKOB VB NMPMMEHNTE/IbHO K COXPaHEHUIO pUCKa paccMaTpuBaloTCA TOMIbKO
HeraTuBHble nocneacTems (notepm).

3.9 nepeHoc pucka (risk transfer): PasgeneHue c a4pyroii CTOpoHO 6pemMeHn NoTepb UK BbITOA OT pucka.
[MCO/M3IK PykoBogacTeo 73:2002]

MpumeuyaHue — B KOHTeKkCTe pUckoB VB NPUMEHUTE/IHO K MEPEHOCY pUCKA PAcCMAaTPUBAOTCA TOJbKO
HeraTvBHble MOCNeACTBYS (NoTepu).

4 CTpyKTypa HauMOHas/IbHOro ctaHgapTta

HacTosAwwnii cTaHAapT COAEPXUT onucaHue npouecca MeHegXMeHTa pucka Vb 1 cBA3aHHbIX C HUM BUL,0B

LEeATeNbHOCTN.
MpeAnockINKM cCo34aHuns cTaHhapTa onucaHbl B pasgene 5.

" B Poccuiickoli ®epepaunn gelicteyet FOCT P 51897.
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O630p nNpouecca MmeHeAXMeHTa pucka VB gaeTtcsa B pasgene 6.

Bce BuAbl AeATeNbHOCTU, CBA3AHHbIE C MEHeXXMeHTOM pucka Nb. npeacTasnieHHble B pasfene 6. 0nuchl-
BaloTCA fasee B crefyloWwnx pasgenax:

- YcTaHOB/IEHWE KOHTEKCTa — B pasjene 7.

- OueHka pucka — B pasgene 8.

- O6paboTka pucka — B pasgene 9.

- MpuHATKe pucka — B pasgene 10.

- KommyHukaumsa pucka — B pasgene 11.

- MOHUTOPWHT M NepeoLeHKka pucka — B pasgene 12.

[lononHuTenbHas MHpopmauunsa o Buaax A4esTeNbHOCTH, CBA3aHHbIX C MeHeg)XKMeHTOM pucka VB, npusege-
Ha B NPUIOXEHUAX. YCTAHOBNEHNIO KOHTEKCTA CNOCOOCTBYIOT CBELleHNA U3 NPUIoXeHnUa A (onpegeneHune obna-
CTW NPUMEHEHNSA U TPpaHunL, Npouecca MeHegxMeHTa pucka Mb). OnpegeneHve nyctaHoB/IEHWE LLEeHHOCTN akTUBOB
M OLeHKa BNSHMA 06CYXAaloTca B NpUNoXeHUn B (npumepsl, kacalLmecs akTuBoB), B npunoxexnun C npusege-
Hbl TPUMEPbI TUMUYHbLIX YIPO3 1 B NPUI0XEeHUN D — npumepbl TUNUYHBIX YS3BUMOCTEA.

Mpumepbl NOAX0A0B KOoueHKe puckoB VB npeactas/iieHbl B NpUaoXeHun E.

OrpaHnyeHus, Kacallmnecs CHUXEeHNA pucka, npeacTasneHbl B NpuaoxeHun F.

Bce Buabl f,eATeNbHOCTHU, CBA3AHHbIE C MEHE)KMEHTOM pucCKa, NpecTaBneHHble B pa3genax 7— 12, cTpyk-
TYpVUpOBaHbI CieyoLWmnm o6pasom:

BxogfHble faHHble. Onpegenserca Hopmaumsa, Heob6xoaMMas ANA BbINONHEHNS LeATENbHOCTY.

[lelictBne. OnucbiBaeTcs AeATE/IbHOCTb.

PykoBogcTBO No peanusauuun. MpegcraBnseTcs pykoBoACTBO MO BbINOJIHEHWIO AeiicTBUS. HekoTopble peko-
MeHAauun faHHbIX PYKOBOACTB MOTYT HE NOAXOANTL KO BCEM C/lydasm, N0O3TOMY MOTyT 6bIiTb 60/1€ee yMeCTHbIMU
VHble BapnaHTbl 4eliCTBUA.

BbixofHble fAaHHble. OnucbiBaeTcs MHopmauus, nosiyyeHHas B pesysibTaTe BbINOSIHEHUSA feATeNbHOCTH.

5 MpeAnocbINK1 co3daHnsa cTaHgapTa

Cuctematnyeckunii nogxoa K MeHeg)XKMeHTY pucka NB Heobxoaum Ansa Toro, 4Tobbl nageHTMNLNpoBaTb
noTpe6HOCTM opraHnsaunu, kacawwmneca tpebosaHnii Ub. n cosgats adhdekTnsHyto CMUB. 3ToT noaxon Aon-
XEeH COOTBETCTBOBATH YCNOBUAM AeATENbHOCTY OpraHn3aLm n. B 4aCTHOCTU, JO/KEH 6biTb COrnacoBaH c 06LWwum
MeHe[)XMEeHTOM PUCKOB B MacliTabe opraHusayuu. Ycunusa no obecneyeHnto 6e3onacHoCcTv A0/KHbI o6ecneymn-
BaTb 3(hhekTUBHOE U CBOEBPEMEHHOE pearnpoBaHmne Ha pucku TaM 1 Toraa, rae n korga ato Heo6xogumo. Me-
HeXMeHT pucka Vb fonxeH 6bITb HEOTbEM/IEMOI YaCTbio BCEX BUAO0B AeATENbHOCTU, CBA3AHHbBIX C MEHEX-
MeHTOM WB. 1 flo/kKeH NPUMEHATLCSA Kak Ha 3Tane BHeJpeHUs, Tak U B NpoLecce NoBceHEBHOIO UCNO/Ib30BaHUA
CMWB opraHusavmu.

MeHepXxmeHT pucka VB gomkeH 6bITb HENPEPbLIBHBIM NpoLLeccoM. B pamkax 4aHHOro npouecca cnegyert
ycTaHaBnmBaTb KOHTEKCT, OLeHnBaTh M 06pabaTbiBaTb PUCKKU, UCMOB3YA 418 peannsaunn pekomeHgauum n pe-
WweHns nnaHa o06paboTky pUCKoB. [0 NPUHATUA PELUEHNS O TOM. UTO U KOrAa AO0/MKHO 6bITb CAEMNAaHO AN CHUXe-
HUS pUcKa A0 NPUEMIEMOTO YPOBHSA, B pamKax MeHe)XMeHTa pucka aHanusnpyeTcs, YTo MOXeT NPOU30NTU 1
KakMMu MOTyT 6bITb BO3MOXHbIE MNOC/EACTBUSA.

MeHemxMeHT pucka Vb gomxeH cnocobcTBoBaTh:

- MAeHTUnKaLm puckos;

- OLeHKe pMCKOB, UCXOAS U3 MOCNeACTBUI X peann3aunm 45 6usHeca u BEpOATHOCTU X BOZHUKHOBEHUS;

- 0CO3HaHMWIO U MHCHOPMUPOBAHUIO O BEPOSATHOCTM M NOCNEACTBUAX PUCKOB;

- yCTAaHOB/IEHWIO NPUOPUTETOB B PamMmkax 06paboTK/ PUCKOB;

- YCTaHOB/IEHUIO MPUOPUTETOB MEPONPUATHI MO CHUXEHWIO UMEIOLLLUX MECTO PUCKOB;

- NPUB/IEYEHNIO NPUYACTHbLIX CTOPOH K MPUHATUIO PeLleHnli 0 MeHeIKMEHTE pucka U NoAAEPXKaHUID UX
WH(POPMUPOBAHHOCTMN O COCTOAHUMN MEHEJ)KMEHTA PUCKa;

- 3(pheKTMBHOCTU NPOBOAMMOIO MOHUTOPUHIA 06pPabOTKN PUCKOB;

- NPOBEAEHNI0 PErYNAPHOrO MOHUTOPUHIA U MepecMoTpa npoLecca MeHeKMeHTa pucka.

- cbopy nHhopmaumnmn gnsa coBepLIeHCTBOBAHUA MEHE)KMEHTA PUCKa,;

- NOArOTOBKE MEHeKepoB M MepcoHasia no BONpocam PUCKOB U HEOOXOANMBIX feiCTBUIA, TpegnpuHUMae-
MbIX 418 UX YMEHbLUEHNS.

Mpouecc meHemKMeHTa pucka B MoxeT 6bITb NPYMEHEH KO BCel opraHnsaumnm, K n1to6oli oTaeNbHOR YyacTu
opraHusauuu (Hanpumep, nogpasaeneHuto, unavany, cnyxoe), Kk Nto6oi MHPopMaLMOHHOW cUCTEME, K UMEID-
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LWMMCA, NNaHNpyeMbIM UK cneunduyeckum acnektam ynpaBaeHus (HanpuMep, K n1aHMpoOBaHN0 HENpPepbIBHO-
CcTu 6usHeca).

6 O630p npoLecca MeHemKMEHTA PUCKa MH(POPMAaLMOHHOM 6e30nacHOCTH

Mpouecc meHegxMeHTa pucka b cocTouT U3 ycTaHOB/IEHUSA KOHTeKCcTa (pa3aen 7), oleHku pucka (pas-
nen 8). 06paboTku pucka (pasgen 9), npuHaTua pucka (pasgen 10), kKOMMyHuKauuin pucka (pasgen 11). a takxe
MOHUTOPUWHIa 1 NepeoLeHKn pucka nHhopmaunoHHoi 6esonacHocTu (pasgen 12).

Kak nokasaHo Ha pucyHke 1, B npouecce MmeHefkMeHTa pucka B npoueaypbl oLeHkn pucka u/mnm obpa-
60TKM pUCKa MOTYT BbIMOJTHATLCA MTEPATUBHO. VITepaTuBHbI NOAXOA K NPOBEAEHUNIO OLLEHKN pUCKa MOXET yBesu-
UnTb TNYOUHY 1 JeTannsannio OLEeHKN Npu KaxAoi nocneayowei nutepauun. tepatneHblii nogxos no3sonset
cbanaHcupoBaHO 3aTpaunBaTb BPeMSA U yCUNnUa Ha BbIGOP Mep W CPpeACTB KOHTPONA U ynpaBfeHns, B TO Xe
BpeMA Mo-npexHemy obecneynBas COOTBETCTBYIOLLYI OLlEHKY BbICOKOYPOBHEBbIX PUCKOB.

CHavana yctaHaB/IMBaeTCA KOHTEKCT, @ 3aTeM NPOBOAMTCA OLleHKa pucka. Ecnv npm aTom ygaeTtcs nony-
YNTb [OCTATOUHYIO MHChOpMaL Mo 4N 3P DEKTUBHOIO onpefeneHns aeiicTeuii, TpebyemblX A5 CHUXEHUS pucka
[l0 MpMeMIeMOoro ypoBHs, TO 3ajaya BbIMO/IHEHA, NOC/e Yero cnegyeTt o6paboTka pucka. Ecnu nndopmayus
AB/AETCA HEeJO0CTaTOYHON, TO MPOBOANTCA OYepejHas uTepaLuns OLeHKN prcka B yC0BUAX NEPECMOTPEHHOIO
KOHTeKcTa (Hanpumep, KpUTEepMEB OLLEHKN PUCKOB, KpUTEPVEB NPUHATUSA PUCKOB UK KPUTEPUEB BANAHUS), BO3-
MOXHO B OrpaHM4YeHHOI YacTu NOMHOM NpeAMeTHON 06n1acTh (CM. pUCYHOK 1. mopBas Touka NPUHATUA peLleHuns).

MKXbW uam—
M B O
HY/IMArOL@HM

b

BMpHIMULWMNHL
pevvHmn o puon. Muynanr
rfifftr MP pllDk»

y))

KoHLw napLuoin Km nocneaytoLmx utepawimii
PucyHok 1 — lpouecc MeHemKMeHTa pucka WHOPMaLMOHHON 6e30MacHoCTU

O hekTUBHOCTL 06paboTKM pucka 3aBUCUT OT pe3y/ibTaToB OUEeHKM pucka. O6paboTka pucka MOXeT He
o6ecneunTb cpasy xe NpuemMsemMblii ypoBeHb 0CTATOYHOIO pucka. B aToii cutyaunn notpebyetcs, ecivm Heobxo-
OUMO. elle ofHa UTepawlmus OLeHKN pucka ¢ U3MeHEHHbIMU NapameTpamMun KOHTeKcTa (Hanpumep, KpUTeprueBs OLEeH-
KM pucka, NPUHATUA pUcKa 1 BNUAHKA), 38 KOTOPOW nocneayeT ouepeaHas npouenypa 06paboTku pucka (CM. pu-
CYHOK 1. BTOpasi Touka NPUHATUSA peLleHuns).
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Mpoueaypa NpMHATUA pUcKa f0/KHa obecneynBaTb OAHO3HAYHOE NPUHATNE OCTATOUYHbIX PUCKOB PYKOBOA-
CTBOM OpraHusauuu. 3To 0COH6EHHO BaXHO B CUTYaL MK, KOTAa KOPPEKTUPYIOLLNE MePbl HE NpeAnpUHUMAtoTCS, UK
NXNPUHATOE OTKN1aAblBaeTCcA, Hanpnmep n3-3a CTOMMOCTH.

B npouecce meHemkMeHTa pyucka Vb BaxHO, 4To6bl 0 puckax v nx o6paboTke MHHOPMUPOBaAINCL COOTBET-
CTBYIOLLME PYKOBOAUTENN N ONEepPaLNOHHbIE COTPYAHUKN. [laxe A0 06paboTku pUcKoB UHhopMaLma 06 ngeHTndun-
LMNPOBaHHbIX PUCKax MOXeT 6bITb 0YEHb LLeHHOI‘/'I ANA MeHeMKMeHTa UHUMAEHTOB U MOXeT CNoco6CTBOBATL CHUXeE-
HUI0 NoTeHumManbHoro yuep6a. OcBeOMNIEHHOCTb PYKOBOACTBA M NepcoHana O puckax, 0 xapakrtepe mep u
CpefCcTB, NPUMEHAEMbIX A1 CHUXEHUS PUCKOB, U O NPO6/1eMHbIX 06/1aCTAX B OpraHn3aLmm noMmoraet Mmakcu-
ManbHO 3P (HEeKTUBHO OTpearnpoBaTh Ha UHUUAEHTbI U HENpeABUAEHHbIE COObITUA. leTann3npoBaHHble pesyb-
TaTbl KAXA0r0 BUAa f,eaTeNbHOCTH, BXOASALWEro B NPoLecc MeHeXMeHTa pucka Mb. a Takxe pesynbTaTbl, N0Ny-
YeHHble N3 ABYX TOUEK MPUHATUA peLlleHnii 0 puckax, f0/HKHbI 6blTb JOKYMEHTUPOBAHbI.

B MCO/M3K 27001 onpegenseTcs, kakue mepbl U cpeAcTBa, peannsyembie B pamkax 06/1actm npuMmeHe-
HUSA. rpaHunL, n KoHTekcTa CMUB. 0NXHbI BbIGUPATLCA M MPUMEHATBLCA C Y4eTOM pucka. NpuMmeHeHne npouecca
MeHemKMeHTa pucka b faet BO3MOXHOCTb BbINOMHUTL 3TO TpeboBaHune. CylwecTsyeT MHOIo NoAgxoA08, No-
CpeACTBOM KOTOPbIX 3TOT NpoOLEecc MOXeT 6biTb YCNELWHO BHeAPEH B opraHn3auunun. B kaxaom cnyyae npuMeHe-
HWS 3TOrO Npouecca opraHn3aumns 4o/HKHa UCNO0Mb30BaTh TOT NOAX04, KOTOPbIA Hanny4ywum o6pa3om CooTBeT-
CTBYEeT KOHKPETHbIM 06CTOSATE/IbCTBAM.

B CMWB ycTaHOBNeHMe KOHTEKCTa, OLeHKa pucka, paspaboTka nnaHa o06paboTku pucka u npuHAaTUe pucka
ABNSATCA YaCTblo (hasbl «NnaHMpoBaHue». B hase «ocywectsnenme» CMUB npoueaypbl v Mepbl, Tpebyemble
AN CHUXKEHUSA puUcKa [0 NPMeMIeEMOro ypoBHS, peasin3yoTca B COOTBETCTBUM C NaHOM 06paboTkmn pucka. B
thase «nposepka» CMWB pykoBOACTBO onpeAensieT NnOTPe6HOCTL B MOBTOPHON oLeHKe 1 o6paboTke pucka B
cBEeTe UHLUMAEHTOB 1 N3MEHUBLUUXCA 06CTOATENbCTB. B (hase «aeiicTBME» OCyLLECTBASATCA Nto6ble Heo6Xxoan-
Mble paboThbl, BKOYaA J0MOMIHUTENbHOE BbINOJIHEHWE NpoLecca MeHexMeHTa pucka Ub.

B tabnuue 1nokasaHa B3aMMOCBA3b NpoLeayp MeHefXMeHTa pucka ¢ YeTbipbMa hazamu npouecca CMUB.

Ta6nuuya 1— COOTHOLIEHUE CUCTEMbI MEHEMKMEHTA MH(DOPMALMOHHOI 6e30MacHOCTM
1 npolecca MeHeMKMeHTa pucka WHOPMAaLMOHHOW Ge3onacHocTh

Mpouecc CMNB Mpouecc meHemkmeHTa pucka Vb

YcTaHoBNeHne KOHTeKcTa
OueHka pucka
MnaHuposBaHve MnaHnpoBaHne 06paboTku pucka
MpuHATNE pucka

OcyLlecTtsneHve Peanmsauua nnaHa o6paboTkm pucka
Mposepka MpoBegeHne HenpepbIBHOrO MOHUTOPUHIA M NEPEOLIEHKN PUCKOB
[eiictne Moafepxka M ycoBepLIEHCTBOBaHME MpoLecca MeHe[pKMeHTa
pucka Nb

7 YCTaHOBJIEHME KOHTEKCTa

7.1 O6wure nonoxeHuns

BxofHble flaHHble. Bca nHopmauma o6 opraHnsaumnm, umetoLLas OTHOWEHNE K yCTaAHOB/TIEHUIO KOHTEKCTa
MeHeXMeHTa pucka Vb.

[OeiictBre. o/1KeH 6bITb YyCTAHOB/IEH KOHTEKCT MEHeA)XMeHTa pucka Vb. 4To BKkIoYaeT onpegenexHne oc-
HOBHbIX KpUTEPUEB, HEOOXO4NMBbIX 4719 MeHeKMeHTa pucka Vb (B cooTBeTcTBUM C 7.2). onpefeneHune obnactun
NpYMeHeHns v rpaHunL, (B COOTBETCTBUM C 7.3). a Takxe CoO34aHne COOTBETCTBYOLL el OpraHn3aLnoHHON CTPYKTY-
pbl, 3aHUMatoLWelica MeHeJXXMeHTOM pucka B (B cooTBeTCTBUK € 7.4).

PykoBofcTBO No peanusaunv. Heo6xoanmo onpefennTtsb Leb MeHemkMeHTa pucka Ub. Tak kak oHa BNus-
eT Ha o6LKii NpoLecc U Ha yCTaHOBJ/IEHNE KOHTEKCTa B YaCTHOCTW. 3TOW Liefiblo MOXEeT ObITb:

- nogaepxka CMUB;

- UCMO/IHEHNe 3aKoHOAaTe /IbHO-HOPMAaTVBHbIX Tpe6oBaHWil 1 NOATBEPXKAEHME NPOSIBNIEHHON opraHusauunei
pasyMHOVi NpefoCTOPOXHOCTY;

- NOAroTOBKa NnaHa obecnevyeHns HeNpPepbIBHOCTM BUsHeca;

- NOAroTOBKA MNjlaHa pearnpoBaHna Ha UHLUWAEHTHI;

- onucaHue TpeboBaHuii b ana npogykra, ycnyrm uam mexaHusma.
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PykoBoACTBO Mo peanusauuun 4ssi 31€MeHTOB YCTAHOBNEHNSI KOHTEKCTa, HE06X0ANMbIX 415 NOAAEPXKKM
CMWB. obecyxpaetca B 7.2. 7.3, n 7.4.

MpumeuyaHne — B VCO/M3K 27001 He ncnonb3yeTcs TEPMUH «KOHTEKCT». OfHakKo BeCb pasgen 7 AaHHOro
CTaHfapTa cBsidaH C TpeboBaHUAMMN «onpegeneHne ciepbl geincTansa u rpanuy, CMUB» [cm. 4.2.1. nepeuncneHue a),
«onpegenexve nomtukn CMUB» [cMm. 4.2.1. nepeuncneHne b)] n «onpegeneHne nogxofa K oueHke pucka» [cMm. 4.2.1,
nepeuncneHne c)], yctaHosneHHbiMu B MCO/M3K 27001.

BbixogHble faHHble. CneundukaLmsa 0CHOBHbIX KpUTEpUeB, cdpepa AeiCTBUA 1 rpaHnLbl, opraHn3auoHHas
CTPYKTypa 4/1s npouecca MeHegxMeHTa pucka Vb.

7.2 OCHOBHble KpuUTEPUN

B 3aBMCMMOCTM OT 061aCTU NPUMEHEHUS, 06BEKTA U Lieneil MeHeXXMeHTa pucka MoryT NPUMeEHATLCA pas-
Hble noaxoAbl. MoaxoAbl, MCNOMb3yeMble Ha KaXAol U3 nTepaunii, MOryT Takxe pasnnyatbcs. [o/mkeH 6biTb
BblOPaH 1M paspaboTaH COOTBETCTBYOL M NOAXO/A K OLLeHKEe pUCKa, yunTbiBaloLW il OCHOBHbIE KPUTEPUH, KaKo-
BbIMU ABIAOTCA: KOUTEPUMN OLLEHKN PUCKA, KOUTEPUMN BUAHUA, KPUTEPUN NPUHATUSA pUCKa.

Kpowme Toro, opraHmsauns fo/KHa OLLeHNBaTb, UMETCS /I He06X04MMble pecypcChbl ANs:

- BbINOJ/IHEHUSA OLLEHKU PUCKOB U CO3[aHuns nnaHa no obpaboTke pUCKOB;

- onpejenieHns n peannsauumn NoaUTUK U Npoueayp, BKIOYaa peannsaumnio BblbpaHHbIX Mep U cpefcTs
KOHTPO/IA U ypaBneHus;

- MOHUTOPUHIA Mep 1 CPeLiCTB KOHTPOSA M yNpaB/ieHns;

- MOHUTOPWHTa npoLecca MeHepKMeHTa pucka Ub.

MpumeyvyaHn B— Cwm. Takke MCO/M3IK 27001 (nyHKT 5.2.1) OTHOCUTENbLHO OGecrneyeHns pecypcoB Ans
peanmsaumn 1 gyHkunoHmposaHus CMUB.

KpuTepun oueHKn puckoB

[lomkHbI 6bITb pazpaboTaHbl KpUTEPUX 418 OLLEHKM PUCKOB MH(DOPMaLMOHHOI 6e30nacHOCTM opraHm3auum ¢
yyeToM:

- cTpaTernyeckoi LLeHHoCTN 06paboTkn 6usHec-uHopmaLmu;

- KPUTUUYHOCTY 3aTPOHYTbIX MH(pOPMALIMOHHBIX aKTUBOB.

- 3aKOHOAAaTeIbHO-HOPMAaTVBHbIX TPE6OBAHWIA U JOTOBOPHbIX 0653aTeNbCTB:

- onepaTVBHOrO 3Ha4YeHNa 1 3HaYeHns Ansa 6usHeca AOCTYNHOCTU, KOHPUAEHLNANABHOCTA U LLeTOCTHOCTK:

- OKMAAHUA U peakuuy NpUYacTHbIX CTOPOH, a Takke HeraTuBHbIX NOCNeACTBUI ANA HeMaTepuasbHbIX aKTu-
BOB M penyTtauum.

Kpome Toro, KpUTepun oL,eHKM PUCKOB MOTYT NCMOMb30BaTbCA A4 ONpeAeeHns NpuopuTeToB Npu obpa-
60TKe PUCKOB.

Kputepumn BnunsiHus

Kputepun BNusiHusi 4oMKHbI paspabaTtbiBaTbCA ¥ ONpeAensiTbCA UCXOAS U3 cTeneHn yuepba nnm sennyu-
Hbl Pacxof0B, MOHECEHHbIX OpraHm3auunei BcregcTame cobbiTua, cBsi3aHHOro ¢ Ub. c yyetom:

- YPOBHSA knaccudukaunm nHopMaLMoOHHOTO akTMBa, Ha KOTOPbI OKa3biBaeTCs BAUSHUE;

- HapylweHus VB (HanpuMep yTpaTta KOHOUAEHLMANbHOCTH, LENOCTHOCTM U fOCTYNHOCTN);

- HapyLlleHns onepaTMBHON AeATeIbHOCTY (Kak COGCTBEHHOM, Takn TPeTbUX CTOPOH);

- noTepu LeHHOCTM 6r3Heca 1 hMHaAHCOBOW LLlEeHHOCTH;

- HapyLleHWsa NNaHOB N KOHEYHbIX CPOKOB;

- ywepb6a ans penytauuu;

- HapyLeHns 3aKoHoAAaTe bHbIX, HOPMAaTUBHbIX UV J0TOBOPHbLIX TPE60BaHWIA.

MpumeyaHune — Cm. Takke NCO/M3K 27001 [nyHkT 4.2.1. nepeuncnenuve d) 4)] oTHOCUTENLHO onpeaeneHns
KpUTEpPUEB BIUSHNSI BO3MOXHOI yTpaThl KOHUAEHUMATbHOCTY, LeNIOCTHOCTU U JOCTYNHOCTW aKTUBOB.

KpuTepuu NpUHATUSA pucka

KpuTepun npuHATUS prcka J0/MKHbI 6bITb pa3paboTaHbl v onpegeneHbl. Kputepun NpuHATAA pucka 3avac-
TYI0 3aBUCSIT OT NOINTUK, HAMEPEHUIA, Leneli opraHn3ayum u UHTepPecoB NPUYACTHbIX CTOPOH.

OpraHusaums fomkHa onpeensiTe CO6CTBEHHbIE WKanbl A1 YPOBHEN NPUHATUS pucka. Mpn paspaboTke
cnepyeT yunTbiBaTh Clefyiollee:

- KpUTEpPUU NPUHATKS pUCKa MOTYT BK/IlOUYATb Psf MOPOrOBbIX 3HAYEHWIA, KOTAA YKa3blBAETCS XeaeMmblit
LleNeBoi ypoBeHb pucka, HO NPY YC/TOBUM, YTO NPUW ONpeaefieHHbIX 06CToATeIbCTBaX BbiCLIee PyKOBOACTBO 6Y-
LeT NPUHUMATb PUCKU, HaXOASLLMECS BbilLe 3TOr0 YPOBHS:
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- KpUTEpUN NPUHATAA pUcka MOTYT BblpaXaTbCs Kak COOTHOLIEHNE KONNYECTBEHHO OLleHEHHOV NpnobINK
(M nHoW BbITOALI GU3HECA) K KOTMYECTBEHHO OLLEHEHHOMY PHUCKY;

- pa3nnyHble KPUTEPUM NPUHATUAA PpUCKa MOTYT NPUMEHATHLCA K pa3IMyHbIM k/laccam pucka, Hanpumep, Mo-
ryT He NPUHUMAaTLCS PUCKK, CBA3aHHbIe C HEMCMOIHEHNEM 3aKoHO4aTe/IbHO-HOPMaTUBHbIX TpeboBaHwuii, B TO Bpe-
M$ KaK MPUHATUE PUCKOB BbICOKOTrO YPOBHSI MOXET 6bITb OMNYCTUMO, €C/I 3TO OnpeAesieHo [oroBOpHbIM 0653a-
TENbCTBOM;

- KpUTEPUN MPUHATUSA pUcka MOTyT BKAoYaTb Tpe60BaHUs 0 NpoBeAeHnN B by Ayl eM 4ONONHUTENbHOW 06-
paboTKku pucka, Hanpumep pMCK MOXeT ObITb MPUHAT, eCAV NPUHATO peLleHne 1 B3sATbl 06A3aTeNbLCTBa Npeanpu-
HATb Mepbl MO €ro CHUXXEHUIO f0 MPUEM/IEMOTO YPOBHSA B TeYeHWe onpeAe/IeHHOro nepnuoaa BpemMeHu.

KpnTepun npuHATUS prcka MOTyT pasimyaTbCa B 3aBUCUMOCTM OT TOTO, HACKOJIbKO A0/IF0, MPeAnonoxXu-
TeNbHO. pUCK ByaeT cyllecTBOBaTb, HaNPUMep PUCK MOXET OblTb CBA3aH C BPEMEHHOW UAn KpaTKOBPEMEHHOIA
feATeNnbHOCTbI0. KpuTepun NpuHATMA pucka Ao/MKHbI yCTaHaBIMBATLCA C y4eTOM C/leyloLero;

- KpuTepues 6u3Heca,;

- 0cobeHHoCTeli 3aKkoHo4aTeIbHO-HOPMaTUBHON cpefbl;

- onepauuii.

- TEXHONOINiA;

- huHaHCoB;

- couMasbHbIX U TyMaHUTapHbIX (haKTopoB.

NMpumeyvyaHune — Kputepum NpuHATAS pUCKa COOTBETCTBYIOT «KPUTEPUSIM NPUHSATAS PUCKOB W ONpeeneHnto
nNprvemIeMoro YpoBHsi pucka», onpegeneHHsim B UICO/M3K 27001 [cm. nyHKT 4.2.1. nepeuyuncnerue c) 2)].

Boneo noapo6Hy0 NHMOPMAaLNI0 MOXHO HANTKN B NPUIOXEHUN A.

7.3 O6/1aCTb NPUMEHEHMSA N rpaHuLLbl

OpraHun3auns go/xHa onpeAensatb 061acTb MPUMEHEHUS U TPaHULLbl MeHe)KMeHTa pucka Ub.

O6nacTb NpUMeHeHNUs npouecca MmeHepkmeHTa Ib Heo6xo4MMOo onpeesnaTh 415 TOro, YTo6bl BCe 3HAUU-
Mbl€ aKTVBbl MPUHUMANUCH B pacyeT Npu oueHke pucka. Kpome Toro, He06X04MMO onpeAenaTb rpaHuLbl [Cm.
Takke MCO/M3K 27001, nyHKT 4.2.1, nepeuncneHue a)] 4158 pacCMOTPEHUS TEX PUCKOB, UCTOUYHUKN KOTOPbIX
MOTYT HAX04WUTbCA 3a aHHbIMU rPaHnLaMu.

[lonxHa 6bITb cObpaHa nHopmaLmsa 06 opraHusaluy ANsa onpegeneHns napameTpoB cpefbl, B KOTOPOI
hyHKLMOHNPYET OpraHm3aLuns, 1 nx BAUSHUA Ha NpoLecc MeHeXMeHTa pucka Ub.

Mpv onpepgeneHnn 06nacTy NPUMEHEHUS U FPaHnL, O/IKHA YHUTbIBATLCA Crieaylolas nHdopmaums, kaca-
lowanca opraHnsaumm;

- cTpaTernyeckue Lenv 6usHeca opraHnsauum, ctpaTermm u NoNUTUKK;

- Bu3Hec-npouecchl;

- OYHKL MM 1 CTPYKTYpa opraHmsauum;

- NpaBoBble, HOPMAaTUBHbIE U JOTOBOPHbIE TPE6OBaHUSA, NPUMEHUMbIE K OpraHu3auum:

- nonutuka Vb oprannsauuu;

- 06LWKnii noaxoa opraHm3anmnm K MEHEKMEHTY puUckKa;

- UH(hopMaLMOHHbIE aKTUBbI :

- MECTOMOJIOXEeHNe opraHnsayum, ee nogpasgeneHnii n puavanos, a Takxe nx reorpadmyeckme xapakre-
PUCTUKM;

- OrpaHnyeHus, BIUAIOLINE Ha OpraHn3aLnio;

- OXMAaHUSA NPUYACTHbIX CTOPOH;

- COUMOKYNbTYypHas cpeja,

- MHTepdelickl (T. €. 06MeH NHhopMaL et c BHELHER cpefoit).

Kpome Toro, opraHusauus 4onxkHa 060CHOBbIBATb Kaxjoe NCKIYeHne 13 061acT NpUMeHeHUs.

MprMepammn 061acTn NPUMEHEHUss MeHePKMEHTa pucka MoryT 6b1Tb UT-npunoxeHue. NT-nHdpacTpykTypa,
6u3Hec-npoLecc Uy onpepesieHHasn 4acTb opraHusaLuu.

MpumeyaHune — Ob6nactb NPUMEHEHNS U TPaHULbI MeHeKMeHTa pucka VB cBs3aHbl C BbINOSHEHUEM
Tpe6osaHus CO/MIK 27001 [cm. 4.2.1. nepeuncneHve a)] OTHOCUTESILHO onpeaeneHns 061acTy NPUMEHeHUs U rpa-
Huy, CMUB.

Bonee NnoApo6HY0 NHOPMALMIO MOXHO HAATU B NPUAOXKEHUN A.

7.4 OpraHu3aunoHHas CTPYKTypa MeHeAKMeHTa pucka MHhopMaunoHHo 6e3onacHocTmn

Ans npouecca MeHefxMmeHTa pucka b Heo6xoaMmMo ycTaHaBnuBaTh U NOA4EePXNBATb OPraHn3aLioHHY0
CTPYKTYpY 1 pacnpegesieHne 06s3aHHOCTel. Huxe nepeyncnsioTca OCHOBHbIE PON M 06/1aCTU OTBETCTBEHHOCTH,
npucyLme 3Toi opraHn3aLnoHHON CTPYKType:
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- paspaboTka npouecca MeHeAXXMeHTa pucka Vb, nogxoAsLLero AN JaHHO opraHu3ayuu;

- BbISIB/IEHME W N3yUYeHUE NPUYACTHLIX CTOPOH.

- onpegeneHne posneil n 06a3aHHOCTER BCeX CTOPOH, Kak BHYTPEHHMX, Tak U BHELIHMNX MO OTHOLWEHUI0 K
opraHusaumm;

- yCTaHOB/IEHWE TPeByeMbIX B3aMMOCBSI3eil Mexy opraHusaumei n npuyacTHbIMW CTOPOHAMK, a Takxe B3a-
MMOAEeNCTBUS C BbICOKOYPOBHEBLIMU (PYHKLMAMU MEHE)KMEHTA PUCKa OpraHn3auumn (HanpuMmep, MeHegxMeHTa
onepaunoHHOro pmcxa), a Takxe B3aVIMO,q8I‘/'ICTBVIH CAPYITMMN 3HAYUMbIMUN NMPOEeKTamMu U BuagamMmun AeaTesIbHOCTH;

- onpepeneHue nyTeil nepegayn NPUHATUA pelleHunii Ha 6on1ee BbICOKUI YPOBEHb M/MNU ApYrMM cneyunanm-
cTawm;

- onpefeneHne nognexalnx BeeHno JOKYMEHTOB.

dTa opraHusalnoHHas CTpyKTypa f0/mkHa 0406psATLCA COOTBETCTBYHOLMM PYKOBOACTBOM OpraHvu3aLluu.

MpumeuvyaHune — VCO/M3IK 27001 TpebyeT onpeAeneHns 1 BblAE/IEHNS PecypcoB, HEO6X0AMMbIX AN
YCTAHOB/IEHUSA, peann3auun, (PYHKLNOHUPOBaHUSA, MOHUTOPUHra, NnepecmoTpa, Noaaepxkn u ynyywexnua CMUB
[em. nyHkT 5.2.1. nepeuncneHue a)]. OpraHM3aunoHHasa CTPYKTypa 418 onepauuii MeEHeKMEHTa pucka MOXeT paccmar-
pvBaTbCA Kak OAuH 13 pecypcos, Tpebyembix MCO/M3K 27001.

8 OugeHka pucka MHopMaUMoHHOl 6e3onacHOCTU

8.1 O6Lee onncaHne OLLEHKN pUCKa MH(DOPMaLMOHHOM 6e30nacHOCTN
MpumeuyaHne — B NCO/M3IK 27001 aenaTenbHOCTb MO OLEHKE puUcka onpeaensieTcs Kak npoiecc.

BXoAHble flaHHble YCTaHOBEHHbIE OCHOBHbIE KpUTEpUK, cchepa AeNCTBUA U rpaHnLbl, CTPYKTypa npoLlecca
MeHea)XMeHTa pucka nHopmMaLoHHOW 6e30nacHOCTU, NPUHATLIE 418 OpraHn3anuu.

[encTtene. PUckn f0/MKHbI 6bITb MAEHTUDNLMPOBAHBI, KONNYECTBEHHO NN KAYECTBEHHO OXapakTepn3osa-
Hbl. 4151 HUX JO/IKHBI 6bITb HA3HAYEHbI MPUOPUTETHI B COOTBETCTBUN C KPUTEPUAMU OLLEHKN pUCKa U LLensiMu opra-
HU3aumn.

PykoBoacTBO Nno peanusauuun. Puck npeacrasnseT cob6oil kKombMHaL Mo NOCNeACTBUIA, BbITEKaOLWMNX U3 He-
XenaTenbHoro cobbITUA 1 BEPOATHOCTUN BO3HUKHOBEHNS COObITMA. OLeHKa pucka KOMMYECTBEHHO UM KaYeCTBEH-
HO XapakTepusyeT pucku naeT BO3MOXHOCTb PYKOBOAUTENSIM Ha3HayaTb /15 HUX NPUOPUTETLI B COOTBETCTBUN C
0CO3HaBaEeMOW MW CEPbE3HOCTbLI0 AW APYTMMU YCTAHOBAEHHLIMU KPUTEPUAMMU.

Mpouecc oLeHKN pucka cocTouT us;

- aHanusa pucka (B COOTBETCTBUM C 8.2), BKKOYalLWero naeHtudukaumnio pucka (B cootseTcTenm ¢ 8.2.1) n
yCTaHOB/NeHne 3HavyeHnsa pucka (B COoTBeTCTBUM C 8.2.2):

- OLeHKun pucka (B cooTBeTcTBUM C 8.3).

B npouecce oueHKkn pucka yctaHaBIMBaeTCs LLEHHOCTb MHDOPMAaLMOHHbIX aKTUBOB, BbISIBNAIOTCA NOTEHLU-
anbHble Yyrpo3bl U YA3BMMOCTU, KOTOPbIE CYLLeCTBYIOT NN MOTYT CyLLEeCTBOBATb, ONpeensanTcs CylecTByOLWmne
Mepbl 1 cpefcTBa KOHTPO/IS M YNpaB/ieHUs U UX BO3AeNCTBME Ha UAEHTUDMLMPOBAHHbIE PUCKU, ONpeaenatoTcs
BO3MOXHble NOCNEACTBUA U, HAKOHEL,, Ha3HavalTCA NPUopUTETHI YCTAHOB/IEHHBIM PUCKaM, a TaKxe oCyLLeCcTBNA-
eTCA UX paHX1poBaHMe No KPUTEPUAM OLLEHKM pucka, 3adpUKCMPOBAaHHbLIM NPY YCTAHOBEHUW KOHTEKCTA.

OueHKa pucka 4yacTo nposoanTca 3a ase (unn 6onee) utepaunm. CHavyana npoBoAUTCS BbICOKOYpPOBHEBaSA
oueHka Ana naeHTudnKaum NoTeHLanbHO BbICOKUX PUCKOB, CNYXallUX OCHOBaHWEM ANA fanbHelLw el OLeHKN.
Cnegyiouas utepanms MoxXeT BK/IlOUaTb AafibHeliwee yrny61eHHoe pacCMOTpeHe NOTeHLa bHO BbICOKMX puUC-
KOB. B Tex cnyvasix, korga nosnyvyeHHas uHdopmaumsa HefocTatoyHa A4S OLEeHKW pucka, npoeBoautcsa 6onee
feTanbHbli aHann3, BO3MOXHO, N0 OTAe/IbHbIM YacTaM cdpepbl A4eACTBUSA, U, BO3MOXHO, C UCNONb30BAHNEM
MHOro meToga.

Bbi60p NoAXo4a K OLLeHKe pucka B 3aBUCUMOCTM OT 3ajad 1 Liesieil OLeHKN pucka OCyLecTBAsSeT PyKoBOJ-
CTBO OpraHusauuu.

O6cyxaeHne NOAX0A0B K oLeHke pucka B MoXHO HaliTn B npunoxexnun E.

BbixofHble AaHHble. MNepeyeHb OLEeHEeHHbIX PUCKOB B COOTBETCTBUY C HA3HAYEHHBIMU NpUopuUTETaAMK CO-
rNacHO KpUTEPUAM OLLEHKUN pucKa.

8.2 AHanun3 pucka

8.2.1 NaeHTudmnkaumna pmucka

8.2.1.1 BBeaeHue BugeHTUMKaLMIO pucka
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Lenb naeHTugmkaLum pucka — onpeaennTb, YTo MOF/10 6bl NPOU30MTY NPU HAHECEHUM BO3MOXHOTO yLLep-
6a. ¥ NoNy4uTb NpefCcTaBfeHNE O TOM. Kak. rie U NoYemMy MOr UMEeTb MECTO 3TOT yuiep6. dTanbl, onucaHHblie
HUXE, [0/MKHbI 06BEANHATL BXOAHbIE flaHHble A5 feATeIbHOCTU N0 KOSIMYECTBEHHOM OLLeHKe pucka.

MpumeyaHune — Bugsl 4EATENBHOCTU, ONMUCAHHbIE HMKE, MOTYT ObiTb BbINO/IHEHLI B Pa3/IMYHOM MOPsAKe, B
3aBUCUMOCTU OT HpMMeHHeMOﬁ MeToao010run.

8.2.1.2 OnpepersieHne akTUBOB

BxoaHble gaHHble. Cdhepa feliCTBUA U TPaHuULLbl NPOBEeHUS OLLEHKN PUCKa, NepeveHb, BKIvaLuii Bna-
AenbleB. MECTOMNOMOXEHNE, PYHKLUIO U T. 4.

[leiictene. lomxHbl 6bITb ONpefeneHbl akTUBbI, BXOASLLME B YCTAHOB/IEHHYIO chepy AeiicTBusA [CBA3AHO C
MNCO/M3K 27001, nyHkT 4.2.1. nepeuncnexune d) 1)].

PykoBofcTBO Nno peanunsauunn. AKTMUBOM ABNAETCA YTO-NN6O, NMetoLLee LLeHHOCTb A4/15 opraHusauum u, cne-
[oBaTesibHO. HyXjatueecs B 3awuTe. Mpu onpefeneHnn akTUBOB ciefyeT UMeTb B BUAY, YTO MHAOPMaLMOH-
Hasi cMcTemMa COCTOMUT He TOJIbKO M3 annapaTHbIX U NPOrpamMMHbIX CPefcTs.

OnpejgeneHune akTUBOB C/ieflyeT NPOBOANTL C COOTBETCTBYIOLLEl CTeneHblo fJeTanusayum, obecneynsalo-
e MHchopmaLmio, 4OCTATOYHYI0 /15 OLEeHKU pucka. CTeneHb AeTannsaunm, ncnonb3yemas npu onpegeneHmm
aKTUBOB, BNUsieT Ha 06LWmnit 06beM nHdopMaLun, Cob6paHHOl BO BpPEMSA OLLEHKM prcka. 3Ta HopmaLuns moxeT
6bITb 60M1€E AleTaNN3MpPOBaHa NPK NOCAeAYLWNX UTepaLnax oL eHKN pucka.

[na ycTaHOBEHUA yYeTHOCTU 1 OTBETCTBEHHOCTU B OTHOLLEHUW KaXA0ro akTuea [Jo/XKeH 6biTb onpesenieH
Bnageneu. Bnageneuy aktusa MoxeT He o6najaTb NpasaMy CO6GCTBEHHOCTU Ha aKTUB, HO OH HECEeT OTBETCTBEH-
HOCTb 3a ero nosyvyeHue, paspaboTky, nogaepxKy, MCNONb30BaHNe n 6e3onacHocTb. Yalle Bcero Bnagened,
aKkTusa siBnsieTcs Hambonee NoAXoAAWMUM /INLOM, CNOCO6HLIM OnNpefennTb peasibHyto LLeHHOCTbL akTuBa A1 opra-
Hu3auuu (cM. 8.2.2 Ha npegMeT onpefesieHns LLeHHOCTN akTUBOB).

IpaHunueii aHann3a ABAseTca nepumeTp akTMBOB OpraHnsanum, ynpasasieMblil B pamkax npolecca MeHeax-
MeHTa pucka Mb.

Bonee nogpo6Hyo nHopmaunio 06 onpeaeneHnn akTUBOB U UX LLEHHOCTK B YacTn VIb MOXHO HailTh B
npunoxexun B.

BbixogHble gaHHble. MepeyeHb akTMBOB, NOAexXallnx MeHeJ)KMEHTY puUcka, n nepevyeHb 6GU3Hec-npoLec-
COB. CBA3aHHbIX C aKTUBaMW, a TakXe X 3Ha4MMoCTb.

8.2.1.3 OnpepeneHune yrpos

BxogHble faHHble. VIHhopmauns 06 yrpo3ax, NoflyyeHHas B pesysbTaTe aHannsa UHLMAeHTa oT Blajeb-
LeB akTUBOB, NoJsib30BaTeN1el, a Takxe U3 Jpyrux UCTOYHUKOB, BK/1lOYas CMUCKM BHELIHUX Yrpos3.

[lelicTBue. ¥Yrposbl U UX NCTOUYHMKN JO/KHBI 6bITb onpeAeneHsl [cBA3aHo c MICO/MOK 27001. nyHkT 4.2.1,
nepeuvcnenue d) 2)].

PyKoBoACTBO M0 peanu3auunn. Yrposa MoXeT NPUUNHUTL yLep6 akTuBaM opraHnsaLnum, TakuM Kak MHgop-
Mauus, NPoLecchl v CUCTEMBI. YTPO3bl MOTYT BO3HUKATb B pe3y/ibTaTe NPUPOAHbIX ABNEHWIA Unu feiicTBrii Noaei,
OHMW MOTYT 6bITb C/TyYaNHbIMWN UAN YMbILLEHHBIMUW. [LO/KHbI 6bITh YCTAHOB/EHBI U CyYaliHble, U NpeAHaMepeH-
Hble UCTOYHUKM YIPo3. YTpo3bl MOTyT NPOUCTEKATb KakK U3 camoii opraHm3sauny, Tak 1 3 ICTOUHMKa BHe ee npefe-
N0B. YTpo3bl JO/KHbI ONpeAenaTbCcs B 06WeM 1 No Buay (Hanpumep HeaBTOpU3oBaHHble AeliCTBUSA, hr3nyecknii
yuiep6, TexHuyeckne cboun), a 3atem, rge aTo yMeCTHO, OTAe/IbHbIe Yrpo3bl ONpeAensAoTcsa BHYTPU poL0BOro
Knacca. 3T0O 03HayaeT, YTO HU OfHa yrpo3a, BK/Yas HeoXujaHHble yrposbl, He 6yfeT ynyujeHa, HoO 06beM
TpebyeMoii paboTbl, HECMOTPS Ha 3TO. COKpaLlaeTcs.

HekoTopble yrpo3sl MOryT BAWATL 60/1€e YeM Ha OfMH akTuB. B Taknx cayvyasix OHM MOTYT 6bITb NPUYNHON
pasfNyHbIX BUAHWI B 3aBUCMMOCTM OT TOrO, Ha Kakue akTUBbl OKa3blBaeTCcs BO3jeicTBme.

BxopgHble faHHble 415 onpeAeneHns U KO/IMYeCTBEHHOW OLEeHKN BEepPOATHOCTU BO3HUKHOBEHMUA Yrpos
(cm. 8.2.2.3) moryT 6bITb NOyYeHbl OT BAafesbLieB aKTUBOB WX NOfib30BaTesnell, NnepcoHana oTaena kagpos,
pykoBoOfACTBa opraHusaumm ncneymannuctos B o6nactn Ub, skcneptoB B o61actu husmyeckoii 6ezonacHocTu,
cneunanncToB LPUANYECKOro oTAesna UAPYrux CTPYKTyp, a Takxe OT lopuanyeckux opraHnsaynmnin, MetTeoposoru-
Yyecknx cnyx6, CTpaxoBblXx KOMNaHWIA, HALMOHA/bHbIX NPaBUTENbCTBEHHbIX yupexaeHuii. MNpn aHanuse yrpos
[OJDKHbI YHUTbLIBATLCA acnekTbl Cpefbl U Ky/bTypbl.

OnbIT, U3BIEYEHHbIV U3 UHLMAEHTOB, U NpeablAyLine OLeHKN Yyrpo3 AO/KHbI ObiTb YYTEHbI B TEKyLL el OLeH-
Ke. Mpu He06X0AUMOCTM A5 3aN0/THEHUSA NepeyHs 06LNX YIpo3 MOXEeT ObITb LiesiecoobpasHbiM CNPaBUTLCA B
APYrnx peecTpax yrpo3s (BO3MOXHO, cneundunyHbIX 415 KOHKPETHOM opraHu3auyum unm 6usHeca). Cnucku yrpos u
MX CTATUCTUKY MOXHO NONYUYUTb OT MPOMBILLIEHHBIX NPEANPUATUIA, (hefepasbHOro NpaBuTeNbCTBA, lopuanyec-
KUX opraHusaymnin, ctpaxoBblX KOMNAHWM U T. 4.
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Mcnonb3ya cnucku yrpos unu pesynbtathl NpeablayLnx OLEeHOK Yrpo3, He criegyeT 3abbiBaTb 0 TOM. 4YTO
NPOUCXOANT NOCTOAAHHAA CMeHa 3HaYMMbIX YTPo3, 0CO6EHHO, eCc/In n3MeHATCA 6u3Hec-cpefa uin nHopmaum-
OHHblE CUCTEMBbI.

Bonee nogpo6HY MHhOPMALUIO O TUMNAaXxX Yrpo3 MOXHO HaTu B npunoxeHun C.

BbixofHble faHHble. [MepeyeHb yrpo3 ¢ onpegesieHnemM nx Bua v UCTOYHUKA.

8.2.1.4 OnpepeneHne CyLecTBYOLWNX MepP U CPeLCTB KOHTPONA U ynpaBneHus

BxogHble aHHble. JokymeHTaLma no Mopam 1 cpefcTBaM KOHTPONSA 1 ynpasfeHuns, NaaHbl No peanusaunm
06paboTku pucka.

[leiictBre. Jo/mKHbl 6bITh ONpeenieHbl CyLecTByOWMNE U NaaHupyemMble Mepbl U CpeacTBa KOHTPOAA 1
ynpasnexus.

PykoBoacTBO no peanusauuun. Bo nsbexaHve nuwHeli paboTbl UM pacxofoB, Hanpumep, npy gy6nuposa-
HUW Mep 1 CpeAcTB KOHTPOJIA U ynpaBieHns, Heo6XxoANMO onpeAenunTb CyLLeCTBYOLW e Mepbl N CPeACTBa KOHT-
ponsa v ynpasneHuns. Kpome Toro, npu onpefeneHnn cywecTByoWMX Mep 1 cpeicTB KOHTPONA U ynpaBieHns
cnepfyeT NpoBecTV NPOBEPKY, YTO6bI y6e[uTbCA B NPaBU/IbHOCTU DYHKLMOHUPOBAHUS Mep 1 CPeACTB KOHTPONA 1
ynpassieHns — obpalieHune K cywecTByWmnm otyetam no ayauty CMUB fonxHbl cokpaliaTb Bpems, 3atpayu-
Baemoe Ha pelueHune 3Toi 3agaun. HeHagnexalliee hyHKLNOHUPOBaHME Mep U CPeACTB KOHTPONA U ynpaBneHns
MOXEeT cTaTb NPUYMHOI ysizaBumocTu. CneayeT yaenuTb BHUMaHMe cutyauun, Koraa BblbpaHHble Mepbl U cpeacTBa
KOHTPO/A 1 ynpaBneHus (Wim cTpaTterus) He BbIMOJHAIOT CBOUX PYHKLUWIA, N ANA 3dheKTUBHOTO U CBOEBPEMEH-
HOro pearmpoBaHus Ha NAeHTUULMPOBAHHbIE PUCKM TPEBYIOTCA 4ONONHUTENbHbIE MEPbI U CPeACTBA KOHTPONSA 1
ynpaBneHus. BCMUB. B cooTBeTcTBUMY ¢ MCO/MIK 27001. 3T0 noagepxnsaeTcs namepeHmem appekTnBHOCTH
Mep 1 CpefCTB KOHTPOAS 1 ynpasaeHnsa. OAUH N3 cnocob0B KOTMYECTBEHHON OLeHKN feliCTBUS Mep 1 CPeACTB
KOHTPONS U ynpaB/ieHUs — BbISIBUTb, Kak OHO CHMXaeT BePOATHOCTb BO3HUKHOBEHMUSA Yrpo3bl, 3aTPyAHAET Uc-
nofib30BaHune YA3BMMOCTU U BO3MOXHOCTU BANSAHUA UHUMAEHTA. NpoBEpPKN, NPOBOAUMbIE PYKOBOACTBOM, U OTYe-
Tbl N0 ayAUTY TaKxe obecneynsaoT nHopmaLmio 06 3pHeKTUBHOCTH CYLLLECTBYIOLLNX MOP U CPEACTB KOHTPO/IA
nynpasneHus.

Mepbl 1 cpefcTBa KOHTPONA Y ynpaB/ieHns, KOTopble NaaHupyeTcsa peann3oBaTb B COOTBETCTBMM C NaHa-
MU peanusauun 06paboTKn pucka, JO/DKHbI ObITb ONpefeeHbl TEM Xe CaMblM COCO60M, KOTOPbIW yxXe 6bin
peanu3oBaH.

CyuwecTBylouime nam nnaHnpyemMble Mepbl U cpeacTBa KOHTPOASA U ynpaB/ieHUss MOTyT 6biTb OTHECEHbI K
paspany Hea M eKTUBHbIX, HeOCTaTOYHbIX UK HEOBOCHOBAHHBIX. ECNN X nocYnTan He060CHOBAHHbLIMUW UK
HefoCTaTO4YHbIMMW, Mepy M CPeACTBO KOHTPOAA U ynpaBaeHns Heo6X04MMO NoABEPrHYTb NPOBEpPKe, YTOOLI onpe-
OennTb, nognexar N1 OHW yaaneHuto, 3aMmeHe 6onee NoAXoAAWMMU, UAN CTOUT OCTaBUTb UX, HaNpumep un3
Co06paxeHunin CTOUMOCTH.

[ns onpeAeneHuns CywecTBYOLWMX AN NAAHUPYEMbIX Mep U CPeACTB KOHTPOSA U yNpaB/ieHUss MOryT 6bITb
nofiesHbl cnefyoline MeponpuaTus:

- MPOCMOTP AOKYMEHTOB, COAepXaLlux MHopMaLnio 0 cpefcTBax KOHTPONA (Hanpumep, naaHbl 06paboTkn
pUCKOB), ecnu npoueccbl MeHemKMeHTa B AOKYMEHTMPOBaHbl J0/DKHBIM 06pa3om, To MHopMaLms 0 BCex Cy-
LW ecTBYOLWNX AN NNAHUPYEMbIX Mepax U CpeacTBax KOHTPOS U yNpaB/ieHns, a Takke 0 COCTOSHUW UX peanu-
3alumn gosmkHa 6bITb JOCTYNHA;

- NpoBepkKa, NpoBoAMMasi COBMECTHO C COTPYAHUKamMu, oTBevawwmmmn 3a b (Hanpumep, COTPYAHUKOM,
3aHMMalLwmmMcsa obecneyeHnem UB. coTpyaHUKOM, oTBeYaOLW MM 3a 6e30NacHOCTb MHPOPMALMOHHOM CUCTEMDI,
KOMEeHAaHTOM 34aHuns Uan pykosoantenem paboT) 1 nofb3oBaTensiMu, KacarlLasacs Toro, Kakme mepbl U cpeg-
CTBa KOHTPO/A M ynpaBeHnsa AeiiCTBUTEIbHO peasin3oBaHbl A1 paccMaTpMBaeMoro MHopmaLoHHOro npoLec-
ca UM UHhopMaLMOHHOWR cUCTEMBbI;

- 06Xx0[ 34aHuUA C Lenblo ocmoTpa PU3nYecknx CpeAcTB KOHTPONSA, CpaBHEHME CYLEeCTBYOLWNX CpelCcTB
KOHTPOA C NepeyHeM Tex. KOTopble A0/1XKHbI 6bITb peanin3oBaHbl, U MPOBEPKA CYLLECTBYHOLWNX CPEACTB KOHTPONSA
Ha npeAmeT NpaBu/bHON 1 adhpeKTUBHOI paboThl;

- paccmMoTpeHune pe3yNbTaToB BHYTPEHHUX ayUTOB.

BbixogHble flaHHble. [TepeyeHb BCeX CYLEeCTBYOLWMNX U NIaHUPYEMbIX MEP U CPEACTB KOHTPONA U ynpas-
NeHUA. NX HAX0XAEeHNE N COCTOSSHME UCNONb30BaHUA.

8.2.1.5 BbiiBNeHune ysisBuMocTeli

BxofHble faHHble. MepeyHn N3BECTHbIX Yrpo3, NepeyHn akTUBOB U CYLLLECTBYIOLLUX MEP U CPefCTB KOHTPO-
NS v ynpaBneHuns.

[eicTtene. Heo6X04MMO BbIABUTb YA3BUMOCTHW, KOTOPbIE MOTYT 6bITh UCMO/Ib30BaHbI Yrpo3amMu ANa HaHece-
HUA yuiepba akTuBam nam opraHusaumnm (ceszaHo c MICO/M3IK 27001, nyHkT 4.2.1. nepeyucnenue d) 3)).
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PykoBOACTBO N0 peanunsaunun. YAa3BuUMOCT MOTyT 6bITb BbISB/IEHbI B CEAYIOLWMX 06/1acTAX.

- opraHusauus pabor:

- npoueccsl 1 npoueaypsbl;

- YyCTaHOBUMBLUNIACA NOPALAOK yNpaBieHus;

- nepcoHarn;

- hn3unyeckas cpeaa;

- KOHhurypaums MHPOPMaLMOHHON CUCTEMBI;

- annapaTHble cpefcTBa, NporpaMmHoe obecneyeHune n annapartypa cBssu;

- 3aBMCUMOCTb OT BHELIHUX CTOPOH.

Hanuune ysaseumocTu camo no cebe He HAHOCUT yuepba, MOCKOIbKY HE06XOA4MMO Hann4Yne yrposbl, KOTo-
pas cCMOXeT BOCNONb30BaThCA €0. 115 YA3BUMOCTH, KOTOPOIi HEe COOTBETCTBYET OnpeAeneHHas yrposa, MoxeT
He noTpeboBaTbCA BHeAPEHNE CPeCcTBa KOHTPOIA U YNpaBNeHUs, HO OHa A0/KHa 0CO3HaBaTbCA U NoABepraTbCa
MOHUTOPWHTY Ha NpegMeT n3meHeHwuii. CnegyeT 0OTMETUTb, YTO HEBEPHO peasin3oBaHHOe, HeMpaBuAbHO PYHKLN-
oHUpYlOLLEee NN HenpaBubHO UCMNOb3YeMOe CPOACTBO KOHTPOS U YyNpaBAeHNss camMo MOXeT CTaTb yA3BUMO-
CTbto. Mepbl 1 cpeAcTBa KOHTPOASA U yNpaBneHna MOryT 6bITb 3P PEeKTUBHBIMU NN HEI( (P EKTUBHBIMMN B 3aBUCU-
MOCTW OT cpefbl, B KOTOPOW OHM (hyHKLMOHMPYIOT. C ApYyroli CTOPOHbI, yrpo3a, KOTOpOoit He COOTBETCTBYET onpeje-
NleHHas yAa3BUMOCTb, MOXET He NPUBOAUTL K PUCKY.

YA3BMMOCTU MOTYT 6bITb CBA3a@HbI CO CBOWCTBAMMU akTuBa. Cnocob u Lenn ncnonb3oBaHns akTuea MoryT
0T/INYaTbLCA OT NAAHUPYEMbIX NPU NPUoGpeTeHUN unun co3gaHnn aktmea. Heo6xo4MMo yunTbiBaTb YA3BNUMOCTH,
BO3HMKaloLWMe N3 pa3HbiX UCTOYHUKOB, HANMpPUMep Te. KOTOPble ABNAITCA BHELWHUMU WU BHYTPEHHUMM MO0 OTHO-
LIEHWUIO K aKTUBY.

Mpymepbl yA3BUMOCTEN U METOAbl MX OLLEHKN MOXHO Hall TN B NpUioxeHun D.

BbIxofHble AaHHble. MNepeyeHb ysI3BUMOCTEN, CBA3aHHbIX C akTUBaMm, yrposamu 1 Mepammn u cpegctsamu
KOHTPO/A W ynpas/ieHns; nepeyeHb YS3BUMOCTEN, He CBA3aHHbIX C BbISIBJIEHHOW Yrpo3oii, nognexawei pac-
CMOTPEHMUIO.

8.2.1.6 OnpegeneHune nocnencTBuii

BxogHble gaHHble. [epeyeHb akTMBOB, 6M3HEC-NPOLLeCCOB, YIPO3 U YA3BUMOCTEI, rae 3T0 yMecTHO, CBf-
3aHHbIX C aKTUBaMW, K UX 3HAYUMOCTb.

[LelicTBre. [lo/mkHbI 6bITb ONpefesieHbl NOCNeACTBUS 415 aKTUBOB, Bbl3BaHHble NoTepei KoHuaeHUnanb-
HOCTW. LLeNNOCTHOCTM M A0CTYNHOCTK [cM. MCO/M3K 27001. nyHKT 4.2.1. nepeuncneHue d) 4)].

PykoBoacTBo no peanusauuun. MocnegcTeBuem MoxeT 6bITb CHMXKEHNE 3D HeKTUBHOCTU, HeGnaronpuaTHble
onepaunoHHble ycrioBusa, noteps 6usHeca, yuwep6, HaHECEHHbI penyTaunm uT. 4.

OTa feAaTeNbHOCTb onpejenseT yuwep6 nav nocneacTsma A1a opraHnsalum, Kotopblie MoryT 6biTb 06yC/10B-
NeHbl cueHapmem nHumgeHTa. CueHapuii MHUMAEHTa — 3TO onucaHune yrposbl, UCMO/b3yloL el onpegeneHHyto
YA3BUMOCTb UM COBOKYMHOCTb yA3BUMOCTel B nHunaeHte B (cm. MCO/M3K 27002, pasgen 13). BnusiHue cue-
HapuveB NHUWAEHTOB 06YCNOBNNBAETCA KPUTEPUAMU BAUSHUA, ONpefenaeMbiMy B TeYeHne AeATeIbHOCTH Mo yC-
TaHOBJIEHUNIO KOHTEKCTa. BAuaHne MoxeT 3aTparmsarb OfMH UM HECKOJIbKO aKTUBOB, a TakXe 4acTb aKkTusa.
Mo3ToOMy aKTMBaM MOXEeT Ha3dHayaTbCA LLeHHOCTb, 06yCN0BNEHHAas Kak MX (OMHAHCOBOW CTOMMOCTbIO, Tak U NO-
cnepcTemMaMu gna 6usHeca B crayyae ux nopyv uam komnpometauun. NMocnefcTsma MoryT 6biTb BDEMEHHbBIMYU
VN NOCTOSAHHBIMU, Kak 370 OblBaeT B C/lyyae paspyLlleHns akTuBoB.

MpumeyaHne — B NCO/M3K 27001 onucbiBaeTCsi MPOUCXOXAEHNE CLEHApVeB MHUMAEHTOB Kak «HegocTaTt-
KOB 6€30MacHOCT».

OpraHusaLum AOKHbI onpeaenaTb onepaLnuoHHble NocneACTBUA CLLeHapneB MHLMAEHTOB Ha OCHOBE (HO He
orpaHuynBasch);

- BPEMEeHW Ha pacciefoBaHue 1 BOCCTAHOB/IEHUE;

- notepb (paboyero) BpemMeHu;

- YNYL,EHHO’ BO3MOXHOCTH;

- OXpaHbl TpyAa 1 6e30NacHOCTH;

- (hMHAHCOBbIX 3aTpaT Ha npuobpeTeHne cneuntuyecknx HaBblkOB, HEOBXOAUMbIX 471 YCTPaHEHUS HeUcn-
paBHOCTY;

- penyTauumn N NHOTO «HEOCSI3aeMOro Kanutana.

Moppo6HOCTK, KacalLmnecs OLLEHKN TEXHUYECKUX YSI3BUMOCTE, MOXHO HaliTn B B.3 (NnpunoxeHne B).

BbIXxoAHble faHHble. MNepeyeHb CueHapreB MHLMUAEHTOB C UX MOCNEACTBUSMM, CBA3AHHBLIMMW C aKTUBaMU 1
6U3Hec-npoLeccamu.
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8.2.2 YcTaHOB/NeHMe 3HavYeHnA2 pucka

8.2.2.1 MeTOA0/10TVA YCTAHOB/IEHNA 3HAYEHNA pUCKa

AHanus pucka MoXxeT 6bITb BbINOSTHEH C PA3/IMYHON CTENEHbIo AeTann3auumn B 3aBMCMMOCTH OT KPUTUYHOCTHU
aKTVBOB, PACNPOCTPAHEHHOCTUN M3BECTHbIX YA3BUMOCTEN 1 NPEXHUX MHUNAEHTOB, KacaBLuMxcs opraHusaumm. Me-
TOA0/10TUSA yCTAHOB/IEHNSA 3HAYEHUS PUCKA MOXET 6bITb KA4eCTBEHHO, KONIMYECTBEHHOM, N KOMOGUHUPOBAHHO,
B 3aBMCMMOCTM OT 06CTOATENIbCTB. Ha NpakTuke yCTaHOBNEHNE Ka4eCTBEHHOIo 3Ha4eHna 4acTo Ucnosb3yeTcs
BHauane a5 noayyeHusa obwux ceefeHunii 06 ypoBHe pucka U BbISIBIEHUS OCHOBHbIX 3HaYeHuin puckos. lMo-
3[jHee MOXeT BO3HUKHYTb HEOBXOANMOCTL B OCyLLecTB/IeHU 6o1ee cneyndmnyHOro yCcTaHoBEeHUSA KONIMYECTBEH-
HOro aHasin3a OCHOBHbIX 3HAYEHWUI PUCXOB. NOCKO/bKY 06bIYHO BbINOIHEHNE KaYeCTBEHHOIO aHan3a no cpaBHe-
HUIO C KOSTIMYECTBEHHbBIM ABNAETCA MEHEE CIOXHbIM U 3aTPaTHbIM.

dopma aHasM3a f,0/1KHa CornacoBbIBATLCA C KPUTEPUAMM OLLEHKM pUCKa, paspaboTaHHbIMU KakYacTb ycTa-
HOBJIEHUA KOHTEKCTA.

[lanee 6onee nogpo6HO onucbiBaTCA feTann MeToA0/10WMN YCTAHOB/IEHNS 3HAYEHUSA pUcka.

[ns ycTaHOB/IEHUA KaYeCTBEHHOMO 3HaYeHNsA NCNOJb3yeTCAa WKana Kkeanmukayum atpudytos, ¢ NOMO-
b0 KOTOPOW OMMUCHIBAIOTCA BE/IMYMHBI BO3MOXHbIX MOCNEACTBUIA (Hanpumep HU3KUIA, CpefHUil N BblCOKNIA)
1 BEPOSATHOCTU BO3HUKHOBEHWS 3TUX NocneAcTBuiA. MpenmMyLLecTBo yCTaHOBNEHUA KaYeCTBEHHOTO 3HaYeHUA 3a-
KntoyaeTca B JOCTYMHOCTU 41 NOHUMAaHWA BCEM COOTBETCTBYIOL MM NEPCOHAsIOM, a HeJOCTaTKOM — 3aBUCHK-
MOCTb OT Cy6bEeKTUBHOrO BbIGOpa LUKasbl.

Takue Wwkanbl MOryT 6bITb a4anTUPOBaHbl UM CKOPPEKTUPOBAHBI B COOTBETCTBUU C 06CTOATENLCTBAMU, 4115
pas3HbIX PUCKOB MOTYT UCMOb30BATHCA pa3Hble ONUcaHus. YCTaHOB/IEHNE KAYeCTBEHHOI0 3HaYeHNA MOXeT uc-
NnoNb30BaTbCA:

- KaK HayanbHas AeAaTesIbHOCTb NO TWaTeibHOW NpoBepkKe AN UAEeHTUdKaLm puckos, Tpebytowmnx 6onee
AeTanbHOro aHanunsa,

- TaMm. rae 3ToT BMJ aHanu3a cnoco6CTBYET NPUHATUIO peLLeHus;

- TaM. re YncnoBble faHHble UK pecypchbl ABNAIOTCA HeafeKBaTHbIMU 419 YCTAHOB/EHUS KOTNYECTBEH-
HOro 3Ha4YeHus.

KauyecTBeHHbI aHann3 f0/MKeH NCNoNb30BaTh hakTUYeCcKyo MHPOPMaLMNI0 N AO0CTYNHbIE AaHHbIe.

[na ycTaHOB/EHNA KONNYECTBEHHON OLLEHKM UCNONb3YeTCs LWKana C YNC/T0BbIMU 3HAYEHMAMM (a He onuca-
TesbHble LWKasibl, UCMOJIb3yeMble NPN YCTAHOB/IEHUMN KAYECTBEHHOTO 3HAYeHUA) Kak NoCNeACTBUiA, Tak U BeposAT-
HOCTW. C NPUMEHEHNEM AaHHbIX U3 pa3/INYHbIX MCTOYHNKOB. KayecTBO aHanmn3a 3aBUCUT OT TOYHOCTU W MNOTHOThI
YUCNOBbIX 3HAYEHWI U OT 060CHOBAHHOCTU UCNO/b3YeMbIX MoAerneli. B 60NblWMHCTBE CyYaes 415 ycTaHoBNe-
HMS KONTMYECTBEHHOTO 3Ha4YeHUs1 UCNOJIb3YHTCA haKkTuyeckme AaHHble 3a npolewnii nepmog. MpenmyLiecTso
3ak/1l04aeTcs B TOM, YTO yCTAHOB/IEHWE KO/IMYECTBEHHOIO 3HAYEHNA MOXeT 6bITb HAMPSAMYIO CBSAA3@HO C LieIsiMu
MHOpMaLMOHHOK 6e3onacHocTn U npobnemamm opraHnsaunn. Hegoctatkm KONMYECTBEHHOTO NoAgxoAa MoryT
MMeTb MecTo, Korfa hakTuyeckme nposepsieMble faHHble HeJoCTYMNHbI, MO3TOMY CO34aeTCs UT03UA LLEHHOCTU 1
TOYHOCTU YCTAHOB/IEHMNA KONIMYECTBEHHOTO 3HAYEeHUA pucka.

Cnocob BblpaXeHna NocneAcTBUA pUcKa N BEPOSATHOCTU €ro BO3HUKHOBEHWS, a TakKXe cnocobbl X KOM6U-
HUPOBaHWUA A1 NONYYEHUSA MHOPMaL UM 06 YpOBHE prUcKa U3MEHSAIOTCA B 3aBUCUMOCTI OT BUAA pPUCKa U Lienw,
ONA [OCTUXKEHNA KOTOPOI AO/KHbBI MCMOb30BaThCA BbIXOAHbIE flaHHbIE OLeHKN pucka. Mpu aHannse pucka cne-
AyeT yunTbiBaTbh HeonpeenNeHHOCTb U USMEHAEMOCTb NOCeACTBUI pucka, a Takke BEPOATHOCTb €r0 BO3HUKHO-
BEHUA 1 cooblaTb 0 HUX 3P hEeKTUBHLIM 06pPa30OM.

8.2.2.2 OueHka nocneacTBuii

BxofHble faHHble. MepeyeHb onpeAeneHHbIX 3Ha4UMbIX CLileHapueB MHUNAEHTOB, BKNOYaA BbiSBNEHNE Yr-
po3. ysi3BMUMOCTEl 1 3aTPOHYTbIX aKTUBOB, @ TaKXe NocneAcTBMi 419 aKTUBOB 1 GU3HeC-NMPOL,EecCcoB.

[eiicTtBue. JonxHO 6bITb OLLEHEHO BAUAHNE HA BU3HEC opraHn3almm, KOTopoe MOXeT 6biTb pe3ybTaTom
npegnonaraembiX A hakTnyecknx nHungeHTos b c yuetom nocneacteunini Hapylwenus UB, Taknx, kak noteps
KOH(hUAEeHUNanbHOCTH, LLeSTOCTHOCTU AN AOCTYNHOCTM akTuBOB (cBA3aHo ¢ NCO/M3K 27001,4.2.1, nepeyucne-
Hue e) 1)].

PykoBofCcTBO No peanusauun. Nocne onpegeneHna Bcex NpoBepsSeMbIX aKTUBOB, MPUCBOEHHAA UM LieH-
HOCTb A0/KHA YYUTbIBATLCS NPUW OLLeHKe NOCeCTBUIA.

71 KOHTEKCT HacTOSILLEro NyHKTa cTaHgapTa TPeGyeT MCNO/b30BaHUS TEPMUHA «YCTAHOB/IEHWNE 3HAYEHUS pUCKa»
(risk estimation), oTAMYHOro OT TEpMUHA «KOMMYECTBEHHas oueHka pucka» (risk estimation), onpegeneHHoro
FOCT P 51897.
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3HayeHune BANAHNA Ha 6U3HEC MOXET ObiTb BbIPAXEHO B KAYECTBEHHON UK KONIMYeCTBEHHO hopmax. Tem
He MeHee 60siee HarsiAHbIM ABSETCA MeTo/ NPUCBOEHMNS JeHEXHOTO BbIPaXEHUS, KOTOPbIN, Kak npasuo, gaet
60nblle MHhopMaL MM 419 NPUHATUS peLleHnii n. cnegoBaTebHO, AenaeT npoLuecc NPUHATUA pelueHnii 6onee
3P PEKTUBHbBIM.

OnpegpenexHne LEHHOCTN aKkTUBOB HAYMHAETCA C KnacCcuukaLuuy akTuBOB B COOTBETCTBUM C UX KPUTUYHOC-
TbIO C TOUKM 3PEHUSI BXXHOCTY akTUBOB [/151 OCYLLeCTBAeHNs 61U3Hec-Leneli opraHusauny. 3aTeM LLeHHOCTb akTu-
BOB onpejenseTcs ¢ MCNONb30BaHNEM ABYX Mep:

- BOCCTaHOBUTE/IbHOW CTOMMOCTH akTMBa — CTOMMOCTU €70 O4YNCTKM C Lie/Ibl0 BOCCTAHOB/IEHNSA 1 3aMeHbI
nHdopmaumu (ecsvm aTo BO3MOXHO);

- NocneAcTBuUiA 415 6M3Heca oT NoTepu UAM KOMMPOMEeTaLMmM akTuBa, HanpuMep BO3MOXHbIE HebnaronpuaT-
Hble MoceACcTBMA AN 6U3Heca n/Mnu 3aKoHoAaTesibHble AN perynpyoLme nocieAcTBUA PackpbiTUA, MOAU-
dhmkaymmn. HefOCTYNHOCTU U/MNK paspyLleHnsa nHopMaLun, a Takke Apyrnx MHHOpPMaLMOHHbIX aKTUBOB.

3To onpejeneHne LeHHOCTN MOXeT 6bITb YCTAHOB/IEHO Ha OCHOBE aHasim3a BANAHNA Ha 6usHec. LieHHoCTb,
onpefensemas nocneAcTsuAMM 419 6usHeca, 06bIYHO 3HAUNTESNIBHO BbllLE MPOCTO BOCCTAHOBUTE/IbHOI CTOMMO-
CTU 1 3aBMCUT OT 3HAYMMOCTU aKTMBa [/19 OpraHn3auny npu BbIMOHEHUN ee GU3Hec-Lesne.

Onpegenexne LEHHOCTM aKTUBOB ABNSETCA KN0UEeBbIM (DAKTOPOM OLLeHKN BAUSIHUA CLLeHapus MHUNAEHTa,
NOCKOJIbKY MHUUAEHT MOXET 3aTparnsaTtb 60/1ee 0[HOr0 akTuea (HanpuMmep, 3aBUCUMble aKTUBbI), U TONTbKO
4yacTb akTMBa. PasninyHble yrposbl 1 yi3BUMOCTW MOTYT UMETh Pa3/iMyHoe BAVSHUE Ha akTUBbI, HanpyuMep noteps
KOH(OMAEHLNaNBbHOCTH, LLeIOCTHOCTM 1 AO0CTYNHOCTU. [T03TOMY OLleHKa nocneAcTBUli CBA3aHa c onpejeneHnemM
LeHHOCTN aKTUBOB U/ CTAHOBUTCS CBA3AHHOW, NCXOAA N3 aHaNn3a B/INAHUA Ha BusHec.

MocneacTBMA UK BAMSHWE HAa BU3HEC MOTyT OnpeAensATbCs NyTeM MOAEeIMPOBaHNA pe3ybTaToB cobbITUS
WK COBOKYMHOCTMN COBObLITUIA, 3KCTPaNOAALMN IKCNEPUMEHTA IbHbIX UCCNEA0BaHNIA NN AaHHbIX 3a npollejuee
Bpems.

MocneAcTBUA MOTYT GbIThb BbipaXKEHbI C MOMOLLLIO JIEHEXHbIX, TEXHUUYECKUX NePCOHasIbHbIX KpUTEPUEB BIIN-
AHUA UN APYTUX KPUTEPUEB, 3HAYUMMBIX A1 OpraHm3anumn. B oTgenbHbIX cnydasx 418 onpejenexHns nocnega-
CTBUIA. pasfnnyalroLmnxca no BpeMeHun, MecTy, rpynnam uam cutyauunsm, Tpebyetcsa 6onee ofHOro 4udposoro
3HaveHus.

MocneacTsuA, pasnuyatollmecs No BpeMeHn Unu mHaHcam, AOMKHbI U3MEPSATLCSA C UCNO/Ib30BaAHNEM
TOr0 Xe NoAxoAa, KOTOpbIVi NPUMEHSAETCS B OTHOLIEHUN BEPOATHOCTU YIPo3bl U YA3BUMOCTU. [lo/KHA NoAAEePXKU-
BaTbLCA NOC/Iel0BaTE/IbHOCTL KOJIMYECTBEHHOTO UM KA4eCTBEHHOIO Noaxoa.

B npunoxeHunn B npueoguTcsa 6onee nogpo6Han nHpopmayms, kacarowasncs onpegeneHns LeHHOCTY akTu-
BOB W OLL€HKMN B/INSTHUSA.

BbixoAHble AaHHble. MNepeyeHb OLeHEeHHbIX NOCNeACTBUIA CLLeHapya NHLUAEHTOB, BbiPaXEHHbIX C y4eTOM
aKTMBOB U KPUTEPUEB B/IMSHUSA.

8.2.2.3 OueHKa BEpOATHOCTU MHUNAEHTA

BxofHble faHHble lMepeyeHb onpefesieHHbIX 3Ha4YMMbIX CLleHapueB UHLMAEHTOB, BK/oYas onpejeneHune
yrpos, 3aTparmBaemble akTBbl, UCMOIb3yeMble YA3BMMOCTM 1M NOCNeACTBUS 4151 aKTUBOB 1 GU3HEeC-NpoL,eccos.
Kpome Toro, nepeyHun BCex CyLWecTBYOLWMNX 1 NNaHUPYyEMbIX MEP 1 CPEeACTB KOHTPONSA U YNpaB/ieHUs, YpOBEHb
X 3 (PeKTUBHOCTK, peann3aLunn u NCNosb30BaHuNS.

[LeiictBne. [lo/mkHa 6bITb OLeHEHa BEPOATHOCTbL AelicTBMUA CLeHapueB MHUMAeHToB (cBA3aHo ¢ MCO/
M3K 27001. nyHKT 4.2.1. nepeuncneHue e) 2)].

PykoBogcTBo no peanusauun. Mocne onpegenexuns cueHapmes UHUNAEHTOB HEOOXO4MMO OLLEHUTb BEPOAT-
HOCTb AeCTBUS KaXA0ro CLeHapus 1 ero BAUsSHWE C UCNO/Ib30BAHNEM KayeCTBEHHOr0 MU KOJIMYECTBEHHOTO
MeTo/a ycTaHOB/EeHUS 3HavyeHnsi. Heo6xoAnMO NpUHMMATbL BO BHUMaHME 4acTOTy BO3HUKHOBEHMUS Yrpo3 1 npo-
CTOTY UCMNOJIb30BAHNSA YA3BUMOCTHU, C y4ETOM:

- OMnbiTa M COOTBETCTBYHOLL el CTATUCTUKA BEPOSTHOCTN BO3HUKHOBEHUS Yrpos:

- AN UCTOYHUKOB YMbILL/TIEHHbIX YTPO3 — MOTMBALUN 1 BO3MOXHOCTM, KOTOPble BYAYT MEHATLCS C TeYeHU-
€M BpeMeHM, PecypcoB, AOCTYMHbIX A5 NOTEHLMaNbHbIX HapyLWnTe e, a Takxke BOCNPUATAA NOTEeHUNaIbHbIM
HapywuTenem npussiekaTesibHoCTU U YA3BUMOCTMN aKTUBOB;

- 41151 UICTOYHUKOB C/lyYaiHbIX YTpo3 — TepputopuanbHbix PakTopos, Hanpumep 6/1M30CTb K XMMUYECKOMY
nnun HepTenepepabaTbiBatoLLLeMy 3aBO/lY, BOSMOXHOCTb 3KCTPEMasibHbIX NOroHbIX YC/I0BUIA U (DaKTOpPOB, KOTO-
pble MOTYT BbI3bIBaTb OLIMGKKU NepcoHana n c6om 060pya0BaHuUs;

- yA3BMMOCTEN Kak 0TAebHbIX, TaK 1 B COBOKYMNHOCTU;

- CYLeCTBYIOLWMNX MeP U CPefCTB KOHTPOIA U YNpaBieHUs N TOro, HaCKO/IbKO 3P EKTUBHO OHU CHUXAIOT
YSA3BUMOCTMW.
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Hanpumep, nHdopmaunoHHan cuctema MoXeT UMeTb YI3BUMOCTb M0 OTHOLLEHUIO K Yrpo3am uMuTauum nuy-
HOCTU MoNb30BaTeNsA U 3/10ynoTpe6eHNio pecypcamu. YI3BUMOCTb, CBA3aHHAas C MMUTauuneli IMYHOCTU NOJIb30-
BaTesiA. MOXeT 6bITb BbICOKOV M3-3a OTCYTCTBUA ayTeHTudnkauun nonb3osartenei. C Apyroi CTOPOHbI, BEPOAT-
HOCTb 3/10yNoTpe6eHnsa pecypcamm MOXeT 6bITb HU3KON, HECMOTPA Ha OTCYTCTBME ayTeHTUrkKaLm nonb3oBa-
Teneil. MOCKObKY cNocobbl 3/10ynoTpe6ieHns pecypcamMu orpaHnyeHbl.

B 3aBMCUMOCTU OT TpebyeMOoli TOYHOCTW aKTUBbI MOTYT 6bITb CTPYMNUPOBaHbI MU Pa3buTbl Ha 31EMEHTHI,
N MOXeT BO3HUKaTb HE06X0AMMOCTb COOTHECEHUS CLLeHapueB C 3afieMeHTaMn. Hanpumep B 3aBUCMMOCTY OT Mec-
TOMOJIOXKEHUA XapakTep Yrpo3 B OTHOWEHWM OAHUX U TEX XKe BUA0B aKTUBOB MOXET MEHATLCA UIN MOXET pas/u-
YyaTbCs 3PP EKTNBHOCTb CYLLECTBYIOLNX MEP 1 CPEACTB KOHTPONSA U yNpaB/ieHUs.

BbixofHble flaHHble. BepoATHOCTb feiiCTBUA CLueHapneB UHLMAEHTOB (B KOIMYECTBEHHOM MW KAYeCTBEH-
HOM BbIpaXeHuu).

8.2.2.4 YcTaHOBNEHMWe 3Ha4YeHWi YpOBHS PUCKOB

BxogHble faHHble. MNMepeyeHb cLeHapneB MHLUAEHTOB C X NOCNEACTBUAMMU, KacaloLnuMnNCcs akTUBOB 1 613-
Hec-npoLeccos, U UX BEPOATHOCTL (B KO/IMYECTBEHHOM WU/IN KAYECTBEHHOM BbIPaXeHUN).

[feiicTBre. loMXHbl 6bITb YCTAHOB/IEHbI 3HAYEHWNSI YPOBHSI PUCKOB /151 BCEX 3HAUMMbIX CLleHapueB NHLK-
feHToB [cBA3aHo ¢ MCO/M3K 27001, nyHkT 4.2.1, nepeuncnenue e) 4)].

PykoBogcTBO No peanusauuun. NMpu ycTaHOBEHUUN 3HAYEHUI I PUCKOB NpUCBanMBalOTCSA 3HAYEHNS BEPOSITHOC-
TV BO3HWKHOBEHUS pUCKa W ero nocaeAcTBuii. 3TN 3HAYEHNA MOTYT 6bITb BbIpaXXeHbl KAYECTBEHHO UK KOoNnye-
CTBEHHO. YCTaHOBNEHMNE 3HAYEHNIT PUCKOB OCHOBbLIBAETCA Ha OL,eHEHHbIX NOCNeACTBUAX U NX BEPOATHOCTU. Kpo-
Me TOro, OHO MOXeT TaKXe Y4nTbiBaTb CTOUMOCTb N 3D EKTUBHOCTbL, NPO6GAEMbI NPUYACTHBIX CTOPOH 1 Apyrue
nepemMeHHble, UCNOo/Ib3yeMble NPV OLeHKe puUCKa. YCTaHOB/IEHHOE 3HAaYeHNe prcka ABaseTcs KoMbuHaunel 3Ha-
YeHUI BEpOSITHOCTM CLeHapusa HUUAeHTa 1 ero nocneacTeuii.

B npunoxexnun E npuBoasaTCcA npuMepbl pa3fiMyHbiX METOL0B M MOAXOL0B KYCTAHOBIEHUIO 3HAYEHNS pUC-
KoB UB.

BbIxofHble faHHble. [TlepeyeHb PUCKOB C YPOBHAMM MPUCBOEHHbIX 3HAUYEHUIA.

8.3 OueHka pucka

BxofHble faHHble. [epeyeHb PUCKOB C YPOBHAMMW MPUCBOEHHbIX 3HAYEHWN U KPUTEPUSIMU OLLEHKMN puCKa.

[levicTBue. [loNxHbI CpaBHUBATLCS YPOBHN PUCKOB C KPUTEPUSAMMU OLLEHKN PUCKOB U KPUTEPUSAMMU NPUHATUSA
puckoB [cBA3aHOo c MCO/M3K 27001, nyHKT 4.2.1, nepeuucnexue e) 4)).

PykoBofCTBO N0 peanusauun. Xapakrep peLleHunii, CBA3aHHbIX C OLLeHKOW PUCKOB, N KPUTEPUU OLLEHKUN pUC-
KOB. KOTOpble 6yAyT NCMO/b30BaHbl A1 MPUHATUA 3TUX PELUEHWNA, 4OKHbI ONpeAenaTbCs NpU yCTaHOBAEHUN
KOHTEKCTa. DTN pelleHns U KOHTEKCT A0/KHbI 60M1ee AeTanbHO aHaIM3npoBaTbCs Ha aTane noayvyeHns 6onbLiero
o6bema nHopmMaL M 0 KOHKPETHbIX UAEHTUPULMPOBAHHbLIX pUcKax. 15 OLLEHKN PUCKOB OpraHunsaumns 4omkHa
CpaBHMBaTb YCTAHOB/IEHHbIE 3HAYEHUS PUCKOB (C MCNO/Ib30BAHNEM BblIGPaHHbIX METOA0B, paccmaTpuBaeMbIX B
npunoxeHun E) c KpUTEPUAMM OLLEHKN PUCKA, BblOPaHHbIMW Ha 3Tane yCcTaHOBIEHUSA KOHTEKCTa.

Kputepuu oLeHKu pucka, ncnonb3yemMble A8 NPUHATAA peLleHnid, 4O/KHbI COTNacoBbIBaTbCs € onpeje-
NIEHHBIM BHELUHUM 1 BHYTPEHHUM KOHTEKCTOM MeHeaxXMeHTa pucka b 1 yunTeiBaTh Lien opraHusaunm, MHeHns
NPUYaCTHbIX CTOPOH U T. 4. PelweHuns, cBA3aHHble C OLEeHKON pnucka, 06bIYHO OCHOBBLIBAIOTCA Ha NPUEMIEMOM
ypoBHe pucka. OHaKo Takxe AO/IKHbl YYNTbIBATLCA NOCAEACTBUSA, BEPOATHOCTb, CTENEHb YBEPEHHOCTU NpU
naeHTudrkaunm n aHanuse pucka. CoBokynHoCTb MHOXECTBA PUCKOB HU3KOTO 1 CPeAHEro YPOBHSA B UTOTE MOXET
MMeTb pe3ynbTaTtoM 06Lnii puck 601ee BbICOKOTO YPOBHS.

Mpn 3TOM HEO6XOAMMO YUUTbIBATL CriefytoLlee.

- cBoiicTBa Ib — ecnu ofuH KpUTepuii He akTyaneH A5 opraHn3auun (Hanpumep, NoTeps KOHPUAEHLK-
anbHOCTK). TO BCE PUCKKN, BAUAIOLWME HA 3TOT KPUTEPUIA, MOTYT BbITb TaKXe He akTyalbHbIMU;

- 3HauYMMoCTb BU3Hec-npouecca Uan eaTeNbHOCTH, NOAAEPXKMBAEMbIX KOHKPETHBIM aKTUBOM WU/IM COBOKYM-
HOCTbIO aKTVBOB, €C/IN MPpOLecc onpeesieH Kak UMe Wi HN3KYH0 3HAYMMOCTb, CBA3AaHHBIM C HUM pUCKaMm cre-
AyeTyaenaTb MeHblUue BHYUMaHUSA, YeM puckam, BAUSAIOLW UM Ha 60/1ee BaXHble NpoLecchl N AesTeNbHOCTb.

OLeHKa pucka OCHOBbIBAETCS HA NMOHUMAaHNMN pUCKa, NOJIyYeHHOM NpU aHanunse pucka, v Ucnosb3yeTca npu
NPUHATUN peLleHnii 0 ByayWwnx aeicTBusAxX. PeweHns AoMKHbI BKIOYATb BCe6s cneayloLiee;

- Heo6X0ANMOCTb B HEKOW feAaTeNIbHOCTHY;

- npuopuTeThbl NPY 06paboTKe pUcka C yHeTOM YCTaHOB/IEHHbIX 3HAYEHWIT YPOBHEL PUCKOB.

Ha cTtagmun oueHKM pucka B ;ONOJTHEHNE K PUCKAM C YCTAHOB/IEHHBbIMUW 3HAYEHUAMU AO/DKHbI MPUHUMATHLCS
B pacyeT [Or0BOPHbIE, lOpMANYECK/e M HOpMaTUBHbIe TpeboBaHus.

BbIxogHble flaHHble. MNepeyeHb PUCKOB C HA3HAYEeHHbIMU NPUOPUTETAMN B COOTBETCTBUM C KPUTEPUAMM OLLEHKN
PUCKOB, KacawlWMNCs cueHapues NHLUNAEHTOB, KOTOPbIE NPUBOAAT K3TUM pUCKaM.
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9 O6paboTka pucka MHpopMauVioOHHOW 6e30MacHOCTU

9.1 O6buwee onucaHne o6paboTKn pucka

BxofHble faHHble [lepeyeHb PUCKOB C HA3HAYEHHbIMY MPMOpUTETaAMMN B COOTBETCTBUMN C KPUTEPUSAMM OLLEH-
KV PUCKOB, KacalLUMNCs cLleHapueB MHUUAEHTOB, KOTOPbIe NPUBOAAT KATUM PUCKAM.

LeiicTBme. LLoMKHbl 6bITb BbIGPaHbl MEPbI 1 CPeACTBA KOHTPOJIA 1 yNpaB/ieHns 415 CHUXEHUs, coxpaHe-
HVSA. NpeAoTBpaLLEeHNS NN NepeHoca PUCKOB, a Takke onpeesieH naaH o6paboTkM pUCKOB.

PykoBogcTBO no peanunsauuu. [lns o6paboTkn pucka umeeTcs YeTblpe BapnaHTa: CHuxeHue pucka (cm. 9.2),
coxpaHeHue pucka (cm. 9.3), npegoTBpaleHume pucka (cm. 9.4) n nepeHoc pucka (cm. 9.5).

MpumeuvaHnune — B NCO/M3IK 27001 [cm. NYHKT 4.2.1, nepeuncneHune I) 2)) BMECTO TepMMHa «COXpaHeHne
pucka» («retaining risk») UCMoONb3yeTcs TEPMUH «MPUHATUE pUcKa» («accepting risk»).

Ha pucyHke 2 nnnoctpupyeTcs feaTeNlbHOCTb No 06paboTke pucka B paMkax npouecca MeHefxMeHTa
pucka Vb.

BapuaHTbl 06paboTKy pucka J0/KHbI BbIGUPaTLCA UCXOAA U3 Pe3y/ibTaToB OLLEHKW pucKa, npegnonaraemon
CTOMMOCTU peanunsauunmn 3TUX BapnaHTOB U NX OXUAaemMolt acpheKkTUBHOCTK.

[lonxHbl peann3oBbiBaTbCA Takne BapuaHTbl, MPU KOTOPbIX 3HAYNTEIbHOE CHUXKEHWE pUcKa MOXeT ObITb
OOCTUTHYTO NPU OTHOCUTE/IbHO He6O/bLLNX 3aTpaTax. [lono/IHUTe NbHble BapuaHTbl NOBbILEHNSA 3 (EKTUBHOCTH
MOTYT 6bITb HE3KOHOMUYHbLIMU, N HEO6XOAMMO NPUHUMATL PeLleHne O LLesIeco06pasHOCTUN UX NPUMEHEHNS.

Heb6naronpusaTHble NOCNEACTBUA PUCKOB HEOOXOAMMO CHMXATb 10 Pa3yMHbIX NpeenoB He3aBnUCUMO OT
Kaknmx-nm6o abCcontoTHbIX KpuTepues. Peakne, HO cepbe3Hble PUCKM A0/IKHbI pacCMaTpuBaTbCs PYKOBOLCTBOM.
B Takux cnyvasx MoxeT BO3HUKHYTb HEO6X04MMOCTbL peanunsaumn Mep n cpeiCTe KOHTPOSIA U ynpaB/ieHus, KOTo-
pble ABNATCA HEO60CHOBAHHLIMY MO NPUYMHAM 3aTPATHOCTY (Hanpumep Mepbl U CpefcTBa KOHTPOIA U ynpas/e-
HUS HENpPepbIBHOCTUN BM3Heca, A/15 0XBaTa BbICOKUX CneLniuyecknx puckos).

tajBWIVIM «W B |

MopBaHTO»**NomeTs
pMUMMIopunoka
Bropas TOANBNpUIOThI
paw nmo proca
OVIBLULLILLIALLIA G I 53
*6pBBOTA

PucyHok 2 — [lessTenbHoCTb No 06paboTke pucka
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YeTbipe BapnaHTa 06paboTku pucka He ABAAI0TCA B3aMOUCKIIOYaoWMMN. B oTAenbHbIX Cyvasx opraHu-
3auma MOXET MoJyYUTb 3HAUYUTE/IbHYIO BbITOAY OT 06beJMHEHNS BAPMAHTOB, TakKNX, Kak CHUXEHNE BEPOSATHOCTH
pucka, ymeHblleHne nocneAcTBUii M NepeHoc AN coxpaHeHune n60oro oCTaTtouHOro pucka.

HekoTopble BapuaHTbl 06paboTKM prcka MOryT 6bITb 3 heKTUBHLIMM 415 6ONee YeM OAHOTO pucka (Hanpwm-
Mep obyyeHne M ocBeAOM/TEHHOCTL B yacTn Mb). MnaH 06paboTkn pucka A0/HKEH YeTKO onpeaesniaTh NOPsAL0K
npuopuTeToB, NpK CO6AEHNN KOTOPOro A0/HKHA peann3oBbiBaTbCa 06paboTka oTAeNbHOro pucka. Mopsgok
NPMOPUTETOB MOXET yCTaHaB/INBaTbCA C UCNOMb30BAHNEM PA3/INYHbIX METOL0B, BKIOUAs paHXnpoBaHue puc-
KOB 1 @aHaNN3 «3aTpaTbl—BbIr0Abl». B 06593aHHOCTY PYKOBOACTBA BXOAUT MPUHATUE pelleHuns o 6anaHce Mexay
3arpaTamu Ha peanusaLlunio Mep n CpeACcTB KOHTPO/IA U yNpas/ieHNsA 1 6104KeTHbIMU OTUYUC/TIEHUAMMU.

Mpu onpegeneHnmn cyLecTBYOLWNX MeP 1 CPeSCTB KOHTPOIS U yNpaBaeHNs MOXeT 6biTb YCTAHOB/IEHO, YTO
CyllecTByloLLIME Mepbl U CPefCTBa KOHTPO/IA U yNpaBeHus NpeBbIWalT TeKyLWwyo NoTPebHOCTb B NokasaTensax
CpaBHeHWA 3aTparT, BK/oYasa nogaepxky. B cnyyae yaaneHns n3bbiTOUHbIX UM HEHYXHbIX Mep U CPefCTB KOH-
TPONS M ynpaBneHns (0CO6EHHO, eC/IM Pacxofbl Ha UX MOAAEPXKY BESIMKN) AO0/DKHbI YyUnTbiBaTbCS hakTopbl B 1
CTOMMOCTU. [OCKOMIbKY Mepbl 1 CpecTBa KOHTPOA U yNpaBieHns okasbiBalT BAUSAHWUE APYT Ha Apyra, yaane-
HVe N36bITOYHbIX Mep U CPeCTB KOHTPOJISA U YNPaB/IeHUSA MOXET B UTOre CHU3NTbL 3(pDeKTUBHOCTbL UCMNOJIb30BaA-
HMA BCeX OCTaBLUMXCA Mep U CpefcTB obecneveHnsa 6e3onacHocTU. KpoMe Toro, MoXeT 6bITb MeHee 3aTpaTHbIM
0CTaBUTb N36bITOYHbIE NN HEHYXHbIE CPeACTBA KOHTPO/ISA, YeM yaanunTb uXx.

[ns pa3Hbix BApMaHToB 06paboTKuN pUCKa [JO/IKHO YUMTLIBATLCA:

- KaK pUck oco3HaeTCsl 3aTparnsaeMbiMm CTOPOHaMMU:

- Hanbonee nogxofawne cnocobbl o6MeHa MHopMaL e ¢ aTUMU CTOPOHAMM.

YcTaHoB/IeHre KoHTeKcTa (CM. 7.2 «OCHOBHbIE KpUTEepUM») NpefocTaBiseT MHhopMaLuio 0 3akoHoaaTe b-
HbIX M HOPMATMBHbIX TPe60oBaHNAX, KOTOPLIM HEOBXOANMO CriefjoBaTb opraHusaummn. OTKas oT ce0BaHus yka-
3aHHbIM TpeboBaHVAM ABASIETCA PUCKOM A /151 OpraHn3aLunii, N03TOMY AO/DKHbI ObITb PACCMOTPEHbI BapnaHThbl pe-
LIeHnii. orpaHuumMBatoLLme 3Ty BO3MOXHOCTb. Bce orpaHnyeHns — opraHm3aloHHble, TeXHUYeckne, CTPYKTyp-
Hble 1 Ip.. KOTOPblE ONpefesnialTCcs B TeHeHne AesATe/IbHOCTU, CBA3AaHHON C yCTaHOB/IEHNEM KOHTEKCTa, criefyeT
yunTbiBaTh B TEeYeHe 06paboTku pucka.

Mocne yTouHeHMsa nnaHa 06paboTkM pucka HE06X04MMO ONpefenuTb OCTaTOUYHbIE PUCKU. DTO BKAOUAET
06HOB/IEHNE UM NOBTOPHYIO ONepaLuio OLLEeHKN pucka C y4eToM oxuaemoro adekra oT npegnonaraemoi
06paboTkun pucka. Ecnm octaTouHble pUCKU NO-NPexHeMy He 6yAyT yA0BNETBOPATL KPUTEPUAM NPUHATUA pUcKa
opraHu3auum, MoXxeT BO3HUKHYTb HEO6X04MMOCTb B JOMO/THUTENbHON nTepaLmn 06paboTku pucka, npexge Yyem
nepenTy K NPUHATUIO pUCKa.

BbixofHble flaHHble. MnaH 06paboTku pucka M 0OCTaTOUHbIE PUCKK - NMPefMeT 06CYXAeHNA ANA NPUHATUSA
pelleHns PyKoBOACTBOM OpraHm3aLuu.

9.2 CHuXeHune pucka

[lelicTBMe. YpoBeHb pucka flo/KeH 6bITb CHUKEH MyTeM Bbibopa Mepbl U CPefcTBa KOHTPO/IA U yrpaBieHuns
TaK. YTO6bl OCTATOUHBIA PUCK MOT 6bITh MOBTOPHO OLLEHEH KaKAOMYyCTUMBIA.

PykoBoACTBO no peanunsauun. JomxHbl 6bITb BbibpaHbl COOTBETCTBYIOLLME N 06OCHOBaHHbIE MepPbI U cpef-
CTBa KOHTPO/ISA U yNpaB/fieHuns, 4Tobbl yA0BNEeTBOPATbL Tpe60BaHNAM, ONpefesieHHbIM NyTeM OLEeHKN 1 06paboTku
prickoB. Takoli BbIGOP AO/HDKEH YUUTLIBATL KPUTEPUN NPUHATUSA PUCKOB, a Takxe 3akoHoaTesibHble, HOpMaTUBHbIE
1 OTOBOPHLIE TpeboBaHuA. [pn BbIGOPE AO/KHBI TAKXKE YUUTbLIBATLCA CTOMMOCTb U BpEMS peanunsauyum mep u
CpefCTB KOHTPO/IA U yNpaBieHUs UNn TeXHNYeckne acnekTbl, acnekTbl cpefbl U Ky/1bTypHble acnekTbl. C nomo-
LL|bi0 COOTBETCTBYIOL MM 06pa30M BblGPaHHbIX Mep 1 CPeACTB KOHTPO/15i 6€30MacHOCTH 3a4aCTy0 MOXHO CHU3UTL
o6 e pacxoibl Bnajesnbla CUCTEMbI.

B Lenom mepbl 1 cpeAcTBa KOHTPOIA U ynpas/ieHUs MOryT obecneunBaTb OANH UK HECKO/bKO U3 Mepednc-
NEeHHbIX BUAOB 3alUTbl: UCNPaBAEHNEe, UCKTOYEHNEe, NpeaynpexAeHne, yMeHblleHne BAUSHUSA, CAepXnBaHme,
o6HapyxeHve, BOCCTAHOB/IEHNE, MOHUTOPUHT U UHDOPMUPOBAHHOCTL. BO Bpems BbiGopa Mep 1 CpefCTB KOHTPO-
51 ¥ yNpaB/ieHNA BaXHO yCTAHOBUTbL 6anaHc Mexay CTOMMOCTbLIO Npro6peTeHns, peansaymmn, agMUMHUCTPUpoBa-
HUSA. PYHKLUOHUPOBAHUSA, MOHUTOPUHIA U NOAAEPXKN Mep U CPefCTB KOHTPOSA U YNpaBAeHUs U LLeHHOCTbIo
3auuuiaemblX akTUBOB. Kpome Toro, He06X0ANMO yuuTbiBaTh PpeHTabe/IbHOCTb UHBECTULUIA C TOUYKN 3PEHUA CHU-
XEeHUA pucka, u noTeHuyman 419 NCNosib30BaHMs HOBbIX BO3MOXHOCTel 613Heca, npefocTaB/iseMbiX OnpeAesieH-
HbIMW Mepamu n CpefCcTBaMy KOHTPONA U ynpaBaeHus. lononHUTeNbHO cnegyeT 06paTtuTb BHUMaHMe Ha cneuu-
ann3npoBaHHble HaBblKW, KOTOPbIE MOTyT NOTPe60BaTLCA AN ONpefeseHns 1 peannsaLlm HoBbIX Mep U CPeAcTB
KOHTPO/IA 1 yNpas/ieHUs unn MoaudukaLmmn cyLecTByoLnX.

B NCO/M3K 27002 paeTca nogpobHasa nHopmawmsa no BbiI6opy Mep 1 cpefcTB KOHTPOSA U ynpas/ieHUs.
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CyuiecTByeT MHOTO OrpaHWyeHNii, KOTopble MOTYT B/INATb HA BbIGOP Mep 1 CpefCcTB KOHTPONA U ynpase-
HusA. TeXHNYecKkne orpaHnyeHns, Takme, kak Tpe60oBaHNnsa K PYHKLMOHNPOBaHUio, Mpo6emMbl ynpasnsiemocTtu (Tpe-
60BaHMA onepaLuoHHO NoaAEPXKN) 1 COBMECTUMOCTM, MOTYT NPENATCTBOBATb UCMNOIb30BaHUI0 ONpeaeneHHbIX
Mep v CPefCTB KOHTPOISA U yNpaBAeHNa Uau MoryT BBOAMTL OLINGKY onepartopa, M1M60 aHHYMPYOLW Y0 3T Mepsbl
1 cpefcTBa KOHTPO/A W yNpaB/ieHus, BHyLlas 0XHOe YyBCTBO 6e3onacHoCcTu, Nn60 faxe yBennynsawLlyo
puUCK, Kak ecnu 6bl HE UMEeN0Cb HUKaKUX Mep U CPeacTB KOHTPOS U ynpaBneHus (Hanpumep, TpeboBaHune umc-
No/sb30BaHNA C/I0XHbIX Naponeii 6e3 CooTBETCTBYHOLLEr0 06y4YeHUs,, KOTOPOe MOXET NPUBOAMUTbL K 3aNNCK napo-
nei nonb3osaTensmu). bonee T0ro, MoXeT BO3HUKHYTb CUTYaLNs, KOr4a Mepbl U CpeAcTBa KOHTPONA 1 ynpas/e-
HUA ﬁy,ﬂ'yT B/INATbL HA NPONU3BOANTENNbHOCTDb. PyKOBO,CI,CTBO AOJIKHO CTPEMUTBLCA NPUHATL TakKoe pelleHne, KoTo-
poe 6yfeT yA0BNeTBOPSATL Tpe60BaHNAM NPOM3BOAUTENIBHOCTM, rapaHTUPYs B TO Xe BpeMs foctaTouHyto Ub.
Pe3ynbTaTom 3TOro NepBoro wara siBAsieTcA nepeyeHb BO3MOXHbIX MOP U CPEACTB KOHTPO/SA U ynpaBieHus ¢
yKasaHneM ux cTouMocTy, 3dhPeKTUBHOCTY v NpuopuTeTa peanmsauuu.

Mpu hopMnpoBaHnn peKoMeHgaLnii 1 B npoLecce peannsaunm AO/KHbI YUNTbIBATLCA pasinyHble orpaHu-
YyeHus. TUNUYHBIMK OTPaHUYEHUSIMU ABNSAIOTCA:

- BPEMEHHbIE OrpaHUYeHns;

- (brHaHCOBbIE OrpaHnyeHus;

- TEXHUYECKNE OrpaHnyeHns:

- onepauVoHHbIe OrpaHNYeHNs:

- Ky/IbTYpPHbl€ OrpaHnyeHuns;

- 3TUYecKne orpaHnyeHns;

- orpaHuyeHns, cBA3aHHble C oOKpyXaloLieii cpeaoi;

- lopuanYeckne orpaHnyeHuns:

- OrpaHnu4yeHunsd, cBA3aHHbIe C I'IpOCTOTOI7I NCNnonb3oBaHuA,

- KaipoBble OrpaHNYeHns;

- OfpaHUYeHns, Kacawlecs UHTerpaLun HoBbIX W CYLeCTBYOLWNX MepP U CPeACcTB KOHTPOISA 1 ynpas-
NneHuna.

Bonee nofpo6Hyto nHpopmMaL Mo 06 orpaHNueHunsx, CoNyTCTBYHOLMX PELLIEHUSIM MO CHKEHMIO PUCKa, MOXHO
HaiiTu B npunoxeHunn F.

9.3 CoxpaHeHune pucka

[leficTBue. PeleHne coxpaHuTb PUCK, He NpeANpuHUMan fanbHelwero AeiicTeus, cnefyeTt NpUHUMaTh B
3aBUCKMOCTM OT OLLEHKM pUCKa.

MpumeyvaHune —B NCO/M3K 27001 (cm. nyHKT 4.2.1, nepeuncnerue f) 2)] onucbiBaeTca Ta xe camas
[eATeNbHOCTb: «OCO3HAHHOE 1 O6BLEKTVBHOE MPUHATHE PYCKOB MPU YC/IOBUM, YTO OHU. HECOMHEHHO, OTBEYaIOT MONTU-
Kam 1 KpUTEPUSM OpraHn3auny, KacaloLMMCs NPUHATUSE PUCKOB».

PykoBogacTBO no peanusauunun. Ecnv ypoBeHb pucxa COOTBETCTBYET KpUTEPUAM MPUHATUSA puUcka, TO HeT
HEe06X04MMOCTN peann3oBbiBaTb AONOHUTENbHLIE MEPbl U CPeACTBa KOHTPO/IS U YNpaB/ieHNs, N PUCK MOXET
6bITb COXpPaHEH.

9.4 MNpepoTBpalleHne pmuckKa

[LeictBue. OTKa3 OT 4eATENIbLHOCTW UMW YC/TOBUS, Bbi3biBAKLW,Ero KOHKPETHbIW pUCK.

PykoBofcTBO No peanusauun. Ecnm ngeHTMUUNPOBaHHbIE PUCKU CHUTAKTCA CAULIKOM BbICOKUMU NN
pacxofbl Ha peanun3auunio Apyrux sapuaHToB 06paboTkM pyrcka NpesbIWakT BbIroAy, MOXET 6bITb NPUHATO peLle-
HUe 0 MOIHOM NPeAoTBpaLLEHNN pUCKA MYTEM OTKa3a OT NaHUPyeMOl UK CyLecTBYOLW el AesATeNbHOCTH, UK
NX COBOKYMHOCTU, UM U3MEHEHUS YCI0BUIA, NPU KOTOPbIX OCYLLLECTBNSETCA AeATEeNbHOCTL. Hanpumep, B OTHO-
LLIEHNW PUCKOB, Bbl3biBAEMbIX NPUPOAHBLIMY hakTopaMu, Hanbonee aAKOHOMUYECKN BbITOAHON anbTePHATNBOWN MOXET
6bITb (hu3nyeckoe nepemelyeHne cpeacTs 06paboTkn nHopmaLmmn Tyaa, rae aToro pycka He cyLecTsyeT Wam oH
KOHTpO/IMpyeTcs.

9.5 MNepeHoc pucka

[LelicTBre. PUck Ao/MKeH ObiTb NEpeHeceH Ha CTOPOHY, KoTopas MoXeT Hanbonee 3 eKTUBHO ocyLiecT-
BNATb MEHEKMEHT KOHKPETHOrO p1UCKa, B 3aBUCMMOCTH OT OLEHKM puCKa.

PykoBoacTBO no peanusaunn. NepeHoc pucka BkIovaeT B cebs pelleHne pa3fennTb onpeefneHHble puc-
KV C BHELWHUMW CTOpOHaMK. MNepeHoc pucka MOXeT co3/jaBaTb HOBblE PUCKN AN MOANULMPOBATDL CYLLECTBYIO-
e naeHTUMULMpPoBaHHbIe pucku. MoaToMy MOXeT 6bITb Heo6xoAnMa J0N0/THUTeIbHasA 06paboTka pucka.

MepeHoc MOXeT 6bITb OCYLLECTBEH NYTEM CTPaxoBaHus, KoTopoe 6yAeT NoagepxuBaTb NOCNeACTBUSA,
WM NyTeM 3ak/io4yeHna orosopa cybnogpsaga ¢ napTHepoMm, Yba ponb byaeT 3aknoyaTbCs B NpoBeAeHNN MOHU-
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TOPUHTA MH(OPMALMOHHOM CUCTEMbI M OCYLLLECTB/IEHUN HE3aMeATMTE bHbLIX AENCTBUI N0 NPeKpaLLeHNIo aTaku,
npexae Yem oHa NpuBeSeT KonpeaeeHHOMY YPOBHIO yuiep6a.

CnepyeT 3aMeTUThb, UTO MOXET GbITb BO3MOXHbIM NEPEHECTN OTBETCTBEHHOCTb 38 MEHE)KMEHT PUCXA, HO,
KaK NpaBuio, HEBO3MOXHO NepPeHecT OTBETCTBEHHOCTb 3a yuiep6. KnneHTsbl 06bIYHO BOCNIPUHMMAIOT He6aaron-
pusiTHoe BAusiHUe yuep6a Kak olmnGKy opraHusaLum.

10 MpuHATME puUcKa MHAPOPMALMOHHOW 6e30nacHOCTU

BxofHble AaHHble. Hannuune nnaHa o6paboTKu pucka u OLeHKM OCTATOYHOIO pucKa ABNAeTCsA HeobXxoam-
MbIM YC/IOBVEM pELLEHUA PYKOBOACTBA OpraHn3aLum o NpuHATAN prucka.

[feiictBre. JONKHO 6bITb NPUHATO peLleHne O MPUHATUN PUCKOB U yCTaHOB/IEHA OTBETCTBEHHOCTb 38 3TO
pelweHne, 4To AO/DKHO 6bITb OhULManbHO 3aperncTpupoBaHo [3To cesizaHo ¢ MCO/M3K 27001, nyHkT 4.2.1,
nepeyuncneHuve h).

PykoBogcTBO No peanu3saumun. B nnaHax 06paboTku pucKOB A0/MKEH 6bITb ONMCAH CNOCO6 OLEHKM PUCKOB,
KoTopble cnegyeT obpabaTtbiBaTh, 415 TOro YTOObI COOTBETCTBOBATL KPUTEPUAM NPUHATUA PUCKOB (CM. 7.2 «Oc-
HOBHbIE KPUTEPUIN»). BaKHO, YTOObLI OTBETCTBEHHbLIE PYKOBOAUTENN NPOBEPSAIN U NOAAEPXUBANN NpeaaraemMmble
nnaHbl 06paboTKN PUCKOB M BbiTeKalL e N3 HUX OCTaTOYHbIe PUCKU, @ TaKKe perucTpuposanm Bce yCnoBus,
CBfi3aHHble C TaKoW noaaep»XKoi.

Kputepuu npuHATUA pucka MoryT 6bITb 60/1€€ MHOTOrpaHHbIMM, YeM TOJIbKO OnpefesieHne Toro, HaxoaAuTcs
1IN OCTaATOUHbIVi PUCK BbILLE UIWN HUXE e 4MHOTO NOPOroBOro 3HaYEeHUS.

B HekoTopbIX CnyYyanx ypoBeHb 0CTAaTOYHOIO pYcka MOXeT He COOTBETCTBOBATb KPUTEPUAM NPUHATUS pUC-
Ka. MOCKOJIbKY NPUMEHSIEMbIE KPUTEPUUN HE YUNTLIBAIOT NpeBanupyoLmnx o6ctoaTenscTs. Hanpumep, MoxeT 6bITb
[0Ka3aHo, 4yTo Heo6X0AMMO NPUHUMATb PUCKN NO NPUYMHE NPUBAEKATEIbHOCTY BbIFO4 WAV MO NPUYMHE 3HaYN-
TeNbHbIX PACX0,0B, CBA3AaHHbLIX CO CHWXXEHMEM pucka. Takme o6CcToATENbCTBA NOKA3bIBAKOT, YTO KpUTEPUN NPUHSA-
TUS pUcKa HeafekBaTHbl U A0MKHbI 6bITb MO BO3MOXHOCTM NepecmoTpeHbl. OfHaKo He Bcerga 6biBaeT BO3MOX-
HbIM MepecMoTpeTb KpUTEPUN NPUHATUAS PUCKa CBOEBPEMEHHO. B Takux cnyyasax pyKosoguTenu, npuHuMaroLw e
peLeHuns, MoryT 6bITb 06513aHbl NPUHATL PUCKM, KOTOPbIE HE COOTBETCTBYHOT CTAHAAPTHLIM KPUTEPUAM NPUHATUS
puckoB. Ecnu aTo He06X04MMO, PYKOBOAUTENb, NPUHUMAIOLL NI pelleHne, LO/KEH faTb KOMMEHTapuii, kacato-
L miica puckoB, c 060CHOBAHNEM peLUeHUs], BbIXOASLLETO 33 PaMKU CTaH4aPTHOTO KpUTepUs NPUHATAA PUCKOB.

BbixogHble faHHble. NepeyeHb NPUHATbIX PUCKOB C 060CHOBAHMEM PUCKOB, HEe COOTBETCTBYHLUX CTaH-
[apTHbIM KPUTEPUAM MPUHATUA pUCKa OpraHnsamu.

11 KoMmMyHUMKaumsa pucka MHAOPMaLMOHHO 6e30nacHOCTU

BxogHble faHHble. Bcs nHchopmaumsa o puckax, noflydeHHas B pesynbTaTe 4eaTeNbHOCTU N0 MEHELXKMEHTY
pucka (cM. pucyHok 1).

[feiicTBue. [lo/mkeH ocyL,ecTBNATLCA 06MeH MHhopMaL et 0 pucke Uan ee COBMeCTHOE MCNOb30BaHne
NNLOM, NPUHMMAIOLWMM peLlleHne, 1 ApyruMu NpuyYacTHbIMU CTOPOHAMU.

PykoBozcTBO no peanusauun. KOMMyHMKaLns pucka npeacraBisieT coboii LesaTeNbHOCTb, CBA3AHHYH C
[OCTUXEHMEM corfalleHns 0 TOM. Kak OCyLecTBAATb MEHEeJ)XKMEHT pucka nyTemM o6MeHa W/mnm CoBMECTHOTO
MCNOMb30BaHNS UHDOPMAaL MK O pUcKe NnLaMu, NPUHUMAKOLW UMW PELLEHUS, U APYTUMU NPUYACTHLIMU CTOPOHAMMU.
MNHdopmMaLma BkouaeT B cebsl Hanmune, xapaktep, (hopmy, BEPOATHOCTb, CEPbe3HOCTL, 06paboTKy U NnpuemMne-
MOCTb PMUCKOB, HO 3TVMM (hakTopaMmn He orpaHnynBaeTcs.

b ekTBHAA KOMMYHUKALNS MEXAY NPUYACTHBIMW CTOPOHAMU MMeeT 60/blioe 3HAYeHne, NOCKObKY
OHa MOXEeT OKa3blBaTb CYLLLECTBEHHOE B/IAHNE HA PELLEHUS, KOTOPbIE AO/MKHbI 6bITb NPUHATLI. C NOMOLLLLI0 KOM-
MYHUKaLUW COTPYLHUKM, OTBEYaloLL e 3a OCyLLeCcTBeHNe MEHE)KMEHTA pUCKa, UIMLa, OTHOCSLLMECS K 3aUHTe-
pecoBaHHbIM Kpyram, 4OCTUraloT NOHUMaHNA OCHOBbI, HA KOTOPOW NPUHUMAIOTCA PELLEHUs, U NPUYNHBI Heo6X0AN-
MOCTM BbINO/IHEHUA ONpeAeeHHbIX AeCTBUA. KOMMYHMKauus aBnseTcsa AByHanpaB/ieHHbIM NPOLECCOM.

Oco3HaHMe pucka MOXeT 6biTb pa3HbIM U3-3a Pasnunii B NpesnonoXeHusx, NOHATUAX, NOTPeGHOCTAX,
npo6nemax n 6ecnokoiicTBax NPUYACTHbIX CTOPOH, CBA3AHHbIX C PUCKOM UK 06CYyXaaeMbiMK NpobiemMamu.
MpryacTHble CTOPOHBI, KaKk MPaBn/Io, BBIHOCAT CYXEHUSA 0 MPUEeM/IEMOCTY prCKa Ha OCHOBE CBOEro 0CO3HaHUSA
pucka. NMo3ToMy o4eHb BaXHO 06ecneynTb, YTO6bl 0CO3HaHME pUucka NPUYacTHbLIMU CTOPOHaMU, a TakXe 0Co3Ha-
HVe UMK BbIrO MOT/10 OblTh ONpefesieHo N JOKYMEHTUPOBAHO, a fieXalle B OCHOBE NPUYUHbI Bbl/IN YETKO NOHSI-
Thbl U yUTEHBbI.
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KoMMyHVKaLMs pucka Ao/KHa OCYLLeCTBAATLCA C Le/blo AOCTUXKEHNSA CeayoLLero:

- obecneveHnsa foBepusa K pesynbTataM MeHe)KMeHTa pucka opraHmsauuu:

- c6opa uHhopmaLum o pucke:

- COBMECTHOrO UCNO/Mb30BaHUA pe3yNbTaToB OLEHKM pucka v npeActaBneHuns nnaHa o6paboTkn pucka,

- NpefoTBpaLLEHNA NN CHUKEHNS BO3MOXHOCTU BO3HUKHOBEHMSA U NOCNeACTBUIA HapyweHunii b ns-3a
OTCYTCTBMA B3aMMOMOHNMaHUSA MeXy NPUHUMAIOLWUMY PeLleHns MMLamMu U NpMYacTHbIMU CTOPOHAMU:

- NOAAEPXKN MPUHATUA peLleHnid.

- NOSTyYEeHMNS HOBbIX 3HaHU 06 UB;

- KoOpAUHaLUK C 4pYrMMU CTOPOHAMU U N1aHNPOBAHMSA pearmpoBaHus C Lefblo yMeHbLIeHns nocnencTenii
Kakoro-mbo NHUMAEeHTa;

- BbIpabOoTKN YyBCTBA OTBETCTBEHHOCTWN MO OTHOLLEHUIO K PUCKaM Y /TNL,. MPUHUMAIOLLNX PELEHNS, 1 NpuYya-
CTHbIX CTOPOH:

- NOBbILEHNA OCBEOM/IEHHOCTH.

OpraHun3sauusa gomxkHa paspabaTbiBaTh NaaHbl KOMMYHUKaL MW pucka Kak 41 NoBCeAHEBHOW paboTbl, Tak 1
ONA upesBblyaliHblix cutyaunii. CnegosaTenibHO, AeATE/bHOCTb, CBA3aHHAsA C KOMMYHUKaL e pucka, AoMKHa
BbINONHATLCA HEMPEPbLIBHO.

KoopauHauuns mexay nmuaMmu, NpuHUMaloLWw My OKoHYaTe ibHble pelleHuns, U UHbIMU NPUYacTHbIMU CTOPO-
HaMn MOXeT 6bITb AOCTUrHYTA NYTEM CO3[aHuUsA KomuTeTa, KOTopbli 6yaeT 06¢cyxaaTb NPo6aeMbl BO3SHUKHOBEHUS
pPUCKOB, Ha3HayaTb NPUOPUTETLI U BblpabaTbiBaTb pelleHns No 06paboTke U NPUHATUIO PUCKOB.

BaxHo nogaepxunsatb COTPYAHNMYECTBO C COOTBETCTBYOLWMUM OTAE/IOM MO CBA3AM C 06LLECTBEHHOCTbIO
AN MHCDOPMAaLMOHHBIM OTAEN10M OpraHn3aLum, YTo6bl KOOPAUHMPOBATL BCE 3afa4n, CBA3aHHbIE C KOMMYHUKaLK-
el pucka. 3To KpaiiHe BaXKHO B C/ly4Yasix COO6LWEeHNA 0 feAiCTBUAX B KPU3UCHbIX CUTyaLMAaX, HanpuMep B OTBET Ha
onpegeneHHble MHUMAEHTDI.

BbixofHble gaHHble. TOCTOsAHHOE NoOHNUMaHKe npouecca meHegXMeHTa pucka b opraHmsaunn.

12 MOHWUTOPUHI N NepeoLeHKa pucka WMHopMaLunoHHOW 6e30MacHOCTN

12.1 MOHUTOPWHT N NepeoLeHka hakTOpoB pucka

BxogHble gaHHble. Bca uHhopmauns o puckax, nonyyeHHas B pesynbraTte AeATeNIbHOCTU N0 MEHEKMEHTY
pucka (CM. pucyHok 1).

[OeiicTBre. JoMKHbI NoABepraTbCa MOHUTOPUHIY U NepeoLeHKe PUCKU U nX hakTopbl (T. €. LLeHHOCTb akTu-
BOB. B/INSiHUE, Yrpo3bl, YI3BUMOCTU, BEPOATHOCTb BO3HUKHOBEHWSA) C LieNblo onpegeneHuns nio6biX U3MeHeHUn B
KOHTEKCTe opraHu3aunm Ha paHHel ctaguu, 1 o/HKHO NofepXuBaTbcs 06l ee npefcTaBieHne o Bceil kapTuHe
pucka.

PykoBofCcTBO No peanusaumn. PUCKA He ABAAIOTCA CTATUUYHBbIMUW. YTP0O3bl, yA3BUMOCTU, BEPOATHOCTb NN
nocnefcTBUS MOTYT U3MEHSITLCS HEOXNAaHHO, 6e3 Kaknx-N16o NPU3HaKkoB M3MEHEHWA. M03TOMyY ANSA BbiABAEHUS
N3MeHEeHWN i He06X0AUM HEeNpPepbIBHbIA MOHUTOPUHT. OH MOXET NOAAEPXKUBATHCSA BHELWHUMMN CEPBMCAMU, KOTO-
pble NpeAoCcTaBNAT NHpopMaL Mo O HOBbIX Yrpo3ax v ya3BMMOCTSAX.

OpraHu3auum Ao/MKHbI o6ecneynsaTb NPoOBEAEHNE HENPEPLIBHOTO MOHUTOPUHIA ClieyH0LWNX hakTopoB:

- HOBbIX @KTMBOB, KOTOpbIe 6blN BKKOYEHbI B061aCTb eiCTBUS MEHEAXMEHTA pucka:

- Heo6Xxo0AMMON MoAuMKaL MM LLEeHHOCTN akTUBOB, HanpumMep, BCeACTBME U3MEHUBLUUXCSA GM3Hec-Tpebo-
BaHWIA;

- HOBbIX YTPO3, KOTOPbIE MOTYT i€ACTBOBATb BHE M BHYTPU OpraHn3auumn 1 KoTopble ewe He 6bI/IN OLEHEHbI;

- BEPOATHOCTU TOrO, YTO HOBbIE MM BO3POCLUME YA3BUMOCTM MOFYT cenaTb BO3MOXHbIM UCNOMb30BaHne
nx yrposamu;

- BbISIBJIEHHbIX YA3BUMOCTER ANA oNnpefeneHns Tex n3 HUX. KOTopble CTAHOBATCSA NOABEPXEHHbIMU HOBbIM
MM NOBTOPHO BO3HMKAIOLLMM Yrpo3am;

- BO3POCLUEr0 B/IMAHUA UK NOCNEACTBUI OLLeHEHHbIX YIpo3, YA3BUMOCTEN 1 PUCKOB, 06 beMHEHHOE Aeii-
CTBUWE KOTOPbIX UMEET pe3ynbTaToM HEMPUEMIEMbIA YPOBEHb PUCKA,;

- NHUMAaeHTos NB.

HoBble yrposbl, ya3BUMOCTU WA U3MEHEHUA BEPOATHOCTU UAWM NOCNECTBUIA MOTYT yBeNU4YnBaTb PUCKH,
paHee OLeHeHHble Kak Hu3kne. MpoLecc nepeoL,eHKN HU3KNX U NMPUHATBIX PUCKOB A0/HKEH paccMaTpuBaTh KaxAbli
PUCK OTAENbHO, & TakxXe BCe PUCKU Kak eMHOe Lesioe, 4HTOObl OLLeHMBATb UX BO3MOXHOE CyMMapHoe BANSHUeE.
Ecnu pucky He nonagatT B KATETOPMI0 HU3KUX UNN MPUEMIEMBIX PUCKOB, OHU JO/MKHbI 06pabaTbiBaTbCA C UC-
Nnosb30BaHMEM O HOTO U/IN HECKOJIbKUX BApUaHTOB, PACCMOTPEHHbIX B pa3gerne 9.
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®akTopbl, BAMAKOLIME HA BEPOATHOCTb Y NOCNECTBUSA BOZHUKAIOLWMUX YTPO3, MOTYT U3MEHATLCS, Kak MOryT
N3MEeHATLCA (PaKTopbl, BANAKOLWME HA NPUMEHUMOCTb UM CTOMMOCTb Pa3/inyHbIX BapuaHTos 06paboTkn. OCHOB-
Hble U3MEHEHWS, BAMAIOLLME HA OpPraHn3aLuio, 40MKHbI CNYXUTb OCHOBaHMeM ANa 60nee geTanbHO nepeoL,eH-
kn. CneposaTenibHO, f,eATeNIbHOCTb N0 MOHUTOPUHTY pUCKa f0/KHA perynsipHo NOBTOPATLCA, U BblbpaHHble Ba-
puaHTbl 06paboTKM prcKa [O/HKHbI NEPUOANYECKU NepeoLleHnBaTbLCA.

Pe3ynbTatbl 4eATEeNbLHOCTN MO MOHUTOPUHTY pUCKa MOTYT 6bITb BXOAHLIMUW AAHHLIMW ANA APYTOi AeAaTeNb-
HOCTW Mo NnepeoLeHke pucka. OpraHnsaynsa fo/KHa NepeoleHnBaTh BCe PUCKU PErYNAPHO, a Takxe Korga umeroT
MeCTO CcyLecTBeHHble n3mMeHeHns (B cooTBeTcTBUM ¢ MICO/M3K 27001. nyHKT 4.2.3).

BbiXxoAHble AaHHble. MOCTOAHHOE cOorlacoBaHme MeHeAXMeHTa pucka ¢ 6usHec-LensaMu opraHnsagmm n
KpUTEPUAMU NPUHATUA puUcKa.

12.2 MOHUTOPWHT, aHaNN3 N yay4dlleHne MeHeaXXMeHTa pucka

BxogHble faHHble. Bcs nHchopmaumsa o puckax, NoflydeHHas B pesysibTaTe 4eaTeNbHOCTU N0 MEHELXKMEHTY
pucka (cM. pucyHok 1).

[LeiicTBne. Mpouecc meHemKMeHTa pucka VB noAnexuT NOCTOSSHHOMY MOHUTOPWHIY, aHann3y U yayu-
LLIEHNIO.

PykoBoACTBO No peanu3auunn. NMOCTOAHHbLI MOHUTOPUHT U NepeoLeHka Heo6Xo4UMbl 418 TOT0, YTOObI KOH-
TEKCT, pe3y/ibTaT OLueHKN 1 06paboTkn pucka, a Takxe naaHbl MeHe)KMeHTa ocTaBasiMCb yMECTHbIMU U COOTBET-
CTBYHOLUMMN 06CTOATENLCTBAM.

OpraHusaumna fo/mkHa BCeNATb YBEPEHHOCTb, YTO NpoLecc MeHemxMeHTa pucka b n cBsizaHHasa C HUM
[eATeNIbHOCTb OCTAOTCA COOTBETCTBYHOLWMMWU NPU CYLLECTBYHOLWMX 06CTOATENbCTBAX, U OHN cobofanTCs.
O nobbIX cOrnacoBaHHbIX yNy4ylWweHax npouecca uin AencTBuax, Heo6xXoAMMbIX ANA NOBbIWEHNS COOTBET-
CTBMA 3TOMY NpoLeccy, cnefyeTt yBeAoOMIATb PyKoBoAUTENER, YTOObl 6bITb YyBEPEHHBIMU B TOM. YTO He cylle-
CTBYET HV OLHOTO pUCKa Uu 3/IeMeHTa pucka, ynyu,eHHoro uin He00LeHeHHOro, YTo NpegnpuHUMaloTca Heob-
X04UMble AeliCTBUSA M NPUHUMAKTCA peleHmnsa AN8 NoNyYeHns peannucTuyHoro npeacTaBaeHuns o pucke u cno-
COBHOCTW pearnposaTb Ha Hero.

Kpome Toro, opraHusaumns fo/mkHa perynsapHo ybexaaTsCs B TOM. YTO KpUTEPUU, UCNONb3yeMble 418 N3me-
peHVa pucka 1 ero 3/IEMeHTOB, NOo-NpPeXxHeMy ocTalTca 060CHOBAHHLIMY U COrNacyLWwmMucs ¢ ee 6usHec-Lens-
MW. cTpaTermaMun U NOANTUKAMMN U UYTO N3MEHEHUS BU3HEC-KOHTEKCTa NPUHUMAKOTCSA BO BHUMaHWe Ha afleKBaTHOM
ypOBHe BO BpeMs npouecca meHegxMeHTa pucka Nb. 91afeaTenbHOCTb N0 MOHUTOPUHIY U NepeoLieHKe [0/KHa
yunTbiBaTh (HO HE OrpaHMyYuBaThCs) cnegytouiee:
npaBOBOW KOHTEKCT U KOHTEKCT OKpyXatoLiei cpefbl;

KOHTEKCT KOHKYpeHLUH;

- MOAX0[ K OLleHKe pucka;

LEHHOCTUN 1 KaTeropmm akT1BoOB,
KpUTEPUN BAUSHAS,

KpUTEPUN OLLEHKN PUCKA;

KpUTEPUW NPUHATUA pUCKa:

NOJIHY0 CTOMMOCTb BlafileHNsA akTusamu;
HeobxofuMble pecypchbl.

OpraHu3auns gomkHa o6ecneynBatb NOCTOSAHHYIO 4OCTYNHOCTb OLLEHKN 1 06paboTKM pucka gnsa nepeoueH-
KW pycKa, PacCCMOTPEHNSI HOBbIX NN U3MEHUBLUUXCA YIPO3 NN YA3BMMOCTE 1 COOTBETCTBYIOLLEro yBeJoMle-
HUSA PyKOBOACTBA.

MOHUTOPUHT MEHEKMEHTA PUCKA MOXET UMeTb pe3ybTaToM MOoANMUKALNIO UK LONONHEHWE NOAX0AA,
MeTOA0M10TUN NN UHCTPYMEHTA/bHbBIX CPEACTB, UCNOJIb3YEeMbIX B 3aBUCUMOCTU OT C/leAyIoLero:

- BbISABNIEHHbIX N3MEHEHWIA;

- UTepauun oL EeHKN pucka;

- Lenu npouecca MeHegxMmeHTa pucka Vb (HanprvMmep HenpepbIBHOCTb 6U3Heca, yCTONUYMBOCTb K MHLNAEH-
TaM. COBMEeCTUMOCTb);

- 06beKTa npouecca MeHeaXMeHTa pucka B (Hanpumep, opraHusauus, 6usHec-nogpasgeneHme, nHgop-
MaLUMOHHbI MpoLecc, ero TeXHNYeckas peanusayus, NpuaoXxeHne, NnogkaoYeHne K IHTepHeTy).

BbIX0AHbIO AaHHble. MOCTOAHHAsA 3HA4YMMOCTb NpoLecca MeHegxMeHTa pucka b gna 6usHec-ueneii opra-
Hu3auum nnn o6HOBEHUA npoLecca.
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Mpunoxexve A
(cnpaBo4Hoe)

OnpegeneHvie 06/1acTV NPUMEHEHNSA U TPaHunL
npouecca MeHeXMeHTa pucka MHDoOpPMaLMOHHON 6e3onacHocTH

A.1 AHanu3s opraHusauum

AHasin3 opraHu3aumn. VsyueHne opraHusaumy faeT BO3MOXHOCTb BOCMPOU3BECTU XapaKTepHble 3/1eMEHTbI, Of-
pepensioLe ocobeHHOCTM opraHusaumn. OHO KacaeTcs Lenu, 6usHeca, Ha3HaueHus, LeHHOCTel v cTpaTeruii aToi
opraHu3aLmmn, KoTopble A0/MKHbI ObITh OnpejesieHbl Hapsaay C 3/IeMEHTaMu, CNocoBCTBYIOWMMM VX pa3paboTke (Hanpu-
Mep. 3aK/1loueHne KOHTPareHTCKUX JOroBopoB).

TpyAHOCTb TakKoi AesATeIbHOCTU 3ak/loyaeTca B NMOSHOM MOHMMaHUM CTPYKTYPbl opraHusauun. OnpegeneHve ee
peasibHON CTPYKTYpbl faeT NOHMMaHWe POy U 3HAYMMOCTU KaXKAOro noapasfesneHust B AOCTUKEHUN Leneil opraHmsa-
umm.

Mpumep — ToT hakT, YTO OTBETCTBEHHBIN 3a VB oTunTbIBAETCA NEpef BbICLUMM PYKOBOACTBOM, a He nepeq,
pykoBoAcTBOM /T. MOXET ykasblBaTb Ha yuacTve BbiCLLEro pykoBoAcTBa B npobnemax Vb.

OcHoBHasi Le/b opraHusauuy. OCHOBHas Lie/lb OpraHM3aLm MOXeT Onpefensitbes chepoii ee AesTenbHoCTH,
CErMEHTOM pbIHKA 1 Ap.

BusHec opraHmsauun. BUsHec opraHusauuu, onpeaensieMblii TeXHUYECKUMU npuemamu, NprMeHsiemMbiMun ee
COTPYAHMKAMM U HAKOMIEHHbIM MMM OMbITOM (HOY-Xay), fiaeT eli BO3MOXHOCTb peasiu30BbIBaTh CBOE HazHaueHve. OH
ABNAeTCs cneynmnyHoil 06/1acTbio AeATeNbHOCTY OpraHu3aLyn 1 3a4acTyto onpegenseT KynbTypy ee Tpyaa.

HasHaueHve opraHusauuu. OpraHusauysi JOCTUraeT CBOEN Lieni NoCpeACTBOM peasiv3alm CBOero HasHaueHus.
Lns onpefeneHus ee HasHaudeHUst LO/MKHbI GbITb OMNpejesieHbl NpPeAoCTaB/sieMble CepBUCHI U/WAKM NPoU3BoAMMAas
npoayKuus.

LieHHOCTb opraHu3auun. LIeHHOCTSIMU SIB/ISIIOTCS OCHOBHbLIE HOPMbI UM YETKO OMNpejesieHHbIii KoLeKe noeseje-
HUs1. BbIMOJSIHSIEMbIE [/151 OCYLLECTB/IEHUS] BU3HECA. DTO MOXET KacaTbCsl NEPCOHANA, OTHOLUEHUI C BHELUIHUMUW CTOPOHA-
MK (Hanpumep, KIMeHTaMK), KauecTsa MocTaB/sieMoi NPOAYKUMM WU NPEAoCTaB/sieMbIX CEPBUCOB.

Mpumep — PacCMOTPUM OpraHW3auuio, Liesiblo KOTOPOii SBASIETCA NPejoCcTaBNeHne YCyr HaceneHuio, 6usHe-
COM — TPAHCMOPTHbIE YC/Yr, @ Ha3HAUYEHUE 3aK/YAETCA B NEPEBO3KE AeTell B LUKOY 1 06paTHO. Ee LeHHOCTAMI MoryT
6bITb MYHKTYa/IbHOCTb NPEAOCTAB/IEHNS YCNYT N 6830MaCHOCTL NEPEBO3OK.

CTpyKTYypa opraHu3aumy. CyLecTByoT pasHble TUMbl CTPYKTYP:

- hunuanbHas CTPyKTypa, B KOTOPOi kaxkAoe nofpasgesieHne paboTaeT Mo HadasioM pykoBOAWTENs nogpasge-
NEHVIsi, OTBETCTBEHHOTO 3a NPUHATHE CTpaTermyeckux, agMMHUCTPATMBHBIX U ONepaLMOHHbIX PELLIEHNI, KacatoLMXCs ero
noapasgeneHus;

- hyHKUMOHaNbHAA CTPYKTYpa, B KOTOPOI hyHKLMOHA/TbHbIE NO/THOMOUYMS OCYLLIECTBAAITCA OTHOCUTENBHO NpoLie-
ayp. xapakrepa paboTbl . MHOTAA, NMPUHATUA PELLEHWIA WM COCTaBEHUA NNaHoB (HanpuMep Npoun3BoAcTBo. UT. kaapbl,
MapKeTUHr N T. 4.).

3amevaHus:

- nogpasgeneHvie, CyLecTByloLLee B Npegesnax opraHusaumm ¢ UanMabHON CTPYKTYPOiA, MOXET ObITb OpraHun3o-
BaHO Kak (pyHKLMOHa/IbHasi CTPYKTypa 1 Hao6opoT;

- CTPYKTypa opraHvsauum, uMetoLLelt 31eMeHTbl 060MX TUNOB CTPYKTYPbI, Ha3biBAETCA MaTPUYHOIA.

Mpwn NGO opraHN3aLMOHHON CTPYKTYpe MOryT pa3inyaTtbCs cneaytolime ypoBHU:

- YPOBEHb NMPUHATUSA PELLEHWIA (ONpefenieHne CTpaTernyeckoit opueHTauum);

- YPOBEHb PYyKOBOACTBA (KOOPAMHALMSA N MEHEMKMEHT);

- OnepaLMoHHbIi YPOBEHb (BUAbI AEATENLHOCTU, CBSI3aHHbIE C MPOM3BOACTBOM Y MOALEPXKKON).

[narpamma opraHusauum. CTpyKTypa opraHusauuy npeacTaBaseTcs cxemaTudyeckv B BUAE Auarpammbl opraHu-
3aumun. Mpu TakoM NpeacTaBneHnu cnegyeT BblAeNsiTb IMHAN OTYETHOCTM U AeNervpoBaHns NOSIHOMOYWIA, KpOMe TOro,
cnepyeT Takke BKIOYaTb B AnarpaMmy v Apyrue cBsi3u, KOTOpble, [AaXe eC/i OHW He OCHOBbIBAIOTCA Ha Kakux-m6o
chopmasibHbIX MOMHOMOUMSIX, SBMSIOTCA TeM He MeHee JIMHWSMU MHCOPMALMOHHOTO NOTOKA.

Crpaterusi opraHusauuun. [ns Hee TpebyeTtcsi hOpMasibHOE BblpaXKEHWE PYKOBOASALLMX NPUHLMNOB OpraHu3aLmn.
CTpaTerusi onpefenisieT Hanpas/ieHWe U pa3BuTMe OpraHusauuu, HeobXxoAuMble AN1S U3BMEYEHNS BbIrOAbl U3 3aaad,
CTOAILLMX Nepef, ee GU3HECOM W NIaHNPYEMbIX €10 OCHOBHbLIX M3MEHEHMWIA.

A.2 MepeyeHb OrpaHNYeHNiA, BINAIOLWMX HA OPraHn3aLmio

CnepyeT yunTbiBaTb BCe ODaHUUEHUS. BAMSIOLLME HA OpraHu3auuio 1 onpejensiolie HanpasneHHocTb ee VB.
MICTOYHVMK OrpaHnyeHmnii MOXEeT HaxoAuTbLCA B Npefesiax opraHn3aumm, 1 B 3TOM C/lyvae OHa UMeeT HEKOTOpbI KOHG0b
Haf, HAMK, UK 3a NpejeniaMu opraHu3aumy W. cnefoBaTeslbHO, HE MOXET KOHTponMpoBaTbes. HanGonee BaHbIMU
ABNAOTCS OrPaHNYeHNs1 pecypcoB (BIOMKETHbIX, KaApOBbIX) Y OrPaHNYEHWS], CBSI3aHHbIE C Ype3BblyaliHbIMW 06CTOATE Tb-
cTBaMM.
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OpraHusauus yctaHaBnMBaeT CBOM Le/n (Kacatolyecs ee 6usHeca, pexumMa paboTbl v T. f.). Cnoco6CTByioLme
BbiiOpYy ee nyTu, BO3MOXHO, Ha ANuUTeNbHbIN nepuos BpemeHn. OHa onpefensieT, Kakoi opraHusalmeli oHa xo4eT cTarb,
1 BbIGMpaeT CpeacTBa, KoTopble 4151 3TOro NoTpebytoTes. Mpy BbIGope CBOEro NyTy opraHusauys yunTbiBaeT 3BOJIOLMIO
METOLOB U HOY-Xay, NoXenaHus Nonb3oBateneil, KMMEHTOB 1 Ap. STOT NyTb MOXET ObiTb BblpaXeH B dopme cTpaTerunii
aKcnnyaTauum unm paspaboTkn C HaMepeHWEeM, HanpuMepP CHW3UTb 3KCMJlyaTalMOoHHbIe Pacxofpl, MOBLICUTL Ka4eCcTBO
06CNYXMBaHUA U T. .

Takue cTpaTternu, BeposiTHO, 6yayT BKIOUaTb B cebs MHhopMaumio 1 MHEOPMALIMOHHbIE CUCTEMBI, CNOCOGCTBY!O-
Wwmne nx peanunsaumn. CnegosatenibHo, CBONCTBA, Kacarolpmecs 0COGEHHOCTEN, Ha3HAYeHUs 1 cTpaTeruii opraHmsauum,
SABNAIOTCS OCHOBOMO/AraloLWyMy 3/1ieMeHTamn B aHasim3e npobsiembl, MOCKObKY HapylleHne acnekta B moxeT npvise-
CTN K NepeoCcMbIC/IEHNIO LieNneil 3Tux cTpaTernii. Kpome Toro, BaxHO, 4TOObl NPeAsIOXEHNS, Kacatolmecs TpeboBaHuii
MB, Haxoamnvcb B COOTBETCTBMM C MpaBUiaMu, pexvmamy 3KCnayatauuu W cpegcTBamy, MPUMEHSIEMbIMU B opra-
HM3auuu.

MepeueHb BkIOUaeT B ce6s, HO He OrpaHMuMBaETCs, CeaytoLne orpaHNyeHus.

OrpaHuyeHnss NoNUTUYECKOro cBoCcTBa. OHM MOTYT KacaTbCs NPaBUTENbLCTBEHHON afMUHUCTpaLmK, 06LLeCTBEH-
HbIX YYpexzaeHuii nnu 6ol opraHn3aumy, KoTopas LO/HKHA NPUMEHSITb PELUEHWS, NPUHSTbIE Ha rocyLapCTBEHHOM
YPOBHe. Takmmu 06bI4HO ABNAIOTCS PELLEHNS, KacatoLmecs cTpaTernn am sKCnayaTauyoHHON HanpaBneHHOCTU, NPUHS-
Tble NPaBUTENbCTBEHHLIM NOAPA3AE/IEHNEM WM OpraHu3auueid, ynosIHOMOYEHHOW B COOTBETCTBUM C 3aKoHoAaTe lb-
CTBOM NPUHUMATb PeLLeHns, 1 KOTOpble AO0/MKHbI ObiTb BbINOMHEHLI.

Mpumep — KomnbloTepusauysi CYETOB UMM aAMVHUCTPATUBHBIX JOKYMEHTOB B/ieYeT 3a co60i npobiemsl C
MHOPMaLMOHHOW 6e30NacHOCTbIO.

OrpaHnyeHus cTpaTernyeckoro cBoiictBa. OHU MOryT BO3HWKaTb B pe3y/ibTare 3an/1iaHNpPoBaHHbIX NI BO3SMOXXHbIX
N3MeHeHWI CTPYKTYpPbI WM HanpaBAeHHOCTY opraHm3auun. OHM MOTyT OTpaXaTbCs B CTPaTermyeckux uim akcnayaraum-
OHHbIX NlaHax opraHun3aynu.

Mpumep — MexayHapogHoe COTPYAHUYECTBO B 06/1aCTM COBMECTHONO UCNO/b30BaHUSI YyBCTBUTE/IbHOW WH-
chopmaumy mMoxeT noTpebosaThb cornalleHuli, kacatwmxca 6e3onacHoro obmeHa.

TeppuTopuanbHble orpaHuueHus. CTpyKTypa W/Wau Lenb opraHu3auum MoryT o6yC/IOBNMBATL ONpenesieHHble
orpaHuyeHus, Takue, Kak pacnpegeneHe paboumx nnowagoK no TEpPUTOPUN CBOEI CTPaHbl UK 3a PYGEXOM.

Mpumep — BrioyaoT B cebsi NOYTOBYIO CNyxby, NOCONMLCTBA, GaHK1, nanasbl KPpynHOW NMPOMbILLIEHHOM
rpynnbl U T. A,

OrpaHnyeHusi, Ha BO3HUKHOBEHME KOTOPbIX BIMSIET COCTOSIHNE SKOHOMMKM W MOMUTUKN. PYHKLUMOHUPOBaHME opra-
HM3ALUMN MOXET CU/IbHO U3MEHSITLCS BC/IEACTBME ONpPeaesieHHbIX COBbITUIA, TakuX, Kak 3a6acToBK/ W/ HAUMOHA/IbHbIE
UM MeXayHapOoaHble KPU3KChI.

Mpumep — HekoTopble CEPBUCHI MOTYT NPOAO/KATL (PYHKLIMOHUPOBaHUE faXe BO BPEMSI CepPbe3HbIX KpU3uc-
HbIX CUTYaLWiA.

CTPYKTYpHblE OrpaHuyeHnst. Tun CTPYKTYpbl opraHusaumn (punvanbHas, (yHKLMOHAIbHAS UK apyras) MOXeT
UMETb CNEACTBUEM OMNpeaesieHHy0 NomTrKy VB 1 opraHn3almio 6e30nacHoOCTY, aAanTMPOBaHHYHO K CTPYKTYpe.

Mpumep — MexayHapoAHas CTPyKTypa A0/KHA ObITb CMOCOGHA NPUBOAUTL B COOTBETCTBME TpeboBaHMA
6e30MacHOCTW, MPUHATbIE B KaXKAON OTAEeNbHOW cTpaHe.

PYHKUMOHA/bHbIE OrpaHnyeHns. ®PyHKLMOHa/IbHblE OrPaHWYeHNss BO3HUKAOT HENOCPeACTBEHHO N3 OCHOBHOIO
nnn cneu,mpmqecmro HasHa4yeHua opraHunsayunu.

MpumMmep — OpraHnsaums, paboTatoLlas KpyriocyTouHo, AO/MKHA HENPEPbLIBHO o6ecneunBaTb fOCTYMNHOCTb
CBOWX PECypCOoB.

OrpaHuyeHusi, kacatoLpecs nepcoHana. MNpupoaa aTMx orpaHuyeHuii 3HaunTebHbIM 06pa3oM BapbupyeTcs. OHK
CBS3aHbl C YPOBHEM OTBETCTBEHHOCTU, HAIMOM COTPYAHWKOB, KBanndukaumeid, o6yveHmem, 0CBeA0MIEHHOCTLIO B BOM-
pocax 6e3onacHoOCT1, MOTMBALMENA, AOCTYNHOCTLIO U T. 4.

Mpumep — MNepcoHan 060POHHOI OpraHn3aLmn LO/MKEH UMETL COOTBETCTBYHOLLMIA AoNyCK K 06paboTke MHAop-
Mauym orpaHUYeHHoro AocTyna.

OrpaHuyeHusi, NpoucTeKatoLLme U3 Cnucka Aen opraHmsaumy. Takue orpaHudeHnst MoryT 6biTb pesynbTaToMm pec-
TPYKTypV3auyy Nan MAaHWPOBAHUA HOBbIX HALMOHA/IBHBIX UM MEXAYHapOAHbIX MOMMTUK, C YCTAHOBNEHUEM onpefe-
NEHHbIX KOHEYHbIX CPOKOB.

Mpumep — Co3aaHne cnyx6bl 6830NacHOCTY.

OrpaHnyeHus, cBsizaHHee CmeTogaMu. MeTofbl, COOTBETCTBYIOLLME HOY-Xay OpraHu3auym, Heo6XoaMMO ycTaHaBs-
NIMBATh B OTHOLLUEHUWN TaKMX acreKToB, Kak N1aH1pOBaHWe NPOeKTa, TEXHUYECKWE YCOBWS, pas3paboTka v I. 4.
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Mpumep — TUNUYHBIM OFpaHUYEHNEM Takoro pofa SIBASEeTCS HeO6XOAMMOCTb BK/HOUYEHMS NpaBoBbIX 0653a-
TEeNbCTB OpraHmnsauun B NOJINTUKY 6e30nacHoCTy.

OrpaHuyeHnst KyNibTYpPHOTO CBOWCTBa. B HEKOTOpbIX OpraHv3auumsix padouve Tpaguuuum WK OCHOBHOM GU3HeC
NpyvBENN K CO34aHWI0 onpeaesieHHol KynbTypbl opraHusaummn, Kotopasi MOXeT 6biTb HECOBMECTUMA C Mepamun U cpej-
CTBaMMW KOHTPO/IA 1 yrpaBeHns 6e30nacHOCTbI. Takasi Ky/nibTypa SBNSIeTCst OCHOBHOW 3Ta/IOHHOW CMCTEMOV NepcoHana
N MOXET OnpefensiTbCsl MHOTMMMW acnekTamu, BK/YawlWmMn B cebsi o6pasoBaHue, 06yyeHue, NpoteccmoHaslbHbIi
onbIT, paboTy, Ha KOTOPYK PacnpoCTPaHAETCS XU3HEHHbIA ONbIT, MHEHWA, hunocoduto, y6exaeHnsi, YyBcTBa, Couw-
aNbHbI cTaTyc U T. 4.

BlomKeTHbIE OrpaHMyeHnsl. PekoMeHayeMble Mepbl U CPeACTBa KOHTPO/IA U ynpaBieHns 6e30MacHOCTLH0 MOTyT
MMETb UHOT1a 04eHb BbICOKYHO CTOMMOCTL. HECMOTPS Ha TO UTO He BCeraa yMecTHO CTPOUThL UHBECTUMPOBaHUe 6e30nacHo-
CTU Ha 3KOHOMUYECKOl 3DPEKTUBHOCTH, (DMHAHCOBbLIE OTAE/Ibl OpraHu3auuy TpeGytoT, Kak NpaBwio, SKOHOMUYECKOro
060CHOBaHWS.

Mpumep — B opraHn3ayusx 4acTHOTO CEKTOPA U HEKOTOPbIX O6LLECTBEHHbIX OPraHW3aLusix COBOKYMHble
pacxofbl Ha Mepbl 1 CpeACTBa KOHTPO/IA W ynpas/ieHns 6e30NacHOCTbIO He AO/MKHbI NPeBbIWAaTh U3AEPXeK OT BO3MOX-
HbIX MOCNELCTBUIA PUCKOB. BbiCLLEe pyKOBOACTBO JO/MKHO NO3TOMY OLeHUBAThb U MPUHUMATL NMPOCYUTaHHbIE PUCKW, €CN
OHO XenaeT n3bexaTb Ype3MepPHbIX PacXoAoB, CBSI3aHHbIX C obecrneyeHnem 6e30nacHoOCTH.

A.3 MNepeyeHb 3aKOHOAATE/bHbIX 1 HOPMATUBHBIX NOMTOXKEHWIA, UMEIOLLNX OTHOLLEHWNE K AeATeNbHOCTN opra-
Hu3auum

[JomkHbl onpefensTbCa HopMaTUBHbIE TpeGoBaHKS, UMEOLLME OTHOLLEHVE K BUAaM AeATesIbHOCTY OpraHu3aLmm.
K x uncny mMoryT 6bITb OTHECEHbI 3aKOHbI, MOCTAHOB/IEHUS], CMieLMasTbHble MHCTPYKLMK, OTHOCALLMECS K cdepe AesTenb-
HOCTU OpraHv3aumn uim BHYTPEHHUM/BHELLHUM HopmaM. JTO KacaeTcs Takke [OoroBOpOB U COrnalleHnii u. B o6LLeMm,
MoBbIX 06513aTENBCTB IOPUANYECKOTO CBOCTBA.

A.4 MNepeyeHb orpaHUyeHnii, BANAIOLWMNX Ha 061acTb NPUMEHEHNS

Mpv onpegeneHnn orpaHNyeHnii enaTeilbHO NEPEUNC/IUTL Te 3 HYX. KOTOpble B/ISIOT Ha 06/1aCTb MPUMEHEHNS,
1 onpefennTb Te. Ha KOTOpble BO3MOXHO HeKoTopoe Bo3feiicTBue. OHU [06aBNAOTCA K OrpaHUYEHWsIM opraHmsauuu,
NepeynCIeHHbIM BbilLe. . BO3MOXHO, MOTYT M3MEHUTb uX. [lanee npefcTasBiseTcs nepeyeHb BO3MOXHbIX TWUMOB Orpa-
HUYEHWIA. KOTOPbI He ABNSETCA UCUEPMbIBAIOLLVM.

OrpaHnyeHns. BO3HMKaIOLME U3 paHee CyLeCTBOBAaBLUMX NPOLLEecCOoB. MPOeKTbl NPUIOXEHU He 06s3aTeslbHO
paspabaTbiBaloTCA OAHOBPEMEHHO. HekoTopble M3 HKX 3aBUCSAT OT paHee CyLLeCTBOBaBLUMX MPOLECCoB. [laxe ecnu
npoLecc MOXeT 6bITb pasbuT Ha NoANpoLecchl, He 06A3aTeNnbHO Ha JaHHbIi npouecc 6yayT BUATL BCe NOZMPOLIECCHI
Zpyroro npouecca.

TexHuyeckue orpaHnyeHus. TexHUYeckue orpaHnyeHnsi, OTHOCALIMECS K MHChPaCTPYKType, B OCHOBHOM BO3HVKa-
10T OT YCTaHOB/IEHHbIX annapaTHbIX U MPOrpamMMHbIX CPEACTB, a Takxe OT MOMELLEHUIA K NnoLwagok, rae ocyLecTBsAT-
CS1 MpoLecchl:

- apxuBbl (halinbl) — TpeboBaHUs, Kacalowpyecs opraHu3aumn, MeHeMXMEHT HocuTenel, MeHeMKMEHT npasun
JocTynawuT.g.;

- o6Lian apxuTekTypa — TpeboBaHuWs, Kacatolmecs Tononoruv (LeHTpasm3oBaHHas, pacnpefesnieHHas, KMeHT-
cepsep). husnyeckas apxuTekTypa nT. 4.;

- NpuKnagHble NporpamMmbl — TpeGoBaHKs, KacaloLmecs NpPOeKTMpPOBaHWs CrneunUyHOro nporpaMmMHoro obec-
NeyeHus. PbIHOYHbIE CTaHAapThl U T. A4.;

- nakeTbl NpohaMm — Tpe6oBaHUs, KacatloLmecs CTaHAapToOB, YPOBHS OLEHKM, KayecTBa, COOTBETCTBUS HOpMaM,
6e3onacHoCTu N T. [,;

- annapaTHble cpefcTBa — Tpe6oBaHUs, Kacalolecs CTaHAapTOB, KayecTsa, COOTBETCTBMS HOPMaM 1 T. A.;

- CeTu cBA3N — TpeboBaHus, KacaroLecs NOKPbITUS, CTaHAAPTOB, EMKOCTH, HAAEXHOCTN N T. A :

- MHPPACTPYKTypa COOPYXEHNIA N MHXEHEPHbIX KOMMYHUKaLUii — TpeGoBaHus, kacarolecst axgaHcKoro CTpo-
UTeNbCTBA. KOHCTPYKLMIA, BbICOKOTO HanpshKeHWs, HU3KOTrO HaNpsHKEHWS U T. [,

®UHaHCOBble OrpaHuyeHns. Peanusaums Mep 1 CPefCcTB KOHTPO/IS U ynpaB/ieHns 6e30MacHOCTbI0 YacTo orpaHu-
ynpaeTca Tem OHO[KETOM, KOTOpbIi MOXeT BblAeNnTb opraHunsaums. OfHako (huHaHCOBOe orpaHuyeHune [OMKHO
No-NpexHeMy ocTaBaTbCA MOCMEAHNM, MOAJ/IeXaLMM PacCMOTPEHUIO, NOCKO/bKY BOMPOC O BblAENEHUN GHOMKETHBIX
CpefcTB Ha 6e30MacHOCTb MOXEeT ObITb pPelleH Ha OCHOBE aHasm3a 6e30MacHoOCTY.

OrpaHuyeHuns], cBasaHHble co cpefoli. OHM 06ycnoBneHbl reoacdmyeckoil N 3KOHOMUYECKOW cpefoli, B KOTO-
PbIX MPOLIECChI PEa/IN3YIOTCA: CTPaHa, KMMarT, MpUpoAHbIE PUCKW, TEPPUTOPMAsIbHOE PacrofioXeHNe, COCTOSIHNE 3KOHO-
MUKV 1 Ap.

OrpaHuyeHns Mo BpemeHu. Bpewmsi, Heobxogumoe NS peanv3auum Mep U CPeAcTB KOHTPONSA U ynpasfieHust
6e30MacHOCTbI0, O/KHO ONpeAensaTbCA C yHeTOM BO3MOXHOCTU MOAEPHM3aLnn UHOPMaLMOHHOW cucTembl. Ecnm Ha
peanMsaumio 3aTpaymBaeTCcs O4eHb MHOTO BPEMEHM, TO PUCKK, [/1 KOTOPbIX paspabaTbiBaiCb Mepbl U CpeACcTBa KOHT-
pons 1 ynpas/ieHVsi, MOTYT U3MEHUTLCA. Bpems sBnseTcs onpeaenstowmm hakTopoM npu NPUHATAN peLueHunii n BblGo-
pe npuopuTETOB.

OrpaHunyeHus, kacatoLumecs MeTofoB. MeTogbl, COOTBETCTBYIOLLME HOY-Xay OpraHn3aLmm, AOoKHbI UCMO/b30BaTb-
CS1 B OTHOLUEHWUN NJTaHMPOBaHUA MPOeKTa, TEXHUYECKUX YC/IOBUIA, pa3paboTkm n ap.
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OpraHn3auyoHHble orpaHnyeHus. PasnuyHble orpaHnyeHnss MOryT crefoBaTb U3 TpeboBaHWii opraHusauun, a
MNMEHHO:

- aKcnyaTauusa — TpeboBaHus, KacarLecs 4IMTENbHOCT NMPOM3BOACTBEHHOIO LKA, NPpeAoCTaBeHNs YCAyT,
Habto04eHUs, MOHUTOPKHTa, NaHOB AECTBUIA B Ype3BblYaliHbIX CUTyaLMaX, yXyALeHus paboTbl 1 ap.:

- nogaepxka — TpeboBaHWS K NOVCKY HEWCNPaBHOCTEMN, CBSA3aHHbIX C MHLUMAEHTOM, NPEBEHTUBHbLIM AeliCTBUAM,
6bICTPOMY MCMIPaB/IEHNIO U Ap.;

- MeHeKMEHT KaApoBbIX pecypcoB — Tpe6oBaHKs, Kacatolmecs obyyeHns onepaTopos 1 Mosnb3oBaTtenei, ksa-
nudpukaumm. HeobxoaMMoN ANA TakuxX AO/HKHOCTEN, Kak CUCTEMHBIA aAMUHUCTPATOP MM afAMUHUCTPATOP AaHHbIX 1 Ap:

- af;MVHUCTPaTUBHbI MeHeMXMeHT — TpeboBaHua, Kacawowmecs o6s3aHHOCTEN 1 Ap.:

- MEHeDKMEeHT pa3paboTky — TpeboBaHus, kacatoLmecss MHCTPYMEHTa/IbHbIX CPeACTB pa3paboTku, CUCTEM aBTo-
MaTU3MpoBaHHOI pa3paboTky NporpaMm, M1aHOB NMPUEMOYHOTO KOHTPOSIS, 06ecneyeHns opraHusaumn v ap.;

- MEHeDKMEHT BHELLHUX OTHOLLeHUii — TpeboBaHus, kacawlmecs popM1MpoBaHNA OTHOLLEHUI C TPETbUMMK CTO-
poHamu, [OroBOPOB U T. f.
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MpunoxeHue B
(cnpaBoyHoe)

OnpegeneHne n ycTaHOB/IeHUE LLEHHOCTM aKTUBOB U OL,eHKa BAUAHUS

B.1 Mpumepsbl onpegeneHns akTMBoB

[lna ycTaHOBNEHWS LIEHHOCTN aKTUBOB OpraHn3aumsa Ao/hkHa B NepByto ovepeb onpeaeninTb BCe CBOM akTUBbI Ha
COOTBETCTBYIOLLIEM YPOBHE AeTanmsauun. MoryT pasnnmyaTses iBa BUAa aKTUBOB:

- OCHOBHblE aKTMBbI, BK/IOHatoLye 6GU3HeC-MpoLecchl, 63HeC-AeATeNIbHOCTb 1 MHPOpMaLMIO:

- BCnomoraresibHble (NoAAepxusatoLye) akTvBbl, OT KOTOPbIX 3aBUCAT OCHOBHbIE COCTaBHble YacTu 061acTu npu-
MEHEHWS BCeX TUMOB, BK/IOUaloLwye annaparHble CpeAcTsa, NporpaMmMHoe obecneyeHne. ceTb, MepcoHasl, MecTo (yH-
KLMOHMPOBaHNA OpraHu3auumn, CTPYKTypy opraHmsauum.

B.1.1 OnpepeneHne OCHOBHbIX aKTUBOB

[aHHas fesTeflbHOCTb 3aK/lo4aeTcsl B OnpejesieHnn OCHOBHbIX akTUBOB (6u3Hec-npouecchl U 6usHec-gesTesb-
HOCTb. HhopmMaums). TakoB onpefeneHvie ocyLLecTBNSETC COTPYAHMKAMN COBMECTHOI paboyeit rpynnbl, y4acTByoLLmn-
MW B rpouecce (pykoBOAUTENN, CeLUancTbl B chepe MHPOPMALMOHHbLIX CUCTEM U MOJb30BATENN).

OCHOBHbIMU aKTMBaMU 06bIYHO ABNAKTCA 6a30Bble MpoLecChl U MHhopMaLmsa 0 AeATeNbHOCTY OpraHM3auumn B ee
cthepe felicTBus. MoryT paccMaTpuBaTbCsl Takke W Apyrme OCHOBHbIE aKTVBbI, Takue, Kak MpOoLEecchl Xn3HeaeAaTenbHoC-
TW OpraHu3aumu, Kotopble 6yayT UMeTb OTHOLLEeHMe K hopMUpoBaHuUio NOAUTUKM VB nnm nnaHa HenpepbIBHOCTY 6U3He-
ca. B 3aBucuMmocCTM OT Lenu, nHorga He TpebyeTca McuyepnbiBatoLWMiA aHaIM3 BCEX 3/1EMEHTOB, BXOAALLMX B NpoLecc
MeHeMKMEHTa pucka. B Takmx ciyyasix pamkum U3yyeHust MoryT GbiTb OrpaHuyeHbl Hambonee 3HaUMMbIMK 3/IEMEHTaMK.

OCHOBHblE aKTVBbl 6bIBAIOT ABYX TUMOB.

1 BusHec-npoueccl (MM NOANPOLECCH) U BU3HEC-AEATENbHOCTbL, Hanpumep:

- NpoLecchbl, yTpaTta Wan yxyALleHne KOTopbIX AeflaeT HEBO3MOXHbIM peaninsaLmnio Leneii n 3agay opraHusaumm;

- MpOLeCChI, cofepxalline 3acekpeyeHHble NpPoLecchl UM NPoLecchl, Co3fjaHHble C UCNONb30BaHWEM NATEHTO-
BaHHOIi TEXHO0MK;

- npoLiecchl, MoAMdMKaLMA KOTOPbIX MOXET 3HauYMTENIbHO NOBAMATL Ha peanu3aumio Leneii n 3agay opraHusa-
g

- NpoLeccbl, KOTOPble HEOOXOAVMbI OpraHM3aLun AN BbINO/IHEHWS [OrOBOPHbIX, 3aKOHOAATENbHbIX WU HOpMa-
TUBHbIX TPeOOBaHWIA.

2 Nudpopmauus. B obiem ocHoBHas MHopmaums BrIoYaeT B cebs:

- MHbOpMaLMIo, HEOBXOAUMYIO ANA peasim3aumy HasHayeHus Unm 6usHeca opraHusauum;

- MHhopMaLMIO IMYHOTO XapakTepa, KoTopas onpefesieHa 0cobbiM 06pa3oM, COOTBETCTBYIOLMM HaLMOHa/IbHLIM
3aKOHaM O HeNpUKOCHOBEHHOCTU YAaCTHOM XWU3HW:

- cTpaTernyeckyto nHopmaumio, Heo6XoANMY0 AN AOCTUXEHUS Liened, onpegensemblX HanpasieHnem cTpa-
TErn opraHusaumy;

- LieHHyto nHdhopmaumio, c6op, XpaHeHne, o6paboTka 1 nepegada KOTOpo TPebYT NPOAOMKUTENBHOTO BPEMEHN
nvnn ceasaxbl ¢ 60bWMMK 3aTpaTaMmn Ha ee npuobpeTeHue.

MpoLiecchbl 1 MHGOpMAaLWS, KOTOpble He 6bln OnpeAesnieHbl kak YyBCTBUTE IbHbIe OTHOCUTE/IbHO AaHHON fenaTesb-
HOCTW, He ByayT UMeTb onpeAeneHHol knaccudukaumm B OCTaBLUENCS YacTu uccnefosaHns. 3TO 03HAYaeT, YTo ecnu
Takve npoLecchbl M nHgopmaums 6yayT CKOMIPOMETVPOBaHbI, OpraHn3aLys no-npexHemy 6yaeT ycnewHo ocyLecTs-
NATb CBOE HasHayeHve. TeM He MeHee OHW YacTO HacneayT Mepbl U CpeAcTBa KOHTPO/IA U yNpas/ieHns, peasinsyemble
ANA 3aWmnTbl MPOLLECCOB U UHopMaLmK, onpeAeneHHbIX Kak YyBCTBUTESIbHbIE.

B.1.2 NMepeyeHb 1 onucaHne BCnomoraTesibHbIX akTuBoB

Cdhepa pacCcMOTPEHUSA BKIOYAET akTVBbl, KOTOPbIE AO/MKHbI ObITb OnNpeaesieHbl 1 onucaHbl. ATUM akTvBam Npucy-
L YA3BMMOCTU, KOTOPble MOrYT 6bITb WCMOMb30BaHbI Yrpo3aMu, Haue/leHHbIMU Ha MOpPYY OCHOBHbIX aKTUBOB cdepsl
paccmoTpeHus (npoueccoB 1 uHdopMauum). OHM MOTYT ObITb Pa3/IMUHbIX TUMOB.

AnnaparHble cpefcTsa

Tun «annapatHble cpeAcTBa» BKIOYAET BCe (IM3MYecKne afIeMeHTbl, NoAAepXMBatoLLMe NPOLEeCChI.

AnnapaTtypa 06paboTkn AaHHbIX (aKTMBHas). AnnapaTtypa aBToMaTu3npoBaHHOl 06paboTkM MHopMaLMm COCTo-
UT N3 3/IEMEHTOB, HEOOXOAMMBIX A/ HE3aBUCUMON PaboThl.

MobunbHan annapartypa. MopTaTvBHas BblYMCINTENbHAA TEXHUKA.

Mpumep — MopTatuBHbI KoMNblOTEP (HOYTOYK), KAPMaHHBbI KOMMbOTEP.
CrauvioHapHas annapatypa. BblunciutenbHas TexHuka, Mcnosib3yemasi B MOMELLEHUSX OpraHm3aLmm.
NMpumep — CepBep, MAKPOKOMMbIOTEP, MCMO/b3yeMblii B kayecTBe paboyeli cTaHLmW.
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MepudbepuiiHoe iibpabaTtbiBatoLiae cboayapsaHne. Annapatypa, NoACOEAMHEHHAA K KOMNbHOTEPY MOCPeACTBOM
CBA3HOrO MnopTa (CoefMHEHVe Yepes3 nocnefoBaTesibHble, NnapasinesibHble KaHasbl U T. MN.) A7 BBOAA, NepemMeLLeHust
WM nepefaun AaHHbIX.

Mpumep — MNpuHTEP, CMEHHBIN AUCKOBOA.

HocuTenb faHHbIX (MacCUBHbIIA)

3TO HOCUTENN ANS XPAaHEHNS! AaHHbIX UK GOYHKLIWIA.

ONeKTPOHHbI HocuTenb. HocuTenb nHopmaunn, KOTOpbIA MOXET GbiTb MOACOEAVHEH K KOMMbIOTEPY WA KOMIb-
I0TEPHOV CeTu ANA XPaHeHUst AaHHbIX. HECMOTPSl Ha KOMMaKTHbIA pasMep, Takne HOCUTEeNM MOTyT cogepxaTb 60/bLUIOw
06bem JaHHbIX. OHM MOTYT MCMO/b30BATLCS CO CTaHAAPTHON BbIYMC/TUTENBHOW annaparypoid.

Mpumep — Mmbkue guckn. CD ROM, pe3epBHbI KapTpuaX, CMEHHbIV XECTKWN ANCK, K4 3alUTbl NamsTy,
MarHuTHas neHra.

[Opyrve HocuTenn. CTaTUYHble, HE3MIEKTPOHHBIE HOCUTENH, COAEpXalUne AaHHbIe.
Mpumepbl — Bymara, cnaiig, AMano3nuTue, 4OKYMEHTaLWs, dhakc.

MporpamMmHoe obecneveHne

MpodhammMHce obecneueHne BkIOYAET NporpamMMbl, cofeicTayoLime paboTe ycTpoiicTBa No 06paboTke AaHHbIX.

OnepauyoHHas cuctema. Takoe HaMMeHoBaHWe nojpasyMeBaeT BK/IOYEHMEe BCEX NMPOorpamMM KOMMbloTepa, Co-
3atoLLero onepaLyioHHy0 OCHOBY, Ha KOTOPOI UCMONHAOTCA BCe ApyrMe nporpaMmbl (CepBUCHI UM NpUNoxeHnst). OHO
03HayaeT BK/IIOYEHNE AJpa 1 OCHOBHbIX (PYHKLMIA NN CePBUCOB. B 3aBMCMMOCTM OT apXUTEKTYpbl OnepauyioHHas cucTe-
Ma MOXET 6bITb MOHOIMTHOW UM COCTOSAILLEN 13 MUKPOSiAPA U COBOKYMHOCTU CUCTEMHbIX CEpPBUCOB. [N1aBHbIMMN 3/1eMeH-
Tamm onepalWoHHO/ CUCTeMbl ABMSAIOTCS BCE CEPBUCHI MeHemkMeHTa 060pyAoBaHus (LieHTpasibHoe MpoLeccopHoe
YCTPOICTBO, 3anoMuHaloLLee YCTPOWCTBO, ANCKN 1 ceTeBble MHTepdeickl), CepBuUChI MEHEMKMEHTA 3aaa4 un npouec-
COB. @ TaKxe CepBKCbl MeHeMKMeHTa Nosib3oBaTeneil u npas nosb3osaresneii.

MporpammMHoe o6ecneyeHne COHCNYXMBAHNSA. CONPOBOXAEHNS WM afMUHUCTPUpOBaHus. MNporpammHoe obec-
neyeHve AOMNO/HAET CepBUChI ONEepPaLVOHHON CUCTEMb, HO He 06CNYXWBAeT HenocpeAcTBEHHO MNosib3oBaTenein um
NPUAOXKEHNS (Aake ecim 3TO 0ObIYHO SABMISETCSH BaXKHbIM UM 06A3aTesbHbIM A5 06Leil paboTbl MHCOPMAaLMOHHOM
cuCTEMBI).

MakeTHoe nNporpamMMHOe obecrneyeHvie Uan cTaHAapTHble nporpammbl. CTaHAapTHble NporpamMMbl UK MakeTHoe
nporpaMmmMHoe o6ecrneyeHne SIBMSIOTCA 3aBepLUEHHbIMY NPOAYKTaMU, NpefHasHauYeHHbIMU 415 NOJyUYeHNs npubbinmn (a
He 0AHOPa30BbIMK MU cheuuduyeckuMmn paspaboTkami), NpoAaBaeMbIMi BMeCTe C HOCUTEeNeM, Bepcueil 1 comnpo-
BOXAeHVeM. OHM obecneunBaloT CepBUChI A1 MoNb3oBaTeNell U NPUOXKEHNIA, HO He SIBNSIIOTCA NePCOHUMULMPOBaH-
HbIMW UM CNELMUYHBIMA B OT/INYMB OT GU3HEC-NPUIOKEHNIA.

NMpumep — MNporpaMmHoe o6ecneyeHvie ynpasneHust 6a30i faHHbIX, NporpaMMHoe o6ecneyeHre 3NeKTPoH-
HOro obMeHa Co0O6LLeHUAMMN, NporpaMMHoe obecneyeHre KOI/IEKTUBHOMO NOJIb30BaHUsA, NporpaMMHoe obecrnevyeHve
KaTanoros, nporpamMmHoe obecneveHne Web-cepsepa v T. 4.

BusHec-npunoxeHue

CraHgapTHoe 6usHec-npunoxaHve. Kommepyeckoe nporpammHoe obecneyeHue, npefHasHavyeHHoe A npe-
[OCTaB/IeHMsI NOJIb30BaTENAM NPSIMOTO JOCTYNa K cepaucamM 1 pyHKUMSM, TpeByeMbIM UMU OT CBOEN MHGpOPMAaLMOHHO
cucTeMbl B CBOEM NpodheccroHaibHOM KOHTeKcTe. CyllecTByeT OrpoMHOe pa3Hoobpasve BMAOB Takoro NporpammHoro
obecneyeHus.

Mpumep — MporpaMmMHoe o6ecneyeHne yUeTHbIX 3anvceld, NporpaMMHOe obecrneyeHue ynpaBieHnst CTaHka-
MU. MporpammMHoe o6ecriedeHne MeaMUMHCKOTO Hab/logeHus 3a nauveHTaMu, NporpaMmMHoe 06ecreyeHne MeHemx-
MEeHTa KOMMETEHTHOCTU NepcoHasna, aAMUHUCTPATUBHOE MporpammMHoe obecnedyeHue u T. 4.

Cneuudinyeckoe 6usHec-npunoxeHue. NporpaMMHoe obecneyeHne, B KOTOPOM PasfinyHble acnekTbl (rnaBHbIM
o6pasom, noasepxkka, CONpoBOXAEHNE, MOAEPHM3aUMsA U T. 4.) GblM pa3paboTaHbl cneunanbHo A5t NPefoCTaBeHns
nosib3oBatesidM npAMoro focTtyna K cepsucam u beHKLU/IHM, TpeﬁyeMbIM MKW OT CBOEW VIH(*)OpMaLI'I/IOHHOI‘/'I CUCTEMBI.
CylLecTByeT OrpoMHOE, pasHooGpasve BWAOB Takoro MporpamMmmMHoro obecneyeHus.

NMpumep — MeHeMKMEHT CHETOB K/IMEHTOB OMEPATOPOB AaslbHeli CBS3W, NPUNOXEHNE MOHUTOPMHIA 3anycka
pakeT B pea/lbHOM BpeMeHMU.

CeTb

Twvn «ceTb» COCTOMT U3 BCEX TENEKOMMYHUKaLUMOHHbIX yCTpOVICTB, Ncnonb3yembiX Ana coeguHeHNs HEeCKOJIbKUX
hM3NYECKN YAaneHHbIX KOMNbLIOTEPOB WM 31EMEHTOB MH(DOPMALMOHHON CUCTEMBI.

Cpega v nogaepxka. Cpega nnn obopygoBaHue CBA3M U AasibHEN CBSA3N XapaKTepu3yloTcs, rnaBHbIM 06pasoMm,
h13nyeckuMmn 1 TEXHUYECKUMU XapakTepucTukaMmn 060pyaoBaHus (BTOYKa—TOUKa», PeTPaHCaALMS) U NpoToKoiaMu
CBSI3U (KaHasTbHbIV WK CETEBOW — YPOBHU 2 N 3 CEMWYPOBHEBOI MOAENN B3aNMOAENCTBUSA OTKPLITLIX CUCTEM).

26



FOCT P NCO/M3K 27005—2010

Mpumep — KommyTupyemas tenedoHHas ceTb o6uiero nonb3oanus (PSTN — Public Switching Telephone
Network), Ethernet. Gigabit Ethernet, acummeTpuuHan undposas aboHeHTckas nunHus (ADSL — Asymmetric Digital
Subscriber Line), ctaHgapTbl Ha 6ecnpoBoAHyt0 cBsidb (Hanpumep, WiFi 802.11), cneundmkaums Bluetooth, cTtaHgapT
FireWire.

MaccuBHble MW aKTUBHbIE PETPAHCAATOPbI. [aHHbIA NOATWN BK/IOYAET BCE YCTPOWCTBA, SAB/SIOLLMECS HE OKOHEY-
HbIMW. @ MPOMEXYTOUHbLIMU YCTPOCTBaMU CBA3N. PeTpaHCNATOpbl XapakTepu3yTcs NoAAEpPXVBAOLWMMI CETEBLIMM
npoTokosiaMu cBA3N. B gononHeHne k 6a30BOMY peTpaHCAATOPY OHM 3avacTylo o6ecrneumBaroT yHKLUM WU CEPBUCHI
MapLupyTM3aummn n/vnmn munbTpauum ¢ UCNosib30BaHNEM CBSA3HbIX KOMMYTaTOPOB M MapLUpyTU3aToOpoB C hunbTpamu.
YnpaBneHve M1 3a4acTyio MOXET OCYLLECTBNATLCS HA PaCCTOSHUMU, M 06bIYHO OHU CMOCOGHLI FEHepUpPOoBaTh XYypHasbl
perucTpaumm.

MpumMmep — MoCT, MapLIPyTU3ATOP, KOHLEHTPATOP, KOMMYTATOP, aBTOMATUYECKU KOMMYTaTOP KaHa/10B.

CBsizHoli nHTepdpelic. CBsi3Hble MHTEpelicbl NPOLLECCOPOB NOACOEAMHEHDI K NPOLECCOpPaM, HO XapakKTepusyoT-
CA Cpefoit U NoAAepXMBAIOLLMMU NPOTOKONAMU, t06bIMUA YCTAaHOBMEHHLIMU (OYHKLMAMK uibTpaumy, pervcTpamm
WM reHepauun npegynpexaeHuii n ux tiyHKUMOHA/IbHBIMI BO3MOXHOCTSIMU, & TakKe BO3MOXHOCTbIO U HEOGX0AMMOC-
ThHO YAAIEHHOTO YNpaBeHus.

Mpumep — lMakeTHas pagnoceasb obuero HasHaveHuss (GPRS — General Packet Radio Service). Ethernet-
apfanTep.

MepcoHan
Tun «nepcoHan» COCTOWT W3 BCEX TPYNN COTPYAHMKOB, YYacTBYOLWMX B pa6oTe MHDOPMALVIOHHON CUCTEMbI.
/Lo, npuHUMaroLLee pelleHus. Jiuamu, NPUHUMaOLWMMKN PELLEHNS, ABNSKOTCSA BNAAE/blLbl OCHOBHbLIX aKTVBOB
(MHchopmaumn 1 hyHKUMIA) U pyKOBOAWUTENW OpraHm3auuy UanM onpeaesieHHoro npoekTa.

Mpumep — Bbiclwee pykoBOACTBO, PYKOBOAUTE b MPOEKTA.

Monb3osartenu. Mosnb3oBaTtensiMm ABASETCS NepcoHas, 06pabaTbiBaloLLMili YYBCTBUTE IbHbIE 3/1EMEHTbI B KOHTEK-
CTe CBOEl AeATEeNbHOCTU U HECYLMIt B 3TOI CBSA3M ONpeaenieHHyld OTBETCTBEHHOCTb. OHM MOryT 06/1a4aTh 0COGbIMM
npasamMu 4OCTyna K MH(OPMALMOHHONA cucTemMe, HEeOBXOAMMBIMU UM AJ1Si PELUEHUSI CBOMX MOBCEAHEBHbIX 3aaad.

NMpumep — PykoBoanTENb OTAENA KAAPOB, PYKOBOANTEb (PMHAHCOBOTO OTAENa, PYKOBOANTESb, OCYLLECTB/ISA0-
LWNIA MEHeMKMEHT pucka.

MepcoHan no akcnnyatauuy 1 CONpPOBOXAEHM0. 3TO NepcoHasl, 3aHMMAalOLLMIACs aKkcnyaTauueli n conpoBoxie-
HVeM MHPOpPMaLUMOoHHON cucTembl. OH o6nagaeT 0cobbiMM NpaBaMu AocTyna K MHDOPMAaLMOHHOW cucTeme, Heobxoam-
MbIMW eMy A1 PELLEeHNs CBOVX MOBCEAHEBHbIX 3a4a4.

Mpumep — CUCTEMHbI aaMUHUCTPATOP, aAMUHUCTPATOP AaHHbIX, ONepaTop pe3epBMpOBaHis, CPaBOYHOro
cTONa, pasBepTbiBAHWSA NPUAOKEHWNA, COTPYAHNKN CyX6bl 6€30MacHOCTy.

Pa3paboTunkn. Pa3paboTunky 3aHMMAOTCA pa3paboTKoii NPUAoXKeHuid opraHu3auun. OHU 06/1a4at0T BbICOKO-
YPOBHEBbLIMM NpaBamm JOCTyMNa K 4acTh MHPOPMALWIOHHOR CUCTEMBI, HO HE BbINOJHAT KaKUX-G0 AiCTBIA B OTHOLLE-
HUM J@HHbIX, CBA3AHHbIX C BbIMYCKOM MPOLYKLMN.

Mpumep — Pa3paboTunky GU3HEC-NPUIOXKEHNIA.

Mecro (PyHKLMOHMPOBAaHWSI OpraHu3aLmm
Tun «MecTo (OyHKLMOHMPOBAHWS OpraHu3alui» BK/oYaeT B ce6sl BCe N/OWAAKA, UMEKLLMe OTHOLWEHME K o6ac-
TV NPUMEHEHUS UM YacTW 06/1aCTU NPUMEHEHNS, U (PU3NUECKME CPEACTBA, HEOBXOANMbIE A/1 €€ (DYHKLMOHNPOBAHUS.
BHewwHsisi coefa. BHelwHeli cpefoii SBSIOTCA BCe MECTa, B KOTOPbIX HE MOTYT NPUMEHSTLCS CpeacTBa obecneve-
HUSt 6€30MacHOCTV OpraHuU3aLum.

MpumMep — XKunmwa nepcoHana, NoMeLLeHUs Apyroii opraHmsauum, cpeaa 3a npegenamMu mecra qyHKLUOHM-
poBaHWsi opraHusauum (ropoackasi 30Ha, onacHasi 30Ha).

BnageHuns opraHuzaumu. 3TO NPOCTPaAHCTBO OrpaHWYMBaETCA NepyMETPOM OpraHusauuun, HenocpeacTBeHHO
KOHTaKTUPYIOLLMM C BHELUHEN cpefoii. Peyb MOXET MATU 0 (hM3NYECKOI 3allMTHON rpaHuLe, obecneynBaemoii cosgaHu-
eM husmyecknx 6apbepos, UM 0 cpeacTBax HabNAEeHNs, YCTaHOBEHHbIX BOKPYT 34aHUIA.

Mpunmep — LWUtar opraHmsaunu, 3gaHus.

3oHa. 30Ha co3gaeTcs hU3NYECKOit 3allUTHON rpaHuLeil, obpasytoLleli oTAeNbHbIe YUacTku Ha TeppuTopumn opra-
Hu3aummn. OHa obecneymBaeTcs C MOMOLLbIO CO3AaHus unsnyecknx 6apbepoB BOKPYr MHPPACTPYKTyp 06paboTku WH-
thopmauumn opraHusauum.

Mpumep — Odumcel, 3ape3epBrpoBaHHas 3oHa JocTyna, 6e3onacHas 30Ha.

OcHOBHble cepBychl. Bce cepBuchl, Heobxogumble AN (YHKLMOHUPOBaHUS 060pYA0BaHUSA OpraHm3aLuuu.
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CBAa3b. TeNekoMMYHUKaLMOHHbIE CePBUCHI U 060pPYAOBaHMe, 06CyXUBaeMble OnepaTopomM.

Mpumep — TenedoHHas NuHUs. ATC opraHu3aLm ¢ UCXOASLLEN 1 BXOAsLLel CBA3bI0, BHYTPeHHWe TenedoH-
Hble CeTH.

KommyHukaumn. CepBucbl U cpeAcTBa (MCTOUHUKM 1 31EKTPONPOBO/KA), HEOOX0ANMblIE A5t CHaBXeHNs aHeprueit
MHHOPMaLMOHHO-TEXHO/IOrMYECKOro 060pyA0BaHNSA U NeputepuiiHbiX YCTPOCTB:

NMprumep — WCTOUYHMKM 3N1EKTPONUTAHUSA C HU3KAM HaMpsXeHWeM, MHBEPTOP, pacnpeaenvrenbHoe YCTPoincTBo
3N1EKTPUYECKON Lenu.

- BOJOCHaGXeHve;
- yAasieHne 0TX0/0B:
- cepBucbl U cpeacTBa (060pyAoBaHMe, KOHTPOSIb) A1t OXNAKAEHNS U OYUCTKY BO3MyXa.

Mpumep — Tpybbl BOASHOMO OXNAKAEHUS, KOHAUUMOHEPBI BO3AYyXa.

OpraHusauus

Tun «opraHusauus» CBs3aH C OMUCAHWEM CXEMbI OpraHM3aLlyn, COCToALLEel U3 BCeX KaApoBbIX CTPYKTYP, BbIMOSI-
HAOLLMX HeKyto paboTy, 1 npoueayp, ynpasisowmx 3TUMM CTPYKTypamu.

AAMUHUCTPATUBHbIE OpraHbl. CTPYKTYpPbI, OT KOTOPbIX YKasaHHas opraHusauus nosiyqaeT CBOW NMosIHOMoumns. OHW
MOTYT 6bITb HOPUANYECKN OPOPMAEHHBIMU (DUMaNam OpraH3aLm UM BHELLHUMN CTPYKTypaMu. 3TO HanaraeT orpa-
HUYEHNS Ha OLEHVBAEMYIO OpraHu3auuio B MiaHe npasus, pelweHuii u eicTBUiA.

Mpumep — KOHTpONMpYtOLWAs opraHn3aums, npasneHre opraHmsaumn.

CTpyKTypa opraHusaumm. OHa COCTOWT M3 Pas/inyHbIX OTAENEeHW OpraHn3aummn, BKIYas 4esTeNbHOCTb OpraHi-
3auus ¢ nepecekalLMMUCS (yHKLMSIMU NOA YNpaB/ieHNeM ee PyKOBOACTBA.

Mpumep — KagpoBblii MEHEMKMEHT, MEHEMKMEHT UT. CHAGXEHUECKN i MEHEKMEHT, MEHEeKMEHT GusHec-
nogpasgeneHuii. cnyx6a 6e30nacHOCT 34aHuiA, NoxapHas Cnyx6a, MeHeIKMEHT ayauTa.

OpraHusauus .npoekta WA cuctembl. OpraHusauus, co3gaHHas /15 onpefesieHHOro npoekta unm cepsuca.
Mpumep — MNpoekT pa3paboTkm HOBOTrO MPWUIOXKEHNS, NMPOEKT MUrPaLMN MHDOPMALMOHHON CUCTEMBI.

KoHTpareHrbi/nocTasLwmxu/usrotosuteny. OpraHusauys, obecneumsaioLLas faHHy OpraHu3auuio CepBrcom umm
pecypcamu 1 cBA3aHHas C Heil JOroBOpPoM.

Mpumep — KomnaHus no ynpas/ieHnio 060pyJ0BaHNEM, ayTCOPCHUHIOBAsi KOMMaHWSI, KOHCITUHIOBbIE KOoMMNa-
HUM.

B.2 YcTaHOB/IeHNe LLeHHOCTN akTUBOB

Cneayrowmii Lwar nocsie onpeaeneHns akTUBOB COCTOUT B COr/lacOBaHUM UCNOMb3YEMOIiA LWKasbl LEHHOCTEN U Kpu-
TepveB /17 MPUCBOEHUA KaXKA0MYy aKTUBY OnpefesieHHOro NosiokeHNs Ha LKasie, OCHOBAHHOIO Ha YCTaHOBMEHUN LieH-
HocTu. BcnepncTere pasHoo6pasns akTMBOB, BCTPEYAOLMXCA B GOMbLUMHCTBE OpraHu3alunii, BEPOSITHO, YTO HEKOTOpPbIE
aKTVBbl, MENOLLVE N3BECTHYIO AEHEXHYIO LIEHHOCTb, OYAyT OLEeHeHbl B e4uHULAaX MECTHOW BastoTbl, Torga Kak Apyrvim,
o6nagarowymM B 60/bLIEN CTENEHN KAYECTBEHHOM LIEHHOCTBIO, MOXET 6bITh NPUCBOEHA LEEHHOCTb, KOMNe6MLWascs, Ha-
npumep. B npefenax oT «O4eHb HU3KOV» [0 «O4YeHb BbICOKOW». PelueHne 0 TOM. Kakylo LUKasly MCNob30BaTh, Konuye-
CTBEHHYIO W/IN KAYECTBEHHYIO, B AEWCTBUTENBHOCTU SBASETCS BONPOCOM MPEANOYTEHUS OpraHM3aLmmn, HO OHa A0/HKHA
6bITb yMeCTHa A4/15 OLeHNBaeMbIX akTuBoB. Oba BUAa onpegeneHns LLeHHOCT MOryT 6biTb MCMO/b30BaHbI 418 O4HOIO U
TOrO e aKkTuBa.

TUNUYHbIE TEPMUHBI, UCMOMNb3yEMble A1 KAYEeCTBEHHOMO YCTAHOB/IEHUS LIeHHOCTU aKTMBOB, BK/HOHAIOT Cleayto-
lme onpegeneHns: NpeHebpexmmo Manas, O4YeHb HU3KasA, HU3KasA, CpedHss, BbiCOKasi, OYEHb BbICOKas, KpUTUYHaS.
Bbi6op 1 AMana3oH TEPMUHOB, NOAXOAALLMX ANA OpraHu3aLmmn, CUIbHO 3aBUCAT OT NOTPEe6HOCTM B 6e30nacHOCTM opra-
HM3auMW. pasmepa opraHvM3auuy 1 Apyrux, XapakTepHbiX 4718 opraHu3aummn hakTopos.

Kokl'APA

KpuTepuu, ncnonb3yembie B KA4eCTBE OCHOBbI A/151 MPUCBOEHNS LLEHHOCTY KaXXA0My akTUBY, A0/DKHbI ObITb 3anunca-
Hbl B OJHO3HAYHBIX BbIPXKEHUAX. TO YACTO ABNSETCA OAHUM M3 Hanbosiee CNOXHbIX aCNEKTOB YCTAHOBEHUS LLlEHHOCTH
aKTUBOB, MOCKOJIbKY LLeHHOCTb HEKOTOPbIX aKkTVBOB, BO3MOXHO, AO/HKHA YCTaHaB/IMBATLCA CYOBHEKTUBHO U MPUHUMATb
pelueHnsl, BEPOATHO, ByayT pasHble toan. Bo3MOXHbIe KpUTEPUU, UCNOMb3yeMble A5t ONPeLEeNeHns LLEeHHOCTN akTuBa,
BK/1I0HAIOT €r0 MCXOAHYK CTOMMOCTb, CTOMMOCTb €ro 3aMeHbl UM BOCCO3AaHus, WM LEHHOCTb, KOTopasi MOXeT 6bITb
abCTPaKTHOI, HanpMMep LEeHHOCTb penyTaumm opraHusauum.

Ewe oaHOW OCHOBOW AN151 YCTAHOB/IEHUSI LLEHHOCTW aKTUBOB AB/IAIOTCSA Pacxofbl, MOHECEHHbIE 13-3a NOTEPU KOH-
unaeHUManbHOCTU. LeNI0CTHOCTU U OCTYNHOCTY B pe3y/bTare nHupaeHTa. HeotkasyeMocCTb. YHETHOCTb. NOA/IMHHOCTb U
HaZEXHOCTb TaKkke JO/MKHbI paccMaTpuBaTbCA COOTBETCTBYHOLLMM 06pa3oM. Takoe YCTaHOB/IEHME LEEHHOCTM obecneunt
N3MEHEHUS BaXHbIX 3/IEMEHTOB LIEHHOCTV aKTUBa B AOMNOJSIHEHWE K BOCCTAHOBUTE/IbHOW CTOMMOCTM, OCHOBaHHbIX Ha
NpnbAM3NTENbHBIX OLEHKaX He6NaronpuATHLIX NOCNeACTBUIA ANa BU3Heca, BbITEKaLWMX U3 MHUMAEHTOB 6€30MacHOCTM
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C npegnonaraeMoli COBOKYMHOCTbIO 06CTOSATeNLCTB. CnegyeT nogvyepkHyTb, YTO NP 3TOM MOAXOAE NPUHUMAIOTCS BO
BHUMaHWe NocneacTBus, KOTopble He06X0AMMO BK/OYATL B OLEHKY pUCKa.

MHOrMM aKTVBam B XOfge YCTaHOB/EHWSI LIEHHOCTM MOTYT MpUCBanBaTbCs HECKO/IbKO 3HAYeHUiA LieHHocTH. Hanpu-
Mep. 6usHec-naaH MOXeT OLeHBAaTLCS Ha OCHOBE TPyAa, 3aTpayeHHOro Ha ero paspaboTKy, OH [IOXET OLleHMBATLCA Ha
OCHOBe TpyAa, He06Xo4UMOro AN1A BBOAA AaHHbIX, UM OH MOXET OLEHMBATLCSA HA OCHOBE €70 3HAYUMOCTU A1 KOHKY-
peHTOB. Bce 3TV NpUCBOEHHbIE 3HAYEHUs LIEHHOCTW CKopee BCero 6yayT CyLeCTBeHHO pasnmuaTbes. [pncBoeHHoe 3Ha-
YeHne MOXeT ObiTb MakCMMasibHbIM U3 BCEX BO3MOXHbIX 3HAYEHWI WM CYMMOI HEKOTOPbIX UM BCEX BO3MOXHbIX
3HauYeHWin. B oKoHYaTeNbHOM aHanmnse AO/MKHO ObIThb TLLATENLHO ONPEeAEeNeHo, Kakoe 3HaYeHne UM 3HaYeHNs LLeHHOCTH
npuceanBaloTCA aKTuBy, MOTOMY YTO OKOHYaTesibHas NMPUCBOEHHas LIEHHOCTb BK/KOYAETCA B OMpejesieHne pecypcos,
KOTOPble AO/MKHbI GblTb 3aTPayYeHbl Ha 3alLUTy aKTuBa.

CBefieHne K 06LLeil ocHoBe

B KOHEYHOM cueTe BCe YyCTaHOB/IEHWS LEHHOCTW aKTUBOB [O/IKHbI ObITb CBEAEHbI K 06LLeli OCHOBE. 3TO MOXHO
cfienaTb C NOMOLLbIO KPUTEPUEB, NPUBEAEHHBIX HUMKE. KpuTepumn, KOTopble MOryT MCMOMb30BaTLCA A1 OLEHKN BO3MOX-
HbIX NOCNEACTBUIA, BbITEKAOLWMX U3 NOTEPU KOH(PUAEHLMANBHOCTH, LLeNIOCTHOCTH, AOCTYNHOCTMW, HEOTKA3yeMOCTU. yueT-
Hoe™, nof/IMHHOE™ VI HaZEeXHOCTU aKTUBOB, BK/IHOHAIOT:

- HapyLUeHve 3aKoHofaTeNbCTBa UMM HOPM;

- yXyAweHne yHKUMOHMPOBaHUS BU3Heca;

- NoTeps «HeoCsA3aeMoro KanTanas/HeraTMBHOE BAUSIHWE Ha penyTauuio;

- HapYLLEHWS], CBSI3aHHbIE C JINYHOW MHGhopMaLme;

- co3fjaHne yrpo3sbl /IN4HOW H6e3onacHocTy;

- HebnaronpuaTHoe BNMAHME Ha O6ecneyeHne NpPasonopsaka;

- HapyLueHne KOHUAEHUMAIbHOCTH;

- HapyLleHne 06LLLeCTBEHHOro nopsgka:

- huHaHcoBbIE MOTEpU:

- HapylleHne 6u3Hec-AeAaTenbLHoOCTY;

- co3fjaHue yrposbl 47151 6e30nacHOCTU OKpyXatoLei cpefbl.

[pyTM NoAxofoM K oLeHKe NocneAcTBUii MOTyT ObiTb:

- NpepbiBaHne cepsKrca — HEeBO3MOXHOCTb 06ecrneyeHust cepsuca:

- yTpaTa [A0BEpVS KIMeHTa — yTpaTa A0Bepusi MeXayHapoaHOW NHGoOPMaLMOHHOW crucTeMe, noTeps penyTauuu;

- HapyLleHne BHYTPeHHEero (yHKLUMOHMPOBAHUS — HapyLLeHUsl BHYTPW CamoOil opraHusauuu, AONOMHUTESbHbIe
BHYTPEHHWE pacxofbl:

- HapyLueHne PyHKLMOHMPOBaHUS TPeTbe CTOPOHbI — HapyLUeHUs B (DYHKLMOHUPOBAHUN TPETbUX CTOPOH, Beay-
WX fena ¢ opraHusaumeit, pasnmyHble BUAbl YObITKOB;

- HapyLUeHne 3aKOHOB>'HOPM — HEeCnoCOGHOCTb BbINOIHEHNSA NPaBOBbLIX 0653aTeNbLCTB;

- HapyLleHne [0roBopa — Hecrnoco6HOCTb BbINO/IHEHUA [OrOBOPHbIX 0653aTeNbCTB;

- 0MacHOCTb AN NepcoHana/6e3onacHOCTb Nosb3oBaTeneil — onacHOCTb A1 NepcoHana u/mnu nonb3osartenei
opraHmsauuu;

- BTOpPXEHWE B 4ac™Yy10 XW3Hb Nonb3oBaTenei;

-thnHaHcoBble noTepu;

- (hMHaHCOBbIe NOTepw, CBA3AHHbIE C Ype3BblyaliHbIMM 06CTOSTENbCTBAMU WM PEMOHTOM — Kacarowyecs nep-
COHana. kacatlyecs 060pyA0BaHuA, KacatoLyecs nccnefoBaHWiA, OTYETOB IKCMEPTOB;

- noTeps ToBapoB/cOHA0A'aKTNBOB;

- NOTepsi K/IMEHTOB, NOTEPS NOCTaBLLMKOB;

- cyfebHble gena u wrpadbl:

- NOTEPSl KOHKYPEHTHOrO NPenMyLLecTBa;

- NoTepsi TEXHOO0rMYECKOro/TeXHNYECKOro NnaepcTsa:

- noteps ahheKTUBHOCTUYHAAEXHOCTY;

- NOTepsl TEXHWUYECKOW penyTauum:

- CHWXKEHME CMOCOBHOCTM K 3aK/THOYEHWIO COTNaLLeHN;

- NPOMBILLMEHHBIA KpU3MC (3a6acTOBKM);

- NPaBUTENIbCTBEHHDBIN KPU3KC.

- YBO/IbHEHUS;

- MaTepuanbHblii yLep6.

3TN KpUTEPUM ABNAKOTCA NpUMepamu NpobaemM, KOTopble A0/MKHbI pacCMaTPMBAaTLCA NPY YCTAHOBMEHUN LIeHHOC-
™ aKkTMBOB. 15 NPOBeAEHNSA OLLeHOK OpraHm3aLny Hy)XHO BblopaTb KpUTepun, yMecTHble Ans ee Buga 6usHeca u Tpebo-
BaHMWii 6e30nacHOCTU. 3TO MOXET O3HayaTb, YTO HEKOTOpble U3 NEPEYUCNIEHHbIX Bbllle KPUTEPUEB HENPUMEHWUMbI U
MOXeT noTpeboBaTbCs AOMNONHEHNE K 3TOMY CIIUCKY.

LWkana

Mocne ycTaHOBNEHNA KPUTEPUEB 719 PACCMOTPEHUS opraHu3auuy cnegyeT cornacosath Likasy, kotopas 6yget
MCnonb3oBaTbCca B Maclitabax opraHusauuu. MepBbiM LWAroM SBAAETCA NPUHATUE PELUEHUS O YACME UCMOMb3yeMblX
ypoBHeii. He cyllecTByeT npasun, onpefensowmx Hanbonee ymecTHoOe YMC/I0 YPOBHel. Bosbluee uicno ypoBHeli obec-
neumBaeT 60MbLUMIA YPOBEHb AeTanu3aumn, HO MHOrAa CMLIKOM Mesfkas AudbdhepeHumaums 3atpyaHseT npucBoeHne
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COrNlacoBaHHbIX OLLeHOK B MacLuTabe opraHmsaummn. O6bIYHO MOXET UCNO0/b30BaTbCs /11060€e YNCI0 YPOBHEN OT 3 (Hanpu-
Mep HU3KNIA, CpeaHMIA 1 BbICOKWIA) A0 10 B COOTBETCTBUM C NOAXOAOM, UCMOMb3yeMbIM OpraHu3aLumein ons Bcero npoLec-
ca OLIeHKM pucka.

OpraHusauus MOXeT yCTaHOBUTb COBCTBEHHbIE Mpefesibl LEeHHOCTU aKTUBOB, Takne, KakK «HU3KWU», «CpeaHuii»
VN «BbICOKWIA». DTV NpeAesbl AO/MKHbI OLEHNBATLCA B COOTBETCTBUM C BbIGPAHHBIMU KpUTEPUAMM, (Tak. A1 BO3MOX-
HbIX (hMHAHCOBbIX NOTEPb Npeaesbl AO/MKHbI BbiTh ykasaHbl B EHEXHOM BbIP&XKEHWW, HO MPU PacCMOTPEHWUU, Hanpu-
Mep yrpo3bl IMYHOV 6e30MacHOCTM, onpeAennTb UX AEHEXHYI0 LLeHHOCTb MOXET ObiTb 3aTpyAHUTENBHO U HENpUEMIEMO
[ANa BCEX opraHusauuii). HakoHel, pelueHre 0 TOM. YTO cUYMTaTb He3HauYUTe lbHbIMU W Cepbe3HbIMY NOCNeACTBUAMMU,
MOJSIHOCTbIO 3aBWUCUT OT opraHu3auuu. MocnefcTeums, katactpoduyeckne Ansa He6GONbLUIOK opraHvW3aummn, MoryT GbiTb
He3HauMTeNlbHbIMU WU AaXe NPeHebpexnumMo MasbIMU AN O4eHb KPYNHOW opraHv3auuu.

3aBnMcMmocTn

Yem 6onee 3HauMMble M MHOTOYUCNEHHbIE BU3HEC-NPOoLEeCChl NOAAEPXKUBAIOTCA akTUBOM, TeM 60/bLUe LLeHHOCTb
3TOro axtvea. [lo/mxHa ObITb TaKKe onpeAesieHa 3aBVCYMOCTb OAHVX aKTUBOB OT APYTrUX, MOCKO/IbKY 3TO MOXET B/INATH HA
LleHHOCTb aKTMBOB. Hanpumep, KOH(UAEHUMANBbHOCTb AaHHbIX JO/KHA COXPaHATLCA B TEYEHME BCEro UX XWU3HEHHOro
LMKna, Ha Bcex CTaausax, BKIoYas XpaHeHne 1 06paboTky, T. B. HE06X0AMMOCTb obecneyeHnst 6e30NacHOCTY XpaHeHNs
[JaHHbIX 1 nporpamm 06paboTkn AaHHbIX A0/KHA ObITb HANPSAMYHO CBSi3aHa C LIeHHOCTbI0, oTobpaxatoLwelt KoHuaeHum-
aIbHOCTb XpaHALWMXCA 1 obpabaTbiBaeMbiX AaHHbIX. Tawke, ecim 6usHec-npoLecc 3aBUCUT OT Lie/IoCTHOCTK onpefe-
NIEHHbIX AaHHbIX, CO34aBaeMblX NPOrpaMMmoii, BXOAHbIE JaHHble 3TOW MPOrpamMMbl AOKHbI UMETb COOTBETCTBYHOLLYIO
CTeneHb HageXHoCcTU. Kpome Toro, LieNoCcTHOCTb MHgopMaLm 6yeT 3aB1ceTh OT annapaTHbIX Y NPorpaMMHbIX CPeAcTs,
MCNonb3yemblX A19 ee XpaHeHus 1 06paboTkv. AnnapartHble CpeAcTsa, B CBO oyepesb, 6yAyT 3aBUCeTb OT 3HeprocHab-
XEHUs1 N. BO3MOXHO, OT KOHAMLIMOHMPOBaHWUA BO3fyXa. TakuMm 06pa3om, MHGopmaums O 3aBUCHMOCTSAX MOMOXET B
onpefeneHnn yrpos n 0CO6eHHO B BbISIB/IEHNM YA3BMMOCTENR. Kpome TOro, 3To NOMOXeT obecneuntb npaBuibHOe npu-
CBOEHME 3HauYeHVs LLeHHOCTW akTueam (6narofaps 3aBMCUMbIM B3aMMOCBA3AM), MOKa3blBas, Takum 06pa3oM, COOTBET-
CTBYIOLLMI YPOBEHb 3aLLMTBI.

LleHHOCTb aKTUBOB, OT KOTOPbIX 3aBUCAT ApYyrue akTvBbl, MOXeT U3MEHATLCA cneayowym obpasom:

- €C/IN LeHHOCTb 3aBUCUMbIX aKTUBOB (Hanpumep AaHHbIX) HWXE WK pasBHa LleHHOCTW paccMaTpuBaemoro akimea
(Hanpumep, nporpamMmHOro obecneyeHunst), ero LEeHHOCTb OCTaeTCcs Takol Xe;

- €C/IN LIEHHOCTb 3aBMCMMbIX aKTMBOB (Hanpumep AaHHbIX) Bbllle LIEHHOCTW paccMaTpyBaemMoro aktvmsa (Hanpu-
Mep. NPOorpamMmmMHOro obecneyeHns), ero LEHHOCTb AO/MKHA ObITb YBEeNMYeHa B COOTBETCTBUM CO CTENEHbIO 3aBUCMMOCTM
VN LIEHHOCTBIO APYTUX aKTUBOB.

Y opraHu3aumn MOryT 6biTb HEKOTOPbIe aKTUBbI, ABNAOLMECS AOCTYMHbIMKU 6olee OAHOMo pasa, Takue, Kak Konum
KOMMbIOTEPHbIX NPOrPamMM WM KOMMbIOTEPbl OAHOTO ¥ TOTO Xe BuAa, UCMosb3ylolwyecs B 60/bLUNHCTBE 0ONCOB. 3TOT
hakT He06X04MMO YUnUTbIBATL MPU YCTAHOBNEHWUWN LLEEHHOCTU aKkTMBOB. C OAHON CTOPOHbI, 3TV aKTUBbI NIErko ynycTuTb U3
BUAY, NO3TOMY CriedyeT 3ab60TUTbCA O TOM. YTOGbl ONpPefennTb KaXAblA U3 HUX; C APYrOi CTOPOHbLI, OHU MOTYT ObITb
MCNONb30BaHbl A1 YMeHbLUEHNA Npo6aemM JOCTYNHOCTU.

PesynbTar

OKOHuaTesIbHbIM pe3y/IbTaToM 3TOro Wwara 6yAeT nepeyeHb akTUBOB U UX LLIEHHOCTY MO OTHOLLEHWIO K PACKPBITUIO
(coxpaHeHvie KOH(MAECHLNANbHOCTH), MOAMMMKALMN (COXPaHEHWE LLeNIOCTHOCTH, NOA/IMHHOCTY, HEOTKa3yeMoCTU 1 yueT-
HOCTW), HEJOCTYMHOCTY W paspyLUeHno (COXpaHeHne JOCTYMHOCTY W HaAEXHOCTH) 1 BOCCTAHOBUTE/IbHOW CTOMMOCTMU.

B.3 OueHka BAnsAHusA

VHUumaeHT Vb MOXeT okasblBaTb BMAHME 60siee YeM Ha OfMH aKTWB WKW TOMbKO Ha 4acTb aktuea. BnusHue
CBAi3aHO CO CTEeMNeHbH0 YCNELHOCTN NHumnaeHTa. Kak cnecTBue, CyLLecTBYeT BaxHOe pasnyme mexay LLeHHOCTbIO akTuea
N BNIVSIHVEM, ABNSIOLWMMCS pesynbTatoM VHUMAeHTa. BinsHue paccmaTtpusaeTcs Kak uMetollee mbo Hesamenntess-
HbIli (ONepawumnoHHbIN) adhhekT, NMM60 ByayLumii (6ru3Hec-) adhdeKT, KOTOpbIN BKAKOYAET (hMHAHCOBLIE W PbIHOYHbIE MNO-
cneacTBys.

HenocpeacTeeHHoe (onepaunoHHOE) BUsiHWE ObiBaeT NPSMbIM UAN KOCBEHHBIM.

Mpamoe:

- huHaHcoBast BOCCTaHOBUTE/IbHASA CTOMMOCTb NOTEPSHHOTO aKkTuBa (4acTu akTuBa);

- CTOMMOCTb NPUOBPETEHNS, KOHCOMIYPMPOBaHUA 1 YCTAHOBKY HOBOTO aKTVBa WM pe3epBHOI konuu;

- CTOMMOCTb MPUOCTAHOB/EHHBIX U3-3a WHUMAEHTa onepauuii, noka ycnyra, npefoctasnsemas akTuBoMm (aktuea-
Mu), He ByAeT BocCTaHOB/EHa:

- BIUSIHWE NPUBOAUT K HapyLleHunio Ub.

KocBeHHoe:

- M3AEPXKKN YNYLLEHHbIX BO3MOXHOCTel (hMHaHCOBblE pecypcbl, HEOGXOAMMbIe A7 3aMeHbl UM BOCCTaHOB/e-
HWS aKTVBa, MOrM ObITb MCMNO/b30BaHbI rae-NmMbo eLle):

- CTOMMOCTb MPepBaHHbIX onepauuii:

- BO3MOXHee 3710ynoTpebneHne nHdopmaumenn, nonyyeHHon B pesynbTarte HapylleHns 6e30nacHoCcTy;

- HapyLLEeHWNe yCTaHOB/EHHbIX 3aKOHOM WM HOPMAaTUBHbIX 0653aTeNbCTB;

- HapyLleHne 3TMYEeCKUX HOPM NoBEeLEHNS.

MepBas oueHka (6e3 Mep 1 cpeCTB KOHTPOS U ynpas/ieHus No6oro poga) byaeT oueHBaTb BVSHUE KaK O4eHb
6/113K0€e K LIeHHOCTW CBSI3@HHOIO C 3TUM aKTuBa WM KOMOUHaL MK akTMBOB. MpW KaXAoi nocneaytollein utepaumm ans
3TOro (3TVX) aKkTBa (aKT1BOB) B/INSHWE ByAeT oTamyaTbes (06bIYHO ByAeT ropasfo HUKe) BCIeACTBUE Hannums 1 adpdek-
TMBHOCTU peasin30BaHHbIX Mep 1 CPeACTB KOHTPONS W ynpasBieHus.
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Mpunoxexne C
(cnpaBo4Hoe)

MpuMepbl TUMUYHBIX YTPo3

B npuBeaeHHoit Huxe Tabnuue C.1 faHbl NpUMEPbl TUMWYHBIX YTPo3. STOT NepeyeHb MOXET WCMOo/b30BaThCs B
NPOLLECCe OLEHKM YIpo3. YTpo3sbl MOTYT 6biTh YMBbILLIEHHBIMY, CyYaiiHbIMU WK CBSA3AHHBIMU C BHELUHEN cpefoii (npu-
POAHBLIMU) U MOTYT UMETb Pe3yNbTaToM, HanpuMep yLep6 1 NoTepio BaXHbLIX CEPBUCOB. B NpUBEAEHHOM Hixke nepeu-
HE ANS KKAOM Yrpo3bl yKasbiBAeTCsA €e MPOUCXOXAEHUE: «Y» (YMbllneHHas). «C» (cnydaiiHas), «M» (npupogHast)
yrposa. «¥» o603HayaeT BCe YMbILLIEHHbIE Ae/CTBUS, HanpaBneHHble Ha UHOPMAaLMOHHbIE akTHBbl. «C» 0603HaYaeT
BCe AeiiCTBUSI NepcoHaa, KOTopble MOryT C/lyyaliHO HaHecTu yulep6 MHDOPMAaLMOHHBLIM akTMBam, a «[M» o6o3HadYaeT
BCE WHLMAEHTbI, HE OCHOBaHHbIE Ha AeWCTBUSAX NepcoHana. YTpo3bl NepeuncnsioTcs He B NPUOPUTETHOM MOPSIAKE.

Ta6nuya C.1— MNpumepbl TUNNYHLIX YTPO3

Bl/lq Yrposbl MpoucxoxaeHune
dusnuecknii ywepo Moxap c.y.n
Yuwep6, NpUUNHEHHbI BOAON c.y.n
3arpssHeHune c.y.n
KpynHaa asapus c.y.n
Pa3pyLueHve o6opyaoBaHua unv HocuTenei c.y.n
Mbinb, KOppO3us, 3amep3aHune cy.n
MpUPOAHLIE SBMEHMS Knumatnyeckoe aneHvie n
Ceiicmnyeckoe sBneHue n
BynkaHuueckoe sBneHve n
MeTteoponoruyeckoe siBneHue n
HaBogHeHne n
YTpata BakHbIX ABapua CUCTEMbI KOHAMLMOHUPOBAHWS BO3AyXa WM BOJOCHAO- cC.y
cepBu1CcoB XeHus
HapylweHune aHeprocHabxeHus c.y.n
OTKa3 TeNekoOMMYHMKaLWOHHOTO 060pyA0BaHNS cC.y
Momexwn BcrnepcTeve ONeKTpoOMarHUTHoe U3ny4veHue c.y.n
nsnyHEHns Tennosoe u3nyyeHune c.y.n
ONneKTpoMarHUTHbIE UMMY/bChI c.y.n
KomnpomeTauus MepexsaT KOMNPOMETUPYIOLWMX CUTHAI0B NOMEX y
MH(OpMAL M [NCTaHUMOHHBIA LINNOHaX y
MpocnywwnsaHve Yy
Kpaxa HocuTenein nnm 4OoKyMeHTOB Yy
Kpaxa obopyaoBaHus Yy
Mounck MOBTOPHO UCMO/Ib3yeMbIX WK 3abpakoBaHHbIX HocuTenel Yy
PackpbiTne cCy
[laHHble 13 HeHafeXHbIX UCTOYHWUKOB c.y
MpecTynHoe ucnonb3oBaHue annapaTHbIX CpeacTs y
MpecTynHoe ncnonb3oBaHWe NpPorpaMMHOro obecneyeHns c.y
OnpegeneHne MecTOHaxoXAeHNs Yy
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OKOHYaHMe Ta6nuysl C.1

Bun Yrposb! MpovcxoxaeHvie
TexHuyeckune OTka3 o6opygoBaHus C
HencnpasBHOCTU
P HewucnpasHaa paboTta o6opypoBaHus C
HacblweHre MHopMaLMOHHO! CUCTEMbI cCy
HapyLlueHne hyHKUMOHMPOBAHUS NPOrpamMMHOro obecneyeHus C
HapyLueHne conpoBOXAeHVS MH(OPMAaLMOHHON cucTemsl cYy
HecaHKUMOHUPOBaH- HecaHKUMoHMpOBaHHOE WCNo/b30BaHNe 060pyAoBaHNA y
Hble aelicTBus
MoLUeHH1Yeckoe KOnMpoBaHve NpPorpaMMHOro obecrneveHns y
Mcnonb3oBaHne KOHTpadakTHOro MAN CKOMUMPOBAHHOMO Mpo- cCy
rpaMmmHoro obecneyeHus
VickaxeHne JaHHbIX Yy
HesakoHHasi 06paboTka AaHHbIX y
KomnpomeTauys OwmGka Npu 1CMosb30BaHNN c
hyHKUNIA
3noynoTtpebneHve npasamu c.y
danbcuukauus npas Yy
OTKa3 B OCYLLECTB/IEHNN [eiCTBNiA Yy
HapyuweHne paboTocnocobHOCTU nepcoHana c.y.n

Oco60e BHMMaHWe cneayeT yaensaTb WCTOYHMKAM Yrpo3, NMpoOMCXOAALLMX OT AeATeNbHOCTM yesnioBeka (CM. Tab-
nuyy C.2).

Tab6nunya C.2— VCTOUHMKM YTPO3bI

VICTOUHVMK yrpo3bl Motusaryis [evicTBrie yrposbl

Xaxep, B3/IOMLLVK Bbi3oB XakepcTso
CamomHeHune CoumanbHas nHxeHepus
ByHTapcTeo [POHMKHOBEHME B CUCTEMY, B3/10M
Craryc HecaHKLMOHMPOBaHHbI AOCTYN K cucteme
[eHbru

Jlnuo, cosepliatoLee Pa3spyleHne uHhopmaum KomnbloTepHoe npecTynsieHne (Hanpumep Kom-
KOMMbIOTEPHOE NpecTyn- HesakoHHOe packpbiTue WHAIOP- nblOTEpPHOE NpecnefoBaHue)
neHve Maumm MoLlleHH1Yeckas AeaTe/IbHOCTL (Hanprmep Boe-

[eHexHan Bbiroga npoussefeHve, Bbigaya cebs 3aapyroro, nepexsar)
HecaHKUMOHMPOBaHHOE U3MeHe- MHhopMaLMOHHBIV noaxyn
HVB JaHHbIX MonyyeHne goctyna o6MaHHbIM MyTem
[poHNKHOBEHME B CUCTEMY
Teppopuct WaHTax B3pbIB/T eppopusm
PaspyLiexvne MHdopmaLumoHHasn BoiiHa
Mcnonb3oBaHne B JIMYHBIX UHTe- CucrtemHas aTaka (Hanpumep pacnpefesieH-
pecax HbIli OTKa3 B 06CNYXMBaHWUN)
Mectb [pOHMKHOBEHME B CUCTEMY
Monutnyeckan Bbiroga Mopua cucTemsbl
Oxsar cpefibl (nepefayu AaHHbIX)

MpOMbILLNEHHBII KOHKypeHTHOe npenmyLLecTBo MonyyeHne 060POHHOTO MpenmyLecTsa
wnuoHax  (cBeaeHus OKOHOMUYECKUIA LLINMOHAX MonyyeHne nHgoOpMaLMOHHOrO NpenmyLLecTsa
CEKpPEeTHOro  Xapakrepa SKOHOMUYecKast aKcnnyatayms
KOMMaHu1,  MHOCTPaH- XvieHne vHdopmaumm
Hble  MnpasuTeNbCTBA. MokylleHne Ha HEeMpYKOCHOBEHHOCTb JINYHOI
Apyrvie npasuTebCTBeH- XNU3HU

Hble 06beAUHEHUST)

32



OkoH4YaHue Tab6nuys C.2

VCTOUHUK yrpo3bl

MPOMbILLEHHbIN
wnvoHax  (cBeAeHus
CEKpEeTHOro  Xapaxtepa
KOMNaHWWM,  MHOCTpaH-
Hble  MpaBUTENbCTBA,
[pyrvie NpaBUTeNbCTBEH-
Hble 06befVHeHWs)

WHcaipepbl (na1oxo
06y4yeHHble, HefoBO/Ib-
Hble. 3/I0HaMepeHHbIe,
6ecneyHble, HeYeCTHble
WK YBOMEHHbIE CryXa-
Lwve)

MoTtusaums

No6onbITcTBO

CaMoMHeHuve

Pa3senka

[eHexHasn Bbiroga

MecTb

HeHamepeHHble ownbkn 1 yny-
weHna (Hanpumep owwnbka BBOAA
[JaHHbIX, oLnbKa B COCTaBNEHNN NPO-
rpammbl)

FOCT P NCO/M3K 27005—2010

[elictBue yrposbl

CoumanbHasa uHxeHepus

MpOHVKHOBEHNE B CUCTEMY

HecaHKLMOHMPOBaHHBIV AOCTYN K cucteme (Ao-
CTYyN K CEKPETHON MHhopmaumu, sBNsOLLencs cob-
CTBEHHOCTbIO (PVPMbI U/MN CBSA3AHHOW C TEXHO/O-
rme)

HanageHvie Ha cnyxaliero

LWaHTax

MpocMoTp nHpopmaumn, siensioLieiics cob-
CTBEHHOCTbIO (PUPMbI

HenpaBunbHOe MCMo/b30BaHVe KoMMbloTepa

MOLLEHHNYECTBO 1 XULLEHNE

MNHhopmMaumoHHbIiA noakyn

BpepfoHocHOe nporpaMMHoe obecrnevyeHune (Ha-
npuMep BUPYC, nornyeckasi 6omoa. TPOSHCKUIA KOHb)

Mpopaxa MHopMaummn NMYHOro xapakrepa

«Ky4ykn» B cucteme

MpoHVKHOBEHNE B CUCTEMY

BpepanTensCcTBo B cucteme

HecaHKUMOHMPOBaHHbIN AOCTYN K cucteme
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Mpunoxexne D
(cnpaBoyHoe)

YS3BMMOCTU U METOAbl OLLeHKN YA3BMMOCTU

D.1 Mpumepbl yassBumocTel

B npviBefeHHo Tabnuue D.2 faHbl NpUMepbl yi3BUMOCTEN B pas/inyHbIX chepax 6e30nacHOCTW, BKIOYas npu-
Mepbl yrpo3, KOTOpble MOTYT UCMO/b30BaTb 3TU YA3BUMOCTU. DTU NEpPeyHy MOryT ObiTb NOJIE3HBLIMA BO BPEMSI OLIEHKM
yrpo3 v ys3BuMoOCTel 415 onpefeneHns CueHapus 3HauMmoro uHumpeHta. CnefyeT noAyepkHyTb, Y4TO B HEKOTOPbIX
cry4anx 3T1 ysi3BUMOCTM MOTYT UCMO/b30BaTbLCA W APYTriMU Yrpo3amu.

Tab6nuuya D1 — MNpumepbl yA3BUMOCTEN 1 yrpo3

Bug Mpumepbl ys3BUMOCTEN Mpvvepsb! yrpo3
AnnapaTHble HepocTatouHoe TexHuueckoe obcCnyxmnsaHne/Henpa- HapylueHne pemoHTOnpuroa-
cpefcTea BW/IbH351 YCTaHOBKa HOCUTeNel JaHHbIX HOCTW MH(POPMALMOHHBIX CUCTEM
OTcyTCcTBME MpOrpamMm NepUOAVNYECKON 3amMeHbl YXy[LeHne COCTOAHNUA HOCK-
Teneli AaHHbIX
YyBCTBUTENBHOCTb K BAIZXKHOCTU, MblIN, 3arpA3HEHNIO O6pasoBaHne Nblan, KOppo-
3U5. 3amep3aHue
YyBCTBUTENILHOCTb K 3/1EKTPOMArHUTHOMY W3/1y4eHNIo OneKkTpoMarHuTHoe usnyde-
Hue
OT1cyTcTBME 3PdEKTUBHOIO KOHTPONS U3MEeHeHUl OwmnbKa B UCNOML30BaHUN
KOHcpurypavum
YyBCTBUTENILHOCTL K KO/IE6aHNAM HanpshKeHus MoTepsa anekTponuTaHus
YyBCTBUTE/LHOCTDL K KONlebaHnaAM Temneparypsbl MeTeoposoruyeckvie SBfeHNs
HesawmiieHHoe xpaHeHve XueHne HocuTenei AaHHbIX
W LOKYMEHTOB
HebpexHoe (6e30TBETCTBEHHOE) pa3mMeLlleHne XuieHne HocuTenel AaHHbIX
WA [OKYMEHTOB
HekoHTposiMpyemoe KonuposaHue XuleHne HocuTenein AaHHbIX
VN [OKYMEHTOB
MporpammHbie OTcyTCTBYIOWES UM HEA0CTATOUHOE TECTUPOBaHNE 3noynoTpe6nieHne npasamu
cpefcTea nporpaMMHbIX CpeacTs
LUnpoko wu3BecTHble AedeKTbl MNPOrpaMMHbIX 3noynoTpe6iexHne npasamu
cpeacTs
OTCyTCTBME «3aBEpLUEHUs ceaHca» npu yxofe c pa- 3noynoTtpebneHne npasamu
6oyero mecta
CnncaHve wny NoBTOPHOE WCMO/b30BaHNe HocuTe- 3noynoTpe6iexHne npasamu
neii AaHHbIX 6e3 Hagnexallero yaaneHns uHgopma-
Lmu
OTCyTCTBUE «CNefoB» ayauTta 3noynotpebnexHne npasamu
HesepHoe pacnpefeneHve npas foctyna 3noynotpe6rieHne npasamu
LLnpoko pacnpepgeneHHoe nporpaMmHoe obecre- Mopya gaHHbIX
yeHue
MpumeHeHWe NpuUKNagHbIX Nporpamm Asi HecooT- Mopya AaHHbIX
BETCTBYIOLLWX. C TOUKM 3PEHNS BPEMEHU, AaHHbIX
CnoxHbIii Nonb3oBaTeNbCkuii MHTepdeiic OwwmbKa B MCNONbL30BAHWN
OTCyTCTBME OKYMEHTaL MW OwmnbKa B UCMOL30BaHUN
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Mpogonxenune Tabnnysl 0.1

Bug Mpumepb! ya3suMocTel
MporpammMHble HenpaBunbHble NapameTpbl yCTaHOBKU
cpeacrea

HenpasunbHble faHHble

OTCyTCTBME MEXaHU3MOB UAEHTUMKALUN U ayTeH-
TUdrKaLmMn. Takux, kak ayTeHTUmMKaLms nonb3osareneii

HesawyeHHble Tabnuubl naponei
Mnoxoli MeHeKMEHT naponei

AxTnBU3aLMA HEeHYXHbIX CepBucoB

Hepopa6oTaHHOe WM HOBOE MporpammHoe o6ec-
neveHve

HeueTkue nnm HenosHble cneuudpmkauuy ans pas-
paboTunKoB

OTcyTcTBUE I(PAEKTUBHOMO KOHTPOA U3MEHEHUIA

HekoHTponupyemasi 3arpyska U WCMosib30BaHue
NporpaMmHbIX CPeacTs

OTCyTCTBUE PE3EePBHbIX KOMWi

OTcyTcTBUE (PU3NYECKOl 3aLLMThI 34aHuUs, ABepelt n
OKOH

OTka3 B 06ecrneyeHnn oTHETOB N0 MEHEKMEHTY

CeTb OTCyTCTBME NOATBEPXKAEHUS OTMPaB/IEHUs WK no-
Jly4eHnsi coobLLeHns

HesawmeHHble MHUN CBA3N
HesaluiueHHbI 4yBCTBUTENbHbIN Tpadmk

Mnoxan passogka kabenei

EnuHasa Touka oTkasza

OTCyTCTBME MAEHTUMKALMM U ayTEHTUDUKALMUMN OT-
npasuTens v nonyyaresns

HeHagexHas ceTeBas apxuTekTypa
Mepegavya naposeit B HesalMpPoBaHHOM BUaE

HeapexBaTHblii CETEBOV MEHeMKMEHT (YCTONUYMBOCTb
mMapLupyTu3auum)

HesalwmieHHble CoeAMHEHNs CETU 06LLErO NOMb30-
BaHUs

MNepcoHan OTcyTCTBME NEepcoHana
HeapgeksaTHble npouefypbl Habopa nepcoHana
HepocTtaTouHoe oco3HaHue 6e30MacHOCTU

HeHagnexatliee MCNosib30BaHUe MPOrPamMMHbIX U
annapaTHbIX CpeacTB

FOCT P NCO/M3K 27005—2010

Mpymepb! yrpo3

OwnbkKa B MCNOb30BaHNN
OwwbKa B MCMOMb30BaAHUM

danbengukauus npas

danbendukauys npas
danbendukauus npas

HeneransbHas o6paboTka gaH-
HbIX

C60ii nporpamMmHbIX CpeacTB

C6o0li nporpaMMHbIX CpeacTB

C60ii NporpaMMHbIX CPEACTB

TaiiHble peiicTBMS € Mpo-
rpamMMHbIMKU cpeacTBamu

TaliHble fgeicTBus ¢ npo-
rpaMMHbIMK cpeAcTBaMu

XuileHne HocuTeneit AaHHbIX
UNn AOKYMEHTOB

HeaBTopn“3oBaHHOE WUCMO/b-
30BaHVe o6opyAoBaHus

OTKas B OCYLLECTB/IEHUN AEit-
CTBUiA

MepexsaT MHGOpMaLun
MepexsaT MHGOpMaLn

OTKa3 TenekoMMYHUKaLNOH-
Horo o6opyaoBaHus

OTKa3 TeIeKOMMYHUKALMOH-
HOro 06OpyAOBaHMUSA

danbengukauus npas

[UCTaHLMOHHBIN WINUOHAX
[UCTaHUMOHHBINA WNMOHAX

HacblweHne MHgopMaLnoH-
HOIN cucTembl

HeaBTopu3oBaHHOE MCMOSb-
30BaHue 060pya0BaHus

HapyweHune pabotocnoco6-
HOCTU MmepcoHana

PaspylweHue o6opyaoBaHus
WM HoCUTenNei faHHbIX

OwunbKa B NCMONb30BaAHNN

Owunbka B MCNOSIb30BaHNN
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Mpopgonxexnne Tabnuubl D.1

Bug

MepcoHan

MecTo (pyHKLMOHUPO-
BaHWsA opraHusauum

OpraHunsauus

36

Mpumepbl ysi3BUMOCTe

OTCyTCTBME OCBEAOMJIEHHOCTM O 6E30MNacHOCTY

OTcyTCTBYE MEXaHW3MOB MOHUTOPUHra

BesHaA3opHas paboTa BHELHEero nepcoHana wim
nepcoHasa opraHusauuy, 3aHUMaloLerocsi Y6opKoii

OTcyTCTBME MOMNUTUK MO NPaBUILHOMY MCMO/b30Ba-
HUI0 TeNIEKOMMYHUKALMOHHOM cpeabl U 0bMeHa co06-
LEHNAMM

HeapekBaTHoe WM HEGPEXHOe WCMNOoNb30BaHWe
(pr3MYECKOro ynpasneHnst 4OCTYNOM K 3A4aHWsAM 1 no-
MeLLEeHUAM

Pa3melleHne B MECTHOCTU, NPeapacnofiOKeHHON K
HaBOAHEHUAM

HecTtabunbHas anekTpuyeckas ceTb

OTcyTCTBME (DU3NYECKOW 3almUTbl 34aHNA, ABEPein 1
OKOH

OTcyTCcTBME (hopMasibHONM npouesypbl 4Ns pernct-
pauum 1 CHATUS C perucTpauum nonb3osareneii

OTcyTCcTBME (hOpPMasIbHOrO NpoLiecca A/ nepecmoT-
pa (Hag3opa) npas goctyna

OTCyTCTBUE WK HEAOCTATOUHbIE YCNOBUS (Kacatowm-
ecs 6e30mMacHOCTW) B JOroBopax C KIMeHTamu w/unm
TPETbUMU CTOPOHamu

OTCyTCTBME NpOLEAYPbI, KacaroLleincs MOHUTOPUHTa
cpeacTB 06paboTkn MHopMaLumm

OTCyTCTBUE PerynsapHbIX ayauToB (Hag3opa)

OTcyTCTBME NpoLeAyp UAEHTUGUKALUU U OLEHKM
pucka

OtcyTcTBME CO06LLEHMIA 06 OLIMBKaxX, 3adnKCMpPoBaH-
HbIX B XypHasie peructpaunn agmuHucTpatopa u one-
patopa

HeafiekBaTHas OTBETCTBEHHOCTb 3@ TEXHWYECKOe
obcnyxmsaHue

OTCyTCTBYlOLLEE U HEYA0BETBOPUTE IbHOE Corna-
WweHve 06 ypoBHe cepauca

OTCyTCTBME NPOLEeAYpPbl KOHTPOMS U3MEHEeHNI

OTcyTcTBME (DOPMAILHOM NPoLeaypbl KOHTPONSA 40-
KyMEHTaUMKW. Kacaloweicsi cuctemsl meHemxveHta b

OTcyTcTBME (hopmasibHONM Mpoueaypbl Hag3opa 3a
3anucsaMn cuctembl MeHempkmeHTa b

OTcyTcTBYE (DOPMaUTLHOMO NpoLiecca CaHKLOHNPO-
BaHMA 06LLEefOCTYNHOM MHhopMaumm

OTCyTCTBME Hag/iexallero pacnpegeneHuns o6s3aH-
HocTell Mo obecneyeHnio MHOPMaLMOHHON Gesonac-
HOCTMN

Mprvepsb! yrpos

Owmn6Ka B UCMOb30BaHWM

HeneranbHasi o6paboTka AaH-
HbIX

XuleHne Hocuteneit AaHHbIX
UM [LOKYMEHTOB

HeaBTopnsoBaHHOe WUCNOJIb-
30BaHVe 06opyAoBaHUS

YXypweHne coCTOSIHUSE HOCK-
Tenein AaHHbIX

3aronneHune

OTCyTCTBME 3M1EKTPONMTAHNSI

XuueHue annapartypbl

3noynotpe6neHne npasamu

3noynoTpebneHve npasamu

3noynoTpebneHve npasamu

3noynoTpebnexHve npasamu

3noynoTpebneHve npasamu

3noynoTpebnexHve npasamu

3noynoTpebneHve npasamu

Hapylienne o6cnyxunsaHus
NHOPMALMOHHON CUCTEMbI

HapylweHune o6cnyxunsaHus
NHPOPMaLIMOHHOM CUCTEMBI

Hapyuwienne o06cnyxuBaHus
MHCPOPMALMOHHON CUCTEMBI

MNopya faHHbIX

MNopya fgaHHbIX

ﬂaHHbIe N3 HEeHageXHbIX uc-
TOYHUKOB

OTKa3 B OCyLLEeCTB/IEHUN fes-
TeNnbHOCTN



OkoHuaHne Tabnuysl 0.1
BUA

OpraHusauyus

Mpumeps! ysisBuMOCTEl

OTcyTCTBME NAHOB O6ecneyeHnss HenpepbIBHOCTU
6u3Heca

OTCyTCTBME NOSMTUKM MO UCMO/b30BAHUIO 3/1EKTPOH-
HOI NoYTbI

OTcyTCTBME Npoleayp BBeAEHUS NPOrpaMmMHOro
o6ecrneyeHns B onepaLnoHHble CUCTEMbI

OTCyTCTBME 3anuceli B XypHasie pernctpaumumy agmm-
HUCTpaTopa 1 oneparopa

OTcyTcTBME npoueayp ANl 06paboTky CeKpeTHO
MHhopmauum

OTcyTCTBME 06513aHHOCTEl No 06ecneyeHnto nHop-
MaLMOHHOV 6€30MacHOCTU B AO/MKHOCTHbIX MHCTPYK-
Lusx

OTCyTCTBME WM HEAOCTATOUHbIE YC/IOBUS (KacaroLwm-
ecsl MHhopmaLmoHHOW 6e30nMacHOCTX) B AOroBOpax co
cayxawumm

OTCyTCTBYE OTOBOPEHHOTO AUCUMM/IMHAPHOTO MpOo-
Liecca B c/lyyae uHUugeHTa 6e30mnacHocTu

OTcyTcTBME (POPMasIbHOW NOMIMTUKA MO UCMO/b30-
BaHMIO NOPTATUBHBIX KOMMbLIOTEPOB

OTCyTCTBME KOHTPONS Haf akTUBaMM, HaXoAALLMMU-
csl 3a nNpegenaMmy opraHusaumm

OTcyTCTBYIOLLAA WY HEYA,0BNETBOPUTEIbHASA MON-
TUKA «HUCTOrO CTONA N NMYCTOro 3KpaHa»

OTcyTCcTBME aBTOpU3aLMK CpefcTB 06paboTku WH-
hopmauuu

OTCyTCTBME YCTAHOB/IEHHBIX MEXaHW3MOB MOHWUTO-
puHra HapylleHuii 6e30nacHoCTm

OTCyTCTBME PErY/siPHLIX NPOBEPOK, NMPOBOAUMbIX
PYKOBOACTBOM

OTCyTCT BME Npoueayp COo6LLEHUS 0 cnabbix MecTax
6e3onacHocTn

OTcyTcTBME Npouesyp, o6ecneumnBatoLyyx cobnoge-
HUe NpaB Ha UHTE/NEKTYasIbHyl0 COGCTBEHHOCTb

D.2 MeTozbl OLEHKN TEXHUYECKUX YA3BUMOCTEN

FOCT P NCO/M3K 27005—2010

Mpvvepsb! yrpo3

OTka3 060py0BaHNS

OwnbKa B NCNO/Ib30BAHUN

OwwnbKa B UICNOSIb30BaHNN

Ownbka B MCNOMNb30BaHNN

OwunbKa B UCMO/Ib30BAHUN

Owwnbka B NCNO/Ib30BAHUN

HeneranbHasn obpaboTka faH-
HbIX

XuleHne o60pynoBaHNs

XuleHue o60pyaoBaHus

XuweHne obopyaoBaHus

XuweHune HocuTenelt nHgop-
Mauy U JOKyMEHTOB

XuweHne HocuTenel nHdop-
Mauym WM LOKYMEHTOB

XulieHve HocuTenei nHdop-
Mauyy Un JOKYMEHTOB

HeaBTOpM30BaHHOE WCMOb-
30BaHne 060pyA0BaHNS

HeaBTopn3oBaHHOE WCMOSb-
30BaHue 060py0BaHNS

Mcnonb3oBaHne KoHTpadakT-
HbIX WM KONWPOBAHHBIX MPO-
rpaMMHbIX CPeacTB

MpodunakTnyeckne MeTofpl, Takue, kak TECTUPOBAHWE UH(DOPMALWOHHONM CUCTEMbI, MOTYT 6biTb UCMOMb30BaHbI
4N 3dhPeKTUBHOTO BbISIB/IEHNS YSI3BUMOCTEli B 3aBUCMMOCTM OT KPUTUYHOCTW CUCTEMbI MH(DOPMALIMOHHBIX U TENEKOM-
MYHUKaLMOHHbIX TexHonoruii (MKT) 1 f4OCTYNHbIX PecypcoB (HanpumMep, BblgeNeHHbIX (POHAOB, AOCTYNHON TEXHOMOMY,
NINL,. IMEILLMX ONMbIT NPOBEAEHNS TECTUPOBaHWS). MeToAbl TECTUPOBaHUSA BK/IIOUAKOT:

- aBTOMATW3MPOBaHHbIE UHCTPYMEHTa/IbHbIE CPEACTBa MoKcKa ysi3BUMOCTENA.

- TeCTMpOBaHWe U oLeHka 6e30macHoCTU:

- TeCTMPOBaHVe Ha MPOHVUKHOBEHNE;

- NpoBepka KoZoB.

ABTOMATU3NPOBAHHbIE UHCTPYMEHTa/IbHLIE CPEeACTBa NoUCKa YSI3BUMOCTEN UCMOMb3YIOTCS A1 NpocMOoTpa rpyn-
Mbl XOCTOB UM CETU Ha NPEAMET HaINUMSi U3BECTHbIX YS3BMMbIX CEPBUCOB (HanpumMep, cucTeMa paspellaeTt UCMosb30-
BaHWe aHOHUMHOTO MPOTOKO/IA Nepeaaun (haiinios, PETPAHCAALMIO OTNPaBIEHHON NoYTkl). CreayeT, 0aHaKo, OTMETUTb.
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4TO HeKOoTOpble M3 MOTEHUWA/IbHbIX YS3BUMOCTEN, UAEHTU(ULMPOBAHHBIX aBTOMATU3VPOBaHHbIMU WHCTPYMEHTa bHbI-
MW cpefcTBaMm Novcka ya3BUMOCTel, MOTyT He NpeACTaBAaTb peasibHbIX YA3BUMOCTEl B KOHTEKCTE CUCTEMHOI cpefpl.
Hanpumep HekoTopble 13 3TUX CPEACTB Moucka onpeaensioT NoTeHUaIbHble YA3BUMOCTY, He yuuTbiBas cpeay u Tpebo-
BaHWA caiita. HekoTopble M3 yA3BMMOCTElW, OTMEUYeHHbIX aBTOMaTU3MPOBAHHLIMU WHCTPYMEHTa/IbHbIMU CpeacTBaMu
noucka ys3BMMOCTE, 0Ty T B AeCTBUTENBHOCTU He GbITb YA3BYMOCTAMM 47151 KOHKPETHOTO caiiTa, a 6bITb CKOHGUIypupo-
BaHHbIMM Takum 06pa3om, kak aToro TpebyeT cpefa. Takum 06pas3om, 3TOT MeTOA TeCTUPOBaHNSA MOXET AaBaTb OLUN6OY-
Hble pe3y/bTarbl UCCnefoBaHus.

[pyrum meTof0M, KOTOPbIV MOXET MCMONb30BaThCA A1 BbisiBNEHUS yA3BUMOCTel cuctembl VKT Bo Bpemst npo-
Liecca OLEHKU pucKa, AB/ISeTCA TeCTUpOBaHMe 1 oLeHka 6e3onacHocTh. OH BK/IoUaeT B cebs pa3paboTKy 1 ocyLiecTse-
HWe nnaHa TecTupoBaHWs (HanpumMep, CLeHapuii TeCTMPOBaHKs, NpoLeaypbl TECTUPOBAHWSA U OXMAAEMble pesynbTarbl
TecTnpoBaHus). Llesib TecTrpoBaHus 6e30MacHOCTU CUCTEMbI COCTOUT B TECTUPOBAHUN 3MEKTUBHOCTN MEP U CPeACTB
KOHTPONA 1 ynpasneHusi 6esonacHocTu cuctembl VIKT. koTopble 6blv NpUMEHeHbl B onepauuoHHOl cpefe. 3agada
3aK/104aeTCA B TOM. YTOObI Y/JOCTOBEPUTLCS, YTO MPUMEHSIIOLLMECH Mepbl U CPe/CTBa KOHTPOIA U yrpaB/ieHns CooTBeT-
CTBYIOT YTBEPX/AEHHON cneuudmkaumm 6e3onacHoCTy ANS NPOrpaMMHbIX U annapaTtHbIX CPeAcTB, obecneunsaloT peau-
3aLmMio NONUTMKN 6e30MacHOCTU OpraHusaLm Uan COOTBETCTBYIOT OTPac/ieBbIM CTaHaapTam.

TecTupoBaHve Ha NPOHUKHOBEHNE MOXET WUCMO/b30BaTbCA Kak [JONO/IHEHNE K NPOBEpke Mep U CPeACTB KOHTPONS
1 ynpaeneHns 6e30nacHOCTU 1 obecneyeHne 3aluTbl Pas3/IMyHbIX acnekToB cuctemsl VIKT. Korga TecTuposaHue Ha
NPOHUKHOBEHME UCMO/b3yeTCs B MPOLECCe OLLeHKN PUCKA, OHO MOXET MPUMEHSITLCS 4151 OLLeHKV CMOCOBGHOCTU CUCTEMBI
MKT npoT1BOCTOATb YMBbILLIEHHBIM NOMbITKaM 060/TH 3awWwmTy cucTemMbl. Ero 3agaya cocTouT B TECTUPOBAHUN CUCTEMBI
MKT € TOUKM 3peHnst MCTOYHMKA YTPO3bl U BbISBIEHNN NOTEHUMa bHbIX CO0EB B CTPYKTYpax 3aluTtbl cuctemsl VKT.

MpoBepka KofoB ABNAETCA Hanbosee TwaresibHbIM (HO Takke U caMblM JOPOroCTOALLMM) CMOCO60M OLEHKN YSi3-
BUMOCTEVA.

PesynbTarbl 3TMX BUA0B TECTUPOBAHWSA 6€30MacHOCTU NMOMOrYT BbISBUTL YSI3BUMOCTN CUCTEMI.

BaxHO OTMETUTb, YTO METOAbl U CPeACcTBa TECTUPOBAHNSA Ha MPOHUKHOBEHME MOTYT AaBaTb JIOXHbIe pe3y bTarbl,
€C/I1 YSI3BUMOCTb He 6bl/1a YCMEeLHO 1Cnosb3oBaHa. YTobbl UCM0/b30BaTb KOHKPETHYHO YA3BUMOCTb, HY)KHO 3HATb TOUHYIO
cucTeMy/npunoxXeHne/ucnpasneHus, ycTaHoB/IeHHbIe Ha TecTupyemMoli cucteme. Ecnm BO Bpems TeCTUPOBaHUS 3T AaH-
Hble HEeu3BECTHbI, YCMELIHOEe VCMO/b30BaHNe KOHKPETHOW YA3BUMOCTU MOXET ObITb HEBO3MOXHbIM (HanpuMep AOCTUYbL
yfafieHHOro 06paTHOro CoeAuHeHus), 0OAHaKo NO-NPexHeMy BO3MOXHO B3/10MaTb UM NepesanycTuTb TeCTUpyeMblii
npouecc nam cuctemy. B Takom ciiyyae TecTvpyeMblii 06 bEKT ToXe A0/HKEH CUMTATLCS YS3BUMbIM.

MeToabl MOryT BK/IKOUaTb CleAytoLme BUibl 4eSTeNIbHOCTU:

- 0NpocC COTPYAHMKOB U MoJsib3oBaTesne;

- aHKeTMpoBaHue;

- chusnyeckuii ocMoTp;

- aHaI13 JOKYMEHTOB.
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MpunoxeHue E
(cnpaBo4Hoe)

Moaxoabl K OLEeHKe pucka MHhopMaLNOHHOW 6e30nacHOCT

E.1 BblCOKOypOBHeBas OLieHka prcka MHMOPMaLMOHHOK 6e30MacHoCTH

BbicokoypoBHeBast oLeHKa JaeT BO3MOXHOCTb OnpefesiaTb NPUOPUTETLI U XPOHOMOMNIO AelCTBUiA. o pasHbiM
npuymMHam, Hanpumep, 61KeTHbIM, OJHOBPEMEHHAA peasiv3auns BCex Mep U CPefCcTB KOHTPOA W YNpaBfeHus He
BCerja BO3MOXHa, 1 C MOMOLLbIO npoLecca 06paboTkv pucka MOryT paccMarpuBaTbCsA TOSIbKO Hambonee KpUTUYHble
puckn. Takke MOXeT 6biTb NPeXAEeBPEMEHHbIM HAaUYMHATL AeTaslbHbIi MEHEKMEHT pucka, ecnn peanmsauus npegyc-
MaTpuBaeTcs TObKO Yepes rof um asa. [ns JOCTWKEHWUS 3TON LEenn BbICOKOYPOBHEBAs OLEHKA MOXET HavyaTtbCsl C
BbICOKOYPOBHEBOI OLIEHKM MOCNEACTBUIA, & He C CUCTEMATMYECKOrO aHa/n3a yrpos, ya3BUMOCTEN, akTMBOB W MoCnes-
CTBUIA.

MpuunHOi HauyaTb C BbICOKOYPOBHEBOI OLIEHKMN SAIBNSETCS CMHXPOHM3ALMS C APYTUMW NiaHamu, CBA3aHHbIMU C
ynpas/fieHneM M3MeHeHUsAMM (UM obecneveHVeM HenpepbiBHOCTY 6u3Heca). Hanpumep He MMeeT CMbiciia obecneym-
BaTb MOJIHYIO 3aLUMTY CUCTEMbI UN MPUIOXKEHNS, eC/in B 6avkaiiluem 6yayLieM naakvpyeTcs npusneyb aas paboTsl C
HAMU BHELLHWE pecypcbl, XOTS, BO3MOXHO, CTOUT BbIMNOJIHUTL OLLEHKY pUCKA, UYTOObI OnpeennTb LenecoobpasHocTb
3aK/IYeHNA 40roBopa O NPUB/IEYEHUN BHELLHUX PECYPCOB.

OC0o6eHHOCTU UTepaLn BbICOKOYPOBHEBOI OLIEHKV PUCKA MOTYT BK/IIOUATb ClejyloLlee.

BblCOKOypOBHEBasi OLleHKa purcka MOXeT 6bITb CBsi3aHa ¢ 6osiee r1o6asibHbIM PacCMOTPEHUEM opraHu3aumn u ee
MHOPMALMOHHbIX CUCTEM, KOrfa TEXHOJIOrMYECKMe acnekTbl paccMaTpMBalOTCA Kak He3aBUCUMble OT nNpo6sieM 6u3He-
ca. B pesynbTaTe aT0ro aHanM3 KOHTeKCTa 60/blie cocpefoTaunBaeTcs Ha G13HeC- 1 IKCMyaTauMoHHONM cpeje, YeM Ha
TEXHO/IOTNYECKNX KOMMOHEHTaX.

BbICOKOypOBHEBAs OLiEHKa prcka MOXET BbiTb CBsi3aHa C 60/1ee OrpaHNYeHHbIM NepeyHeM Yrpo3 1 ya3BUMOCTEN,
CrpynNMPOBaHHbLIX B ONpeeneHHbIX cdiepax, Uamn A5 yCKOPEeHNUs npoLiecca oHa MOXET cocpefoTaunBaTbCsl Ha CcLeHa-
puvsix pycka Wnn HanageHuii BMECTO UX KOMMOHEHTOB.

Puckun, npefcTaBneHHble B BbICOKOYPOBHEBOI OLIEHKe pUCKa, HYacTo HOCAT 6osiee 06LLui XapakTep, YeM KOHKPETHO
naeHTUnLMpoBaHHble pucku. Korga cueHapuy wam yrposbl rpynnupyroTcst B cdpepbl, 06paboTka pucka npegnaraet
nepeyHn Mep v CpefCcTB KOHTPOS U ynpasneHus 4151 KOHKPETHOM cdiepbl. [lesTeNbHOCTL N0 06paboTke pucka 3arem
CTpeMUTCS, Npex[e BCero, NpPeasioxunTb 1 BbibpaTb 06LMe Mepbl U CPeACcTBa KOHTPO/IA W ynpasfieHus, Asnsowmecs
[eiicTBeHHbIMU BO BCeil cucteme.

Bcnepcteue TOro, YTO Npy NCMOMIb30BaHNK BbICOKOYPOBHEBO OLIEHKM pUCKa PEKO PacCMaTpUBalOTCA TEXHOIOMM-
yeckue feTanin, oHa 6onee yMecTHa [/11 06ecrneyeHns opraHn3aLyoHHbIX N HETEXHUYECKNX CPECTB KOHTPO/IA, a TaloKe
acrneKkToB MeHePKMEHTa TEXHNYECKNX CPECTB KOHTPOSIA UM K/THOUEBBIX Y OBLLMX TEXHUYECKUX 3alUTHBIX Mep. TakuX, Kak
pesepBHOE KOMMpOBaHWE W aHTUBUPYCHbIE MPOrpamMmbl.

MpevmyLiecTBa BbICOKOYPOBHEBOI OLIEHKN pUCKa TakoBbI:

- BK/IlOYEHME NepBOHaYa/IbHOrO MPOCTOr0 NOAX0AA, BEPOSATHO, HEOBXOAMMO A/151 0A06PEeHUs NporpaMmbl OLEHKM
puCKa;

- O/MKHO ObITb BO3MOXHbIM CO3/j@aHne CTpaTernyeckoin kapTuHbl nporpamMmbl obecneveHnst 6esonacHocT opra-
HM3aumu. T. e. oHa GyAeT felicTBOBaTb Kak XopoLuas NoMOLLb B NIaHNPOBAHN:

- pecypcbl 1 ileHexHble cpeicTBa MOryT ObiTb MPUMEHEHbI TaM. FA4e OHW Havnbosiee NnosesHbl, U CUCTEMbI, BEPOAT-
HO. 60/1bLLE BCEro HyxaatLmecs B 3awuTe, 6yayT pacCMOTPEHbI NEPBLIMU.

MockosibKy nepBoHaYasibHble aHa/n3bl PUCKA BbIMOHATCSA Ha BbICOKOM YPOBHE W MOTEHLMAsIbHO MOTYT 6biTh
MeHee TOYHbIMW, eAVHCTBEHHBI BO3MOXHbI/ HEA0CTATOK COCTOUT B TOM. YTO HEKOTOpble GU3Hec-MpoLiecChbl Nan cucTte-
Mbl HE MOTYT ObITb OMpeAesneHbl Kak HyXJaloLlmecs BO BTOPUYHON, 6onee AeTaslbHOlM OLeHKe pucka. STOro MOXHO
n3bexarb, ecnu CylLecTByeT afiekBaTtHas nHhopmaums 060 BCeX acnektax opraHusaumm, ee nHdopmauum n cuctemax,
BK/IOYasA MHGOpMaLMIO, NONYYEHHYI0 B pesy/bTaTe oLeHka uHuugeHTos Ub.

Mpun ncnonb3oBaHNM BbICOKOYPOBHEBOI OLEHKN pucka paccMaTpuBaeTcs LeHHOCTb A1 6u3Heca MHopMaLoH-
HbIX aKTUBOB W PUCKM C TOUKM 3peHUs BusHeca opraHu3auun. B nepsoli Touke MPUHATUA pelleHust (CM. PUCYHOK 1)
HeCKO/1bKO (haKTOPOB MOMOraloT B OMpefesieHn TOro, ABMISIETCS /N BbICOKOYPOBHEBAs OLieHKa afjeKBaTHOl 415 06paboT-
K1 pyCKa; 3TUMK hakTopamu MOryT 6bITb:

- BUsHec-Lenn, KoTopble JOMKHbI ObITb JOCTUTHYTLI NOCPEACTBOM UCMO/Mb30BaHUSA Pa3NYHbIX MHAOPMALMOHHBLIX
aKTMBOB;

- CTeneHb 3aBYCUMMOCTM Br3HECa opraHn3auuy OT KaxA0ro MHPOPMAaLMOHHOIO akTmea, T. e.. ABNSAITCA N PyHK-
LMW. KOTOpble OpraHn3aums cuuTaeT KpUTUYHBIMK 711 CBOETO BbDKMBaHWUS WK 3(PEKTUBHOIO BefeHNs 613Heca, 3aBu-
CALMMMN OT KaXKO0ro akTvsa Wam OT KOH(MAEHUMANbHOCTH, LeNOCTHOCTU, JOCTYMHOCTU, HEOTKa3yeMOCTU. YYETHOCTU.
NOA/IMHHOCTN U HAAEXHOCTU UHGopMaLmK, XpaHsielics 1 obpabaTbiBaeMoil B JaHHOM aKTuBe:

- YPOBEHb UHBECTULMI B KadKAbIli MHCDOPMALMOHHbIA aKTUB C TOUKM 3peHnst pa3paboTku, MOAAEPXKN UM 3aMeHbI
aKTnBa;

- UH(POPMALMOHHbIE aKTUBbLI, KOTOPbIM OpraHn3auus Hanpsamylo NpuceanBaeT LLEeHHOCTb.
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Mocne TOro kak 3T hakTopbl OLEHEHbI, PelleHne CTaHOBUTCA npole. Ecnv uenu aktmea KpaiiHe BaxHbI A1
BefleHVs1 Gu3Heca opraHusauyn Ui ecin akTBbl UMEIOT BbICOKWIA YPOBEHb pUCKa, TO A/151 KOHKPETHOro MHDOPMALMOH-
HOro aKTmea (WM ero 4actu) AoskHa 6bITb NPOBELEHA BTOpas utepauus, AeTaslbHas OLeHKa pucka.

3peck NpuMeHsieTcs cregytollee obLyee NpaBuso: ecan OTCyTCTBME VIB MOXeT NPUBECTU K 3HAUUTENNbHbIM Hebna-
TONPUATHLIM MOCNEACTBUSAM A/1 OpraHusaLuu, ee 613HEC-NPoLLECcCoB WK ee akTMBOB, TO HeobxoAuma BTopast utepa-
LSt OLEHKM pucka Ha 60s1ee AeTaslbHOM YPOBHE ANl UAEHTUMKALMN MOTEHLMASIbHBIX PUCKOB.

E.2 leTanbHas oueHKa pucka MHopMaunoHHol 6e3onacHocTyn

[JeTanbHbIii npoLecc oueHkn prcka VB BkItoYaeT TwaTenbHOe onpejesieHne N yCTaHoB/IEHNE LIEHHOCTY aKTUBOB,
OLIEHKY Yrpo3 3T1M aKkTMBaMm 1 OLeHKY YA3BUMOCTel. Pe3ynbTaTtbl 3TOM [eATe/IbHOCTU UCMO/b3YIOTCA A8 OLEHKUN PUCKOB,
a 3arem AN onpefeneHus cnocoba 06paboTKu pucka.

[JeTtanbHas nocnegosatesibHOCTb AECTBUN 06bIYHO TpebyeT NMPOAO/KUTENBHOIO BPEMEHW, 3HAUUTENbHbIX YCU-
JMIA N KOMNETEHTHOCTU W MO3TOMY MOXET 6bITb Hanbosiee NPUroAHoONR ANA MHHOPMALMIOHHBIX CUCTEM C BbICOKMM YpOB-
HeM pucka.

OkoHuaTe IbHbIM 3TanoM JeTasibHON oueHkn pucka Vb aBnseTcs oLeHka 06LLUMX PUCKOB, HaXoAALWAsCcs B thokyce
[aHHOr0 NPUIOXEHNS.

MocneacTBMsi MOTYT OLLEHMBATLCA HECKOJIbKUMK MeToJamMu, BKIOYAs KOSIMYECTBEHHbIE, HarpUMep [JeHexXHble, 1
KayeCTBEHHblE Mepbl (C MCMOMb30BaHUEM Tak1x onpefeneHunii, kak «yMepeHHbIe» WK «Cepbe3Hble») Uan NX KoM6uHa-
L. N5 OLEHKN BEPOSITHOCTU BO3HUKHOBEHWS YTPO3bl JO/MKHbI 6bITb YCTAHOB/IEHbI BPEMEHHbIE PAMKM, B KOTOPbIX aKTUB
6yneT 0bnafatb LEHHOCTBIO UMW HYXAATbCS B 3aluTe. Ha BEpOSTHOCTb BO3HWKHOBEHWS! KOHKPETHO Yrpo3bl OkasbiBatoT
BNVSHWE cnegytoLye dakTopbl:

- NpVBAIEKaTeNIbHOCTb aKTWBa WM BO3MOXHOE BO3[eiCTBME — MPUMEHUMO MPU PACCMOTPEHNUU YMbILLIIEHHO
yrpo3bl CO CTOPOHbI NEPCOHaNa;

- NpocToTa NpeobpasoBaHNA akT1Ba, UCMOJIb3YIOWEro YA3BUMOCTL 3a BO3HArpaxgeHue. — NPUMEHNUMO Mpu pac-
CMOTPEHUN YMBbILLIEHHON Yrpo3bl CO CTOPOHbI NepcoHana;

- TeXHUYeCKNe BO3MOXHOCTU AeNCTBYIOLEro dhakTopa yrposbl — MPUMEHUMO MPU PacCMOTPEHUN YMbILLSIEHHOM
yrpo3bl CO CTOPOHbI NEPCOHANa;

- UyBCTBUTEJILHOCTb YSI3BUMOCTM K UCMOJIb30BAHUIO — MPUMEHNMO K TEXHUYECKUM U HETEXHUUYECKUM YA3BUMOC-
TAM.

Bo MHOrMx meTofax MUCMOMb3YHTCA Tabnulbl U 06BLEAVHAIOTCA CYyObEKTVBHbIE W AMMUPUYECKUe Mepbl. BaxHo,
4TOGbI OpraHn3aLys UCnonb3oBasia MeToA, KOTOpbli ABNSIETCA ANA Hee Hanbornee yAo6HbIM, B KOTOPOM OpraHu3auus
yBepeHa 1 KoTopblii 6yeT obecneynBaTb NOBTOPSAEMOCTb pe3y/bTaToB. Heckonbko NpuMepoB, OCHOBAHHbIX Ha Tabnu-
Lax MeTofi0B, NPUBEAEHO HIKE.

E.2.1 Mpumep 1— Tabnuua c 3apaHee onpegeneHHbIMU 3Ha4eHNAMMN

B mMeTogax oueHKu pucka AaHHOro Bua haktuyeckue wav npejnonaraemble r3nyeckme akTmBbl OLEHUBAIOTCA
C TOYKM 3pEHMSI CTOMMOCTMN 3aMeHbl UM BOCCTAHOB/EHUS (T. €. KOIMYECTBEHHbIe Mepbl). 3Ta CTOMMOCTb 3aTeM Nepeso-
[OVTCA B TY )€ KaYeCTBEHHYIO LLKasly, KOTopasi UCMOJIb3yeTcsa A1 MHAopMaLmn (CM. HUXKe). dakTuyeckme um npegnona-
raemMble NPOrpamMMHble aKkTVBbl OLEHMBAIOTCA TakuM e 06pa3oM, Kak 1 msnyeckme akTmBbl. — onpegensieTca cro-
MMOCTb NPUOBPETEHNA UM BOCCTAHOB/IEHNUS, a 3aTeM NEPEBOANUTCA B Ty Xe KaYeCTBEHHYIO LLKasly, KOTopas UCMo/b3yeT-
cs 4N nHhopmaumn. Kpome Toro, eciv cuntaeTcs, YTo tobas npuknagHas nporpavMma MMeeT CO6CTBEHHbIE MpuUCyLLye
eli Tpe6oBaHUA B OTHOLLEHUN KOH(PUAEHLMA/IbHOCTW UK LLe/IOCTHOCTU (Hanpumep, eciiv UCXOAHbI TEKCT nporpaMmbl
cam no cebe ABNSIETCA KOMMEPYECKN KPUTWYHBIM), OHA OLLeHUBAETCA TakuM e 06pas3oMm, kak 1 nHopmMaums.

LleHHoCTb MHbopMaLun onpejenseTcs U3 ONpoCcoB OTAE/bHbIX NpefAcTaBuTenell busHec-meHepkMmeHTa (Bna-
[enbues UHhopMaLm), KOTopble MOTYT aBTOPUTETHO CYANTb O AaHHbIX C Le/bio OnpeAesieHns LEHHOCTU N KPUTUYHOCTU
haKTUYECKN WCMOMb3yeMbIX AaHHbIX WU AaHHbIX, KOTOPblE JO/KHbI XPaHWUTLCS, 06pabaTbiBaTbCA WM OLEHUBATLCS.
Onpockl 06/1eryatoT OLEHKY 3HaUMMOCTU U KPUTUHHOCTY MHAOPMaLMN C TOUKW 3PEHUA CLEHapUeB HamxXyawux BapuaH-
TOB. BO3HWKHOBEHME KOTOPbIX MOXHO NpeAnonaratb NCX0Aa 13 HebnaronpusATHbIX NOCNEACTBUI Ans GusHeca, 06ycnoBs-
NEHHbIX HECAHKLMOHNPOBAHHbLIM PacKpPbITUEM, HECaHKLIMOHMPOBAHHON MoauduKaumneli, HeAOCTYMHOCTbIO B TeYeHue
pa3NNyHbIX NEPUOLOB BPEMEHW W paspyLLeHnem.

LleHHOCTb onpefenseTcs Ucnosib3oBaHMem MPUHLMNOB OnpejesneHnst LEHHOCTU UHAopMaLu, KOTopble OXBa-
TbIBAIOT CriefytoLye Npo6aembl:

- NINYHasA 6e30MacHoCTb:

- IN4Hasa nHopMaLys:

- lopuanyeckne M HopMmaTuBHble 06s3aTeNbCTBA:

-cobn04eHe 3aKOHOB;

- KOMMepyeckne U 3KOHOMUYECKNe UHTepechl:

- ouHaHCOoBbIE MOTEPU/HAPYLLEHVE AEATENIbHOCTU:

- 06LL,EeCTBEHHbIV NOPAAOK:

- NoNUTUKa 1 onepauun 6busHeca;

- oTeps «HeocA3aeMoro kanuTana»;

- OTOBOP WK cornatleHne ¢ KIMEHTOM.
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MpuHUMNbI 061eryaloT onpefenieHne 3HaYeHW LLEHHOCTM MO YMC/IOBOW LKase, Kak. Hampumep, Ha wkane oT 0
[0 4. nokasaHHOli B NpyBELEHHOM Hibke mpumMepe (cM. Tabnuuy E.l1a). ocylwecTBassa Takum 06pa3oM NPUCBOEHWE KON-
YeCTBEHHbIX 3HAYEHWI, ecnn 3TO BO3MOXHO U 060CHOBAHHO, M KA4YeCTBEHHbIX 3HAYEHWl TaM. rAe KOMMYECTBEHHbIe
3HaYeHNs HEBO3MOXHbI, HaMpUMep B C/lyYaB CO34aHUs OMaCHOCTU A5 YeSI0BEUYECKOMN XU3HU.

CregytowyMm BaXXHbIM 3TanoM AesATeNbHOCTU SBNSAETCA 3arnosiHeHne psfa OnNpoCcHbIX IMCTOB ANs1 KaXAoro Buaa
Yrpo3bl, Kaxaoi rpynnbl akTMBOB, C KOTOPOI CBA3aH AaHHbI BUZA Yrpo3bl, YTOOLI cAenaTb BO3MOXHON OLEHKy YpOBHel
yrpo3 (BEPOSITHOCTY BO3HUKHOBEHWS) U YPOBHEN Ysi3BUMOCTEN (MPOCTOThI UCMOMb30BaHWS Yrpo3 /151 cO3faHust Hebna-
rONpUSATHBLIX NOCNeACTBUIA). Kakablii OTBET Ha BOMPOC AaeT 6abl. 3TN 6a//ibl CKaAbIBaOTCA C UCMOMb30BaHneM 6asbl
3HaHWIA 1 CpaBHMBAKOTCA C AnanasoHamu. ITO MAEHTUULMPYET YPOBHMW Yrpo3, Hanpumep, Mo Likane oT BbICOKOro A0
HW3KOTO W. aHa/I0TMYHO, YPOBHU YA3BMMOCTEN, Kak nokasaHo B Tabnuue E.la. ¢ npoBegeHMeM pasnmunii Mexay BugaMu
nocneacTawii. MiHchopmauusa Ans 3anofiHeHWst ONMPOCHbIX SINCTOB A0/MKHA COBMpaThbCA 13 ONPOCOB TEXHWYECKOro Mepco-
Hana. npefacTaBuTenell otTaena Kagpos, M3 AaHHbIX 06CNefoBaHNin hakTUHeCcKoro MecTopacnosioXeHUs U NPOBEPKM
[OKyMeHTauum.

LleHHOCTb aKTMBOB, YPOBHM Yrpo3 W yA3BUMMOCTEl, OTHOCALLMECS K KaXaoMy BuAy MOCMELCTBUIA, MPUBOASTCA B
TabnunuHoi chopme (Martpuue), npeactaBneHHoln B Tabnuue E.13. 4Tobbl 4NA Kaxaol KOMOUHaLMM naeHTUgULMpoBaTb
COOTBETCTBYIOLLYIO Mepy pucka Ha OCHOBE Lukasibl 0T 0 [0 8. 3HaUYeHUs 3aHOCATCA B MaTpuLYy CTPYKTYpPUPOBaHHbIM 06pa-
30M.

Ta6nunya E.13 — LIeHHOCTb aKTMBOB, YPOBHU Yrpo3 1 yA3BUMOCTEN

CreneHb BEPOATHOCTU Huzman CpepHss Bbicokas
BO3HVIKHOBEHWA  YTpo3bl
Mpo*:Tota
1CMo/ib 30BaMUA H c B N c B H c B
LieHHoCTb 0 0 1 2 1 2 3 2 3 4
aKTnsos 1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 7 8

[lnsa KakAoro akT1ea paccmMaTpyBatoTCst YMECTHbIe YA3BUMOCTU U COOTBETCTBYIOLLME UM YTpo3bl. Ecimn cywecTsyeT
yA3BMMOCTb 6€3 COOTBETCTBYIOLLE Yrpo3bl UKW Yrpo3a 6e3 COOTBETCTBYOLLEl YA3BMMOCTH, TO B HACTOSILL,EE BPEMST PUCK
OTCYTCTBYET (HO ciefyeT NPMHUMATL Mepbl B CllyYas U3MEHeHUs 3Toli cuTyauun). CoOoTBETCTBYIOLAA CTpOKa B Tabnuue
yCTaHaB/IMBAETCA N0 3HAYEHWIO LLIEHHOCTUN aKTMBa, a COOTBETCTBYIOLLAsA KO/IOHKA yCTaHaB/IMBAETCS N0 CTEeNeHN BEPOATHO-
CTW BO3HUKHOBEHUSA Yrpo3bl U NPOCTOTE WCMOJL30BaHWA. Hanpumep eciv akTuB MMEEeT LeHHOCTb 3. yrposa siBfiserca
«BbICOKOIi», a YyA3BUMMOCTb «HU3KOM», TO Mepa pucka byaeT pasHa 5. [peAnonoxmm, YTO akTUB UMeEET LieHHOCTb 2 W.
Hanpumep Ana MoAuukaumm ypoBeHb Yrposbl SBASETCA «HU3KUM», @ NPOCTOTa MCNOMb30BaHUA «BbICOKOW», Torga
Mepa pricka byaeT pasHa 4. Pasmep Tabauupbl C TOUKM 3pEHUS YMCa KaTeropuii BEpOSITHOCTM Yrpo3, KaTeropuii NpocToThl
MCNOMb30BaHVA U YnCna KaTeropuin onpefeneHns LLeHHOCTU akTBOB MOXET ObiTb afanTupoBaH Kk NoTpebHOCTAM opra-
Hu3aumn. [1ns JONONHATENbHBLIX MEP puUcka NoTpebyoTcs AONOMHUTENbHbIE KOJIOHKU U CTPOKM. LIeHHOCTb AaHHoro noj-
X0fa 3aK/io4aeTcs B paHX1poBaHUM PUCKOB, TPEOYIOLMX PACCMOTPEHMS.

AHanornyHan maTpuua, kak nokasaHo B Tabnuue E.la. sBnseTcsa pesynbTatoM pacCMOTPEHUs CTeNeHN BepOSTHO-
CTU cueHapus VHUMAEHTa, 0TOOPaKEHHOIo Ha KOMIMYECTBEHHO OLeHEHHOe BWsHME Gu3Heca. BeposiTHOCTb cueHapus
VHUMAEHTa AaHa NocpefcTBOM Yrpo3bl, MCMO/b3YHOLE YA3BMMOCTb C OnpefenieHHol BEPOATHOCTb0. Tabnmua otobpa-
XaeT 3Ty BEPOATHOCTb BUAHUA Ha GU3HEC, CBSI3aHHYI0 CO CLieHapueM uHuuAeHTa. Monyvaemblii B pesynbTare puck
nsmepsieTca no wkasne ot 0 0 8. MOXET ObITb OLleHeH OTHOCUTE/IbHO KPUTEPUEB NPUHATUSA pUCKa. [laHHas LKana PUCKoB
MOXET TaKxe 0TobpaxaTbCsi Ha NPOCTOV OBLLWIA PETUHT PUCKOB, HaMpUMep CreayoLlmmMm 06pa3om:

- Hu3Kuii puck: 0—2;

- cpegHwuii puck: 3—5;

- BbICOKUIA puck: 6—8.
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Tab6bnuua E.lb — CTeneHb BEPOATHOCTM CLEHapUA MHUMAEHTA

CreneHb OueHb HU3Kas Huskasi (ManoBe- CpeaHss Bhbicokas OueHb
BEPOATHOCTU (oyeHb MasioBe- posiTHas! (BO3MOXHas) (oeposiTras) BbICOKas
cueHapus posiTHas!) (4acTasn)
MHUMAEHTa
OueHb Hu3Koe 0 1 2 4
Hwu3kos 1 2 | 3
BnusiHune Coenxee 2 3 x
Ha BU3HEC peA 5 L !
Bbicokoe 3 4 5 6 7
OueHb BbICOX0E 4 7 8

o 6

E.2.2 Npumep 2 — PaHXupoBaHue yrpo3 nocpencTtsoM Mep pucka

Matpuua unu Tabnmua MoxeTt 6biTb MCMOMb30BaHa, YT06bI CBSI3aThb (DAKTOPbl NOCNEACTBUIA (LLEHHOCTL aKTMBOB) C
BEPOSAITHOCTbIO BO3HUKHOBEHUSA YDO3bl (MPUHMMAN B pacyeT acnekTbl YyA3BUMOCTM). epBblii Lar COCTOUT B OLEHKEe MNo-
cneacTeuil (LLEHHOCTM aKkTMBOB) MO 3apaHee OonpejesieHHol Lwkane, Hanpumep oT 1 4o 5. Ana kaxAoro HaxoAsLerocs
noA ydo3oi aktmea (KonoHka «6» B Tabnuue E.2). BTopoli Lwar COCTOUT B OLEHKe CTeneHn BEPOATHOCTU BO3HUKHOBEHNSA
yrposbl Mo 3apaHee onpejesieHHol LWwkane, Hanpumep oT 1 40 5. AN kaxaol yrposbl (KoMoHka «C» B Tabnuue E.2).
TpeTuii Wwar COCTOUT B BbIYUC/IEHNN MEPbI pUCKa NyTem YMHOXeHMS (to X ¢). HakoHeLl, yrpo3bl MOryT 6bITb parXMpoBaHb!
B MOpsifike COOTBETCTBYIOLLIEl Mepbl pucka. OTMETUM, 4TO B 3TOM NpUMepe «1» COOTBETCTBYET HaVMEHbLUNM NOCNeACTBU-
SIM U CaMOI HWU3KOIN CTeneHn BEPOATHOCTU BO3HWKHOBEHMS.

Tab6nunya E.2— PaHxupoBaHue yrpo3 nocpeAcTBOM Mep pucka

WaeHtndomkaTtop MocnepcTeust CreneHb BEpOSITHOCTU Mepa pucka ParxvpoBaHvie yrpo3
Yrpo3bl (LUeHHOCTb aKTVBa) BO3HVKHOBEHWS! YTpO3bl «0 (B)
) (b)
Yrposa A 5 2 10 2
Yrpo3a B 2 4 8 3
Yrpoza C 3 5 15 1
Yrposa D 1 3 3 5
Yrposa E 4 1 4 4
Yrpo3a F 2 4 3

Kak nokasaHo BblLLe, 3TO ABASETCA NPoLeaypoii, NO3BONALLEN CONOCTaBNATb U paHXMpPoBaTb B NOpsiAKe HasHa-
YeHHbIX NPUOPUTETOB Pas/INyHbIe Yrpo3bl C PasHbIMW NOCIEACTBUAMU U BEPOSATHOCTHIO BO3HUKHOBEHUSA. B HEKOTOpbIX
cnyyanx 6yaeT HeobXxoauMo pesynbTaTbl, NOSyYeHHbIe 34eCb MO IMMUPUYECKUM LLKasaM, NPeAcTaBATb B AEHEXHOM
BbIPaXeHUN.

E.2.3 MNpumep 3— OueHKa LEHHOCTM A8 BEPOSITHOCTM PUCKOB M UX BO3MOXHbIX NOC/EACTBUIA

B aTom npumepe oco6oe BHUMaHWe yaenseTcs nocneAcTBusamM MHUMAEeHToB UB (cueHapusiM MHUMAEHTOB) U on-
pefeneHnio Toro, Kakum cuctemam crnegyet otasaTb npeanoyTeHne. 3TO BbINOHAETCSA MyTeM OLEeHKMU [BYX 3Haye-
HWIA — AN K&XAO0ro akTBa 1 prcka, KoMOuHaLma KoTopbIix 6yaeT onpeaensTs 6annbl ANa Kaxaoro aktvea. Korga cymmu-
pytoTCS BCe 6asi/ibl akTVBOB CUCTEMbI, ONpeAensieTcs Mepa pycka A1 3TON CUCTEeMbI.

CHavana kaxaoMy akTuBy NpMcBavBaeTCs LLeHHOCTb. 3TO 3HAYEHNE CBSA3aHO C BO3MOXHbLIMU Heb1aronpusaTHbIMU
nocneacTBYSMI, KOTOPblE MOTYT BO3HUKATb, €C/IM aKTUB HAXOAUTCS NoJ Yrpo3oii. 3Ta LieHHOCTb NpucBanBaeTcs akTuBy
ANA KaX[oro criyyas BO3HUKHOBEHWA COOTBETCTBYHOLLEN akTVBY yrpo3bl. [1OTOM OLEHUBAETCA 3HaYeHUe BEPOSTHOCTU.
OHO OLEeHMBAETCA UCXOASA U3 KOMOUHAUMM CTENeHN BEPOATHOCTU BO3HUKHOBEHMWSI YrPO3bl U MPOCTOTbI UCMO/Ib30BaHUSA
yA3BUMOCTY (CM. Tabnuuy E.3, BbipaxatoLLyto BEPOATHOCTb OCYLLECTB/IEHNS CLEHApUsa UHLUAEHTOB).

Ta6nuuya E.3— OueHka LLEHHOCTV ANl CTENEHN BEPOSITHOCTY 1 BO3MOXHbIX NOCNEACTBUIA PUCKOB

YpOBHM Yrposbl Huzkas CpegHsist Bbicokast
YpOBHU YSA3BUMOCTU H C B H C B H C B
3HayeHve cTeneHn 0 1 2 1 2 3 2 3 4

BEPOSATHOCTU
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3aTeM, Haxo4a nepeceyeHne IMHNIA 3Ha4YEHUS LLIEHHOCTU akT1Ba 1 3HAUYeHUA CTENEHN BEePOSTHOCTY B Tabnuue E.4,
npvcsavBatoTcst 6ass1bl akTUBY/yrpose. basbl akT1Ba/yTpo3bl NOACUATLIBAIOTCS, YTOObLI NOTYYNTb UTOTOBbIE Bassibl A5t
akTviBa. 3Ta undpa MOXET UCMo/b30BaThCA A/15 NPOBEAEHNS pasinunii Mexay akTusamu, COCTaBsoLWMMMN YacTb CUC-
TeMbl.

Tabnunua E.4— LieHHOCTN aKTMBa N 3HAYEHNA CTENEHN BEPOSTHOCTU

3HauyeHue cTeneHn BEPOATHOCTH LleHHOCTb akTuBa
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8

OKOHuaTe IbHbIV LIar 3ak/oyaeTcsi B nofcyeTe BCeX MTOroBbIX 6a/1/10B aKTMBOB CUCTEMbI, YTOObI MOTYYNTb Gasi/bl
cuctembl. 3Ta Unpa MOXET UCNONb30BaTLCA 4151 NPOBEAEHNS pasnMunii Mexay cuctemamu n onpefesieHns Toro,
3aluMTe KaKoli CUCTeMbl criedyeT oTAaBaTb NpeanoyTeHne.

B nocnepyoLmx nprmepax Bce 3HaYeHWs BblbpaHbl CyvaiiHo.

Mpeanonoxum, uto cuctema C nmeet Tpu aktnea: Al. A2 n A3. Takxe NpeanooXnm, Yto CyLLEecTBYIOT ABe Yrpo3bl
Y1 1 ¥2, npumeHumsble k cucteme C. TMycTb LEeHHOCTb akTnea Al 6yaeT 3, A4ONyCTUM Takke, YTO LIeHHOCTb akTnea A2
paBHa 2. a LeHHOCTb akTmBa A3 paBHa 4.

Ecnn anaAl nY1 cteneHb BEPOATHOCTU Yrpo3bl HU3Kas, a NpocToTa UCMOo/b30BaHNUA YA3BUMOCTU CpPefHAs, TO
3HayeHvie CTeneHn BeposiTHOCTK pasHo 1 (cM. Tabnuuy E.3).

Bannbl gns aktnea>yrpossl A1/Y1 mMoryT 6biTb BbiBeAeHbI U3 Tabnuubl E.4 Ha nepeceyeHnn MMHWIA LieHHoe ™ akTuBa
3 1 3HaYeHusi cTeneHn BeposiTHoe™ 1. T. e. paBHble 4. AHA/IOTMYHbLIM 06pa3om, NycTb AN A1/Y2 cTeneHb BepOSTHOCTU
yrpo3sbl 6yaeT cpegHeld, a NpocToTa MCNOoJIb30BaHUs YA3BUMOCTY BYEeT BbICOKON, YTO AacTt ans Al/Y2 3HaueHve 6.

Tenepb MOTyT 6bITb BbIMMC/IEHBI UTOTOBbIE 6anbl akTuBa ALY, T. e. paBHble 10. IToroBble 6as1/1bl akTMBa BbIYUCSA-
10TCA NS KaKAO0r0 akTMBa WM NPUMEHMMOl yrpo3sbl. MToroBble 6ansibl CUCTEMbl BbIYMCASIOTCA NyTEM CyMMMUpOBa-
Hua ALY + A2Y + A3Y.utopaet CY.

PasnnyHble cuctembl MOTYT CPaBHUBATLCA /191 YCTAHOB/IEHUS NPYOPUTETOB, & Takke pas3/InyHbIX akTUBOB B npefe-
nax ofHol cUCTeMbI.

MpuBeaeHHble Bbille NPUMepbl NokasaHbl C TOYKM 3PEHUSs UH(OPMALMOHHBLIX CUCTEM, OfHAKO aHaNornyHbIl
noaxoA MoOXeT 6bITb NPUMEHEH U K BU3Hec-npoueccam.

43



FOCT P NCO/M3K 27005—2010

Mpunoxexve F
(cnpaBoyHoe)

OrpaHVILIeHI/IH, OTHOCAWMECA K CHUMXEHUID pUcka

Mpy PaccMOTPEHVU OrpaHNYEeHUl, OTHOCSLLMXCS K CHVDKEHWIO PUCKA, HYXHO MPUHUMAaTb B pacyeT crefytoLime
orpaHuyeHus.

BpemeHHble orpaHuyeHus

MoXeT cylLLecTBoBaTb MHOMO BU0B BPEMEHHbIX OrpaHnyeHunii. Hanpumep Mepbl 1 CpeACcTBa KOHTPONSA U ynpasne-
HUS1 JO/MKHBI BbITb peann3oBaHbl B TEUEHUE BPEMEHHOIO Nepuoga, NpPMeMIeMoro A1 pyKoBoACTBa opraHunzauum. Eule
OAVH BUJ, BPEMEHHOTO OrpPaHNYEHNs1 — MOTYT M Mepa ¥ CPefCTBO KOHTPONSA U ynpasneHus 6biTb peasn3oBaHbl B Teve-
H1e cpoKa CryX6bl CUCTEMbI WM MHopMaLUn? TPeTbUM BUAOM BPEMEHHOTO OrpaHNYeHUst MOXeT BbiTb Nepuog, Bpe-
MEHMW. KOTOPbI PYKOBOACTBO OPraHu3aLum cuuTaeT npreMieMbimM 41 NOoABEPXKEHHOCTU ONpeseneHHOMY PHCKy.

®UHAHCOBbIE OrpaHNYeHns

Peanusauusi unu nogAepxka Mep v CPeACTB KOHTPONSA U yNpaBfieHUs He Ao/MkHa ObiTb Goniee [OporocTosilei,
YeM LiEHHOCTb aKTVBOB, KOTOPbIE OHW NMPEeAHa3HauYeHbl 3alyLaTh, 3a UCK/IIOYEHNEM Crly4aeB, korga obecneyeHne cooT-
BETCTBUSI ABNSIETCS 06513aTe/NbHbIM (HanpuMep no 3akoHoAATeNbCTBY). [OMKHbI NpunaratbCst BCE YCUNWS, YTOGbl He
NPEBbICUTb YCTAHOB/EHHbIN GIOXET M A0CTUYbL (DVHAHCOBO BbIroAbl Garofapsi UCMosib30BaHMI0 Mep U CPELCTB KOHT-
pons u ynpasneHus. OfHako B HEKOTOPbIX C/IyYasix MOXET He GbiTb BO3MOXHOCTM AOCTWYb Xenaemoli 6e30nacHoOCTU 1
YPOBHSI NPUHSATUSI pUCKa BCNIEACTBUE BIOAKETHBIX OrpaHnyeHuii. Mo3aToMy A/ paspeLLeHus Takoli cuTyauum notpedyeT-
Csi peLleHne pyKOBOACTBA opraHusaumm.

CnepyeT NposiBNATbL GOJbLUYI0 OCTOPOXHOCTb, €C/IN U3-3a COKPALLEeHNs GlofpKeTa CokpallaeTcs KOsIMYecTBO Uin
KauecTBO Mep ¥ CPEACTB KOHTPO/ISA U YNPaBEHUs!, NOANEXALLMX Ppeanm3aLmm, Tak Kak 3T0 MOXET NPUBOAUTbL K HESIBHOMY
COXpaHeHWo 6osiee BbICOKOTO prcka, YEM M/IaHMPOBAIOCh. BHOAXET, YCTaHOBMEHHbIN A1S Mep U CPeACTB KOHTPONS v
ynpaBeHusi, O/MKEH NCNOMb30BATLCS Kak OrpaHNuMBatoLLMi hakTop, HO CO 3HAUUTESIbHOW OCTOPOXHOCTBHO.

TexHnYeckne orpaHnyeHus

TexHUYeckux nNpobsem, Takux, kak COBMECTUMOCTb MPOrpaMM WM annapaTHbIX CPEACTB, /IETKO MOXHO 136exaThb,
€C/IM yunTbIBaTb X BO BPEMSI BbIGOPA MEP U CPELCTB KOHTPO/ISA 1 yrpaB/ieHnsi. KpoMe Toro, peasim3aums NCnosib3yoLmx-
€Sl paHee Mep W CPefCTB KOHTPOSIS U yNpaBieHus A1 CYLLEeCTBYIOLLEro npoLlecca WM CUCTeMbl YacTo 3aTpyaHsieTcs
TEXHUYECKMMM OTPaHUYEHVSIMU. DT TPYLHOCTU MOTYT CABUraTh 6asiaHC Mep ¥ CPeACTB KOHTPOIS U YNPaB/IeHNsi B CTOPO-
Hy npoueaypHbIX U hr3nYecKkUx acnekToB obecneyeHnsi 6e3onacHocT. MOXET BO3HWMKHYTb HEOBXOAMMOCTb B nepe-
CMOTpe mporpammbl obecnevenust IB Ans jocTuxeHus Lesnei 6e3onacHocTv. ATO MOXET MPOUCXOAUTb, KOrAa Mepbl 1
CPEeACTBA KOHTPO/NS U YNpaB/EHUs1 HE COOTBETCTBYIOT OXMAAeMbIM pe3y/ibTaTaM CHWKEHWSI pucka 6e3 yMeHbLIEHUs
NPOV3BOAUTENILHOCTU.

OnepawumnoHHble orpaHnyeHns

OnepauyoHHble OTpaHUYEHNsi, Takue, Kak HEOBXOAVMMOCTb paboTaTb B pexume 24X7. BbINOJHSSA, KPOME TOro,
pe3epBHOE KOMMPOBaHWE, MOTYT NMPUBOAUTL K CNOXHOI W AOPOrocTosiLeli peanmsauum mMep n CPefCcTB KOHTPONS W
YNpaB/IEHUs!, ECNV OHW HEe Gbl/IN 3a/10KEHBI B MPOEKT C CaMOro Havasna.

KynbTypHble orpaHnyeHuns

Ky/nbTypHble orpaHvyeHusi, KacaloLpmecs BbiGopa Mep 1 CPpeACTB KOHTPOSIS 1 YNPaB/IeHWs!, MOTYT 6biTb XapakTepHbl
[N5 CTpaHbl, CEKTOPA, OpraHusauny nnv axe oTAena B opraHusauuy. He Bce Mepbl 1 CpefcTBa KOHTPOSIS U ynpaB/ieHus
MOTYT NMPUMEHSTLCA BO BCEX CTPaHax. Hampymep BO3MOXHO peasim3oBaTb JOCMOTP CYMOK B CTpaHax EBporbl, HO He B
psige cTpaH BawkHero BocToka. Ky/nbTypHble acnekTbl Henb3si MTHOPUPOBATb, MOTOMY YTO MHOTVE Mepbl U CpefcTBa
KOHTPO/IS 1 yNpaB/IEHWs 3aBUCST OT aKTUBHOW NOAAEPXKM nepcoHana. Ecnv coTpyfHUKM HE NMOHMMAKT HeO0BX04MMOCTY
NPYMEHEHNS1 MEP U CPEACTB KOHTPOSA W YNPaB/EHUS WU HE CUATAIOT WX MPUEMSIEMbIMU C TOUKU 3PEHUS KyIbTYPHbIX
TPaguLMiA, ¢ TEYEHNEM BPEMEHU 3TN Mepbl 1 CPeACTBa KOHTPO/IS U YNpaBrieHusi CTaHyT HeahtheKTVBHBIMM.

STuyeckne orpaHnyeHns

OTUYeckme orpaHNyeHust MOryT VMEeTb Cepbe3Hble NMOCNEeACTBUS /151 MEP U CPEACTB KOHTPO/IS U ynpaB/ieHus,
MOCKO/bKY 3TUHECKME MPUHLMMBI MEHSOTCS HA OCHOBE HOPM MOpasin. STO MOXET NPensiTcTBOBaTb peanusaunn Takux
MEep 1 CPEACTB KOHTPOIS 1 YNPaB/IeHsi, Kak. Harnpumep CKaHMpOBaHWE COOBLLEHUI 3/1EKTPOHHOW MOYTbI B HEKOTOPbIX
cTpaHax. CeKpeTHOCTb MHopMaLMU MOXKET TakKe MEHSTbCA B 3aBUCUMOCTU OT PErvoHasIbHbIX U TOCYAaPCTBEHHbIX
3TWNYECKMX MPUHLMNOB. OHW MOTYT B GOMbLUEN CTEMEHN KAcaTbCst OAHWX OTpac/ieli 3KOHOMUKM U B MEHbLUEA CTENEHN —
[PYrux, Hanpumep NpaBUTENIbCTBEHHOTO CEKTOPA M OTPAC/W 3[paBOOXPaHEHUS.

OrpaHunyeHns, CBsi3aHHbIe C OKpyXatoLLeli cpefol

dakTopbl OKPYXKatoLLEi cpefpl, Takue, kak AOCTYNHOE NPOCTPAHCTBO, IKCTPEMasibHble KIMMAaTUYeCckne YCNnoBus,
OKpYXXatoLLasi NPUpoAHas N ropofckast cpeaa, MOryT B/IUSTb Ha BbIGOP Mep U CPefCcTB KOHTPO/IS 1 ynpasneHus. Hanpu-
Mep o6ecrneyeHne celicMOCTONKOCTU MOXET GbITb HEOBXOAMMbIM B HEKOTOPLIX CTPAHAX, HO HEHYXXHbIM B ApYTUX.

Opuanyeckne orpaHmyeHust

MpaBoBble (haKTOPbI, Takue, Kak o6ecrneyeHre 3alyTbl IMYHBIX JAHHbLIX UM NOMIOXEHUS YTOMIOBHOTO KoAeKca,
KacawoLyecsi 06paboTkm MHhopMaLWK, MOTYT OKasbiBaTb B/IUSHUE HA BbIGOP Mep W CPEACTB KOHTPO/S W YnpaBfeHus.

44



FOCT P NCO/M3K 27005—2010

ObecneuyeHne COOTBETCTBUSI 3aKOHOAATE/bHbIM 1 HOPMATMBHLIM TPEGOBaHNSAM MOXET MpeAnuCbIBaTb UCMOIb30BaHue
onpefeneHHbIX BUAOB Mep 1 CPeACTB KOHTPO/IA 1 ynpas/ieHus, BKIo4Yas obecneyeHne 3awuTbl aHHbIX U (OUHAHCOBbI
ayauT, HO MOXEeT Takke He A0nyckaTb UCMO/Ib30BaHWSI HEKOTOPLIX Mep W CPeACTB KOHTPOSISA U yNpaB/ieHus, Hanpumep
LwndppoBaHus. [ipyrme 3akoHbl M HOpPMbI, Takve, Kak TPyLOoBOe Npaso, NpeAnvMcaHus NoxapHoro oTaena, npasmia TeXHU-
KN 6€30MacHOCTV U OXpaHbl 3[0POBbS M HOPMbl 3KOHOMWUYECKOrO CeKTopa v Ap, TOXe MOryT BUATb Ha BblIGop Mep v
CpeACTB KOHTPO/IA W ynpas/eHuns.

MpocToTa ncnonb3oBaHUA

HeypnosneTsoputenbHOe B3avMOAENCTBME «4YenoBek—TeXHOMOorMsA» OyfeT Bbi3blBaTb OLUINGKM NepcoHana u Mo-
XET NPUBOAUTL K 6ECMONe3HOCTN Mep U CPeACTB KOHTPOSIA U ynpasieHus. Mepbl U CPefcTBa KOHTPONS W ynpaBieHns
[O/KHbI BbIGUPATLCS C Lierblo 0b6ecneveHns onTuMasibHOW NPOCTOTbI UCMOb30BaHNUA Hapsagdy C AOCTMXEHUEM npuem-
IEMOro YPOBHSA OCTATOYHOIO pucka AN 6usHeca. MpuMeHeHue TPyAHO WCMOMb3yeMbIX MEP U CPeACTB KOHTPONS U
ynpasneHusi 6yaeT BAMATb Ha UX 3YdEKTUBHOCTb, Tak Kak Nosib3oBaTet MOryT MblTaTbCs 06X0AUTb UM UTHOPUPOBATL
UX. HACKO/IbKO 3TO BO3MOXHO. CNOXHble CpefcTBa ynpaB/eHWsi AOCTYNOM, NMPUMEHsIEMble B OpraHu3auuu, MoryT Cro-
C06CTBOBATL MCMO/b30BAHNIO a/IbTEPHATUBHBIX HECAHKLIMOHMPOBaHHbLIX METO4O0B A0CTyna.

KagpoBble orpaHnyeHuns

CnepyeT yunTblBaTb AOCTYMHOCTb U 3aTpaTbl HA OMATY COBOKYMHOCTY CneLuanim3mpoBaHHbIX HaBbIKOB A7 peanu-
3aUny Mep 1 CPeACTB KOHTPO/IA W ynpaB/ieHus, a Takke BO3MOXHOCTb MepemelleHus nepcoHana Mexay nogpasgene-
HMSIMW OpraHu3aummn npu He61aronpuATHLIX YCN0BUAX paboTbl. Y nepcoHana MOXeT OTCyTCTBOBaTb Tpebyemas kBasm-
hukaums ana peasmsauyum naaHupyeMbiX Mep U CPeACcTB KOHTPOAA U ynpaBfieHUs UM ee MoJlyyYeHne MOXeT ObiTb
KpaiiHe 3aTpaTHbIM 415 opraHusauuu. [pyrie acnekTbl, HanpuMep TeHAEHUMS K AUCKPUMUHALMN OAHUX COTPYAHUKOB
OpYrMuy, He NMPOXOAVBLUMMMW NPOBEPKY HAAEXHOCTW, MOTYT UMETb Cepbe3Hble NMOCNEACTBUS 4151 NONMTUK 6e30MacHoCTH
1 NpakTU4yeckux NpremMoB obecneyeHns 6e3onacHOCT. Kpome Toro, He06x0AMMOCTb HaliMa Ha paboTy cneumanmcTos
COOTBETCTBYHOLLE KBAIMCOUKALMN 1 HAXOXAEHWNE Takux KaHAMAaTyp MOXeT MPMBOAWTL K HaliMy 10 3aBepLUEHNS NpoBep-
KW HafexHocTu. TpebGoBaHMe 3aBepLUeHVs NPOBEPKY HaAeXHOCTM A0 0DOPMIEHUS HaliMa SBNSeTCA 0ObIYHOW W Haw-
6051ee 6e30MacHO NPaKTUKONA.

OrpaHunyeHus, kacatoLlnecs UHTerpaLnm HoBbIX 1 CYLLLeCTBYIOLLMX Mep 1 CPeCTB KOHTPO/A U yrpasieHus

Ha vHTerpaumio HoBbIX Mep 1 CPeACTB KOHTPO/IS M YNpaB/ieHus B CyLLeCTBYIOLEe MHPpaCcTPyKType 1 B3aMMo3aBu-
CUMMOCTb Mep 1 CPeACTB KOHTPO/SA U yNpaB/eHWsi 4acTo He obpallaloT BHUMaHKsA. HoBble Mepbl U CpeAcTBa KOHTPOAS 1
ynpasfieHnst MOryT 6bITb TPYAHO pean3yeMbiM1 NPy HUTMUYUKN HECOUYETaeMOCTM UM HECOBMECTUMOCTM C CYLLECTBYIOLLU-
MW Mepammn 1 cpeAcTBamMyt KOHTPONSA W ynpas/ieHus. Hanpumep nnaH no 1Cnosb30BaHWI0 GUOMETPUYECKUX NPU3HAKOB
[N OCyLLeCTBNEHNST (DM3NYECKOTO KOHTPO/IS fOCTYNa MOXeT BCTynaTb B MPOTUBOPEYME C CyLLEeCTBYIOLLEN CUCTemoli yn-
paB/ieHn st AOCTYNOM, OCHOBaHHO Ha Habope PIN-koga. CTOMMOCTb U3MEHEHUSI MEP U CPeACTB KOHTPONA U ynpaBieHns
C CyLLeCTBYIOLLMX Ha 3anjaHupoBaHHbIe AOKHA OblTb Ao6aBeHa K 06LWMM pacxogam Ha 06paboTky pucka. Bo3MoxHo,
4TO peasin3aums BblOpaHHbIX Mep 1 CPeACTB KOHTPONA W ynpasneHust 6yaeT HEBO3MOXHA M3-3a HecouyeTaeMocTu Uan
HEeCOBMECTUMOCTU C CYLLECTBYIOLMMI MEPaMM U CPeACTBaMM KOHTPOASA U yNpaB/ieHus.
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MpunoxeHne OA
(cnpaBoyHoe)

CBefieHNs 0 COOTBETCTBUUN CChINTIOYHbIX MEXAYHAPOAHbIX CTAHAAPTOB CCbI/IOYHbLIM
HaumMoHanbHbIM cTaHgapTaM Poccuiickoli ®epepaummn

Tabnuya JA.1

O603Ha4YeHne CCbINOYHOTO CrteneHb O6o03HaueHne U HauMeHoBaHue
MexXxXayHapoaHOro crtaHgapTta cooTBeTCTBUA cooTBeTCTByHO U, €ro HauuoHanbHOrNo crtaHgapTa
MNCO/M3K 27001:2005 oT FOCT P NCO/M3K 27001—2006 «WHcopma-

LMOHHasA TexHonorusi. MeToApl v cpeAcTBa obecne-
ueHusi 6esonacHocTh. CUCTEMbI MEHEDKMEHTA WH-
hopmaumoHHoli 6e3onacHocTu. TpeGoBaHus»

MCO/M3K 27002:2005 — .

NCO/M3K MOD FOCT P 51897—2002 «MeHemXMEHT pucka.
PykoBogcTteo 73:2002 TepmuHbl 1 onpefeneHna»

MCO/M3K 16085:2006 o1 FOCT P NCO/M3K 16085—2007 «MeHeKMeHT

pucka. NprMeHeHns B npoLeccax XXU3HEHHOTO LK-
na cuctem u nporpaMmmHoro obecneyeHns»

* COOTBETCTBYHOLMIA HaUMOHaubHBIV CTaHAAPT OTCyTCTBYET. [l0 ero yTBepXaeH1si pEKOMeHAYeTCcs UCNONb30-

BaTb NEPEBOA Ha PYCCKUIl S13blK JAHHOTO MEX/AYHapOAHOTo cTaHfapTa. MepeBos [AaHHOT0 MeXAyHapOoAHOro CTaH-
fapTta Haxogutcs B deaepasibHOM UHGIOPMALIMOHHOM (DOHAE TEXHUYECKMX [OKYMEHTOB W PersiaMeHToB.

MprnmMeyaHune — B HacToswell Tabnve NCNonb30BaHbl CeAyioLmMe YC0BHbIE 0603HAYEHNE CTENEHN

COOTBETCTBUA CTaHAapTa:
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- lOT — naeHTn4YHble cTaHdapThbl:
- MOD — moandmuupoBaHHble cTaHAapTbI.

Bubnuorpacdusa

NCO/M3K PykosoacTeo 73:2002 MeHemkMeHT pucka. Cnosapb. PYyKOBOACTBO MO NMPUMEHEHWIO B CTaHAapTax

(ISO/IEC Guide 73:2002) (Risk management. Vocabulary. Guidelines for use in standards)

NCO/M3K 16085:2006 MpoekTupoBaHne cucteM K NpPorpammHOro obecneyexus. Mpoueccbl Xus3-
HEHHOro uukna. MeHeKMEHT pucka

(ISO/IEC 16085: 2006) (Systems and Software Engineering. Life Cycle Processes. Risk Management)

MeHeaxXMeHT pucka

(AS/NZS 4360: 2004 Risk Management)

CneunansHaa ny6nukaumsa HACT 800— 12. BeeaeHne B KOMMNbIOTEPHYO 6e3onacHocTb. CrnpaBoyHuk HACT
(NIST Special Publication 800—12. An Introduction to Computer Security: The NIST Handbook)

CneunansHaa ny6nukauma HACT 800—30. PykoBOACTBO MO MEHEeMKMEHTY pucka ANnsi cucteM MHopMaLMoH-
HbIX TEXHOJIOTWIA. PekoMeHaaumm AN HaUMOHaIbHOTO MHCTUTYTa CTaHAAPTOB M TEXHO/OTUIA

(NIST Special Publication 800—30. Risk Management Guide for Information Technology Systems. Recom-
mendations of the National Institute of Standards and Technology)
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